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CREATE FIREWALL POLICY=net
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CREATE FIREWALL POLICY=net

ENABLE FIREWALL POLICY=net ICMP_F=ALL

DISABLE FIREWALL POLICY=net IDENTPROXY .
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ADD GRE
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ADD GRE=gre-number SOURCE=ipadd [SMASK=ipadd] [DESTINATION=ipadd]
[DMASK=1ipadd] TARGET=ipadd [ENTRY=entry-id]

ADD GRE=gre-number INTERFACE=interface TARGET=ipadd [ENTRY=entry-id]

gre-number: GREO DO 00 00 0101000
interface: IP 000000000 0eth0DOppp0 00O
ipadd: IPO0O000O0O0DODOOO

entry-id: 10000000100
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gogggo

GRE GREOOOOOOO

SOURCE 00000000000 O0OOOOIPODOOOOSMASKOOOOOOOOOOOOOOO

SMASK SOURCEOOOOOOOOOOO

DESTINATION 0000000 O0O0OO0OOUOOOIPODOOOODMASKOOOOOOOOOOOO
goo

DMASK DESTINATIONCOOOOOOOOOOO

TARGET GREOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOIPODOOOOOOO
0000000000000 U00D0U0DUDOD0DADDGRETUNNELOOOOO REMOTEO O OO
goooogboogoboooobooooboo

ENTRY GREOOOOOOOODOOOOOOO

INTERFACE 00000000000 000OO0OOOIPOOO0OO0OOOOINTERFACEDOOOOOOO
00000000000 00ooooIPOO0O0O0O0O0O0O0O0O0DO0O0O0O0O0ODOODOSOURCED
SMASKO DESTINATIONO DMASK O OO O0O0ooooooo

g

m 192.168.10.0/24 00 192.168.20.0/24 000 0000000000000 00O0O0 222200000
GREOOOOOO1ODOOOoooo
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ADD GRE

ADD GRE=1 S0=192.168.10.0 SMA=255.255.255.0 DEST=192.168.20.0
DMA=255.255.255.0 TARGET=2.2.2.2

gogggo

ADD GRETUNNELO 130000

ADDIP INTERFACED IPO O 1850000
DELETEGREO 140000

SET GREO200 000

SETIP INTERFACED IPO O 376 0O OO
SHOW GRECO 220000

SHOW GRE TUNNELO 240000
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ADD GRE TUNNEL

ADD GRE TUNNEL

O0O0OD0DO0OO0OGRE/OD0OOOOO

ADD GRE TUNNEL REMOTE=ipadd [KEY={value|NONE}]

ipadd: IP 0000
value: 00000000800 1600000000000 0O0O 10FFFFFFFFO

g

GREOOOODOOOOOOO

GREOOUDOOOOOOOOOOOODOOO GREODOODOOOODOODOOOOOOODOOOOOOOOO
O0D00O0O0OO0OO0OADDGREODOUOO GREODOODUOOOOOOOADDIPINTERFACE OO0 OOSET
IPINTERFACEO O OO0 GREOOOOOOO IPOODOOOOODOOOOOOOOOOOO

googgg

REMOTE GREOOOOOOOOOUOOOOOOOOOOOOOOOOOOOOOIPODOOOOOOO
OODADDGREOOOUOO TARGETO OO UOOOOODUOOODODODOOOODODOOOOOOOOOO
goooooogon

KEY OO0O0O0OO0O0OO0OO0O0OO0O800 1600000000000 OO I0FFFFFFFFOO0O0O0O0OOOOO
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ADD GRE TUNNEL REMOTE=2.2.2.2 KEY=deadbeaf

gogggo

ADDGREO 110000
DELETEGREO 140000

DELETE GRE TUNNELO 150000
SET GREO200 000

SETGRE TUNNELO21 0000
SHOW GRECO 220000

SHOW GRE TUNNELO 240000
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DELETE GRE

DELETE GRE

O0O0OD0DO0OO0OGRE/OD0OOOOO

DELETE GRE=gre-number ENTRY={entry-id|ALL}

gre-number: GREO D0 00 00 0101000
entry-id: 10000000100

0o

GREODUOOO0OO0OOO0D0O0OO0D0DO0O0O0OO0OO0DOO0OO0DOOoOOOoooooooon
goooon

GRE GREOOOOOOO
ENTRY GREOOOUOOOOOOOOOOOODALLOOOOOOOOOOOOOOOOOOOOOOOOO

goooon

ADDGREO 110000

DELETE GRE TUNNELO 150000
SETGREO200000

SHOW GRECO 220000

SHOW GRE TUNNELO 240000
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DELETE GRE TUNNEL

DELETE GRE TUNNEL

O0O0OD0DO0OO0OGRE/OD0OOOOO

DELETE GRE TUNNEL REMOTE=ipadd

ipadd: IP 0000

0o

GREOOOODOOOOOO
goooon

REMOTE GREOOOOOOOOOUOOOOOOOOOOOOOOOOOOOOOIPODOOOOOOO
O00000000 TARGETUOOOOO GREODOOOOOOOODOOOODODODOGREODDOOOO
00000000000 DELETEGREDUODOO GREODOOOOOOOOOOOO

goooon

ADDGREO 110000

ADD GRETUNNELO 130000
DELETEGREO 140000

SHOW GRECO 220000

SHOW GRE TUNNELO 240000
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DISABLE GRE

DISABLE GRE

O0OO0ODODODOGRE/DOO0OOO

DISABLE GRE

g

GREOOOOOOOOOODOODOODOODOOOOOO

googod

ENABLEGREO 170000
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ENABLE GRE

ENABLE GRE

O0OO0ODODODOGRE/DOO0OOO

ENABLE GRE

g

GREOOOOOOOOOODOODOODOODOOOOOO

googod

DISABLEGREO 160000
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PURGE GRE

PURGE GRE

O0OO0ODODODOGRE/DOO0OOO

PURGE GRE

g

GREOOOOOOOOOOOOOO

goooogn

0000000000000 GREODOOODOOO0OO0OO0OO00O000O0O0O0O0O0OO0O0O00OO
coooodooooboooooooo

googod

RESET GREO 190000
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RESET GRE

RESET GRE

O0OO0ODODODOGRE/DOO0OOO

RESET GRE

g

GREOOODOOOOOOODOOO
DISABLEGREOUOOOOENABLEGREO OO OODOODOOOOOOOO

googod

DISABLEGREO 1600 00O
ENABLEGREO 170000
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SET GRE

SET GRE

O0O0OD0DO0OO0OGRE/OD0OOOOO

SET GRE=gre-number ENTRY=entry-id [SOURCE=ipadd] [SMASK=ipadd]
[DESTINATION=ipadd] [DMASK=ipadd] [TARGET=ipadd]

SET GRE=gre-number ENTRY=entry-id [INTERFACE=interface] [TARGET=ipadd]

gre-number: GREO DO 00 00 0101000
entry-id: 10000000100

ipadd: IPO0O000O0O0DODOOO

interface: IP 000000000 0eth0Oppp0 00O

g

GREOOOOOOOODOOOOOO
googgg

GRE GREOOOOOOO

ENTRY GREOOOOOOOODOOOOOO

INTERFACE 0000000000 U0OO0O0OOIPOOOCOUOUOO0OOINTERFACEODOOOOOOO
00000000000 00ooooIPOO00O0O0O0O0O000O0O0O0O0O0O0ODOODOSOURCED
SMASKO DESTINATIONO DMASK O OO O0Oooooooo

SOURCE 0000000 0OO0OO0OO0O0OOOOIPOOOOOSMASKOOOOOOOOOOOOOOO

SMASK SOURCEOOOOOOOOOOO

DESTINATION 0000000 O0O0OO0OOUOOOIPODOOOODMASKOOOOOOOOOOOO
goo

DMASK DESTINATIONCOOOOOOOOOOO

TARGET GREOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOIPODOOOOOOO
0000000000000 U00D0U0DUU0D0DADDGRETUNNELOOOOO REMOTEO O OO
goooobogobooooboooboo

gogggo

DELETEGREO 140000
SETIP INTERFACEI IPO O 376 0O OO
SHOW GRECO 220000
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SET GRE TUNNEL

SET GRE TUNNEL

O0O0OD0DO0OO0OGRE/OD0OOOOO

SET GRE TUNNEL REMOTE=ipadd KEY={value|NONE}

ipadd: IP 0000
value: 00000000800 1600000000000 0O0O 10FFFFFFFFO

g

GREOOOODOOOOODOOOO
gogggo

REMOTE GREOOOOUOODOOOOOOOOOOOOOOOOOOOOOOOOIPOOOOODOO
goo

KEY OO0O0OO0O0O0OO0OO0O0OO0O800 1000000000000 O I0FFFFFFFFOO0O0O0O0OOOOO
0000000000000 00000000000ONONEOODODODOOOooooooooon
gopoooboogoboooobooobobon

googgg

ADDGREO 110000

ADD GRETUNNELO 130000
DELETEGREO 140000

DELETE GRE TUNNELO 150000
SETGREO200000

SHOW GRECO 220000

SHOW GRE TUNNELO 240000

GRE CentreCOM AR560S DO OOOODO0OOO 2.9
613-001314 Rev.G

21



SHOW GRE

O0O0OD0DO0OO0OGRE/OD0OOOOO

SHOW GRE [=gre-number] [GENERAL]

gre-number: GREO D0 00 00 0101000

g

GREOOODOOOOOOOOOOGREODOOOOOOOOOOODOO
gogggo

GRE GREOOOOOOOOOOODOOOOOGREODOODOOOOOOOOOOOOOOO
GENERAL GREOOOUOOOOOOOOUOOUOOOGREODODOOOOOOOOOOODOOOOOOO
goo

goodgoooon

Manager > show gre

GRE Entry Interface Source Destination Target
Source Mask Dest. Mask Match
1 1 - 192.168.10.0 192.168.20.0 172.31.28.186
255.255.255.0 255.255.255.0 2536
Requests: 2536 Translations: 2536

Manager > show gre general

GRE General Information
Status ..o e e Enabled
Total GRE Pkts In ........iuiiiineeneen.. 0

Total Discarded Pkts ..................
Invalid GRE Version Rcvd ..........
Invalid GRE Protocol Type Rcvd.....
Invalid GRE Key Value Rcvd.........
GRE Not Enabled Discard Pkts.......

Tunnel Unconfigured Discard Pkts...

o O O O o o
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SHOW GRE

GRE GREOOOOOOO

Entry gobodgoogoboboo

Interface gobbobobobobooooooobooooboobm-oonpooooo
Source O000o0o0ooooooooo IPODOOO

Source Mask

SourceJ0OD0OOODOOODO

Destination Ooooooooooooooo IpooonO

Dest. Mask Destination 0000000000

Target GREOOOOOOQOOoOoIPOOOO

Match opooooooIPoooooo

Requests Oooooooooooooo IPoooonog

Translations 000000 GREODODDODODOODOOOOOOO IPOOOOOO
0o 1:

Status GREOOOODOODOODOOO

Total GRE Pkts In

GREOOOODOOOO

Total Discarded Pkts

00000000 GREODOODUOOUOOOUOUOOOOOOOO
gooooboboogo

Invalid GRE Version Revd

g0000O000000oOoOoOo0 GREODOOOOO

Invalid GRE Protocol Type Recvd

gooooboobobogoobobooboobobooboo
0000000000 GREODOOOOO

Invalid GRE Key Value Revd

0000000000000 Uo0DUOg GREODOOOOO

GRE Not Enabled Discard Pkts

GREOOUOOOOODUOODODOODUODOO GREODOOOOO

Tunnel Unconfigured Discard Pkts

O00U000doooooooo0uooooooooug GRE
gooooo

gogggo

0 2: GENERALOOOOO

ADDGREO 110000
DELETEGREO 140000

GRE

CentreCOMAR560S 00 0O0OOOOOO 2.9
613-001314 Rev.G
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SHOW GRE TUNNEL

SHOW GRE TUNNEL

O0O0OD0DO0OO0OGRE/OD0OOOOO

SHOW GRE TUNNEL

g

GREOOOODOOOOOOOOOO

goodgoooon

Manager > show gre tunnel
Tunnel Remote End GRE Key
10.1.1.1 DEADBEAF
10.2.1.1 FEEDBEAF
10.3.1.1 BEBEEBEE
Tunnel Remote End GREOOOOOOOO IPOODOOOODOOOOOOIPOOOOO
GREKey goooooglenonoO
0 3:
goooono
ADD GRETUNNELO 130000
DELETE GRE TUNNELO 15000 O
SET GRE TUNNELO21 00 OO
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