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0000000000000000000000000000000000000000OWebGUIDOOO
O00000-oUDLDODOO0O0DD0OMOOo0OOWebGUIDO /0000000000 OOOOOMM

[CO0oo00 UDLDPDUOOOOOOOO MACOOOOOOOOOOOOOO00-00-F4-27-71-09000000
o0oo0ooooooooooo MACOOOOOOOOOOoOoOooooMACOOOOOOOOOOoOOoO
ooooooooooooooooooboooooooooboooooooo

[CUODLDOO0O0O0OoOoooUDLDOO0OOOO0Oo HUBOOOOODOOOOoOoooooooooo

ubLD O OO

UDLDOO0OO0oO0oooooooooooo

Bidirectional state

UDLDOOO0O0OO00ODO0OO0OOBidirectional state0 000 0000000000000

Unknown oooo

Neighbor’sechoisempty Oooo uUDLDoODOooooooooo Neighborl]l]l]l]l]l]l]l]l]
oooo

BidirectionalD O O OO J000o0D0D000o0oooooo TXOooooooooooooo

RXOOOOOoOooooooooooo
Unidirectional0 00000 0000000000000 ooo TXoOooooooooooooo
o0ooooooOoRXOODDODODOODODODODODODODOODODOO
Transmit-to-receive loop O0o0ooooo UDLDOOO0O0O00ooDooooooooooo
googoooboooboooboobo

0 5:

Operational state

UDLD 0O 00 0 Operational state0 00 00 0000000000000000O0DOOO
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Inactive (Link down / UDLDO00D00O000D0000000000000000000
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uDLD

Link up o0ooo0ooooooooouDLDOO0OO0OOO00oooooooon
oo

Detection O00o0ooouDLbOO0OO0O0OO0o0oooooooooubLDO0oO0n
0 Bidirectional 00D O OO0OO

Extended detection Detection 00 000 Neighbor 00000 00000000000

Advertisement oo0ooooUDLDOOOO0OO00o0ooooooon

Advertisement - Single 000000000000 Bidirectional 0000000

neighbor detected

Advertisement - MUL- D0000U000UO00O0OO0Bidirectional 000000000 OOOOO
TIPLE NEIGHBORS

DETECTED

0 6: Operational state (OO0 0)

ubLDOOOOO

UDLDO 00000 00oooooooooooooooo

goooooooooo O0oo0o UDLDOO0O0Oooooooooooooooooooog 15
U

000000000000 000000000 UDLDODO0OOOO000OO0O0O0ODDOOOODBidirec-
tional 0000000000 D0O0OO0O50000

a7

[CO00000000000000000000000OUDLDO0O0O0O OO0 Bidirectional 00 00 Advertisement
0000o000000o0ooddLlinkup 000 Detection0 0000000000000 10000000
00000000000 Bidirectional 1000 00O Advertisement 0000000000007 0000
oooooo

ubLDOOOOO

UDLDOO0O0O0O0O0OO0000O0ODODODODO0O0000000o0oo00ogooooooooooooDoooo
goooooo

LinkupoooQo

UDLDO0OO0O000000ooooooooooooooloooo UDLDODOoOooOoooooogo
goooo

§0 UDLDUO 0000000000000 oooooooooooo UDLDOODOOooooooooo
00000000 Advertisement0 0000000000

O00ooo UDLDOODODDDOOO0O0DO0O0DUODUOODetection0OoooooOooO0O

Detection 0 O OO
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uDLD

odoooooooloooos00000000D0000oo0@o00ooo0ooooooooon
gododooooooooobooboobooooooo

oo booobbooobb oo oo oo oooooobo
0000000000000 0000 Bidirectional 00 0O Advertisement D 0000000000

Extended detection 0 O O O

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
goooo00o0o0O00o0o0U0ODU0DUODO700D0D00D0O00ODOOODOOO
0000000000000000000000000000 Unidirectional 0000000000000
gooo
goooooo00o0oU000U00ODUUL0U0000UOU00D00UDODODODODUODOoOoODOoOoo 3000
0000000 Linkup 00000000000

AdvertisementO O O O

00000 Bidirectional 00000 0000000000000 00O0O00O0 UDLDOOOOOODOO
00000000 O0000Advertisement 0 00000000000 S5000070000000
00000 Bidirectional 0 00 000700000000000000000000OO
O0o00o0ooooooo UDLDOOO0O0O0O0oooooooooooooooooooooooooon
00000000000000000300000000000LInkup0000000ODOOO

ubLDOOOoono

UDLDOOO0O00D00000D000000000000000 200000000 Bidirectional 000
00000 Unidirectional 000 0000000000000 O0O0OO
UDLDOO0O00000000000000000DDOExtended detection0 0000000000000
0000000000000000000000000 Unidirectional 00 0000000000000
000000000000000000000000000000Unidirectional 00000000000
oo

0000000000000 000000000LInkuwp 0000000001 0000 800UDLDO
0000000000000 o0o00O0oooD0oo UDLDO0DO0DO00O00O0OOODOOO00D0DOooooooon
00000 Unidirectional 000 0000000000000
00000000000000000000000000000Unidirectional 00000000

CO00000000000000000000000000000000 Bidirectional 0000 00 OLink up
ooooooooooooooooo

ubDLDOOOoOO/00

o000 UDLDOODOOoDDOOOoOUDLDOOOOODOO0OOooooooo

s UDLDOOOOOOOOOCOCOENABLEUDLDOOOOO9SODOO0O0OO0O0O0O0OOOOOOO1
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uDLD

O50 UDLDOOODOOODOOO0OOOO0OODOUOODUODODOO

ENABLE UDLD PORT=1-5 .

s UDLDOOOOOO00O0O0O0OO0OOO0OU000O0O0O0O00OD0O0OD0ODO0OENABLEUDLDOOOOO9 0000
0O AGGRESSIVEO O OOOOODODODOoOooOoOOOoOoOoooooooooooooubDLDOOODOOO
goboooboboo

ENABLE UDLD PORT=2 AGGRESSIVE

s UDLDOOOOOOOOOOODISABLEUDLDOOOOO80O00DOO0O0O0OODODO

DISABLE UDLD PORT=1-5 .

ubDLDOOOOO

00000 UDLDOOO0DOODOD0O0O00D000000Unidirectional 0000000000000O0O
goboooobooobooobooboobbobboobooobo

s J0000UDLDOOOO000ODOODO0000DODO0000000D0O0000o0o0OSET UDLD O
000012700000 MESSAGETIMEOD O OO OOOOODOOODOOOO0O0O00O0OO0oO0oooon 150
ugon

SET UDLD MESSAGETIME=10

m Unidirectional 0 000000000000 00OCSETUDLDO OO0 O0127 00000 DISABLETIME
0000000000000 0DO0O0OUOUOOONONEDODODDODODODUDODODODODODODODODODOoDOoOoooooo
O00000 NONEDOO

SET UDLD DISABLETIME=60

m Unidirectional 000 0000000000000 0O0O0OORESETUDLDOOOOO108000000
gooo

RESET UDLD

s UDLDOOOOOOO0OOOO0O00O0OSHOWUDLDOOOOO171 00 0MMSHOW UDLD NEIGH-
BORSOODOOOD1740000000000

SHOW UDLD PORT=1-3

SHOW UDLD NEIGHBORS
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DHCP Snooping

DHCP Snooping

DHCP Snooping 0 ODHCP OO 0000000000000 ODOOOO DHCPOOOODOOOOOO
o0 PO000000O0D0O0OODOOODOOODOODOO0O0O0O0O0OOOODHCPOOOODODOODOOOOODO
00000000 OooOo DHCPOODODODDOODOD IPODOODDOOODOOOOOOOOO

DHCP Snooping 0 DODHCP O O0OO00O0D0O0O0O0O0O0O00D DHCPOOOOOOOODOOOOOO
0000000 ooUooUooooooo IPOODODOODODOODOOODOOOOOOO

DHCP Snooping 000000000000 DOO0OOOO0O0 DHCPOOOOD DHCPOOOODOO
goooboboo

goooooog
DHCPODOOODO

Il "

—_—

DHCPO O O OO

——

oooowrooooo

@ Untrustedd 0 0 O
ooo0oooooooonoo

IPO0DOC IPO0OO0D0 |(T) TrusteddOOD

oooooooooooooop
DHCPOODOOOOO

DHCP Snooping 0 D 00000000000 2000000000000000000000000O00
Untrusted 00 0000000000000

e Trusted 00 0O 0ODHCP Snooping 0000000000000 000O0O0TrustedOOO0O0DOO
gooooboooobboooboobob oo boobbboobobboobooo
0000000000000 00000000000000000 TrwstedDODODOOOOOOO
DHCPOOOOOOOUUOOUUOD Trusted DD DO OODOOOODOOO

e Untrusted 00 00 DHCP Snooping D 0000000000000 0O0O0OUntrusted 0000
OODHCPOODOOODOIPOODOOOOOODOOOOOODOOOOOOOIPODOOOODOOOO
oooooooIPO0O0OODOO0OOOUOOODHCPOODOODOODOOODOOOOOMOOOOOO
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DHCP Snooping

PCO0OO00DOOO0ODOOO0ODDOOOO0DDO0ONDODO0D0ODO0OO UntrustedODOOODODO
O0000000000000000000 Untrusted 00O 00O

DHCP Snooping 000000000000 DHCPOODOOODOODOOO0ODODOOOO DHCPOO
goboooboooobbooboo

Untrusted 0000000000000 00O0O0OO0 DHCPOOOOOOIPOOOOOOOOOOOOO
0000oo0oooDoooooDIPOo0O0O0D MACOOOOOOOOODOOOO DHCP Snooping 0000
gboboooboooboobobooobooboo

Untrusted 0000000000000 0000C0O0OO0OOODDOOO0OO0O0O0O0O0OOOOOIPOOOOO
oooooooooODo IPODOOOOOOOOOUOOOOOODODOOOOODOOOOOOOOOOOOOOO
gobbooobooobooobooboobbobboobo

CO000000000Untrusted 00000 DHCPOOODOOOO 1000000000000 0O0OODOO

00o00o0oo0ooo0oo IPO0OO0OOOOOOOOOO0OOOOOOOOOOOOOOOO

O00Trusted 00 0000000000000 00Trusted 0000000000000 00O0ODOOOO
gobboooboooboobobooboobbobboobooobo

[CTHCP Snooping 0 00 0000000000000 O0O0O0O0OOOO

CUntrusted 0000000000000 OO0O0OOO

gobooboogn
WebOOGOQOO
EPSRODOOO
gobooooogoon
RSTP/MSTP

ooooooboooood

000000000 S00000DDO0O0DDOO0ODO0ODOOODODODODO 2550000000000 000O00

oo

m DHCP Snooping 000 000000000000 O000D0O0O000D0O00O0DOOOO 10 DHCP
0000000o0oooooo00o0o0ooooDoooo0000 DHCPOOODODODOODODODODOODODOOOO
goooo

1.

2.

DHCP Snooping 00000000

ENABLE DHCPSNOOPING !

DHCPOOOODOOUOOODODOODOODDOO TrustedDODOOOODOODOO
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DHCP Snooping

SET DHCPSNOOPING PORT=1 TRUSTED=YES .

CDHCPUOOODOODOOODODOODOO TrustedDODOOO0OODOOODOOO

goobooooogoo

O000000000000000 Untrusted 0000000000000 000 20 TrustedOOODOO
000 DHCPOUOOOODDOODOOODODODODODODODODOOODODODOOD IPODODODDOODHCPODODODOOODO
gobooobooboobbooboo

Untrusted OO0 0OO0OOOODHCPOODOOOO DHCPODODOOO IPOODODOODOOOOOOOO
O000D0OD0DO0O0ODHCPACKODOODOODODODUOODODDODOD W oOoooooUooooooooooooIp
gobooooboooooobooobo

[ ] DDDDDDDDDDDDDDDDDHCPSnoopingDDDDDDDDDDDDDDDDDDDDDD
Trusted 0000000000 Trusted 00000 DHCP Snooping 0000000000000 000OO
gooooooobooobobobooobooooo

CDHCPUOOODOOODOODODOOOO TrustedDODOOO0OODODOOODOO

000000000 0SET DHCPSNOOPINGPORT OO OO O113 00000 TRUSTEDO OO OOO
O000oooooOooOoODHCPOODODOOOODOD100000000000000000DO000OO0OOOO
Trusted DOOODOOOOO

SET DHCPSNOOPING PORT=1 TRUSTED=YES .

m J000000000Untrusted 00000 DHCPOOODOOOO 1000000000000 0O0O0O
0000000 ooUooUooo IPOODO0DO0DODODODOOODOODOOODOOODOODODOOOOOOO
0000000000000 0000O0O0OSET DHCPSNOOPING PORTO OO OO113 00000
MAXLEASESOOODOOODOOOOOOOODOOOOO

SET DHCPSNOOPING PORT=1 MAXLEASES=5 .

s [PO0OO0OO0O0OODOOOOOOOODHCPOOOOOOOOODDOOOOODOOOOO DHCPOODO
O000000000000000 Untrusted000000000000000O00O0OO0OOOODOO
gobooooobooooboooboobo

O00O0ooooo0d ADDDHCPSNOOPINGOOODOOOD4 00000000000 ooooIPoOO
OOMACOOODDOOODOD VLANODOOOOOOooooooooo

ADD DHCPSNOOPING BINDING=00-00-00-00-00-01 INTERFACE=vlan-default
IP=192.168.10.5 PORT=5 J

[COoo0000000000000o010000000000000000000000010000O0O0OO0
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DHCP Snooping

00000000000000000000000SET DHCPSNOOPINGPORTOOOOO11300000
MAXLEASESOOOOOOOO0OO0OO0OOOOoOOoooO

m DHCP Snooping D0 OIPOO0O0ODOOOO0OO0ARPOOODOOOOODODOOODOOODOOOOO
goooo

ENABLE DHCPSNOOPING ARPSECURITY OO OOO8 200000 ARPOODODODOOOOOODOO
O00Untrusted 000000000000 DHCPOOOOODOOOO ARPOOOOOOOOOOOOO
0000000 ARPOOO0OO0OO0OOO0OOOOOOOOOOOO

ENABLE DHCPSNOOPING ARPSECURITY J

[0 000DHCPSnooping 000 000000000O000O0O0

m DHCP Snooping 0D OMACOODODOODOOO0ODOOO0OOOOOOIPOODOOODOOOOO
oo0o0ooMACOOOOODODODODODOODOoOooooo

Untrusted 00000000 DHCPOOOUOOBOOTREQUESTO OO D OODODOOODOOODOOOOO
000000ooooo0oo00o0o0oooDooo0000ooDooo0o0o000ooooDooO DHCP O
IPOO0D0OOO0DOOODOOOOODOOOOOOOOOOOO
MACOOOODOOOODDOOODOOOOOOOODDOOODOCREATE DHCPSNOOPING MACFILTER O
oooos000000o0o000n

m DHCP Snooping 000000000 DHCPODOOOOODOODOOODOO0O0O0O0OO0O0ODOOOOO
00000000 Uooooooooooooooooo

ENABLE DHCPSNOOPING OPTIONS2 00 D 0084 000 0000000000000 OO00OO
O0000000000000000Untrusted 0000000000000 000OO DHCP/BOOTP O
goboooboogobooobooboobobobboobooobooobboobbobbobbooo
0000000000 Untrusted 000000000000 00000O00O0O0OO0DO0OOOOODOO0O
goooooooooo

ENABLE DHCPSNOOPING OPTION82

SET DHCPSNOOPING PORT 0 O 00011300000 SUBSCRIBERID D O OO OOODOOOOOOO
O0000000000000000 Subscriber-IDO00000000O00OO0OD0OODOODOOOODOOOO
goboooboogoboobobooboobbobboo

SET DHCPSNOOPING PORT=5 SUBSCRIBERID="ud-mahahiha"

[0 000DHCP Snooping 000 000000000O000O0O0

m DHCP Snooping 0 00 000000000000 00D0O0O0O0O0O0O0ODOOO0OOOIPODOOO
000000000000 o0oo0oO00o0ooooooo0ooDOooDoDoooOooDOoooooon eo
gooo
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DHCP Snooping

[CNoo00o0o00o00o0o0o0ooo0oooooooooo

000000 O00SET DHCPSNOOPING CHECKINTERVAL 0 00001090 00000000000
00000 1036000000

SET DHCPSNOOPING CHECKINTERVAL=120 .

oooooooooolPO0O00O00OO0ODOOOOOOO0O0OO000OOODO0OODOO0O0O0O0OO0O0OOOODOO
00000000000 oooO0ooO000oD0o00o00o0DOo0O00DO00DSET DHCPSNOOPING
CHECKOPTION O OOOO1oooooooooono

SET DHCPSNOOPING CHECKOPTION=DHCPRELEASE, LINKDOWN !

oo oobobobbobbboobobbbobdddonoDLD oL oo
000000000000 NVSO Non-Volatile Storage0 00 0O 0 00 0O 0 DHCP Snooping 00 00 O
O0o0o0ooooooooo NVSOOODOooooooooooooooooooooooooooo
gjdodoouoooooooboboobobboobobooboooo

m DHCP Snooping 00 000000000000 O0SHOW DHCPSNOOPINGODODOODO01280000
goooon

SHOW DHCPSNOOPING

m 000000 DHCP Snooping 000000000 OSHOW DHCPSNOOPING PORT O 0000137
goobooooogoo

SHOW DHCPSNOOPING PORT
SHOW DHCPSNOOPING PORT=1

m 0000000000000 0O0O00DO000ODOOSHOW DHCPSNOOPING DATABASEO O OO
0120000000000

SHOW DHCPSNOOPING DATABASE

s MACOOOOOOOOOOOOOODOOOOOODOODODOOSHOW DHCPSNOOPING MACFILTER
Oo0o0oo1s0ooooooooo

SHOW DHCPSNOOPING MACFILTER
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Doooooooood

ooboogood

goooooo
ACTIVATE SWITCH PORT AUTONEGOTIATE . . .. ... ................ 43
ADD SWITCH TRUNK . . . . . . o e 48
CREATE SWITCHTRUNK . . . . . . e 54
DELETE SWITCH TRUNK . . . . . . e 59
DESTROY SWITCH TRUNK . . . . . . e 62
DISABLE SWITCH BPDUFORWARDING . . . . . .. ... ... . ... ... . ... 68
DISABLE SWITCH EAPFORWARDING . . . . . ... .. ... . . . ... 69
DISABLE SWITCH INFILTERING . . . . . . . ... o e 70
DISABLE SWITCH LOOPDETECTION . . . . .. ... ... ... ... 71
DISABLE SWITCH MIRROR . . . . . . .. . et e 72
DISABLE SWITCHPORT . . . . . . . e e e 73
DISABLE SWITCH PORT AUTOMDI . . .. ... ... ... . . 75
DISABLE SWITCH PORT FLOW . . . . . . . e 77
DISABLE SWITCH POWERSAVE . . . . . . . . . 78
DISABLE SWITCH STORMDETECTION . . ... ... ... ... ... . ........ 79
ENABLE SWITCH BPDUFORWARDING . . . .. ... ... ... ... . . ... .... 86
ENABLE SWITCH EAPFORWARDING . . . . . . ... oo 87
ENABLE SWITCH INFILTERING . . . . . . .. .o e 88
ENABLE SWITCH LOOPDETECTION . . . ... ... ... ... ... .. ... . .... 89
ENABLESWITCHMIRROR . . . . . .. et 91
ENABLE SWITCHPORT . . . . . . ettt e 92
ENABLE SWITCHPORT AUTOMDI . . . . . ... ... ... . .. 93
ENABLE SWITCH PORT FLOW . . . . . . . e 94
ENABLE SWITCHPOWERSAVE . . . . . ... . .. o 95
ENABLE SWITCH STORMDETECTION . . ... ... .. ... .. ... . ... . .... 96
RESETSWITCH . . . . . . . e e e e 103
RESET SWITCH LOOPDETECTION COUNTER . . . . .. .. ... ... ... ...... 104
RESET SWITCH PORT . . . . . . . o e e e e e e e 105
RESET SWITCH STORMDETECTION PORT COUNTER . . . .. ... ... ....... 107
SET SWITCH LIMITATION . . . . . . e e e e 115
SETSWITCH LOOPDETECTION . . . . . . . ... .. e 116
SETSWITCHMIRROR . . . . . . . o et 118
SETSWITCHPORT . . . . . . o e e e 120
SET SWITCH STORMDETECTION . . . . . . .. ... . . o o 124
SETSWITCHTRUNK . . . . . o e 126
SHOW SWITCH . . . . . . . e e e e 144
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SHOW SWITCH COUNTER . . . . . . . ... 146

SHOW SWITCH LOOPDETECTION . . . . . ... ... ... ... . ... 147
SHOW SWITCHMIRROR . . . . . ... . e 152
SHOW SWITCHPORT . . . ... ... e 153
SHOW SWITCHPORT COUNTER . . . . .. ... ... .. 159
SHOW SWITCH STORMDETECTION . . . . ... ... ... .. ... ... ... ..... 163
SHOW SWITCH TRUNK . . .. .. .. . 169
EPSROOOO
ADD EPSR DATAVLAN . . . . . .. e 46
CREATEEPSR . . . . . . e 52
DELETE EPSR DATAVLAN . . . . . . . e 57
DESTROY EPSR . . . . . . e 61
DISABLEEPSR . . . . . .. . e 67
ENABLEEPSR . . .. ... e 85
PURGEEPSR . . . .. . e 100
SHOWEPSR . . . . . .. e 139
SHOW EPSRCOUNTER . . . . . .. .. e 142
UDLD
DISABLEUDLD . . . . . ... e 80
ENABLEUDLD . . . . ... e 98
RESETUDLD . . . . . . e 108
SETUDLD . . . . . . e 127
SHOW UDLD . . . ... e 171
SHOW UDLD NEIGHBORS . . . . ... ... . o 174
DHCP Snooping
ADDDHCPSNOOPING . . . . . .. e 44
CREATE DHCPSNOOPING MACFILTER . . . . . ... .. .. oo o . 50
DELETE DHCPSNOOPING . . . . . . ... e 56
DESTROY DHCPSNOOPING MACFILTER . . . . ... .. ... ... ... ... .. ... 60
DISABLE DHCPSNOOPING . . .. .. ... . e 63
DISABLE DHCPSNOOPING ARPSECURITY . . . ... ... ... ... ... .. .. ... 64
DISABLE DHCPSNOOPING LOG . . . ... ... ... . o 65
DISABLE DHCPSNOOPING OPTIONS2 . . . .. ... ... ... .. ... .. ...... 66
ENABLE DHCPSNOOPING . . . . . . . ... o e 81
ENABLE DHCPSNOOPING ARPSECURITY . . . ... ... ... ... ......... 82
ENABLE DHCPSNOOPING LOG . . . ... ... ... . o 83
ENABLE DHCPSNOOPING OPTIONS2 . . . . . . ... ... ... . ... 84
PURGE DHCPSNOOPING . . . .. ... e 99
RESET DHCPSNOOPING COUNTER . . . . ... ... .. . o 101
RESET DHCPSNOOPING DATABASE . . . . .. ... ... ... . .. .. ... 102
SET DHCPSNOOPING CHECKINTERVAL . . . . .. ... ... ... ... ........ 109
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SET DHCPSNOOPING CHECKOPTION . . .. ... ... ... ... . ... . .... 110

SET DHCPSNOOPING MACFILTER . . . . . . . ... o oo 111
SET DHCPSNOOPINGPORT . . . . . . ..o o o 113
SHOW DHCPSNOOPING . . . . . ..o e 128
SHOW DHCPSNOOPING COUNTER . . . . .. ... .. o oo o 130
SHOW DHCPSNOOPING DATABASE . . . . . .. ... . o o . 132
SHOW DHCPSNOOPING MACFILTER . . . . . . ... ... o oo o . 135
SHOW DHCPSNOOPINGPORT . . . . ... ... .. o 137
42 | CentreCOM9048XL 0000000000 2.3.2 gooogo

613-001280 Rev.D



ACTIVATE SWITCH PORT AUTONEGOTIATE

ACTIVATE SWITCH PORT AUTONEGOTIATE

gooooobooobobo

ACTIVATE SWITCH PORT={port-list|ALL} AUTONEGOTIATE

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

0000000000000000000000000000000000000000000/00000
goooooooobooobooboobbobbooboobboobobooboboobbobboo

goooog

PORT 0000000000 OOO0U0O0O0O0 ALLOALLOOOOOOOOO0OODOOOOODOODOOOO
gooo

gooooogon

Manager > activate switch port=1 autonegotiate

Operation successful.

g
s 001000000000 00000000

ACTIVATE SWITCH PORT=1 AUTONEGOTIATE

goooog

DISABLE SWITCH PORTO 730000
ENABLE SWITCH PORTO 920 00O
RESET SWITCH PORTO 1050000
SET SWITCH PORTO 120000 O
SHOW SWITCH PORTO 1530000
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ADD DHCPSNOOPING

ADD DHCPSNOOPING

gooooobooobobo

ADD DHCPSNOOPING BINDING=macadd INTERFACE=vlan-if IP=ipadd
PORT=port-number

macadd: MAC 0 0 0 O O xxX-XX-XX-Xx-xx-xx 0 0 0 0

vlan-if: VLAN OO O0OO0OOO00O0O (VLAN-name 00 VLANvid 0 00 Oname 0 VLAN O Ovid O VLAN ID)
ipadd: IP 0 0 0 O O xoxexxxxoxxxx 00 00
port-number: 000000000 (10)

0

DHCP Snooping 00 0000000000000 D0O0O0DODO0OODOODOOOOOOIPOOOO0OOO
gobooooooobooobooboobboon

goooog
BINDING 0000000 MACOOODO
INTERFACE 0OO0OO0O0O0O0O0OO VLAN

P ooooooo IpPooOO
PORT 0O0000O0O0OODOOOOOOOOOOOO

gooooogon

Manager > ADD DHCPSNOOPING BINDING=00-00-00-00-00-01 INTER-
FACE=vlan2 IP=192.168.10.5 PORT=5

Operation successful.

g

m[PO0OO0O 192.168.10.50MACO OO O 00-00-00-00-00-01 00000000000 O0OODOOOOOO
000000000000000 VLANOOvlan2 OOOOOO0oOoooooo 5000

ADD DHCPSNOOPING BINDING=00-00-00-00-00-01 INTERFACE=vlan2
IP=192.168.10.5 PORT=5

goooognd

00000000 o0oooooo 1000000Dooooo0oO0o00U0o000oUlOooDoooooon
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0000000000000 00000000O0OSET DHCPSNOOPING PORT O 0000 MAXLEASES

gobooooboooooobooobo

ADD DHCPSNOOPING

Trusted D00 000000000000 000D0D0000O0DO0O0OO

O000000o0oooUoooIPoDDOOO DHCPServer 000000000000 OODHCPOODO

oo IPOOODOOODOODOOODOOODOOODOOO

goooog

DELETE DHCPSNOOPINGO 56 0 0 0O O

DISABLE DHCPSNOOPINGO 63 00 0O

ENABLE DHCPSNOOPINGO 810000

SHOW DHCPSNOOPING DATABASEO 1320000

goooon
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ADD EPSR DATAVLAN

ADD EPSR DATAVLAN

gooooobooobobo

ADD EPSR=epsrname DATAVLAN={vlan-name|l..4094}

epsrame: EPSROD0000101500000000000 (0000000 [.]J00000([.]J0000000 [0
000000 Do000000o0ooo0oooooooa
vlan-name: VLAN 0O

g

EPSROODOOOO0O0O VLCANOOODOOO VLANODODOOOODOD
goboooboooooooboboooboobbo

0100 EPSROODOOCOOODOOOOOO VLANODOO 255000

0000 VLANODOOOOOO VLCANOOOOODODOoOOO EPSROO0OO0O0OCOOOO00OOOO VLAN
goooooo

000 EPSROODOOOCOOOOOO VLANOOOOOOODDODO VLCANODOODOOOO

OO0 EPSROOOCOOOODO VLCANODOOOODDOOOO VLCANOOODOOOODOOoOoODoooooo
D000 EPSROOOOO0OOOOOOOOOOOOOOOO

OEPSROOOOO VLANODOOODODODODODDOOODO VLCANODOOOUOOOOoDOooooooooooo
goboobogooboooboooboobbobbooboo

OMSTPO MSTOOOOOOODODOOOODODOO VLCANOOODOOO

goooog

EPSR EPSROOOOO
DATAVLAN 000 VLANOVLANOOOO VLANIDOVIDOOOOOOO

gooooogon

Manager > add epsr=blue datavlan=skyblue

Operation successful.

g
m EPSROO0O0O00Oblue0 0 VLAN skyblueO OO0 VLANODOOOOOO

ADD EPSR=blue DATAVLAN=skyblue
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googod

CREATE EPSRO520 000

CREATEVLANM OOOOO LANOO 140000
DELETE EPSR DATAVLANO 57 0000

SHOW EPSRO 1390000

ooooog
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ADD SWITCH TRUNK

ADD SWITCH TRUNK

gooooobooobobo

ADD SWITCH TRUNK=trunk PORT=port-list

trunk: 000000000
port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

gobooooobooboooboooboobo
goooog

TRUNK OO00O0O0O0O0O0OO
PORT 0O00000OD0OOODOODODOOO10O0000S800000000O0

gooooogon

Manager > add switch trunk=uplink port=1

Operation successful.

g
s J00000000uwplinkD 0000100000

ADD SWITCH TRUNK=uplink PORT=1

goooognd

gobboooboooooooboooboobobobbooboobooo
000000000000000000000000 Authenticator 0 000 Supplicant 0000000
goboooboooobooobooboo

oo0oooooooo VLANDDODODODODODODODODODOODODOO
STPO0O000OSTPOOO0OOOOODOOODOODUOODODUOODOOODOOO

SFPO OO0 SFPOOOOOOOOOOOOOODUOODUOODODUOODOOOOOO
gobooobooooboobobooboobbobboo
LDFO000000000000000000000o0oD00ooooooooooooooooooDooo
goooon
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ADD SWITCH TRUNK

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gobooooboogn

00000000 MDI/MDI-XOOOOOOODODO0OO0O0DDO00D00D00OMDI/MDI-XOOOO0OOODOODOOO
goboooooopooobooobooobo

SETSWITCHPORT O OO OO FLOWCONTROLOO O ODOOODODODOOODODOOOOOOoOOOOO
gooo

000000000000 /000ENABLE SWITCH PORT FLOW 00 0O 0O /DISABLE SWITCH PORT
FLOWO O O0ooooooooooooooooooooooooo
gooooooOoOoOoOoOoOO0OoDOOOOOOOOOODOOOODDOOODOOODOOOOOO MACOOO
goooooooooo

100MSFPO 00 0000000000000 0D0ND0D0ND0NO0NOooon

goooog

CREATE SWITCH TRUNKO 54 0 00O
DELETE SWITCH TRUNKO S OO OO
DESTROY SWITCH TRUNKO 620000
SET SWITCH TRUNKO 126 0 O OO
SHOW SWITCH TRUNKO 169 0 00O

gooooo CentreCOMO048XL DO OODOOOOOO 2.3.2
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CREATE DHCPSNOOPING MACFILTER

CREATE DHCPSNOOPING MACFILTER

gooooobooobobo

CREATE DHCPSNOOPING MACFILTER=1..999 [ADDRESS={macadd|ANY}]
[MASK=macadd] [VLAN={vlan-namel|l..4094|ANY}] [PORT={port-I1ist|ALL|NONE}]
[ACTION={DENY|PERMIT}]

macadd: MAC 0 00 0O O xxaxoxexxexxexxaxx 00 00
vlan-name: VLAN 0O
port—list:[l[l[I[I[I[I[I[I[I[Il[l[l[lDDDDDDDDDDDDDDDDDDD

g

MACOOOODOOODOOODOODOOODUODDUOODOOO
goooog

MACFILTER 0000000000 IDO

ADDRESS 000000000000 MACOOODOOOOOO ANYD

MASK 000000000000 MACOOOODOODOOOODOODOOOODOODOO ff-fe-fe-fe-ff-ff

VLAN 00O VLANOOOO VIDOOOOO ANYO

PORT MACOOOOOOOOODOOOODDOOOODOOOOODDODOOODODODO NONEO

ACTION 000000000 ODOOOOOOPERMITOOOMMDENYODOOOOOOOOODOOOODO
00 DENYO

gooooogon

Manager > create dhcpsnooping macfilter=1 address=00-09-41-00-00-00 mask=ff-ff-
ff-00-00-00 port=all action=permit

Operation successful.

Manager > create dhcpsnooping macfilter=2 address=00-1a-eb-00-00-00 mask=ff-ff-

ff-00-00-00 port=all action=permit

Operation successful.

Manager >create dhcpsnooping macfilter=3 port=all action=deny

Operation successful.

g

50 | CentreCOM9048XL 0D D OO000ODOO 2.3.2 gooogo
613-001280 Rev.D



CREATE DHCPSNOOPING MACFILTER

0000 IDDO 0009410 001AEBOOOODOOOOOODOOOOODODO

CREATE DHCPSNOOPING MACFILTER=1 ADDRESS=00-09-41-00-00-00
MASK=ff-ff-f£f-00-00-00 PORT=ALL ACTION=PERMIT

CREATE DHCPSNOOPING MACFILTER=2 ADDRESS=00-1la-eb-00-00-00
MASK=ff-ff-f£f-00-00-00 PORT=ALL ACTION=PERMIT

CREATE DHCPSNOOPING MACFILTER=3 PORT=ALL ACTION=DENY

goooognd

oo0oooo 1280000000000

ooooo Iboooo00U0000DoOooOOoOoOOOO00OU0000D0DO00DOODDOOOOO0OD0OO0OoDOoooOoOOn
goobooooboogoo

TrustedDOD OO0 MACOODOODOOOODOOOODOOOOO
O0O0DODO0ODONONEOODDODDODODDODDOODODDOODODOODOOODODOODOODOO

MACOOODOO ANYOOODODODOOODODOOODOODODOODOODOO

0000000000000 0000oogodPermit000OOOOOO
goboooobogobooobooboobobobboobooobooboboobbobbobboon
gobooobooooooobooobo

0000000000000 0ooo000ooooU0U0oDoO0 DHCPOODODODODODODODODODODODODOOODO
00 00CHECKOPTION 0 DHCPRELEASEO OO OO ODOOODOOOOUOOOO0O0OO0DO0OOOOOO
00000Deny0D 00DO0O0O0O0D0O0ODOOOO00DOOOO
gobooooooobooobooboobbobbooboooboooboobbo

goooog

DESTROY DHCPSNOOPING MACFILTERO 60 D 0 OO
SET DHCPSNOOPING MACFILTERO 111 0000
SHOW DHCPSNOOPING MACFILTERO 1350000

gooooo CentreCOMO048XL DO OODOOOOOO 2.3.2
613-001280 Rev.D

51



52

CREATE EPSR

CREATE EPSR

gooooobooobobo

CREATE EPSR=epsrname MODE={AWARE|TRANSIT} CONTROLVLAN={vlan-name
1..4094} [DELETEMCAST]

epsrame: EPSROD0000101500000000000 (0000000 [.]J00000([.]J0000000 [0
000000 Do000000o0ooo0oooooooa
vlan-name: VLAN 0O

0

EPSROOOO0O0O0O0OOO

gobooboogooooobboooboobbo

0l00000000000O0OO EPSRODOODOODO 80O

0000000 VLCANOOOODODOOOOoOOoOOo2000000000000000000000000O
0000 10000000 o0ooDoooooDoooDooDOoOo0O0O0ODO0O0ODODOOO

0000 VLANOOOOOOO VLCANOOODODODO EPSRO0OOO0OO0OOOOOODO VLANDOOO
000 VLANDODODDODOOODOOoOOoOO

0000000o0oo0oooooooooo 100000000o0Doo0oo0ooDoooOoOooOoDOoOoODOoOOn
gooobboo

0000000000000 00STP/RSTP/MSTPLOOOOO0DO0O00D0O0O0DO0OOODOOOOOO
00000 VLCANDOOODODOO VLANOOODOoOOoOoOo

goooog

EPSR EPSROOC OO0

MODE EPSROCOOCOO0OO0OO0O AWARHIOOOOOOOODOODOOOOOOOOOOO TRANSIT
gooooobbbooooo” bbb bbb buoo” oo
" oo bbb L bbb b o

CONTROLVLAN 000000 VLANOVLANOOOO VLANIDOVIDOOOOOO

DELETEMCAST 000000000000O00O0O0000OIGMP Snooping/MLD Snooping O 0 O
0000000000000 FDBOOOOOOODOODO0OOO0OO0O0ODO00000O000FDB OO
odoodooooooooooooooooooMLDOOOOoOoooooooooooooog
bbb obobooboobooo

gooooggon

Manager > create epsr=blue mode=aware controlvlan=blue_control

Operation successful.
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CREATE EPSR

g

s EPSROOD0OOO0Oblue0 0000000000000 DOODODOODO0ODOODOODDOODODOOOODO
000000 VLANDOO VLANODblue_controlD OO OO OO

CREATE EPSR=blue MODE=AWARE CONTROLVLAN=blue_control

goooognd

Jooooono VLANOO IPOO0O0O0UOOUOODO0ODO0D0D000D00ouoouooono VLANOOOooooo
gooooooooooobood
EPSROO0O0000O Authenticator/Supplicant 000000000

goooog

ADD EPSR DATAVLANO46 00 00O
CREATEVLANM OOO OO LANOO 140000
DESTROY EPSRO61 OO OO

ENABLE EPSROS85 00 00O

SHOW EPSRO 1390000
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CREATE SWITCH TRUNK

CREATE SWITCH TRUNK

gooooobooobobo

CREATE SWITCH TRUNK=trunk [PORT=port-list] [SPEED={1000M/100M|10M}]

trunk: 00 0000000010200 000000000000000 [-(joooO0oOoo[-]lJoooOoo|[.]joooO
000 [(uooooOooploooo00b000000O0OOO0O0O00O0O0O0O0ODO0ODOODOD0DO0OO0OODOO
ooo

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

0000000000000 ole0DUODDUDODDOODlIODODODODOOD 8000D0ODOODODOOO
goooog

TRUNK 000000000

PORT 0OO0OO0OO0OOOOOOOOOO

SPEED 0O0OO0OO0OO0OO0OO0O0O0OO0O0O0O01000MO1OOMOIOMIMIOOOO0OO0OO0OOODOOOOOOOOOO
00000000000 o0Oo0O000o0oo00 1000MOSFPOOOO 1000MOOOOODODOOOOO
ooooi1oMOO0O000000 10MFULL Autonegotiated 100M O 0 00 00O 0O 100MFULL
Autonegotiate01000M 000 D0 0000 1000MFULL Autonegotiate D 00 00

gooooogon

Manager > create switch trunk=uplink speed=1000m

Operation successful.

g
s J00000000uwplink0 00000000000 1000MO0O0

CREATE SWITCH TRUNK=uplink SPEED=1000M

goooognd

gooooooooobooooooboobobobboobooboobboobboooboboobo
gobboooboooooooboooboobobobbooboobooo
000000000000000000000000 Authenticator 0 000 Supplicant 0000000
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CREATE SWITCH TRUNK

goboooboooobooobooboo

o0ooooooooo VLANDDODODODODODODODODODODOO
STPOO000O0OSTPOOOOOOODOOODOODUOODODUOODOOODOOO

SFPO OO0 SFPOOO0OOOOOOOOOOOUODUOODODUOODOOOOOO
gobooobooooboobobooboobbobboo
LDFO000000000O000000000000o0oD0ooooooooooooooooooDooo
goooon
gooooobooobooobooboobobobbooboooboooboobbobbobboon
gobooooboogon

SETSWITCHPORT O OO OO FLOWCONTROLOOOOODOODODODOOODODOOOOOOoOoOOOO
goooo

100MSFPO 00 0000000000000 0D0D0OD0N0NO00NOooOoo

goooog

ADD SWITCH TRUNKO 48 0 00O O
DELETE SWITCH TRUNKO S OO OO
DESTROY SWITCH TRUNKO 6200 0O
SET SWITCH TRUNKO 126 0 O OO
SHOW SWITCH TRUNKO 169 0 0 00O

gooooo CentreCOMO048XL DO OODOOOOOO 2.3.2
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DELETE DHCPSNOOPING

DELETE DHCPSNOOPING

gooooobooobobo

DELETE DHCPSNOOPING BINDING |[=macadd] [IP=ipadd]

macadd: MAC 0 0 0 O O xx-xx-xx-xx-xx-xx 0 0 0 0
ipadd: IP 0 0 0 0O O xoxexxxxoxxxx 00 00

g

DHCP Snooping D 0000000000000 O0D0O0OO0O0O00DOO0O0O00DOOOOO
goooog

BINDING O0O0O0O0OOO0O MACOOODO
1P ooooooo IpPooOO

gooooogon

Manager >Delete Dhcpsnooping Binding=00-00-00-00-00-01 IP=192.168.10.5

Operation successful.

g

m[PO0OO0O 192.168.10.50MACO OO O 00-00-00-00-00-010 0000000000 O0OODOOOOOO
goooon

DELETE DHCPSNOOPING BINDING=00-00-00-00-00-01 IP=192.168.10.5

goooog

ADD DHCPSNOOPINGO 440000

DISABLE DHCPSNOOPINGO 63 00 0O

ENABLE DHCPSNOOPINGO 810000

SHOW DHCPSNOOPING DATABASEO 1320000
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DELETE EPSR DATAVLAN

DELETE EPSR DATAVLAN

gooooobooobobo

DELETE EPSR=epsrname DATAVLAN={vlan-name|l..4094|ALL}

epsrame: EPSROD0000101500000000000 (0000000 [.]J00000([.]J0000000 [0
000000 Do000000o0ooo0oooooooa
vlan-name: VLAN 0O

g

EPSROOOOOOOOO VLANOOODODOD
gobooobogobooobooboobbobboobboooobo
ODISABLESWITCHPORTOOOOOOO VLANOOOODOOOODODOOOOOODOO
000 VLANOODODOOOOODOOODUoOOooDooooo

goooog

EPSR EPSROOOOO
DATAVLAN 000 VLANOVLANOOOO VLANIDOVIDOOOOOOOALLOOOOOOOOO
OEPSROCOOOOOOOOOOOOOODOO VLANODOODODDO

gooooogon

Manager > delete epsr=blue datavlan=skyblue

Operation successful.

g
m EPSRO0OO0O00blueD 00000 VLANOskyblueOO OO OO

DELETE EPSR=blue DATAVLAN=skyblue

goooog

ADD EPSR DATAVLANO46 00 00O

CREATE EPSRO520 000

DELETE VLAN PORT(D O OO OO LANO O 150000
DISABLE SWITCH PORTO 730000
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SHOW EPSRO 1390000
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DELETE SWITCH TRUNK

DELETE SWITCH TRUNK

gooooobooobobo

DELETE SWITCH TRUNK=trunk PORT={port-1list|ALL}

trunk: 000000000
port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

gobooooboooooobooobo
goooog

TRUNK OO00O0O0O0O0O0OO
PORT 00000 0ODOODOOOO0O0ODOODALLOOOOOOOOO0ODOOOOOODOOOOODOODOOO
gbooboooobooooobo

gooooggon

Manager > delete switch trunk=uplink port=1

Operation successful.

g
s 00000000 uwplinkD 00000100000

DELETE SWITCH TRUNK=uplink PORT=1

goooog

ADD SWITCH TRUNKDO 48 0 OO O
CREATE SWITCH TRUNKO 54 0 00O
DESTROY SWITCH TRUNKO 620000
SET SWITCH TRUNKO 126 0 O OO
SHOW SWITCH TRUNKO 169 0 00O

gooooo CentreCOMO048XL DO OODOOOOOO 2.3.2
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DESTROY DHCPSNOOPING MACFILTER

DESTROY DHCPSNOOPING MACFILTER

gooooobooobobo

DESTROY DHCPSNOOPING MACFILTER={id-1ist|ALL}

id-list: 0000000010990 0000000000000 000ooo0oo

g

MACOOOODOOODOOODOODOOODUODDUOODOOO
goooog

MACFILTER 0000000000 IDOODODODOOOO0DALLOOOOODOOOOOOOOOOOOO
gooogo

gooooogon

Manager > destroy dhcpsnooping macfilter=2,3

Operation successful.

g
s MACOOOOOOOOOO?200300000

DESTROY DHCPSNOOPING MACFILTER=2,3

goooog

CREATE DHCPSNOOPING MACFILTERO 50 0 00O O
SET DHCPSNOOPING MACFILTERO 111 0000
SHOW DHCPSNOOPING MACFILTERO 1350 00O
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DESTROY EPSR

DESTROY EPSR

gboobooooooood
DESTROY EPSR={epsrname|ALL}

epsrname: EPSRO0O0000101500000000000 [[J0000000 [.]J00000([.]J0000000 [(JO
000000 [)0000000000000000oono

g

EPSROO 00000000
gobooobogobooobooboobbobboobboooobo
ODISABLESWITCHPORT O OOOOOO VLANOOOOOOOOODOOOOOODOO
000 VLANODODOODODOODODOODUOOooDooooo

goooog

EPSR EPSROOOOOOALLOOOCOOOOOOOOOOEPSROOCOOOOOOOO

gooooogon

Manager > destroy epsr=blue

Operation successful.

0
m EPSR 0000 Oblued 00000

DESTROY EPSR=blue

goooog

CREATE EPSRO520 000

DELETE EPSR DATAVLANO 570000

DELETE VLAN PORT(D O OO OO LANO O 150000
DISABLE EPSRO67 00 0 O

DISABLE SWITCH PORTO 730000

SHOW EPSRO 1390000
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DESTROY SWITCH TRUNK

DESTROY SWITCH TRUNK

gooooobooobobo

DESTROY SWITCH TRUNK=trunk

trunk: 000000000

g

goboobooobooon
goooog

TRUNK OO00O0O0O0O0O0OO

gooooogon

Manager > destroy switch trunk=uplink

Operation successful.

g
s 00000000 uplinkD 00000

DESTROY SWITCH TRUNK=uplink

goooognd

O0000ooOooDoDooOoODODODOD0O0D0O00O0DELETESWITCHTRUNKOOOOOOOOOOO
goboooboooobobooobooboon

goooog

ADD SWITCH TRUNKDO 48 0 OO O
CREATE SWITCH TRUNKO 54 0 00O
DELETE SWITCH TRUNKO S OO OO
SET SWITCH TRUNKO 126 0 O OO
SHOW SWITCH TRUNKO 169 0 0 00O
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DISABLE DHCPSNOOPING

DISABLE DHCPSNOOPING

gooooobooobobo

DISABLE DHCP SNOOPING

g

DHCP Snooping D00 0000000000000

gooooogon

Manager > disable dhcp snooping

Operation successful.

o
m DHCP Snooping 00 0000

DISABLE DHCP SNOOPING

goooog

ENABLE DHCPSNOOPINGO 810000
SHOW DHCPSNOOPINGO 128 00 0 O
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DISABLE DHCPSNOOPING ARPSECURITY

DISABLE DHCPSNOOPING ARPSECURITY

gooooobooobobo

DISABLE DHCP SNOOPING ARPSECURITY

g

ARPOD0OO0DODDOOODDOOODOODOOOODOOOOOO

gooooogon

Manager > disable dhcp snooping arpsecurity

Operation successful.

g
s ARPOO 00000000000

DISABLE DHCP SNOOPING ARPSECURITY

goooog

ENABLE DHCPSNOOPINGO 810000
ENABLE DHCPSNOOPING ARPSECURITYO 820 00O
SHOW DHCPSNOOPINGO 128 00 0 O
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DISABLE DHCPSNOOPING LOG

DISABLE DHCPSNOOPING LOG

gooooobooobobo

DISABLE DHCPSNOOPING LOG={ARPSECURITY|MACFILTER}

g

DHCP Snooping D 000000000000 O0O0D0ODOOOO

goooog

LOG 0000000000000 0000000000000000000ARPSECURITYODOODO
ODUOARPOODOOOOODDODODOOODOOOOODOOOODOOOODOOOODOOOOO ARPO
O000000D0D0D0D0D0OD0ODOD0DO0OMACFILTEROODODODDODOMACOODDOOODODODOOOOOOO
000 DHCPOODODODODODODODODOODODODOODDOO

gooooggon

Manager > disable dhcp snooping log=arpsecurity,macfilter

Operation successfu.

g
m 0000 (ARPSECURITY 0O MACFILTEROOO)O0OO0OOO

DISABLE DHCP SNOOPING LOG=ARPSECURITY,MACFILTER

goooog

ENABLE DHCPSNOOPINGO 810000
ENABLE DHCPSNOOPING LOGO 830000
SHOW DHCPSNOOPINGO 128 00 0O
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DISABLE DHCPSNOOPING OPTION82

DISABLE DHCPSNOOPING OPTION82

gooooobooobobo

DISABLE DHCPSNOOPING OPTION82

g

0000000000000 o 2ooooooooooooo
gobooooboogn

goooog

ENABLE DHCPSNOOPINGO 810000
ENABLE DHCPSNOOPING OPTIONS82084 0 0 OO
SHOW DHCPSNOOPINGO 128 00 0 O
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DISABLE EPSR

DISABLE EPSR

gooooobooobobo

DISABLE EPSR={epsrname|ALL}

epsrname: EPSRO0O0000101500000000000 [[J0000000 [.]J00000([.]J0000000 [(JO
000000 [)0000000000000000oono

g

EPSRO0OOOO0O0O0O0OOO
gobooobogobooobooboobbobboobboooobo
ODISABLESWITCHPORT O OOOOOO VLANOOOOOOOOODOOOOOODOO
000 VLANODODOODODOODODOODUOOooDooooo

goooog

EPSR EPSROOOOOOALLOOOCOOOOOOOOOOEPSROOCOOOOOOOO

gooooogon

Manager > disable epsr=blue

Operation successful.

0
m EPSR 0000 0bluel 000000

DISABLE EPSR=blue

goooog

CREATE EPSRO520 000

DELETE VLAN PORT(D O OO OO LANO O 150000
DISABLE SWITCH PORTO 730000

ENABLE EPSRO 850000

SHOW EPSRO 1390000
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DISABLE SWITCH BPDUFORWARDING

DISABLE SWITCH BPDUFORWARDING

gooooobooobobo

DISABLE SWITCH BPDUFORWARDING

g

BPODU O OO0O0O0O0O0O0O00DOODO0DODOOOoono

gooooogon

Manager > disable switch bpduforwarding

Operation successful.

0
= BPDUOOOOOO0O000N

DISABLE SWITCH BPDUFORWARDING

goooognd

STPO0000000000OBPDUDOODOODOODOODOOO

goooog

ENABLE SWITCH BPDUFORWARDINGO 86 0 0O 0O O
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DISABLE SWITCH EAPFORWARDING

DISABLE SWITCH EAPFORWARDING

gooooobooobobo

DISABLE SWITCH EAPFORWARDING

g

EAPOOOODOOOOODOOOOOODOUOODOO

gooooogon

Manager > disable switch eapforwarding

Operation successful.

0
= EAPO0O00O000000

DISABLE SWITCH EAPFORWARDING

goooognd

O00O0D0DO0O0DUODODUEAPODOOOOOOOOOOO

goooog

ENABLE SWITCH EAPFORWARDINGO 8700 0O

goooon CentreCOM 9048XL 00 O00DODOOO0OO 232 | 69
613-001280 Rev.D



DISABLE SWITCH INFILTERING

DISABLE SWITCH INFILTERING

gooooobooobobo

DISABLE SWITCH INFILTERING

g

0000000000000 00oo0oo0U00oDooDU0oOooDooon0 VEANIDODOOOoOoooo
VLANOOOOOODOOOODOoooooooooooooooooooooooooooooooooo
gobgoboooboooon

gooooogon

Manager > disable switch infiltering

Operation successful.

g
00 ooooooooobooobn

DISABLE SWITCH INFILTERING

goooognd

0000000000 oooooooooooooo VIDODODoODoODOoOooo VLCANOOOOoOoooo
gooooooboooboooboboobobbboooooboobbobbbobbbbbobboooooDbooDo
000000 FDBOODODODODODODOD MACOOOODODODOD MACOOUOODDODDODOODODDODODODOOOO
viDOOODOOooooooooooooooooo

goooog

ENABLE SWITCH INFILTERINGO 88 0 0 O O

70 | CentreCOM9048XL OO D OO00OODOO 2.3.2 gooogo
613-001280 Rev.D



DISABLE SWITCH LOOPDETECTION

DISABLE SWITCH LOOPDETECTION

gooooobooobobo

DISABLE SWITCH LOOPDETECTION PORT={port-1list|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

LDFO0000000000ooooooooo
goooog

PORT 0O0OO0OO0OOOO ALLOOOOO

gooooogon

Manager > disable switch loopdetection port=2

Operation successful.

0
00020 LDFOO000000

DISABLE SWITCH LOOPDETECTION PORT=2

goooog

ENABLE SWITCH LOOPDETECTIONO 89 00 OO

RESET SWITCH LOOPDETECTION COUNTERO 104 00 OO
SET SWITCH LOOPDETECTIONO 116 0 O OO

SHOW SWITCH LOOPDETECTIONO 147 0 0 0O O
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DISABLE SWITCH MIRROR

DISABLE SWITCH MIRROR

gooooobooobobo

DISABLE SWITCH MIRROR

g

gobooooboogooboooboooboobobobbooboobooobooobboobo

gooooogon

Manager > disable switch mirror

Operation successful.

g
m (J00g0boooobobboon

DISABLE SWITCH MIRROR

goooog

ENABLE SWITCH MIRRORO91 0 OO0
SET SWITCH MIRRORO 118 000 O O
SHOW SWITCH MIRRORO 152 00 00
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DISABLE SWITCH PORT

DISABLE SWITCH PORT

gooooobooobobo

DISABLE SWITCH PORT={port-list|ALL} [LINK={ENABLE|DISABLE}]

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

goboobogooboobbooboobbo

goooog

PORT 0000000000 OOO0U0O0O0O0 ALLOALLOOOOOOOOO0OODOOOOODOODOOOO
gooo

LINK 0000000000000 00000ooooDISABLEDOOOOOOOOODOOOOmOO
O ENABLEDOODOOOOOODOOODOOOMmMOODOO ENABLE

gooooogon

Manager > disable switch port=1

Operation successful.

g
s 00 100000000000000000000

DISABLE SWITCH PORT=1
DISABLE SWITCH PORT=1 LINK=ENABLE

sJ0010000000000000DUOOD0OOO

DISABLE SWITCH PORT=1 LINK=DISABLE

goooognd

LINKOOODOODDOODOOUOOoDooOooooooo ENABLEOOOODOUOOOODODOOoooooooo
LINKOOOOOOO DISABLEO O OODODO0O000000000000000000000000000
O000D0000D0D0UOLINKOOOOOOO DISABLEODOODODODOOO0OO0O0O0OO0OO0D0D0ooooooon
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DISABLE SWITCH PORT

LINKOOOODOOO ENABLEOOODOOODOUOOOUOODOODODOoooooooooooooooogo
O000000Dooo0o0000ooooo0000oooon0 ENABLESWITCHPORTOD OO OO OO
oo

goooog

ACTIVATE SWITCH PORT AUTONEGOTIATEO 43 0000
ENABLE SWITCH PORTO 920 00O

RESET SWITCH PORTO 1050000

SET SWITCH PORTO 120000 O

SHOW SWITCH PORTO 1530000

74 | CentreCOM 9048XL 0D D OO000ODOO 2.3.2 gooogo
613-001280 Rev.D



DISABLE SWITCH PORT AUTOMDI

DISABLE SWITCH PORT AUTOMDI

gooooobooobobo

DISABLE SWITCH PORT={port-list|ALL} AUTOMDI

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

O00000000ooo MDI/MDI-XOOOOOODOOOODODODO0OO0OO0Oo0D0000
00000000000000000 MDI/MDI-XOOODOOOOOO MDI/MDI-XOOOOOOODOOO
0000000 O0O0MDI-XO

goooog

PORT 0O00000D0O0O0OOOOOOOUOO ALLOALLOOODOOODOOOSFPOOOODOOODOOOO
gbobooboooobooon

gooooogon

Manager > disable switch port=1 automdi

Operation successful.

g
s (00010 MDI/MDI-XOOOOOOOOOO

DISABLE SWITCH PORT=1 AUTOMDI

goooognd

SFPOO000000O0ODOOODOOOOODOOOOOO

00000000 MDI/MDI-XOOOOOOODODO0OO0D0DDO00D00D00OMDI/MDI-XOODO0OOOODOOOO
goboooooopooobooobooobo

100MFULL/1000MFULLOOO0O0O0OO0OO0OO0O0OSET SWITCHPORTOOOODO SPEEDODOODOOOOO
goboooopooobooobo

goooog
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ENABLE SWITCH PORT AUTOMDIO 930000
SHOW SWITCHO 1440000
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DISABLE SWITCH PORT FLOW

DISABLE SWITCH PORT FLOW

gooooobooobobo

DISABLE SWITCH PORT={port-1list|ALL} FLOW

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

000000000 0Full Duplex 00O IEEE8023x PAUSED DD DO OO0O0ODOOO0OO0ODOOO0OOO
goooog

PORT 0000000000 OOO0U0O0O0O0 ALLOALLOOOOOOOOO0OODOOOOODOODOOOO
gooo

gooooogon

Manager > disable switch port=1 flow

Operation successful.

g
sJ0010000000000D00ODOO

DISABLE SWITCH PORT=1 FLOW

goooognd

gobooboboboobobooboboobobooboobooboboobobbobobboobOoo

goooog

ENABLE SWITCH PORT FLOWDO94 0 00O
SHOW SWITCHO 144 000 0O
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DISABLE SWITCH POWERSAVE

DISABLE SWITCH POWERSAVE

gooooobooobobo

DISABLE SWITCH POWERSAVE

g

gobooooobooboooboooboobo

gooooogon

Manager > disable switch powersave

Operation successful.

5]
=" 000000000000

DISABLE SWITCH POWERSAVE

goooognd

gobooooooobobooobooboobbooo

goooog

ENABLE SWITCH POWERSAVEOD 95 0000
SHOW SWITCHO 144 000 0O
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DISABLE SWITCH STORMDETECTION

DISABLE SWITCH STORMDETECTION

gooooobooobobo

DISABLE SWITCH STORMDETECTION PORT={port-1list|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

gobooooooobobooobooboobbooo

goooog

PORT 0O0OO0OO0OOOO ALLOOOOO

gooooogon

Manager > disable switch stormdetection port=2

Operation successful

g
sJ0020000000000000D0OO

DISABLE SWITCH STORMDETECTION PORT=2

goooog

ENABLE SWITCH STORMDETECTIONO 96 0 0 O O

RESET SWITCH STORMDETECTION PORT COUNTERO 1070 0 0O
SET SWITCH STORMDETECTIONO 124 00 00O

SHOW SWITCH STORMDETECTIONO 163 0 00 O

goooon CentreCOM9048XL OO DODOODOODODO 2.3.2
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DISABLE UDLD

DISABLE UDLD

gooooobooobobo

DISABLE UDLD PORT={port-list|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

oooooooo UbLboOooOoOoOoOoOOO0OOOOOOODOOO
goooog

PORT 00000000000 0O0ODOODO ALLOALLOOOOOOOOOOOOOOODOOOOOOO

gooooogon

Manager > disable udld port=1-5

Operation successful.

0
0001050 UDLDOOOOO000

DISABLE UDLD PORT=1-5

goooog

ENABLEUDLDOOY98 O 00O
SHOW UDLDO 1710000
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ENABLE DHCPSNOOPING

ENABLE DHCPSNOOPING

gooooobooobobo

ENABLE DHCP SNOOPING

g

DHCP Snooping D00 0000000000000

gooooogon

Manager > enable dhcp snooping

Operation successful.

o
m DHCP Snooping 00 0000

ENABLE DHCP SNOOPING

goooognd

Untrusted 000D 00000000000000000000WebOOOOOODOODODODODOOOOOO
goooooooooo

goooog

DISABLE DHCPSNOOPINGO 63 00 0O
SHOW DHCPSNOOPINGO 128 00 0 O
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ENABLE DHCPSNOOPING ARPSECURITY

ENABLE DHCPSNOOPING ARPSECURITY

gooooobooobobo

ENABLE DHCP SNOOPING ARPSECURITY

g

ARPOD0OO0DODDOOODDOOODOODOOOODOOOOOO

DHCP Snooping 0 0000000000000 OOO

O00000000000Untrusted 000000000000 DHCPOOODODOOOOO ARPOOO
000000000000 UO0DUO0D ARPOODODDOOODOODOOODOODODOOODOOO

gooooogon

Manager > enable dhcp snooping arpsecurity

Operation successful.

g
s ARPOOOO000O000O0O00OO0

ENABLE DHCP SNOOPING ARPSECURITY

goooognd

goooooooooo

goooog

DISABLE DHCPSNOOPINGO 63 00 0O
DISABLE DHCPSNOOPING ARPSECURITYO 64 0 0 0O
SHOW DHCPSNOOPINGO 128 0 0 0 O
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ENABLE DHCPSNOOPING LOG

ENABLE DHCPSNOOPING LOG

gooooobooobobo

ENABLE DHCPSNOOPING LOG={ARPSECURITY|MACFILTER}

g

DHCP Snooping D 000000000000 O0O0D0ODOOOO

goooog

LOG 0000000000000 0000000000000000000ARPSECURITYODOODO
ODUARPOODOUOOODDOOOOOOOOOOOOOODODOOOODODOOOODOOOOO ARPO
0000000000000 0OD0DOMACFILTEROODODODODOMACOODOODOODDODOOOOOO
0000 DHCPOOOUOOODODODODOOOOoOoOooo

gooooggon

Manager > enable dhcp snooping log=arpsecurity,macfilter

Operation successful.

g
m 0000 (ARPSECURITY 0O MACFILTEROOO)O0OO0OOO

ENABLE DHCP SNOOPING LOG=ARPSECURITY,MACFILTER

goooog

DISABLE DHCPSNOOPING LOGO 650000
ENABLE DHCPSNOOPINGO 810000
SHOW DHCPSNOOPINGO 128 00 0O

gooooo CentreCOMO048XL DO OODOOOOOO 2.3.2
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ENABLE DHCPSNOOPING OPTION82

ENABLE DHCPSNOOPING OPTION82

gooooobooobobo

ENABLE DHCPSNOOPING OPTIONS82

g

odoooooooo0oooooooooooooo W oooooooooooooooooooon
DHCP Snooping 0 0000000000000 OOO
D0000o0oOoooO0O0OUntrustedD000000O00O0OO0ODOOOOO DHCP/BOOTPOOOOOO
bbb obooobobobbbobbobobddoooUoU o
O Remote-ID: 0000 MACOOOO

OCircuit-ID: 0000 0D0DO000OO0OO0OO0O0O0OOO0ODOOOOO VLAN ID

OSubscriber-ID:0 00000000000 00 SET DHCPSNOOPING PORT O 0O 0 OO SUBSCRIBERID
gjdodooooooooobooon

D000 DHCP/BOOTPUUUOUUOUOODOOODOOODOOOODOOODOOOOOOOOOOOOODOOO
000000000 DHCPSnooping 00 0000000000000 0O00O00O0O0OO0DOOO0O0OO
gjdooooooooooboboob

OUntrusted 0000000

ODTrusted 00000000000 O0O0OOO

0000000000000 00000000000 UntrustedD000000000000O0OOOOO
D000000U00 Untrusted 00000000000 DOOODOOODOOODOOODOOOOOOOOO

goooog

DISABLE DHCPSNOOPINGO 63 00 0O

DISABLE DHCPSNOOPING OPTIONS820 66 O O 0O O
ENABLE DHCPSNOOPINGO 810000

SHOW DHCPSNOOPINGO 128 00 0 O
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ENABLE EPSR

ENABLE EPSR

gooooobooobobo

ENABLE EPSR={epsrname|ALL}

epsrname: EPSRO0O0000101500000000000 [[J0000000 [.]J00000([.]J0000000 [(JO
000000 [)0000000000000000oono

g

EPSROOOCOOOOOOO
goooog

EPSR EPSROOOOOOALLOOOCOOOOOOOOOOEPSROOCOOOOOOOO

gooooogon

Manager > enable epsr=blue

Operation successful.

0
m EPSR 00 00 Oblued 000000

ENABLE EPSR=blue

goooog

CREATE EPSRO520 000
DISABLE EPSRO67 00 0 O
SHOW EPSRO 1390000
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ENABLE SWITCH BPDUFORWARDING

ENABLE SWITCH BPDUFORWARDING

gooooobooobobo

ENABLE SWITCH BPDUFORWARDING

g

BPODU O OO0O0O0O0O0O0O00DOODO0DODOOOoono

gooooogon

Manager > enable switch bpduforwarding

Operation successful.

0
= BPDUOOOOOO0O000N

ENABLE SWITCH BPDUFORWARDING

goooognd

STPO0000000000OBPDUDOODOODOODOODOOO

goooog

DISABLE SWITCH BPDUFORWARDINGO 68 0 0 0O O
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ENABLE SWITCH EAPFORWARDING

ENABLE SWITCH EAPFORWARDING

gooooobooobobo

ENABLE SWITCH EAPFORWARDING

g

EAPOOOODOOOOODOOOOOODOUOODOO

gooooogon

Manager > enable switch eapforwarding

Operation successful.

0
= EAPO0O00O000000

ENABLE SWITCH EAPFORWARDING

goooognd

O00O0D0DO0O0DUODODUEAPODOOOOOOOOOOO
O000o0o0oo EAPOOODOOODOODO

goooog

DISABLE SWITCH EAPFORWARDINGO 690 0 0O O
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ENABLE SWITCH INFILTERING

ENABLE SWITCH INFILTERING

gooooobooobobo

ENABLE SWITCH INFILTERING

g

0000000000000 00oo0oo0U00oDooDU0oOooDooon0 VEANIDODOOOoOoooo
VLANOOOOOODOOOODOoooooooooooooooooooooooooooooooooo
gobgoboooboooon

gooooogon

Manager > enable switch infiltering

Operation successful.

g
00 ooooooooobooobn

ENABLE SWITCH INFILTERING

goooog

DISABLE SWITCH INFILTERINGO 700 00 O
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ENABLE SWITCH LOOPDETECTION

ENABLE SWITCH LOOPDETECTION

gooooobooobobo

ENABLE SWITCH LOOPDETECTION PORT={port-list|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

LDFO0000000000ooooooooo
goooog

PORT 0O0OO0OO0OOOO ALLOOOOO

gooooogon

Manager > enable switch loopdetection port=2

Operation successful.

0
00020 LDFOO000000

ENABLE SWITCH LOOPDETECTION PORT=2

goooognd

SET SWITCH LOOPDETECTION O OO OO ACTIONO OO OO OO BCDISCARDOOOOOOO
goboooboogobooobooboobobobboobooobooboboobbobbobbooo
ugon

O0000oooooo LDFO0D0ooooooooooooooooooooooooooooooon
oo

LDFO00000000000000ooooooooon

00000000 LDFO0O0000000ooooooooooodooooooooo VLANDODODODO
O000O0O0OoUOLDFOODOODODOODODOODODOODOOODODOODOOOD @™

goooog
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ENABLE SWITCH LOOPDETECTION

DISABLE SWITCH LOOPDETECTIONO 71 0000

RESET SWITCH LOOPDETECTION COUNTERO 104 00 OO
SET SWITCH LOOPDETECTIONO 116 0 O OO

SHOW SWITCH LOOPDETECTIONO 147 0 0 0O O
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ENABLE SWITCH MIRROR

ENABLE SWITCH MIRROR

gooooobooobobo

ENABLE SWITCH MIRROR

g

gobooooboogooboooboooboobobobbooboobooobooobboobo

gooooogon

Manager > enable switch mirror

Operation successful.

g
[ J00000oo0oboboobobon

ENABLE SWITCH MIRROR

goooog

DISABLE SWITCH MIRRORO 720000
SET SWITCH MIRRORO 118 000 O O
SHOW SWITCH MIRRORO 152 00 00

gooooo CentreCOM 9048XL 00 000D DOOO0O 232 | 91
613-001280 Rev.D



ENABLE SWITCH PORT

ENABLE SWITCH PORT

gooooobooobobo

ENABLE SWITCH PORT={port-list|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

goboobogooboobbooboobbo
goooog

PORT 0000000000 OOO0U0O0O0O0 ALLOALLOOOOOOOOO0OODOOOOODOODOOOO
gooo

gooooogon

Manager > enable switch port=1

Operation successful.

0
0001000000

ENABLE SWITCH PORT=1

goooog

ACTIVATE SWITCH PORT AUTONEGOTIATEO 43 0000
DISABLE SWITCH PORTO 730000

RESET SWITCH PORTO 1050000

SET SWITCH PORTO 120000 O

SHOW SWITCH PORTO 1530000
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ENABLE SWITCH PORT AUTOMDI

ENABLE SWITCH PORT AUTOMDI

gooooobooobobo

ENABLE SWITCH PORT={port-list|ALL} AUTOMDI

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

O00000000ooo MDI/MDI-XOOOOOODOOOODODODO0OO0OO0Oo0D0000
0000D00000D00000D0000Autonegotiate00 000000000

goooog

PORT 000000000 OOOOOOUOO ALLOALLOOODOODOOOSFPOOOODOODOOOO
gbobooboooobooon

gooooogon

Manager > enable switch port=1 automdi

Operation successful.

g
s (00010 MDI/MDI-XOOOOOOOOOO

ENABLE SWITCH PORT=1 AUTOMDI

goooognd

SFPOO000000O0ODOOODOOOOODOOOOOO
100MFULL/1000MFULLOOO0O0O0OO0OO0O0OSET SWITCHPORTOOOODO SPEEDODOODOOOOO
goboooopooobooobo

goooog

DISABLE SWITCH PORT AUTOMDIO 750 00O
SHOW SWITCHO 144 000 0O
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ENABLE SWITCH PORT FLOW

ENABLE SWITCH PORT FLOW

gooooobooobobo

ENABLE SWITCH PORT={port-list|ALL} FLOW

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

000000000 0Full Duplex 00O IEEE8023x PAUSED DD DO OO0O0ODOOO0OO0ODOOO0OOO
goooog

PORT 0000000000 OOO0U0O0O0O0 ALLOALLOOOOOOOOO0OODOOOOODOODOOOO
gooo

gooooogon

Manager > enable switch port=1 flow

Operation successful.

g
sJ0010000000000D00ODOO

ENABLE SWITCH PORT=1 FLOW

goooognd

O000D0D00O0O0OPAUSEDDOOOOOOOODOOOOODODOOOOOD0O0DO0O0OOODO0OOoDO PAUSE
goooopooooboooobo
gobooboboboobobooboboobobooboobooboboobobbobobboobOoo

goooog

DISABLE SWITCH PORT FLOWO 77000 O
SHOW SWITCHO 144 000 0O
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ENABLE SWITCH POWERSAVE

ENABLE SWITCH POWERSAVE

gooooobooobobo

ENABLE SWITCH POWERSAVE

g

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gobooobooooboobobooboobbobboo

gooooogon

Manager > enable switch powersave

Operation successful.

0
000000000000

ENABLE SWITCH POWERSAVE

goooognd

gobooooooobobooobooboobbooo
goooooo00O00ooDUO0DU0DUODUOOD U30D0DUDDUODOO
goooog

DISABLE SWITCH POWERSAVEOD 78 0 0 OO
SHOW SWITCHO 144 000 O
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ENABLE SWITCH STORMDETECTION

ENABLE SWITCH STORMDETECTION

gooooobooobobo

ENABLE SWITCH STORMDETECTION PORT={port-1list|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

gobooooooobobooobooboobbooo
goooog

PORT 0O0OO0OO0OOOO ALLOOOOO

gooooogon

Manager > enable switch stormdetection port=2

Operation successful

g
sJ0020000000000000D0OO

ENABLE SWITCH STORMDETECTION PORT=2

goooognd

SET SWITCH STORMDETECTION O O O 0 0 HIGHRATEACTION O DO 000000 LOWRATE-
ACTIONODOOODDDO BCDISCARDO OO OOOOOOODODOoDOooooooooooooooooo
gobooboooooooboooboobbobbooboo
gooooobogobooobooboobobobboobooobooboboobbobbobboon
goooo

goooog

DISABLE SWITCH STORMDETECTIONO 79 0 0O O
RESET SWITCH STORMDETECTION PORT COUNTERO 1070 0 0O
SET SWITCH STORMDETECTIONO 124 00 00O
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SHOW SWITCH STORMDETECTIONDO 163 0 0 O O
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ENABLE UDLD

ENABLE UDLD

gooooobooobobo

ENABLE UDLD PORT={port-list|ALL} [AGGRESSIVE]

port-list: 1000000000100 000000O00000OO0OO0OOOO0OO

g

oooooooo UbLboOooOoOoOoOoOO0OOOOOODOOOO
goooboboboobobooboboobobooboobooboboobobbobobboobOoo

goooog

PORT 00000000000 0O0ODOODOO ALLOALLOOOOOOOOOOOOOOODOOOOOOO
AGGRESSIVE UDILDOOOOOOOOOOOOODOOODOOODOOOOOOOOOOOODOOO

gooooogon

Manager > enable udld port=1-5

Operation successful.

0
0001050 UDLDOOOOOO00

ENABLE UDLD PORT=1-5

goooog

DISABLEUDLDO 80O O0O0O
SHOW UDLDO 1710000
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PURGE DHCPSNOOPING

PURGE DHCPSNOOPING

gooooobooobobo

PURGE DHCPSNOOPING

g

DHCP Snooping D 0000000000000 O0D0O0DOO0O0O00DOOOO

gooooogon

Manager > purge dhcpsnooping

Operation successful.

o
m DHCP Snooping 0000 000000000000

PURGE DHCPSNOOPING

goooog

DELETE DHCPSNOOPINGO 56 0 0 0O O
DISABLE DHCPSNOOPINGO 63 00 0O
ENABLE DHCPSNOOPINGO 810000
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PURGE EPSR

PURGE EPSR

gooooobooobobo

PURGE EPSR

g

EPSRO Ethernet Protected Switching RingD0 00 0000000000000
EPSROOOD0OOOOOOOOOOO

oo oooobuobobobobobobobbobboboobogo
ODISABLESWITCHPORT O OOOUOUOO VLANOOODOOODOOOODODOOOO
000 VLANOODOOODOoOooooooooooooo

gooooggon

Manager > purge epsr

Operation successful.

g
s EPSROOCOO0O0O0000O000O00OO0

PURGE EPSR

goooognd

0000000000000 EPSRO0DODO0DO0OO0DODODOODODOOODOOODODODODODDODDOODODOOO
gobooobooobooooboooboo

goooog

CREATE EPSRO520 000
SHOW EPSRO 1390000
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RESET DHCPSNOOPING COUNTER

RESET DHCPSNOOPING COUNTER

gooooobooobobo

RESET DHCPSNOOPING COUNTER

g

DHCP Snooping 0 00000 O0O0O0O0OOO

gooooogon

Manager > reset dhcpsnooping counter

Operation successful.

o
m DHCPSnooping 0000000000000

RESET DHCPSNOOPING COUNTER

goooog

SHOW DHCPSNOOPING COUNTERO 13000 00O

gooooo CentreCOMO048XL OO OOOOOOOO 2.3.2 101
613-001280 Rev.D



RESET DHCPSNOOPING DATABASE

RESET DHCPSNOOPING DATABASE

gooooobooobobo

RESET DHCPSNOOPING DATABASE [PORT={port-Ilist|ALL}]

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

0000000000000 0000D0000000 DHCP Snooping00000000000O00O0
goooooooooo

goooog

PORT 000000 O0D0D0DO0OO0DOOO0DALLOOOOOOOOOODOODOOOOOOOOO

gooooogon

Manager > reset dhcpsnooping database port=1-2

Operation successful.

g
m Portl2000000000000 (dhepsnooping) D0 0000000000000 O0O0OO

RESET DHCPSNOOPING DATABASE PORT=1-2

goooog

DISABLE DHCPSNOOPINGO 63 00 0O
ENABLE DHCPSNOOPINGO 810000
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RESET SWITCH

RESET SWITCH

gooooobooobobo

RESET SWITCH [COUNTER]

g

gobooooboooooobooobo
O0000oooOooOoODO0O00D000U0OFDBOOOOOODOODOOODOODOOODODUOOODODDODDOODO
goboooboogobooobooboobbobbooboobboobboobo

goooog

COUNTER OO0O0O0OOOOODODOOOOOOOOOODOOOO

gooooogon

Manager > reset switch

Operation successful.

g
00 ooooooooobooobn

RESET SWITCH

goooog

SHOW SWITCHO 144 000 O
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RESET SWITCH LOOPDETECTION COUNTER

RESET SWITCH LOOPDETECTION COUNTER

gooooobooobobo

RESET SWITCH LOOPDETECTION [PORT={port-Ilist|ALL}] COUNTER

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

LDFO0O000000000000000 (oo)oo
goooog

PORT 0O0OO0OO0OOOO ALLOOOOO

gooooogon

Manager > reset switch loopdetection port=2 counter

Operation successful.

g
s 00020 LDFO0O0OO00O0OO0O00O0OO0O0OO0OOO

RESET SWITCH LOOPDETECTION PORT=2 COUNTER

goooog

DISABLE SWITCH LOOPDETECTIONO 71 0000
ENABLE SWITCH LOOPDETECTIONO 89 00 00O
SET SWITCH LOOPDETECTIONO 116 0 O OO
SHOW SWITCH LOOPDETECTIONO 147 0 0 0O O
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RESET SWITCH PORT

RESET SWITCH PORT

gooooobooobobo

RESET SWITCH PORT={port-list|ALL} [COUNTER]

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
goooopooooboooobo

goooog

PORT 0000000000 OOO0U0O0O0O0 ALLOALLOOOOOOOOO0OODOOOOODOODOOOO
gooo
COUNTER COO0OO0O0OOOOODODOOOODOOOOOODOOOO

gooooogon

Manager > reset switch port=1 counter

Operation successful.

g
sJ0010000000000DO0O

RESET SWITCH PORT=1 COUNTER

goooognd

COUNTEROOODOODDODOOO0O0O0O0D0ODDOOOOOO0000oooDoooooooooooooooo
gooo

goooog

ACTIVATE SWITCH PORT AUTONEGOTIATEO 43 0000
DISABLE SWITCH PORTO 730000
ENABLE SWITCH PORTO 920 00O
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SET SWITCH PORTCO 120000 O
SHOW SWITCH PORTO 153 0000
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RESET SWITCH STORMDETECTION PORT COUNTER

RESET SWITCH STORMDETECTION PORT COUNTER

gooooobooobobo

RESET SWITCH STORMDETECTION [PORT={port-l1ist|ALL}] COUNTER

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

O0000000000000o0oo000ooo(@uou)oo
goooog

PORT 0O0OO0OO0OOOO ALLOOOOO

gooooogon

Manager > reset switch stormdetection port=2 counter

Operation successful.

g
s 002000000000 0000000000O0DO0OOO0O

RESET SWITCH STORMDETECTION PORT=2 COUNTER

goooog

DISABLE SWITCH STORMDETECTIONO 79 0 00O O
ENABLE SWITCH STORMDETECTIONO 96 0 0 O O
SET SWITCH STORMDETECTIONO 124 00 00O
SHOW SWITCH STORMDETECTIONO 163 0 00 O

gooooo CentreCOMO048XL OO OOOOOOOO 2.3.2 107
613-001280 Rev.D



RESET UDLD

RESET UDLD

gooooobooobobo

RESET UDLD

g

Unidirectional 00 0000000000000 O0O0O

gooooogon

Manager> reset udld

2 ports disabled by UDLD were reset

Operation successful.

goooog

DISABLE UDLDO 80 O O OO
ENABLE UDLDOOY98 O 00O
SET UDLDO 1270000
SHOW UDLDO 1710000
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SET DHCPSNOOPING CHECKINTERVAL

SET DHCPSNOOPING CHECKINTERVAL

gooooobooobobo

SET DHCPSNOOPING CHECKINTERVAL=1..3600

g

DHCP Snooping 0 000000000000 D0O00O0ODO00OOO000O0DOOO0O0ODO0OODO 6000
oddooooooooooooooolIPO000OoOoOoO00OoOoOO0O0OODOODOO0OODODODOOODOOO
0o0o0oooDoooooooboobooobobbooooDoDooDoDooom

oo oobobobbobbobobobbbobddidoDoDLD LoD bO
000000000000 NVSO Non-Volatile Storage 0 0 O 00O O DHCP Snooping 0000000
Odo0oo0ooooooo NVSOOooooooooooooooooooooooooooooooo
oo oooooobobobobb

goooog

CHECKINTERVAL 0OO0O00O0O00O0MOOOOOO 6000

gooooogon

Manager > set dhcpsnooping checkinterval=40

Operation successful.

0
" 000000040000000

SET DHCPSNOOPING CHECKINTERVAL=40

goooognd

000000000000 NVSO Non-Volatile StorageD 00000000

goooog

DISABLE DHCPSNOOPINGO 63 00 0O
ENABLE DHCPSNOOPINGO 810000
SHOW DHCPSNOOPINGO 128 00 0 O
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SET DHCPSNOOPING CHECKOPTION

SET DHCPSNOOPING CHECKOPTION

gooooobooobobo

SET DHCPSNOOPING CHECKOPTION={NONE| DHCPRELEASE|LINKDOWN}

g

DHCP Snooping 0000000000000 00O0O0O00OO0 DHCPOOOODOODOOODOODOOOO
goooon

goooog

CHECKOPTION 00000000 0O0OOOOO0O0DOODOOOOO0OO0ODOOOOO0OODOOOOOOODOOO
000 0DHCPRELEASE O DHCPRELEASEO OO0 OO0 OOO0ODO MM LINKDOWN OO OO
0000000000000 000oooooD0@ o000 NONEOODDODODODODOOoOoo oooo
0000000000000 U0D0DUU0OD0DUDODODONONEDDD M ODODDODODODDOODODODODOO
0000000000000 000000D0D0O0ONONEDDDDODODOODODOooDoooooooon
000000000000 00000000 0000000000000 d NONED

gooooogon

Manager > set dhcpsnooping checkoption=1inkdown

Operation successful.

g
m Linkdown 000 0000000000000 0D00000O0O0O0O00OOO0O0O

SET DHCPSNOOPING CHECKOPTION=LINKDOWN

goooognd

0000000D00000000000000000000000000000DHCP Snooping 0000
00D000000000000000000000SET DHCPSNOOPING CHECKINTERVALOOOOO
O0o0o0o0ooO0oo0o0o00o0O00O0o000000000O000000000000D00O00000 NVS
0 Non-Volatile Storage0 0 0 0 000
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SET DHCPSNOOPING MACFILTER

SET DHCPSNOOPING MACFILTER

gooooobooobobo

SET DHCPSNOOPING MACFILTER=1..999 [ADDRESS={macadd|ANY}] [MASK=macadd]

[VLAN={vlan-name|l..4094|ANY}] [PORT={port-1ist|ALL|NONE}] [ACTION={DENY|

PERMIT}]

macadd: MAC 0 00 0O O xxaxxexxexxexx:axx 00 00
vlan-name: VLAN 0O
port—list:[l[l[I[I[I[I[I[I[I[Il[l[l[lDDDDDDDDDDDDDDDDDDD

g

MACOOODOOOOODDOOODODODOOOODOODOOOOODOODOO

goooog

MACFILTER 000000000000 IDO

ADDRESS 000000000000 MACOOOO

MASK 000000000000 MACOOOOODOOOOODOOOO

VLAN 00O VLANOOOO VID

PORT MACOOOOOOOOOODOOOOODOOOODODODOOOO

ACTION 00000000000 OOO0OOOPERMITOOOMMDENYODOOOODOOOOODODO

gooooogon

Manager > set dhcpsnooping macfilter=2 address=00-44-56-77-88-00 mask=ff-ff-ff-
ff-ff-ff

Operation successful.

g
s MACOOOOOOOOOO 200000000

SET DHCPSNOOPING MACFILTER=2 ADDRESS=00-44-56-77-88-00
mask=ff-ff-ff-ff-ff-ff

goooog

CREATE DHCPSNOOPING MACFILTERO 50 0 00O O
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DESTROY DHCPSNOOPING MACFILTERD 60 0 0O O O
SHOW DHCPSNOOPING MACFILTERO 1350 000
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SET DHCPSNOOPING PORT

SET DHCPSNOOPING PORT

gooooobooobobo

SET DHCPSNOOPING PORT={port-list|ALL} [MAXLEASES=0..5]
[SUBSCRIBERID={string|NONE}] [TRUSTED={YES|NO|ON|OFF|TRUE|FALSE}]

port-list: 000000000010 00000000OO0O00OOOOOOOOO
string: 000 (10500 000000000000000000000O0OO00OO0OOOOO0O0)

0

000000000000000 DHCP Snooping 000000000
goooog

PORT 0O0O0OO0O0OOOOOOOOODALLOOOOODOOOO0OODOOOOOOODOOOOOO

MAXLEASES 00000000 IPOO0O00DOOOO0O00OO0O0O0O0OO0O0O0OOO ODHCPOOODO
OD0mooooooolPOo000ooOoooooDoOoD0@o0oooooooooooooogg
OO0 IPOOO0OODOOOOOOOOOOO 10000 50

SUBSCRIBERID 000000 Subscriber-ID 00 000 0DHCP Snooping0 0000000000
000000000 ooDo0ooD0 ooooooooo 0 0ooooooooooooooog
gooooboboooboobbobobboobboobbb bbb oobobboobooo
OO Subscriber-ID 0000000000000 OCO00O0OO0OO0OO NONEOODOOODOOOOOOO
Subscriber-ID D00 0000000000000 DO0O0O NONE OSubscriber-ID 0000000
ooooom

TRUSTED DHCP Snooping 0000000000 YESOONOTRUE 000 0000 ODHCP Snooping
DU000000000000000 Trusted 00000000000 DOOOOOOIINOOOFFO
FALSEI:JI:JDDDDDDDDHCPSHOOpingDDDDDDDDDDDDDDDUntrustedl]l]l]l]
D00000000000000000muooood NOOUntrusted 00 0O M

gooooggon

Manager > set dhcpsnooping port=4 trusted=true

Operation successful.

g

m 000 40 TrustedPort 00O O
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SET DHCPSNOOPING PORT

SET DHCPSNOOPING PORT=4 TRUSTED=TRUE

goooognd

Trusted D00 000000000000 O00O0O0OO00OOO0O0O0OOOOO0OOOOOOOOODOOOOOO
O0000000000000 Trusted 0000 0000000000000 00DO0O00O0
DHCPOOOOODOOUODOOOUODO Trusted 0000000000000 ODO00OUntrusted 0000000
O DHCPOOOODOO IPODODOODDOOODODOODODOOO

000000000000 00000000Untrusted 0000000000
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SET SWITCH LIMITATION

SET SWITCH LIMITATION

gooooobooobobo

SET SWITCH LIMITATION={NONE|0..1024000}

g

00000000000000000000000000 Kbpst Kilobits per second0 0000000
0000 o00DUooooooDooooDooooooon

goooog

LIMITATION 00000000000000000000000000 KbpsOOOOOOODODOO 0O
0000000000000 64Kbps DO OOODOOODOOOO0DOO0OO0O00DO NONEDOO

gooooogon

Manager > set switch limitation=10240

Operation successful.

g
s J000000000000000000000 10240Kbps O 00O

SET SWITCH LIMITATION=10240

goooognd

LDFO00000000000000000000000000000000O BCDISCARDOOOOOO
gobooooooobooboooboobo
gooooboogoobooobooboobobobboobooobooboboobbobbobbooo
gobbooobooobooobooboobbobboobooobo
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SET SWITCH LOOPDETECTION

SET SWITCH LOOPDETECTION

gooooobooobobo

SET SWITCH LOOPDETECTION PORT={port-list|ALL} [ACTION={PORTDISABLE]
LINKDOWN|BCDISCARD|NONE}] [INTERVAL={1..1000000}] [SECURE={ON|OFF}]
[BLOCKTIMEOUT={1..86400|NONE} ]

port-list: 00000000010 00000000OO0O00OOOOOOOOO

g

LDFO0O00000oooooooooo
goooog

PORT 0O0OO0OO0OO0OOO ALLOOOOO

ACTION LDFOOOOOOODOOOOCOOONONEDODOOOODOOOODOODPORTDISABLED OO
0000000000000 0000000ODLINKDOWNO OO Oooooooooooooo
OMMBCDISCARD(C OO O0OO0OO0D0DODODOOO0DODDOOO0D0ODD)000000o0o000oon
OO0 OBLOCKTIMEOUTOOOOODOODODOODOOOODODOODOOODOOO0OO0ooooooooO
000000 PORTDISABLE

INTERVAL LDFOO0O 00000000 0O0O0O0O0O 1200

SECURE 00000 LDFOOOOOOOOOOOONOOOOLDFOOOOOIDOOOOOOOOO
OO0 IDO0DO0O0DoOoo0 LDFOOODOOO0 IDODO0O0O LDFOOOO00O00ooooooooooon
OLDFOOOODOO0OUOLDFOOOOO (INTERVAL)DOOOUOOOOOUOOO ON

BLOCKTIMEOUT ACTIONODOOOOOODOOOOOOODODOOOOOOOOOOOODOOOOOO
O00000O00O0ODO0OONONEODOODODODDODOO0Ooooooooooooooooooooon
0 3000

gooooogon

Manager > set switch loopdetection port=2 action=1linkdown inter-
val=60 blocktimeout=3600

Operation successful.

g

s 0020 LDFOOOOOOO0OODOO0O0O00000000000OLDFOO0000OD 60000000000
OooooooOo 36000000000
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SET SWITCH LOOPDETECTION

SET SWITCH LOOPDETECTION PORT=2 ACTION=LINKDOWN INTERVAL=60
BLOCKTIMEOUT=3600

goooognd

00000000000 LDFO00000D0O0O0000D0O000o0o0oooo0 LINKDOWNODOOO
goooooo
LDFO0000000000000000000000000000Doooo0o00ooooooLDEO
000000000 BCDISCARDOOOOODOODOOOOOO

LDFOOO0O0O0O0OO0000O LINKDOWNOOOOODOOOOINTERVALO OO OOO 1000 BLOCK-
TIMEOUTOOOOOO 60DODOOOODODO
goboooboooobooobooboobbobboobo

0 ENABLE SWITCH PORT 0O 0O 00O /DISABLE SWITCHPORT O O OO OGO O
goooooboogoo

OPORTOFFOOOODODOOOOODOOOOOO/O0O0O

000000000000 DISABLEODODODOOOO /000

goooog

DISABLE SWITCH LOOPDETECTIONO 71 0000

ENABLE SWITCH LOOPDETECTIONO 89 00 00O

RESET SWITCH LOOPDETECTION COUNTERO 104 00 OO
SHOW SWITCH LOOPDETECTIONO 147 0 0 0O O
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SET SWITCH MIRROR

SET SWITCH MIRROR

gooooobooobobo

SET SWITCH MIRROR={NONE|port-number}

port-nuymber: 0000 000000100000000000OO

g

goboobooobooobooobo
0000000000000 0000000SETSWITCHPORTOOOOO MIRROROOOOOOOOO

goooog

MIRROR 00000000000 COOCOOONONEOOOOOODODOOOODOODODOOOOODOOO
gobbooobooobpoooboobbobbooboobbooobo

gooooogon

Manager > set switch mirror=1

Operation successful.

g
s]00 1000000000000

SET SWITCH MIRROR=1

goooognd

VLAN default 0 000 0000000000000000000OOCOOOO0OOO0OO0O0O00O0000
0000 Authenticator 0 00 0O Supplicant 0 00 0000000000000 000O0O00O0OOOO
goboooboogoobooobooboobobobbooboooboobboobbobbobboon
O00D0000D0D00000000OVLANdefault 00 0000000000000 00O0O0OOOOO
Ooooooo VLANODDOODDDOO
gooooooboooobobobobbbbodooobobbbbbobbbbbobboooooDbUoDo
ooobooboooboooooooom

0000000000000 0o000U0000OSET SWITCHPORTO OO DO O MIRROROOOOODO
ORXOODODODBOTHOOOOOODODODODOODODODODODUOOODODOODODODODDODODODODDODODODOoOoooooooo
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ooooooooboobooobooooooooooooooo
ooobooooobooooooooooooooooooooooooooo

googod

DISABLE SWITCH MIRRORO 720000
ENABLE SWITCH MIRRORO91 0 OO0
SHOW SWITCH MIRRORD 1520000
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613-001280 Rev.D

119



SET SWITCH PORT

SET SWITCH PORT

gooooobooobobo

SET SWITCH PORT={port-list|ALL} [ACCEPTABLE={ALL|VLAN}]
[DESCRIPTION=string] [MIRROR={BOTH|NONE|RX|TX}] [PRIORITY=priority]
[SPEED={AUTONEGOTIATE|10MHALF|10MFULL|100MHALF|100MFULL| 1 0MHAUTO|
10MFAUTO|100MHAUTO|100MFAUTO|10-100MAUTO|1000MFULL} ]

[ SECURITYMODE={AUTOMATIC|DYNAMIC|LIMITED|SECURED}] [LEARN=0..256]
[ INTRUSIONACTION={DISCARD|DISABLE|LOG|TRAP}] [POLARITY={MDI|MDIX}]
[BCLIMIT={ON|OFF}] [DLFLIMIT={ON|OFF}] [MCLIMIT={ON|OFF}]

port-list: 10 0000000010000000000000000000000

string: 00000 0SHOW SWITCHPORT OO OODDO0OO0D0000000000000000020000000
000000000000 #OoOO0000 [%0000000 ?J00000 \]D0000000000000000
00000000000 |00000000000000020000000000000000000000
priovity: 1000000000000 00070

g

goooopooooboooobo
0000000000000 oooooooo0VLANODOOOOooomoooooooooo
goooon

goooog

PORT 0000000000 OOO0U0O0O0O0 ALLOALLOOOOOOOO0OO0ODOOODDOODOODOOOO
gooo

ACCEPTABLE 000000000 OOOOVLANOVLANOOOOOOODDOOOOVID=0OOOOO
0000000000000 00000ALLOODODODO0000000000 VLANOOOODOOO
00000 ALLODOO VLCANOOOODDOOOOOooooooooooooooooo VLAN
goooooooooo

DESCRIPTION 0O0O0O0O00OSHOWSWITCHPORTOOOOOOOOOOOODODOODODOODOODOOO
RN

MIRROR 000000000000 O0O0000O0ODODODODOOOOOOOO0OOOOODOOOOOOOO
O00000D0D0O00OBOTHOOOOODOODODMmMRXOODODODODODODOMMTXOODOOOOOOINONE
0000000000000 0O0O00O0O0O0D0O0OOONONED ODDDODODODDODODODOOoDOoDOOoDOoOooo
goboobooooboooobooboobbooboo

PRIORITY 0000000000 O0OODO (MO7)0000000000000O0

SPEED 0000000000000 0000O0OODOO0O0O0O0O0OOODOO0OO0O0O00OO0ODOO0O0O0O0O0O0
0000 SPEEDOOO0O0D0OODODOOOOOOOOODOOOOOOOOODOO0OO0O0OOOOOOODOO
gobooooooooboooooooboobboobooboobbobboobboobbooobo
O0D0000ODDODOODODODD AUTONEGOTIATED AUTONEGOTIATED 000000 ooO
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SET SWITCH PORT

00 MDI/MDI-XOOOOODOODOODOODO0OO SPEEDOOOO MDI/MDI-XOOODOODOOOO
0 0 1000MFULL O O O 0 1000BASE-T 0O U 0O 0 O AUTONEGOTIATE 00O O Speed O 1000MO
Duplex O Full Duplex 00O 000 01000MFULLO OO OSFPO 0000 AUTONEGOTIATE OO
0 1000MFULL OO OO0OO1000BASE-TO O OO OOOOOOOO SFPO OO OO O1000MFULL
000000000100MSFPOOIOOMFULLOODDOOO0O0O00OOAutonego0 0000000

SECURITYMODE 0000000000000 O0C0OOOODOSECURED] Secure 000 MDYNAMIC
0 Dynamic Limited 0 0 O (0D AUTOMATICO OO O0OO0O00 D000 OO0 I LIMITEDO Limited
00000000000000000 AUTOMATICO Secured 00 0O0OO0OOFDBOODOODOOOO
O0o0oooooooooo MACOODODUOODODODODODODODODODODOODODODODOoOoooooooo
0OMACOUOOOOODOODODODOOoOOoooUooooooooooDooooooooooooooo
OO0 INTRUSIONACTION O OO OOOOOODODOCREATECONFIGOD O OO OOOOOOOO
g000o0o0ooOooOoOoooOOoOoOOOODODOODODOODOODOOOOOOOOOOOOO0 MACO
0000000000000 oooDoooooDoooO0o0D0DUoDoDUoDooDooooO MAC
000000000000000000000Secured 0000000000 OODELETE SWITCH
FILTEROOOOOOOOOOODODOOODOO0O00000000oooooooooooooooogo
00000000000000000000000DynamicLimited 0000000000 MAC
000000 LEARNOOO0O00O0O0OoOoooDoooooooo MACOOODODODOoooooooo
oo0ooooooooDooODODODOODODODOODOODOOO MACOODOOODODOODOOODOODOOOO
0000000000000 0O000000000000INTRUSIONACTIONODODOOOOOO
DISCARD OO OO0 O OSECURITYMODE=DYNAMIC O O OO LEARNOOOOOOOOO
goobooobooooboooobooooboobboobooboobbobboobboobbooobo
OODELETESWITCHFILTEROOOOODOOOD0OOO0O0OOD0O0D0O0OO0LImited 0000000
000 MACOOOOODO LEARNODOOODDODOOOOOOoOoooooooo MACOOOOOO
o0000o0oOoOooooOoooDOooOoDOooODOODOODOOODOOODOOO0 MACOOOODOOOO
000000000000 oDoO00000o0000O00000O0ODOO00OINTRUSIONACTION O
O000000000SECURITYMODE=LIMITEDOOOO LEARNOOOOOOOOOOOOO
gooboooboooobooooboooboobboobooboobbobboobboobbooobo
0000000 oo00oo0o0o0o0bLo0O00DoO00O00D0O000DOAutomaticO OO
O000o0oooO00o0o00oo0ooOoO0o0DO000000Automatic0 0000000000
gobooboooobooobobooboobboobooboobbooo

LEARN 00000000 O0O00O0OOO0MACOOOOOODOOOODOOOOOOODOO1IDOD0O0O0O0O 256
00000000000 51200000000000000 00 Dynamic Limited O 0O O Limited
0000000000000 0O0SECURITYMODEDO D OO OOoOooooooooooooon
0000000000000 0000ODO0O00OOFDBOOOOOODDOOOOOOODODODO Secure
0000000000000 0000O0000D0DOOSECURITYMODED D OO OODOOOOOOO
0000000 Dynamic Limited 0 0000000000000

INTRUSIONACTION SECURITYMODEO OOOOOOOLIMITEDO OO SECUREDOOOOOO
0000000000000 00000D000oOo DISCARDODISCARDOOOOQOOOOO
OMDISABLED OOOODOODOOOOSNMPOOOODOOODOOOOOOO DISABLEOOOO
DISABLE O O OO OSECURITYMODEO O OO OOO AUTOMATICO OOODOODOOOOOO
O00o0U0o0oooooomLoGoooooooooD0ooDUoDUooDooDOoOO MACODODO
O0OVIDODOOOODOOO LOGLEVEL=4(NOTICE) DO OO0O0OO0DO0OoOooSYSLOGODOOoOO
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SET SWITCH PORT

poosysLoGoOoooooUoUoooooooooooooo0o0ooooomTRAPOODO
O00000ooooooooooooo MACOODOOOVIDOOOOOOO SNMPOOOOO
goboobooooboooboobbobboo

POLARITY MDI/MDI-XOOOODOOOOOOOOO MDI/MDI-XOOOOOOOOOOOO MDI-XO
SFPOO000OMDI/MDIXOOOODODOODOODO00OO000O0

BCLIMIT 00000000 MACOODODODOOO0OO0O0OO0OODOOODODODOO0OO0O0O0O00O0OOO/0000
gbobooboobooon

DLFLIMIT 0000000000 MACOODODOOO0O0D0O0O0O0O0O0OODO0OO0OODOOOOOOO/00
goboooooooobooobo

MCLIMIT 0O000O0OO0OO0OMACOOOOOOODOOOOOOOOOO0OO0ODOOOOO0ODOOO0OO0O/00000
goboogoooboooobo

gooooogon

Manager > set switch port=1 speed=100mhalf

Operation successful.

g
00010000000 100MHALFOOOODO

SET SWITCH PORT=1 SPEED=100MHALF

goooognd

0000000000000000000000000000000 Authenticator 0000000000
gobbooobogooboobobooboobbobboobooobo
gobooooooobooobooboobbobbooboooboooboobbo
0000000000 oooooooooooo00 SPEEDODOOOOO0OO0O0O0O0O0OOOoooooon
goboooobogoobooobooboobobobbooboooboobboobbobbobboon
goboooboogoooooboboooboobbo

O00000SPEEDOOOODODOOOOMOODO 100MO O OO0 M 10MHALFOOMFULLOI0OOMHALFO
100MFULLOOO0OO0O0O0O0OMDI/MDI-XOOODOD0O0ODO0D0D0D000000000000M0ooo0oo
000000000 AUTONEGOTIATED 10MHAUTOO 10MFAUTOO 100MHAUTOO 100MFAUTOO
O0O0O01000MFULLOOOOOOODOOMDI/MDI-XOOOOODOODODOOD0O0ODODOD0O0D0000O0M
0000 MDI/MDI-XOOOOOMDI/MDI-XOOOODOOOOODODOOOO0O0O0OO
LDFO00000000000000000000000000000000O BCDISCARDOOOOOO
00000000 0BCLIMITO DLFLIMITO MCLIMITO ONOOOOOOODODOOOOO
ADDSWITCHFILTERO OO OOODOODODODODODO0DODOooOo MACOODDODODDODODODOoOoODOOOO
OMACOUOOODODOODODODODODODO0DO0DO0DO0O00ooooooooooooon
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SET SWITCH PORT

000000000000 MACOO OO0 01-80-¢2-00-00-000 01-80-c2-00-00-2f00 00000000 0O
goboooboobooobbooboo

INTRUSIONACTION O OO OOOO DISABLECOOOOOOOO DISABLEDOOOOOOOOOOOO
O00000ooo0oooDooOo DISABLEDOODOODOO0OODODOOODODOOODOOO DISABLEOOOO
DISABLESWITCHPORTO O OO OOOOOOOOENABLESWITCHPORTO OO OOODOOOOOO
INTRUSIONACTION O O OODOOO LoOGoOoooOooooooooooooloooooo 15000
0015000000000 INTRUSIONACTION=DISCARDO O OOOOOOOO0OO0OOOOO0OO0oOooOO
INTRUSIONACTION O OO OOOO TRAPOOOO2000000000000000000000OO
0000000000000 DO000100000D0 1000001500000 000 INTRUSIONAC-
TION=DISCARD OO O0O0O0O0O0O000OO0O00O0DOOO0OO

000000 TRAPOOOOD100000000O0O0O0OO0OOO0O0000O0OODODOOOO0O0O0OO0OoooOoOoOn
0000000000 ooooooooo40000000000000000000000O0DOODOO0O
0000000000 100Doooo1ooDoooooOo0o000DOODDOOO

15000 00000000000000D0O0DODOOOO0OOOOOUDOO000D00D0D0D0DOODODOOooDOOOn
goboobooobobooobooobooboobbo

OLIMITEDOOOOOOLEARNOOODO

OINTRUSIONACTION OO OOOOOooooO

OSECURITYMODE O O OOOOOOOOO

000 VLANO OO
gooooooooobooooooboobobobboobooboobbooobbooboboobo
PAUSECOODOOOOOOOOOOODUOODOO

00000000000 Limited 0000000000000 00000O0OO00O0OO0O0OOOOOOOOOO
FDBOOOOOOOQoooQ

100MSFPO 00 0000000000000 0D0D0D0N0NOO0Ooooo

goooog

ACTIVATE SWITCH PORT AUTONEGOTIATEO 43 0000
DISABLE SWITCH PORTO 730000

ENABLE SWITCH PORTO 920 00O

RESET SWITCH PORTO 1050000

SHOW SWITCH PORTO 1530000

gooooo CentreCOMO048XL OO OOOOOOOO 2.3.2
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SET SWITCH STORMDETECTION

SET SWITCH STORMDETECTION

gooooobooobobo

SET SWITCH STORMDETECTION PORT={port-list|ALL}
[LOWRATEACTION={PORTDISABLE|LINKDOWN|BCDISCARD|NONE} ]
[HIGHRATEACTION={PORTDISABLE|LINKDOWN|BCDISCARD|NONE} ]
[LOWRATETHRESHOLD={1..1023999}] [HIGHRATETHRESHOLD={2..1024000}]
[BLOCKTIMEOUT={1..86400|NONE}] [FRAMETYPE={BROADCASTMULTICAST|ALL}]
[FRAMESIZE={64....1522|AUTO]

port-list: 000000000010 00000000OO0O00OOOOOOOOO

g

gobooooobooboooboooboobo
goooog

PORT 0O0O0OO0O0OO0OOO ALLOOOOO

HIGHRATEACTION 0OO0O0000000000000000O000O0O0O0O (HIGHRATETHRESH-
OLD0OD0D)000DO00O000D0D0OO0OONONEDOODDOO0O0DDDOO0PORTDISABLED OO
0000000000000 00o0o0ooOo LINKDOWNDO OO OOoooooooooooo
O0MBCDISCARD(O OO0 00000000 0OOD0OOODD0O0OODOOD)000DO0oOo00OOO
OO0O00O0BLOCKTIMEOUTOD OO OOODDODODODODOUOODODODODODOODDODODOoOoOOoooooo
O0000o0oooo PORTDISABLED OO0 0000000000000 0DOOOOOO0OoOoOn
0000000000000 000000D0000D0U0O0O0D BCDISCARDOODOOOOOO
LOWRATEACTION O 0000000000000 O00O0O

LOWRATEACTION 0000000000000 000OO0O0O0OO0O0O00O00O (LOWTRATETHRESH-
OLDUOD0D)0000D00000D0D0OO0OONONEDODODDOO0O0DDDOO0PORTDISABLED OO
0000000000000 00o0o0ooOo LINKDOWND OO OOoooooooooooo
O0MBCDISCARD(OCOOOO0OODODODOOOODODDDOOO0OODOOD)0D000000O000O0
ODO0O0O0OBLOCKTIMEOUT OO OODOODODOODODODOOODDOOODDOOODOODODOOODOOOODOOO
00 ODOO0OUOHIGHRATEACTION O OO OODODODOOOOODOoOOoooooooooooooon
ONONEDOODDODODOOODOUOUOOoDOoOoODoOOooooooooooooooooooooooooooo
0000000000000 0o0Do BCDISCARDO OO OOOOOHIGHRATEACTIONODOOO
godoooooooooo

HIGHRATETHRESHOLD 0000000000 00000O0OO Kbps (Kilobits per second) 0 000
0O0LOWRATETHRESHOLD O OOOOOOOOOOO0O0OOOOOO 819200(800Mbps)

LOWRATETHRESHOLD 000000000000 O0O000O0O Kbps (Kilobits per second) OO 0O O
0 0HIGHRATETHRESHOLD O OO O0OO0O00000000000000O0 512000(500Mbps)

BLOCKTIMEOUT HIGHRATEACTION 00O LOWRATEACTION O OOOOODOOODOOOOO
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SET SWITCH STORMDETECTION

0000000000000 00D0o00000D0D0D000DUUDOOONONEDDDODDODODOOOOO
0000000000 o0oUooOUoUOo 3000

FRAMETYPE 0000000000000000000O0 BROADCASTOOOOOOOOoOooooooQ
OO00D0UODO0DOMULTICASTOOOODODOOOOODUODODODODODODODUODODODALLODOODOOOOOO
odooo0ooooooooooooooooooooooooon ALL

FRAMESIZE 0000000000000 O00O0O0ODOO0DOO0OO0OO00ODOOO0OOOOODOODOOOO
0000000000000 00000 pps(Packet per seconds) D0 00000000000
FRAMETYPE 0 BROADCASTO OO O MULTICASTO OO ODOOODOOOD0OOOO0OODOOOO
D000 oAUTOODO0O0O0DOODOOODODODOODOOOOOO0OOOO0DOUODU0ODODOODOOOooOoo
oooooog AUTO

gooooogon

Manager > set switch stormdetection port=2 highratethresh-
01d=1024000 highrateaction=bcdiscard

Operation successful.

goooognd

0000000000000 000000000000000000000000/0000000000
000 LINKDOWNOOOOOoOoOOooooo

O0000oDooDoooooooooooo0 PORTDISABLEOD OO LINKDOWNOOOOODOOODOOOO
gooooobogobooobooboobobobboobooobooboboobbobbobbooo
0000/000000000000 BCDISCARDOODOOOOODOO0OO0OO0OOO
goboooboogoobooobooboobobobboobooobooboboobbobbobboon
gobboooboooboobobooboobbobboobooobo
gobooobooobooobooboobbobboobo

0 ENABLE SWITCH PORT 0O 0O 00O /DISABLE SWITCHPORT O O OO OGO O
goooooboogoo

OPORTOFFOOOODODOOOOODOOOOOO/O0O0O

000000000000 DISABLEODODODOOOO /000

goooog

DISABLE SWITCH STORMDETECTIONO 79 0 00O O

ENABLE SWITCH STORMDETECTIONO 96 0 0 O O

RESET SWITCH STORMDETECTION PORT COUNTERO 1070 00O
SHOW SWITCH STORMDETECTIONO 163 0 00 O
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SET SWITCH TRUNK

SET SWITCH TRUNK

gooooobooobobo

SET SWITCH TRUNK=trunk SPEED={1000M|100M|10M}

trunk: 000000000

g

goboooboobooobbooboo
goooog

TRUNK 000000000

SPEED 0000O00O000O00O0O00O00OO0O0O0O0OO0OOO0O0O0O0O00O00OO000ODO0OO
O0oo0001100MOSFPOOODO 1I000MOOOOOOOOOOOOOOO 1IOMOOO0O0OOO
0 10MFULL Autonegotiate01100M 000000 OO 100MFULL AutonegotiatedJ1000M 0O 0 O
00000 1000MFULL Autonegotiate 0 0 00 O

gooooggon

Manager > set switch trunk=uplink speed=1000m

Operation successful.

g
s J00000000uwplinkD 000000 1000MOCOOO0O

SET SWITCH TRUNK=uplink SPEED=1000M

goooog

ADD SWITCH TRUNKDO 48 0 00O O
CREATE SWITCH TRUNKO 54 0 00O
DELETE SWITCH TRUNKO S OO OO
DESTROY SWITCH TRUNKO 620000
SHOW SWITCH TRUNKO 169 0 00O
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SET UDLD

SET UDLD

gooooobooobobo

SET UDLD [MESSAGETIME=7..90] [DISABLETIME={30..86400|NONE}]

g

UDLDOO0OO0OO0oooooooooooo
goooog
MESSAGETIME UDLDOOOOOOOOOOOOOODOOmMOOOOOO 1500

DISABLETIME Unidirectional 00 0000000000000 (O)UNONEOODOOOOODOOOO
000 NONED

gooooogon

Manager > set udld disabletime=60

Operation successful.

g
m Unidirectional 0000 000000000000 000O0O0O

SET UDLD DISABLETIME=60

goooog

DISABLE UDLDO 80 O O OO
ENABLE UDLDOOY98 O 00O
RESET UDLDO 1080000
SHOW UDLDO 1710000
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SHOW DHCPSNOOPING

SHOW DHCPSNOOPING

gooooobooobobo

SHOW DHCPSNOOPING

g

DHCP Snooping D0 0000000000000

gooooogon

Manager >show dhcpsnooping

DHCP Snooping Information

DHCP Snooping .............. Enabled
Option 82 status ......... Enabled
ARP security ............. Enabled
Logging enabled .......... None

DHCP Snooping Database:

Full Leases/Max Leases ... 2/260
Check Interval ........... 60 seconds
Check Options ............ None

DHCP Snooping DHCP Snooping DO 0000

OptionSZstatus 0o0000o0oooooooooooooooooDo uUoooooooo
gooooooo
ARP security ARPOOODOOOODDOOOODO

Loggingenabled 000000000 0doooon NoneDOODOOODODODDDODOOOOOOO
0000 ARPOODOODOOD DOOOoOoOoooo

Full Leases/Max LeasesDHCP Snooping D0 0000000000000 OO0O00O0O00O00O
0000000oo0oo0nD /Joooooooooooooo

Check Interval 00000000ooOooooooooooo |

Check Options gobooboboooboooobbooobbboooobooobbbbooobo
0000000000000 O0OD0OD0DHCPRELEASED DHCP RELEASE 00O 0O
O000D0D0D00MLINKDOWNO O OO OOooooooooooooooo
O00000moooooo0g NoneDOOOODODOOODDOODODDODOO
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SHOW DHCPSNOOPING

O 8:

o
000000000
SHOW DHCPSNOOPING
ooooon
ADD DHCPSNOOPINGO 44 0000
DELETE DHCPSNOOPINGO 56 0 0O 0O O
DISABLE DHCPSNOOPINGO 63 00 00
ENABLE DHCPSNOOPINGO 81 0O OO
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SHOW DHCPSNOOPING COUNTER

SHOW DHCPSNOOPING COUNTER

gooooobooobobo

SHOW DHCPSNOOPING COUNTER

g

DHCP Snooping 000000 O0O0O0OO

gooooogon

Manager > show dhcpsnooping counter

DHCP Snooping Counters

DHCP Snooping

InPackets ....... . i 16
InBootpRequests ............... 14
InBootpReplies ............c.o... 2
InDiscards . .....uuiii i 0

ARP Security

InPackets ....... il 6
InDiscards . .....iuiii it 3
NOLEASE vt v ittt ittt iii it ieneenn 3
Invalid ........ . ... ... 0

DHCP Snooping 00000

613-001280 Rev.D

InPackets 0000 DHCP/BOOTP OO ODOOO
InBootpRequests 0ooo DHCP/BOOTP 00000000
InBootpReplies Oooo DHCP/BOOTP OO ODOODOODO
InDiscards O00oooog DHCP/BOOTP O OOOOO
ARP Security 00000
InPackets 0000 ARPOOOOODOO
InDiscards O000000 ARPOOODOOODOO
NoLease 0000000000 ARPOOODDOOOOOOODHCP Snooping
goodobooooobbbobdooooonbbooooo
0
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SHOW DHCPSNOOPING COUNTER

Invalid 0000000000 ARPODOOOOOOOODOOOOOOOOOO
goboobobooooboobbo

0o9:

o
m DHCP Snooping D0 00000000

SHOW DHCPSNOOPING COUNTER

goooog

ENABLE DHCPSNOOPINGO 810000
ENABLE DHCPSNOOPING ARPSECURITYO 820 000
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SHOW DHCPSNOOPING DATABASE

SHOW DHCPSNOOPING DATABASE

gooooobooobobo

SHOW DHCPSNOOPING DATABASE

g

DHCP Snooping 0 0000000000000 O0DO0O0D0O0DOOODOODOOO

gooooogon

Manager > show dhcpsnooping database

DHCP Snooping Binding Database

Full Leases/Max Leases ... 2/24
Check Interval ........... 60 seconds
Check Options ............ None

Current valid entries

MAC Address IP Address Expires(s) VLAN Port D Source
00-00-00-00-00-01 192.168.10.5 Static 1 5 4 User
00-0a-79-34-06-12 192.168.10.200 2231 1 11 1 Dynamic

Entries with client lease but no listeners

MAC Address IP Address Expires(s) VLAN Port D Source

Entries with no client lease and no listeners

MAC Address IP Address Expires(s) VLAN Port D Source
None
Full Leases/Max Leases ooooooooo0Ooooooooooo

00000ooooooo /ooooo
goboboboobon

Check Interval goboboboobobbooobon
U
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SHOW DHCPSNOOPING DATABASE

Check Options

goboboboobobbooobon
goboooobobooooboboobo
0000000000000 0DHCPRE-
LEASHEI DHCP RELEASE 00 0000
O000O0MmMLINKDOWNO 00000
goboboboobobbooobon
ODMo0000000 NoneD OO DO
gobbobbobbooon

Current valid entries 0 0 0 O O

O0ooooooooooooooo IP
gobbobbobbooon

Entries with client lease but no listeners 0 O O OO

goboboboobobbooobon
goboboboobobbooobon
gbbooooboooooobbboobb
g

Entries with no client lease and no listeners D 0 O OO

DHCPOOOODDOOODOOOODOODO
goboboboobobbooobon
goboobobobooooo

MAC Address

ooooooo MACOOODO

IP Address ooooogo IPoooo

Expires(s) gooooooooooooooomIe
Ooooooooooooobobo™don
00000 0oO0oO StaticO

VLAN Jo00o00o0ooooooog VLAN

Port gooooooooooboboooooo
gooo

1D goooo

Source DDDDDDDDDDDDDDDDDDy—
namid D0 0000000000 DHCP
000000 Userd000oooogg
0000IPO0000O0O0O0ODOODOMOMNvs
0 DHCP Snooping 0000000000
NVSDDDDDDDDDDDD)

a0 10:

o

m DHCP Snooping 000000000000

SHOW DHCPSNOOPING DATABASE

gooood CentreCOM9048XL OO O0OOOOOOO 2.3.2
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googod

DISABLE DHCPSNOOPINGUO 63 0 0 00O
ENABLE DHCPSNOOPINGO 810000
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SHOW DHCPSNOOPING MACFILTER

SHOW DHCPSNOOPING MACFILTER

gooooobooobobo

SHOW DHCPSNOOPING MACFILTER[={id-1ist|ALL}] [PORT={port-I1ist|ALL}]

id-list: 0000000010990 00000000000000000oo0g
port-list: 1000000000100 000000O00000OO0OO0OOOO0OO

g

MACOOOODOOODOOODOODOOODUOODDUOODOOO
goooog

MACFILTER 000000 IDODOOO0OOO0O0OO0ODODODOOOOO0 ALLOODDODOOOOoOoooooooo
goboobogn
PORT 0000000 OODOODOOOCALLOO0OO0O0O0O0OOO0OOOOOOOOOOOO

gooooogon

Manager > show dhcpsnooping macfilter

DHCP Snooping MAC Filter ( 3 entries )
Filter ID ..... ... 1

MAC AdAress .....vevenunnn. 00-09-41-00-00-00
MAC Address Mask ......... ff-ff-f£f-00-00-00
Port ....... . .. i i, ALL

Action ... Permit

Is Active ..., Yes

Filter ID ..... ... 2

MAC Address ..., 00-1a-eb-00-00-00
MAC Address Mask ......... ff-ff-f£f-00-00-00
Port ....... .. i i, ALL

Action ... Permit

Is Active ..., Yes

Filter ID ..... ... 3

Port ....... .. i i, ALL

Action ... Deny

Is Active ..., Yes
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SHOW DHCPSNOOPING MACFILTER

Filter ID oooooo ID

MAC Address DHCP Snooping O0oo0 MACOOUOOOADDRESS DOOO0oO0OonO
gobooboo

MAC Address Mask DHCP Snooping O0OO0OO0OO0O MACOOOOOOOOOOMASKOOOO
goboooobooooo

VLAN ID OO0 VLAN O IDOVLAN OOOOOOooooooo
gooo
Port goooooooooobobooood
Action 0000000000000000Permit 000 Deny
Is Active 0000000000000 oooo0gdYesoooO
0000NoO
O 11:
o

s MACOOOUOOOOODODODODODODOOooooooo

SHOW DHCPSNOOPING MACFILTER

goooognd

000000 IDOD0D0D0D0O0D0DO0OODDOO0DDOOODDO0ODOOODOODODOOODOODODOOODOOO0OOO

goooog

CREATE DHCPSNOOPING MACFILTERO 50 0 00O O
DESTROY DHCPSNOOPING MACFILTERO 60 D 0 OO
SET DHCPSNOOPING MACFILTERO 111 0000
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613-001280 Rev.D



SHOW DHCPSNOOPING PORT

SHOW DHCPSNOOPING PORT

gooooobooobobo

SHOW DHCPSNOOPING PORT[={port-l1ist|ALL}]

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

000000000000000 DHCP Snooping 00000000000

goooog

PORT 000000 O0DO0DO0OO0OO0DOOODALLOOOODOOOOOOOOOOOOOOODOOO

gooooogon

Manager > show dhcpsnooping port=11

DHCP Snooping Port Information:

Port ... 11
Trusted .................. No
Full Leases/Max Leases ... 1/1
Subscriber-ID ............ None
Port goooooodo
Trusted DHCP Snooping O O 0 0O O O O O O O YesO Trusted O O O 0O No
OUntrusted OO0 OD00OOO
Full Leases/Max DHCPSnoopingDDDDDDDDDDDDDDDDDDDDDDDDD
Leases 00000O0o0bO0oo0O0o0obO0oo0oDbO0OO0n0 /JOoOoDoooooooDoo
gooooood
Subscriber-ID 000000 Subscriber-IDDOO00DO0O0OODOODOOO NoneDOOGOOOO
0 12:
o

mJ0oogood
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SHOW DHCPSNOOPING PORT=11

googod

DISABLE DHCPSNOOPINGUO 63 0 0 00O
ENABLE DHCPSNOOPINGO 810000
SET DHCPSNOOPING PORTO 1130000
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SHOW EPSR

SHOW EPSR

gooooobooobobo

SHOW EPSR[={epsrname|ALL}]

epsrname: EPSRO0O0000101500000000000 [[J0000000 [.]J00000([.]J0000000 [(JO
000000 [)0000000000000000oono

g

EPSROOOCOOOOOOOOO
goooog

EPSR EPSROOOOOOOOCOOCOO ALLOODOOOOOO EPSROOOOOCOOOOOOOO

gooooogon

Manager > show epsr
EPSR Information
NamMe & oottt e e et e e e e e blue
MOAdE vttt e e e e AWARE
Status ... e Enabled
State ... e Links-Up
Delete Multicast Entry ........ Disabled
Control Vlan ..........cceuuoo.. control (2)
Data VLAN(S) « e v v ei e ieeeeennn data (100)
First Port ........ccuuiennnn.. 1
First Port Status ............. Up
First Port Direction .......... Downstream
Second Port ...........cciieon.. 2
Second Port Status ............ Up
Second Port Direction ......... Upstream
Master Node ..........iiiunieen.. 00-00-cd-24-03-4e
Name EPSROOO OO
Mode EPSROODOODO0O0OOD0O0OD0DAwardd D 0000000 OO0O0OO0OOOODOO
00000 TransitC OO OO OOO0DODO
Status EPSROOOOCOO0OOO0O
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SHOW EPSR

State

EPSR O 0 00O 0O 0O 0O O Idled Links-UpO Links-Down0 Pre-Forwarding
goood

Delete Multicast Entry

O0000000oooooo FDBOOOOOOOOOODOOOOOOOOO
goobooobooobogoo

Control Vlan

000000 VLANOOOOOO VLAN IDO VIDO

Data VLAN(s)

000 VLANOOOOOOOOO VLAN IDO VIDO

First Port

000000000 1000000000000 UooDUoDoooDoon
gooo

First Port Status

000000000 10000000 Awared 00O Up/Down/Unknown
000000 Transit 00 O O O Unknown/Forwarding /Down/Blocking
000000 UnknownOD EPSROOODODOODOODOODOOOODOOOOO
O

First Port Direction

000000000 10000000Upstreamd 00000000000
D00D00000MDownstreamD 000 000000000000 OO0O
0@ UnknownOEPSRO D O0O00000000000O00OOOOO

Second Port

000000000 200000000000000D0D0D0O00DO0O0O
gooo

Second Port Status

000000000 20000000 Awared 00O Up/Down/Unknown
000000 Transit 00 O O O Unknown/Forwarding /Down/Blocking
000000 UnknownOD EPSROOOODOOODOODOOOODOOOOO
O

Second Port Direction

000000000 20000000Upstreamd 00000000000
D00D00000MDownstreamD OO0 0000000000000 OO0O
0@ UnknownOEPSRO D O0O00000000000O0O0OOOOO

Master Node

O00o0o0ooo MACOOODOODODOODDOODDODODDOODOOOOOO
0000000000 UnknownOOOOOO

g

0 13:

m EPSROOOCO0OOOOOOOO

SHOW EPSR

goooog

ADD EPSR DATAVLANO46 00 00O

CREATE EPSRO520 000

CREATEVLANM OOO OO LANOO 140000
ENABLE EPSROS85 00 00O
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SHOW EPSR COUNTERO 142 00 00O
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SHOW EPSR COUNTER

SHOW EPSR COUNTER

gooooobooobobo

SHOW EPSR[={epsrname|ALL}] COUNTER

epsrname: EPSRO0O0000101500000000000 [[J0000000 [.]J00000([.]J0000000 [(JO
000000 [)0000000000000000oono

g

EPSRO0OO0O0O0OOOOOOOOOOO
goooog

EPSR EPSROOOOOOOOCOOCOO ALLOODOOOOOO EPSROOOOOCOOOOOOOO

gooooogon

Manager > show epsr counter

EPSR Counters

Name: domain_two
Receive: Transmit:
Total EPSR Packets 4674 Total EPSR Packets 2
Health 4671 Health 0
Ring Up 2 Ring Up 2
Ring Down 0 Ring Down 0
Link Down 1 Link Down 0
Invalid EPSR Packets 0

Name: domain_one
Receive: Transmit:
Total EPSR Packets 1609 Total EPSR Packets 3
Health 1603 Health 0
Ring Up 3 Ring Up 0
Ring Down 3 Ring Down 0
Link Down 0 Link Down 3
Invalid EPSR Packets 0

Name EPSROOO OO

Receive 0O O 00O goooooooooooo
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SHOW EPSR COUNTER

Total EPSR Packets

D000 EPSROOOOOOOOO

Health

0000 HealthcheckDODOODOODO

Ring Up 0000 Ring UpOOOODODO
Ring Down 0000 Ring DownO0000000O
Link Down 0000 Link DownO0OQooooOnO

Invalid EPSR Packets

OO0 EPSROODOOOOOO

TransmitO OO0 OO

gobooooogobogoo

Total EPSR Packets

D000 EPSROOOOOOOOO

Health

0000 Healthcheck DODODOOOO0OO0DOOO0

Ring Up 0000 Ring UpOOOODODO
Ring Down 0000 Ring DownO00000O00O0O0OO0
Link Down 0000 Link DownO00OQooooOnO
0 14:
o

m 000 EPSROOOOOOOOOOOOOOOOO

SHOW EPSR COUNTER

goooog

SHOW EPSRO 1390000

goooon
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SHOW SWITCH

SHOW SWITCH

gooooobooobobo

SHOW SWITCH

g

O00000000oo0ooooooooooooCel+CoO0O00D0O0O000DO0O0O

gooooogon

Manager > show switch

Switch Configuration

Switch Address ............ 00-00-F4-27-14-65
Ageingtimer ............... On

Number of Fixed Ports ..... 52

Mirroring ................. Disabled

Mirror pPort ............... None

Ports mirroring on Rx ..... None

Ports mirroring on Tx ..... None

Ports mirroring on Both ... None

BPDU Forwarding ........... Disabled

EAP Forwarding ............ Disabled
Powersaving ............... Disabled
Ageingtime ................ 300

UpTime ........oiiieennnn. 04:59:27

Switch Address 0000 MACOOOD
[\gehﬁgﬁrner gooooooooooboooobooooooooobouoooooo

Oo0OnD 00000000000 OffO
Number of Fixed Ports 0000000000000
Mirroring 000000000000000000EnabledD0 00000 DisabledD
Mirror port oooogd
Ports mirroring on Rx gobobobboobooboooboooboobo
Ports mirroring on Tx gobobobboobooboooboooboobo
Ports mirroring on Both 0000000000000000000O0O0000OOO

BPDU Forwarding BPDUOOUOOOOOODOOOEnabledd OO OO OO DisabledO

EAP Forwarding EAPODOOOODOOOOOUOEnabledd OO0 OO OO Disabledd
Powersaving 00000000000 00Enabledd 000 OO O Disabledd
CentreCOM9048XL DD O OOOOOODO 2.3.2 gooood
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SHOW SWITCH

Ageingtime oo oooooooooooo
UpTime 0000000000 0:0:00000Mm MIB-IOOOOOOD sysUpTime
ooo
0 15:
o

sj0000obooboOobbooboboooboonbo

SHOW SWITCH

goooog

RESET SWITCHO 1030000
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SHOW SWITCH COUNTER

SHOW SWITCH COUNTER

gooooobooobobo

SHOW SWITCH COUNTER

g

gobooooooobobooobooboobbooo

gooooogon

Manager > show switch counter

Switch Counters

Receive Transmit

packets 0 packets

errors 0 errors

Receive dodoooooooog

paCketS Jo0ooooooo cehyiOoOonooonoooono

errors J00d0o0o0oo0oo0Oo0o0o0o0o0oooOoo0oooooo cCcPyionooooooon

gooooa

Transmit gooooooooooa

paCketS cPUOO0OO0OO0DOO0OO0OOOOoOoDoOoOoooDoooonoo

errors Joooooo cPUODOODODDOODOODOOODODOOODO

0 16:

o

nJ0000ooo0oboobobobbooboon

SHOW SWITCH COUNTER

goooog

SHOW SWITCH PORT COUNTERO 1590 0 0O O
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SHOW SWITCH LOOPDETECTION

SHOW SWITCH LOOPDETECTION

gooooobooobobo

SHOW SWITCH LOOPDETECTION [PORT={port-1ist|ALL}] [{CONFIG|STATUS|
COUNTER}]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

0

LDFOOO0OO00O0D0D0O00000000000000000CONFIGOSTATUSOCOUNTEROOOOO
goboooboogobooobooboobobobboobooobooboboobbobbobbooo
gooo

goooog
PORT 00000000 ALLOOOOOOOOOO ALL
CONFIG LDFOOOOOOO0OOoOOOoOoDOo

STATUS LDFOOOOOOOOOOOOOO
COUNTER LDFOOOOOOOOODOOOOOODODO

gooooogon

Manager > show switch loopdetection port=1,2 config

Switch Loop Detection configuration

2 s 1

Status ... Disabled
Frame Action ................. PortDisable
Frame Interval ................ 120 sec
Secure Frame ...........ccuoueeunn On
Blocking Timeout ............... 300 sec
2 s 2

Status ... e Enabled
Frame Action ................. Linkdown
Frame Interval ................ 1 (sec)
Secure Frame ...........ovvvu.. Off
Blocking Timeout .............. 3600 (sec)

Manager > show switch loopdetection status

Switch Loop Detection Status

gooooo CentreCOMO048XL OO OOOOOOOO 2.3.2
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SHOW SWITCH LOOPDETECTION

Port Loop Expiry Port Status Link Status B/C Status
1 Blocking 115 Disabled (Act) Up Discard
2 Normal -— Disabled (User) Up Forward
3 Detected 32 Enabled Up Forward
4 Blocking 192 Disabled (Act) Down (Act) Forward
5 -= -= Enabled Down Forward
6 -= -= Enabled Down Forward
7 -= -= Disabled (User) Down (User) Forward
8 -= -= Enabled Down Forward
9 -= -= Enabled Down Forward
10 -= -= Enabled Down Forward
11 -= -= Enabled Down Forward
12 -= -= Enabled Down Forward
13 -= -= Enabled Down Forward
14 -= -= Enabled Down Forward
15 -= -= Enabled Down Forward
16 -= -= Enabled Down Forward
17 -= -= Enabled Down Forward
18 -= -= Enabled Down Forward
19 -= -= Enabled Down Forward
20 -= -= Enabled Down Forward
21 -= -= Enabled Down Forward
22 -= -= Enabled Down Forward
23 -= -= Enabled Down Forward
24 -= -= Enabled Down Forward
25 -= -= Enabled Down Forward
26 -= -= Enabled Down Forward
27 -= -= Enabled Down Forward
28 -= -= Enabled Down Forward
29 -= -= Enabled Down Forward
30 -= -= Enabled Down Forward
31 -= -= Enabled Down Forward
32 -= -= Enabled Down Forward
33 -= -= Enabled Down Forward
34 -= -= Enabled Down Forward
35 -= -= Enabled Down Forward
36 -= -= Enabled Down Forward
37 -= -= Enabled Down Forward
38 -= -= Enabled Down Forward
39 -= -= Enabled Down Forward
40 -= -= Enabled Down Forward
41 -= -= Enabled Down Forward
42 -= -= Enabled Down Forward
43 -= -= Enabled Down Forward
44 -= -= Enabled Down Forward
45 -= -= Enabled Down Forward
46 -= -= Enabled Down Forward
47 -= -= Enabled Down Forward
48 -= -= Enabled Down Forward
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49 -= -= Enabled Down
50 -= -= Enabled Down
51 -= -= Enabled Down
52 -= -= Enabled Down

Manager > show switch loopdetection counter

Switch Loop Detection Counter

Port Frame Tx Frame Rx Action
1 0

2 67295

3 0

4

5

6

7

8

I R N e T e T e e = S )
R O W o Jo Ui WN PRk o

W W W W w W w w wND DD DD DNDNDDN
0 I o Ul W N EP O W oo oUW

w
\e)
O O O O O O O O O O O O O O O O O O O O O O O O O O O O O o o o o o o o o o+ o

N
N
O O O O O O O O O O O O O O O O O O O O O O O O O O O o o o o o o o o o o
O O O O O O O O O O O O O O O O O O O O O O O O O O O O O o o o o o o o o o+ o

=~
o

goooon

SHOW SWITCH LOOPDETECTION

Forward
Forward
Forward

Forward

O O O O O O O O O O O O O O O O O O O O O O O O O O O O O o o o o o o o o o o o

CentreCOM9048XL OO O0OOOOOOO 2.3.2

613-001280 Rev.D

149



SHOW SWITCH LOOPDETECTION

41 0 0 0 0
42 0 0 0 0
43 0 0 0 0
44 0 0 0 0
45 0 0 0 0
46 0 0 0 0
47 0 0 0 0
48 0 0 0 0
49 0 0 0 0
50 0 0 0 0
51 0 0 0 0
52 0 0 0 0
Port ooooo
Status 0000 0O0OEnabled 00O Disabled
Frame Action 0000000000000 oDo00oooo0U0DONonel DO OO O ™
PortDisable0 00 0000000000000 O0OO0ODODODOOLinkdown
0000000000000 O0o0o0oo0O0@mMmBCDiscardDOO0DODOODOOOO
gooooooooooboboboooooo
Frame Interval ooooooooooo
Secure Frame 0000000000000 DoooooooOoOnOOO Off
BlockingTimeout gooooooooooooooooooooooboboboboobooboobooooooo
goooo
0 17: CONFIGO OO
Port ooooo
LOOp O0000D00O0ONomalDODODDODODODODOMM DetectedD DD ODOOOO M
Blockingl]l]DDDDDDDDDDDDDDDDDDD
Expiry goooooooooooooooooooooooboboboboboooooooo
NONEOOOODOOOoOOooUooooooDoooooooooboooooooo
gooo
Port Status 000000000 Enabled 000 DisabledD DO OO OO O OO Disabled O
J00D0D00O0ActD 00000 DDOO DisabledDODDOOODODOOUserd OO
gooooooo
Link Status DDDDDDDDDDDDDUPDDD DownDO OO OUOODOOOO Down O
O0000000ActtDOOD0000nD DownOoOooooooOUserDOOOO
gooood
B/C Status 0000000000000 oDbD0obDooDon0UForwardD OO0 0O M
Discard0 0000000000 DO0OD0ODOO0ODOOODODOO
0 18: STATUS O OO
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SHOW SWITCH LOOPDETECTION

Port ooooo

Frame Tx oooooooooo

Frame Rx oooooooooo

Action godooooooobooboobbboooboooooo
Frame Rx Discards gooooooooooDoo

0 19: COUNTER OO O

g
000020 LDFOOOOOO0DO0OO0O0O0OO

SHOW SWITCH LOOPDETECTION PORT=1,2 CONFIG

s DFO0O0OOCODOOOOOOO

SHOW SWITCH LOOPDETECTION STATUS

s DFO0O0O0O0ODOODOOODODOOODOOO

SHOW SWITCH LOOPDETECTION COUNTER

goooog

DISABLE SWITCH LOOPDETECTIONO 71 0000

ENABLE SWITCH LOOPDETECTIONO 89 00 OO

RESET SWITCH LOOPDETECTION COUNTERO 104 00 OO
SET SWITCH LOOPDETECTIONO 116 0 O OO

goooon CentreCOM9048XL OO D0ODOOOOOO 2.3.2

613-001280 Rev.D

151



SHOW SWITCH MIRROR

SHOW SWITCH MIRROR

gooooobooobobo

SHOW SWITCH MIRROR

g

goboooboobooobbooboo

gooooogon

Manager > show switch mirror

Port Mirroring Information

Mirror Port ........

Status ...l Disabled
Port Mirroring on Rx ...... None
Port Mirroring on Tx ...... None
Port Mirroring on Both .... None

Mirror Port

gooooooo

Status

000000000000000O000Enabledd 000000 DisabledO

Port Mirroring on Rx

goooobooboooboobbooboobbo

Port Mirroring on Tx

goooobooboooboobbooboobbo

Port Mirroring on Both

gooooboooboobbobbooboobbonoo

g

0 20:

m 1 000000b0o0oboon

SHOW SWITCH MIRROR

goooog

DISABLE SWITCH MIRRORO 720000
ENABLE SWITCH MIRRORO91 0 OO0
SET SWITCH MIRRORO 118 00 O O
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SHOW SWITCH PORT

SHOW SWITCH PORT

gooooobooobobo

SHOW SWITCH PORT[={port-list|ALL}] [{SUMMARY|SECURITY}]

port-list: 1000000000100 000000O00000OO0OO0OOOO0OO

g

goooopooooboooobo
goooog

PORT 0000000000 OO0OO0U0O0O00 ALLOALLOOOOOOOO0OO0OODOOODOODOODOOOO
goobood

SUMMARY 0000000000000 O0OO0O000000000000O0OO0O0OODOOODOOODOOO
gbooboogoooboooobo

SECURITY 000000000000 000O0O0OOO

gooooggon

Manager > show switch port=1

Switch Port Information

2 s 1
Description .............c...... -
Status ... e Enabled
Link State ............ ... . ... Down
UpTime ...ttt it e et e e e e e -
Port Media TYPE .+ v vt v e, Ethernet CSMA/CD
POrt TYDE v it i e ittt e et e ee e 10/100/1000Base-T
Configured speed/duplex ....... Autonegotiate
Actual speed/duplex ........... -
MDI Configuration (Polarity) .. Automatic (-)
Acceptable Frame TypesS ........ Acceptable All Frames

Broadcast rate limit .......... -
Multicast rate limit .......... -
DLF rate limit ................ -
Security Mode ................. Automatic

Learn Limit ............cc.co... -

Intrusion Action .............. Discard
Mirroring ......ov .. None
Is this port mirror port ...... No

Enabled flow control(s) ....... -
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SHOW SWITCH PORT

Send tagged pkts for VLAN(s)... -
Port-based VLAN ............... vlan2(2)
Ingress Filtering ............. Off
Trunk GrouD ..o v v it i it ineeennn -

Port Priority ................. 0

STP it e e e e default

Manager > show switch port=1 summary

Port State Config Mirror Port-based VLAN
Link Actual MDI Trunk

1:- Enabled Autonego None default (1)
Up 100MFull Auto (-) -

Manager > show switch port=1 summary

Port State Config Mirror Multiple VLAN
Link Actual MDI Trunk

1:- Enabled Autonego None uvl
Up 100MFull Auto (-) -

Manager > show switch port=1-10 security

Port Security Mode Learn Learned Locked IntrusionAction
1 Secured - - ON Log

2 Secured - - ON Discard
3 Secured - - ON Disable
4 Dynamic Limited 10 0 OFF Discard
5: Limited 2 ON Trap

6 Secured - - ON Discard
7 Automatic - - OFF Discard
8 Automatic - - OFF Discard
9 Automatic - - OFF Discard
10 Automatic - - OFF Discard

613-001280 Rev.D
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SHOW SWITCH PORT

Port

goooog

Description

gobobobboond

Status

O00000O0000000OEnabledd 00O 0O OO 0O Disabledd
IDFO0000D00O0D0D0D0000oooooooooooog
0 00O 0”Disabled by Loop/Storm Detection”’00 00 00O
000000000000 ”DISABLED by Powersave trigger” [
goooobobobbobuooboobobuoboboobobooo
DD"DISABLEDbyTrunk"DDDDDDDDDDDDDDDDDD
000O0o0o0ooooog”’DISABLED by Port Security” DUDLD
DDDDDDDDDDDDDDDDD"DisabledbyUDLD"DDD
goo

Link State

0000000000DOoooOooooooUpo0O0nOOOOoOn
0 00 Down[M DISABLE SWITCH PORT OO OO0 LINKOO
DDDDDDDDDDDDDDDDDDDDD"DOWI‘[byUseI'"D
ILDFOO000000000o0ooo00ooooooooooooon
0 0 ”"Down by Loop/Storm Detection”0 0000000000
0000000000 ”Down by Powersave trigger”0 UDLD O
DDDDDDDDDDDDDDDD"DOWI‘[byUDLD"DDDDD
O

UpTime

O0o0o0oooooooooboooobooboboooobobobnnxxx
days, hhrmm:ss 0 0 0O O

Port Media Type

MIB-IOOOOODO iffype0000000000O0O0O0DODOODO
ogo

Port Type (Fibre Actual)

O0o00oogSFPOO00OO0OO0OO0OOO0OODOOODUODDOO

Configured speed/duplex

000000000 O Autonegotiated 10/100 Mbps Half/Full
duplexO Autonegotiate (10/100 Mbps Half/Full duplexO 10-
100 Mbps 1000 Mbps Full duplex)01000Mbps, full duplex O
0000 0D01000Mbps, full duplex O SFP O OO0 O 1000MFull
0000000000000 0Autonegotiate (1000 Mbps Full
duplex) 0000000 1000MFullO000000O0O0O000ODO

Actual speed/duplex

goooon

OO0O00000O0Oo1000Mbps, full duplex O SFP O O O O
1000MFull 00 0O O O1000BASE-TO 000D ODOOOOOO
0 O Autonegotiate (1000 Mbps Full duplex) 000000000
SFPO OO0 1000MFull 0 000 O0O01000BASE-TOODODO OO
gbooobooodgd

CentreCOM9048XL OO O0OOOOOOO 2.3.2
613-001280 Rev.D

155



SHOW SWITCH PORT

MDI Configuration (Polarity)

MDI/MDI-XOOOOOODODODOOODOOOMDI/MDI-XO OO
O000000Automatic0 000000 MM 000 Manuald OO
ooooooooooooooooo0Ooo0oood MDIOMDI-
X(AUTOMDI O OO OO0Oo0o0ooooo0)0oooooooo SFP
0000 Not applicable 0 00000

Acceptable Frame Types

DDDDDDDDDDDDDDDDDDDDDDACCGptableAH
FramesUO OO OOOO VLANO OO OO 00 Admit Only Vlan-
tagged Frames[

Broadcast rate limit

god0oo0oobO0oooooob0ooboooboooboooonoo
Udoddppsd

Multicast rate limit

god0oo0oobO0oooooob0ooboooboooboooonoo
Uoodppsd

DLF rate limit

000000000000000000000000000000
0000000 ppsD

Security Mode

O 0o0o0Dooo oo o 0o o o0 OAut-
matic/Dynamic/Limited/Secured D OO0 O

Learn Limit

DynamicLimite 0 00 OLimited D 00000000 MACODO
gooooooocoooobobooood

Intrusion Action

goooooootooooooooobboooooooooooo
0 O Discard/Disable/Log/Trap D00 00O

Mirroring

0000000000 0000000D000000000None™
O00ORxMOOOTxMOOOOBothDO OO O DODO

Is this port mirror port

0000000000000 0000D00000000O0 YesdO
00000000 0ONoO

Enabled flow control(s)

00000000000 Full Duplex O O Pausel

Send tagged pkts for VLAN(s)

Oo00oooooO0oO0 VLANOO VIDO

Port-based VLAN

0000000000000 VLANODOVIDMDooooooo
goobooooo

Ingress Filtering

0000000000000000On0 000000 OfO

Trunk Group

gobbobbobboooobooon

Port Priority

O000ooooooooo (oO7)

STP ogoooooog STPoOoooo
0 21:
Port gooooooooooooo
State 0000000000 Enabledd OO OO0 O Disabled™
Link DDDDDDDDDDDDDDDDDDDDUPDDDDDDDDDDDDDOWHD
Config 00o0o0oooooo Autonegod10/100MHalf/Fulld10/100MH /FAutoO10-

100M Autod 1000MFull 0O O OO
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SHOW SWITCH PORT

Actual

000000000 1000MFULL O OO0 1000BASE-TOOOOSFPOOOOO
00 1000MFULLOODODOOO

Mirroring

gooooooooooooooooooooooobooboboboooooooo
O0ONonelMODORxOOOOTxOO O OO BothD O O OO O OO Mirrord
goooo

MDI

MDIODOOOAutocOMDIOMDI-XOODODOODOOOODODODODODODODODOOOO
SFPO0O000OO0O N/A

Port-based VLAN

O000oo0oooooooo VLAN OO VIDOD

Trunk

goboobooboooboooboo

0 22: SUMMARYO OOOGOOGOO

Port

gobogoboooobooooo

Security Mode

goboobooboooboooboo

Learn oooo MACOODOODODDOOOOOOO

Learned ooooooooo MACOODODODOOODOOODODOOOODOODODOOoOoOOO
gooooooo

Locked Dynamic Limited/Limited 0000000000 MACOOOOOO LEARN
odboodoooooooooooooo MACOODOOOODOODOOOOOO
OU000000000000000ONODODOUOOO OFF0O0OOSecured 00O
Oooood ON

IntrusionAction 000000 IntrusionAction0 000000

0 23: SECURITYOOOOOGOGOO
o

000000 100000000

SHOW SWITCH PORT=1

sj000ooooobooooon

SHOW SWITCH PORT

goooognd

GUID O Security Mode O O Atomatic 0 0 0 O 0 O O Learn LimitO IntrusionAction 0 0 00000 O
00000 VLCANOOODOOOOOOOoOoOooooooooooooooooo VELANO OO SHOW

VLANOOOOOOoooo

goooog

goooon
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SHOW SWITCH PORT

ACTIVATE SWITCH PORT AUTONEGOTIATEO 430000
DISABLE SWITCH PORTO 730000

ENABLE SWITCH PORTO 920 00O

RESET SWITCH PORTO 1050000

SET SWITCH PORTO 120000 O
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SHOW SWITCH PORT COUNTER

SHOW SWITCH PORT COUNTER

gooooobooobobo

SHOW SWITCH PORT|[={port-list|ALL}] COUNTER

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

O00000000ooooooooooooCrl+CO00000D000000

goooog

PORT 0O00000OOOOODOO ALLOOODDOOODOOOO ALL

gooooogon

Switch Port Counters

Port 1. Counters:

64
65-127
128-255
256-511
512-1023

General Counters:
Receive

Octets
UnicastPkts
MulticastPkts:
BroadcastPkts:
Discards

Errors

PauseFrames

AlignmentErrors
FCSErrors
LateCollisions
ExcessiveCollisions
CarrierSenseErrors
FrameTooLongs
SymbolErrors

goooon

Manager > show switch port=1 counter

1757
314
485
113

0

21341360956
1

12

2656
2506241
13839360

0

O O O O O o o

Combined receive/transmit packets counters:

1024-1518
1519-1522(T)
1519-2047
2048-4095
4096-9216

Transmit
Octets
UnicastPkts

MulticastPkts:
BroadcastPkts:

Discards
Errors

PauseFrames

O O O O O

250374

O O O O O O o

CentreCOM9048XL OO O0OOOOOOO 2.3.2

613-001280 Rev.D

159



160

SHOW SWITCH PORT COUNTER

UndersizePkts 13839360
Fragments : 0
Jabbers 0
SingleCollisionFrames 0
MultipleCollisionFrames: 0
DeferredTransmissions 0

Combined receive/transmit packets coun-

ters

gobogboboobooooo

64 64000000000ODO0O0ODODODO

65-127 650127 00000000000 DODOOO
128-255 1280255 000000000000 0O0OO
256-511 2560511 00000000000 DODOOO
512-1023 51201023 00 0000000000000
1024-1518 102401518 000000000 ODOOOOO

1519-1522(T)

151901522 000000000000 oooooo
U

1519-2047 151902047 D00 ODOO0OO0OO0OOOO00OO

2048-4095 204804095 00000000000 O0OOO

4096-9216 40950916 00D 00000 O0OOOOOO

General Counters

Receive ooooooo

Octets gooooooo

UnicastPkts gobooooobboooooobobuoobobboo
0

MulticastPkts gobooooobboooooobobuoobobboo
oo

BroadcastPkts goboobooboobbobbuobbobboo
oo

Discards gobooooobboooooobobuoobobboo
goooo

Errors gobooooobboooooobobuoobobboo
0

PauseFrames 00 pause0 0000

Transmit ooooooo

Octets gooooooo

UnicastPkts gobooooobboooooobobuoobobboo
gt oooooooo

MulticastPkts gobooooobboooooobobuoobobboo

CentreCOM9048XL OO O0OOOOOOO 2.3.2
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gogbooooboobboooboooboooo

gooogo




SHOW SWITCH PORT COUNTER

BroadcastPckts goboobooboobbobbuobbobboo
oo oooobooobooo

Discards gobooooobboooooobobuoobobboo
gooooooogooo

Errors gobooooobboooooobobuoobobboo
0

PauseFrames OO0 pause0 0000000000

AlignmentErrors gobooooobboooooobobuoobobboo
000 (10M/100MO0)000000

FCSErrors FCSOooooooono

LateCollisions 5200000000000000000000¢0
oo

ExcessiveCollisions le 000000000000 OO0D0ODO0O0OODOO
gooooooogooo

CarrierSenseErrors 00o0DoooooooooooooooooDoon

FrameTooLongs 9216Byte 00O ODO0O0O0OOO0OOOO0ODOOODO
ao

SymbolErrors ooo0o0oooopoooooooo

UndersizePkts 64Byte 000 00000D0OO010063Byte 000
goooboobooguoooo

Fragments 64Byte 0 000D OO0O0ODOOO0OOI10063Byte
ODOFCSOOO0DOO0U0Oooooooooooooon
good

Jabbers 9216Byte 000 ODOOO0DOOODOOOFCSO

goboobobobbooboobobbo™mo
gooo

SingleCollisionFrames

1000000000000 o0oOo0oooooao
(10M/100M 0 O )

MultipleCollisionFrames

201500000000000000000000
00000000000 (10M/100MO0)

DeferredTransmissions

goooooooooooooboououoooouo
(10M/100M O O )

0 24:
o
e00010000000000
SHOW SWITCH PORT=1 COUNTER
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googodo

Pause 0000000000 O00O0O00O Discards000000000O0O

googod

SHOW SWITCH PORTO 153 000 O
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SHOW SWITCH STORMDETECTION

SHOW SWITCH STORMDETECTION

gooooobooobobo

SHOW SWITCH STORMDETECTION [PORT={port-1ist|ALL}] [{CONFIG|STATUS|
COUNTER}]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

0

0000000000000 00000O0000DO0O00O0DDOCONFIGO STATUSO COUNTER OO
goboooboogobooobooboobobobboobooobooboboobbobbobbooo
goooooo

goooog
PORT 00000000 ALLOOOOOOOOOO ALL
CONFIG 00O00OO0Ooooooooooooooo

STATUS OO0O0OO0OO0O0DOO0OO0OO0OOOOO0ODOODOOOO
COUNTER COO0OO0O0OOOOOOOOOODOOOOOOOO

gooooogon

Manager > show switch stormdetection port=1,2 config

Switch Storm Detection configuration

2 s 1

Status ... Disabled

High Rate Action .............. PortDisable

Low Rate Action ............... None

High Rate Threshold ........... 81940 Kbps

Low Rate Threshold ............ 51200 Kbps

Blocking Timeout ............... 300 sec

Frame TypPe ...t ALL

Frame Size ................... AUTO

2 s 2

Status ... e Enabled

High Rate Action .............. PortDisable

Low Rate Action ............... None

High Rate Threshold ........... 81940 Kbps

Low Rate Threshold ............ 40960 Kbps

Blocking Timeout .............. 3600 (sec)
ogooooo CentreCOM9048XLO O O0OO0OODODODOO 2.3.2
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SHOW SWITCH STORMDETECTION

Frame TyPE vt i v it ie it et enenn Broadcast
Frame Size ................... 64
Manager > show switch stormdetection status
Switch Storm Detection Status
Port Threshold Storm Expiry Port Status Link Status B/C Status
1 High Blocking 115 Disabled (Act) Up Discard
Low Blocking 115
2 High Normal -- Disabled (User) Up Forward
Low Blocking 115
3 High Detected 32 Enabled Up Forward
Low Detected 32
4 -- -- -- Disabled (Act) Down (Act) Forward
5 -= -= -= Enabled Down Forward
6 -= -= -= Enabled Down Forward
7 -= -= -= Disabled (User) Down (User) Forward
8 -= -= -= Enabled Down Forward
9 -= -= -= Enabled Down Forward
10 -= -= -= Enabled Down Forward
11 -= -= -= Enabled Down Forward
12 -= -= -= Enabled Down Forward
13 -= -= -= Enabled Down Forward
14 -= -= -= Enabled Down Forward
15 -= -= -= Enabled Down Forward
16 -= -= -= Enabled Down Forward
17 -= -= -= Enabled Down Forward
18 -= -= -= Enabled Down Forward
19 -= -= -= Enabled Down Forward
20 -= -= -= Enabled Down Forward
21 -= -= -= Enabled Down Forward
22 -= -= -= Enabled Down Forward
23 -= -= -= Enabled Down Forward
24 -= -= -= Enabled Down Forward
25 -= -= -= Enabled Down Forward
26 -= -= -= Enabled Down Forward
27 -= -= -= Enabled Down Forward
28 -= -= -= Enabled Down Forward
29 -= -= -= Enabled Down Forward
30 -= -= -= Enabled Down Forward
31 -= -= -= Enabled Down Forward
32 -= -= -= Enabled Down Forward
33 -= -= -= Enabled Down Forward
34 -= -= -= Enabled Down Forward
35 -= -= -= Enabled Down Forward
36 -= -= -= Enabled Down Forward
37 -= -= -= Enabled Down Forward
38 -= -= -= Enabled Down Forward
39 -= -= -= Enabled Down Forward
164 | CentreCOM9048XL DO OO 000000 2.3.2 ogooooo
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40 - -- --
41 - -- --
42 - -- --
43 - -- --
44 - -- --
45 - -- --
46 - -- --
47 - -- --
48 - -- --
49 - -- --
50 - -- --
R — -- --
52 - -- --

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

Down

Manager > show switch stormdetection counter

Switch Storm Detection Counter

SHOW SWITCH STORMDETECTION

Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward

Forward

Detected (Low)

Action (Low)

o ~J o U W

e e T = = S St}
g W N R o

N DD DD DNDDNDNDNDDNDDNDNR R
W 0 I o U b W N P O LW o 3

w =
o o
O O O O O O O O O O O O O O O O O O O O o o o o o o o o o o -

O O O O O O O O O O O O O O O O O O O O o O o o o o o o o o -

w
[

goooon

O O O O O O O O O O O O O O O O O O O O o o o o o o o o o - -

O O O O O O O O O O O O O O O O O O O O o o o o o o o o o+ o

1000230

O O O O O O O O O O O O O O O O O O O O O o o o o o o o o o

CentreCOM9048XL OO O0OOOOOOO 2.3.2
613-001280 Rev.D

165



SHOW SWITCH STORMDETECTION

32 0 0 0 0 0
33 0 0 0 0 0
34 0 0 0 0 0
35 0 0 0 0 0
36 0 0 0 0 0
37 0 0 0 0 0
38 0 0 0 0 0
39 0 0 0 0 0
40 0 0 0 0 0
41 0 0 0 0 0
42 0 0 0 0 0
43 0 0 0 0 0
44 0 0 0 0 0
45 0 0 0 0 0
46 0 0 0 0 0
47 0 0 0 0 0
48 0 0 0 0 0
49 0 0 0 0 0
50 0 0 0 0 0
51 0 0 0 0 0
52 0 0 0 0 0
Port gooog

Status 0000 0O0OEnabled 00O Disabled

HighRateAction 000000000000 0000000000b00O0o00o0D0U0Noned O

D000 MPortDisablel 0 D0 00000000 O0O0O0O0OO00O0OOOO OO
LinkdownJ D000 000O000000OO000OMMBCDiscardd 00000
oo ooooboooboobb

Low Rate Action O00o000oo0oo00oo0oD00o0o00o00D0OdnodNoned O
D000 MPortDisable 0 D0 00000000 0OO0O0OO00O0OOOO OO
LinkdownJ D000 000O000000O0O000OMMBCDiscardd 00000
oo ooooboooboobb

High Rate Threshold 0000000000000 000O0OO Kbps (Kilobits per second)

Low Rate Threshold 0000000000000 0ooo0o0 Kbps (Kilobits per second)

Blocking Timeout gogbooobooboboooboboooboooboboooboobbo
gooboogo

Frame Type gobooobobobobooobobooobooobo

Frame Size gobooobobobobooobobooobooobo

0 25: CONFIGO OO
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SHOW SWITCH STORMDETECTION

Port ooooo

Threshold HighhOOOOOMmMLowdOOOOODO

Storm DU00000000000O0ONormalJOOODO0OODOO0OO0O0OO0O0OO0O0O M Detected
DDDDDDDDDDDDDD]Blockingl]l]l]DDDDDDDDDDDDDDD
goo

Expiry goooooobobodoogooobobbobb oo gogo

NONEOOOOODOODODOODOoOOoOOoOoooooooooooooooooo

Port Status

000000000 Enabled 000 Disabled0 OO0 0000 OO Disabled O
O0000O00ActtDOO0000000 Disabled0UO OO0 0ODOOOUserd 00O
gobooboo

Link Status

0000000000000 UpO000 DownDOOOOOOOOO Down 0O
OU000000ActDoo0DooO000d DownO0 OO0 00000 UserD0OO00O0O
goobooon

B/C Status 00000000000 0000000000000Forwardd 00000
Discard0 0000000000000 0O00O0OO0DODOOO
0 26: STATUSO OO
Port ooooo
Detected(High) oo uoonboobobooboboobooo
Action(High) goooooobobododogogoboobbbbbobooogogo
gooooooo
Detected(Low) gobogbooobooobboooboobbooboobbon
Action(Low) goooooobobododogogoboobbbbbobooogogo
gooooooo
RxRate(Kbps) 000000000000 000000 Kbps(Kilobits per second)d 000 O
00000 BROADCASTOO OO MULTICASTO OO OOoOooOoooooo
goodoooooooooo
0 27: COUNTER O OO
g

00 102000000000000000000

SHOW SWITCH STORMDETECTION PORT=1,2 CONFIG

sj0000bobOobobooboooDoon

SHOW SWITCH STORMDETECTION STATUS

sj0000obooboOobbooboboooboonbo

goooon

CentreCOM9048XL OO O0OOOOOOO 2.3.2
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SHOW SWITCH STORMDETECTION

SHOW SWITCH STORMDETECTION COUNTER

goooog

DISABLE SWITCH STORMDETECTIONO 79 0 00O O

ENABLE SWITCH STORMDETECTIONO 96 0 0 O O

RESET SWITCH STORMDETECTION PORT COUNTERO 1070 0 0O
SET SWITCH STORMDETECTIONO 124 00 0O
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SHOW SWITCH TRUNK

SHOW SWITCH TRUNK

gooooobooobobo

SHOW SWITCH TRUNK |=trunk]

trunk: 000000000

g

goboooboobooobbooboo
goooog

TRUNK 000000000 O0OO0O00OO0OO0ODOOO0ODOOOOOOOOO0

gooooogon

Manager > show switch trunk

Switch Trunk Group

Trunk group name uplink
Speed ... 1000 Mbps
Ports .......... ... 1-8

Trunk group name ooooooooo

Speed 000000000000 01000M bpst 100M bpst 10M bps 00 0O O O
Ports gooooooo

0 28:
o

] J0000o0o0oobooooo

SHOW SWITCH TRUNK

goooog

ADD SWITCH TRUNKDO 48 0 00O O

goooon CentreCOMO048XL OO OOOOOOOO 2.3.2 169
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CREATE SWITCH TRUNKDO 54 000 0O
DELETE SWITCH TRUNKO 59 00 00O
DESTROY SWITCH TRUNKO 620000
SET SWITCH TRUNKO 126 D O OO
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SHOW UDLD

SHOW UDLD

gooooobooobobo

SHOW UDLD [PORT[={port-Iist|ALL}]]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

UDLDOOOoOoooooo

goooog

PORT 000000000 0O00O0ODOODOO ALLOALLOOOOOOOOOOOOOOODOOOOOOO

gooooogon

Manager> show udld port=1-3

UDLD Information:

Port ... 1
Status ...l Enabled
Bidirectional state ...... Bidirectional
Operational state ........ Advertisement - Single neighbor detected
Message interval ......... 15
Time out interval ........ 5
Entry 1
Expiration time .......... 35
Current neighbor state ... Bidirectional
Device ID ... 0000F4272DA2
Port ID . .oviiiiiiiiie s Port_01
Neighbor echo 1 device ... 0000F427750F
Neighbor echo 1 port ..... Port_01
Message interval ......... 15
Time out interval ........ 5
Device name .............. GS908MV2
Port ... 2
Status ...l Enabled
Bidirectional state ...... Unknown
Operational state ........ Link down
Message interval ......... 7
ogooooo CentreCOM9048XLO O O0OO0OODODODOO 2.3.2
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SHOW UDLD

Time out interval ..

No neighbor cache information stored

Port ......... .. . ... 3
Status ..., Disabled
Bidirectional state ...... Unknown
Port ooooo
Status UDLD 000000 (1 EnabledCEnabled in aggressive model[Disabled

gooooo

Bidirectional state

UDLD 0O O 0 O 0 I UnknownO Neighbor’s echo is empty Bidirec-

tionalO Unidirectionald Transmit-to-receive loop 0 0 0 00O

Operational state

UDLD 0O 00 0 Link down[OLink upCDetection[Extended detection
AdvertisementUAdvertisement - Single neighbor detectedCAdvertise-
ment - MULTIPLE NEIGHBORS DETECTEDU Disabled port 0 0 0 O
g

Message interval

UDLD PDU COOOOO0O00 (d)

Time out interval

O0000ooooooooooo (O)

Entry n

goboooboboooooooobo

Expiration time

goboobooobboon

Current neighbor state

0 000000 O Bidirectionald Unknown Mismatch with neighbor
state reported D00 OO O

Device ID

00000 Device-ID

Port ID

Oooo0d Port-ID

Neighbor echo n device

O00O0O00oo0ooO Echo TLV O O O Device-1DO

Neighbor echo n port

00000000000 Echo TLV O OO Port-IDO

Message interval

00000 UDLD PDU OOOOOOO (O)

Time out interval

000000000 0ooo0ooooooog (O)

Device name

goobobobo

g

0 29:

(0001030 UDLDOOOOOOOODO

SHOW UDLD PORT=1-3
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googod

DISABLE UDLDO 800000

ENABLE UDLDO 9800 00O

RESET UDLDO 108 0 O OO

SET UDLDO 127 0000

SHOW UDLD NEIGHBORSO 174 0 0 0O O

ooooog
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SHOW UDLD NEIGHBORS

SHOW UDLD NEIGHBORS

gooooobooobobo

SHOW UDLD NEIGHBORS

g

UDLDOO0OO0OO0oooooooooooo

gooooogon

Manager > show udld neighbors

UDLD Neighbor Information:

Port Device-ID Port-ID OperState

1 0000F4272DA2 Port_01 Bidirectional

10 0000F4277514 Port_09 Bidirectional

Port ogoooo

Device-ID 0O000d Device-ID

Port-ID 00o0gd PortID

OperState 0 0000 0 0 M Bidirectionald UnknownO Mismatch with neighbor state

reported 00 OO OO

0 30:

goooog

DISABLE UDLDO 80 O O OO
ENABLE UDLDOOY98 O 00O
RESET UDLDO 1080000
SET UDLDO 127 0000
SHOW UDLDO 1710000
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