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MACDADDR OO0 MACOOODOOOOOO
MACSADDR ooo MACOOOOOODOOOO
ETHFORMAT OEthernetO 00 0O0OO0OOOOO
PROTOCOL O Ethernet0 D00 OO
PRIORITY 0O Ethernet0 802.1p 000000000
VLAN 00 VLANOVLANOOOO VIDOOOO
oooo 3
IPSADDR OlPO0O0OO0OOOOCOOOO/ZO000O0O
IPDADDR OlPO0O0OODOOOOCOOOO/ZO000O0O
IPDSCP OIP 00000 DSCPO DiffServ Code Pointt IPTOSO 00O OO0
IPTOS OIPODDOOOTOSOODOOprecedence[ IPDSCP O O O0DOODO
IPPROTOCOL JiPOOD0ODODOODODODODODOODOD4000000000
gooo 4
TCPSPORT oTCPOOODDOOODODOOO
TCPDPORT oTCPOOODDOOODODOOO
UDPSPORT gubPOOODOODOODOODO
UDPDPORT gubPOOODOODOODOODO
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ooooooo

m 0000000000000 OCREATECLASSIFIEROODDOOO6000000O00OODOCLASSIFIER
goooooogoobooobooboobobobbooboooboooboobbobbobbooo
goboooboooobbooboo

CREATE CLASSIFIER=10 IPDADDR=192.168.10.0/24

[ MACDADDRO OO OO0OO 01:80:C2:00:00:000 01:80:C2:00:00:FF O 00000 O0OODOOOOO

0000000 00000o0o0ooo0o0o0oooooo0oBPDUOOOOOEAPOODOOODOOOO
0000000000000 00000o00o0oo0oog ACTION=deny0OODOOOOOARPOOO
O0000O00000ARPOOOOOOOOOOOOOOOOOOOOOOOOOO

m 0000000000000 000000OOSETCLASSIFIERODODOOD11O000000000O

SET CLASSIFIER=10 IPDADDR=192.168.10.0/16 .

[ MACDADDRO OO OO0OO 01:80:C2:00:00:000 01:80:C2:00:00:FF 000000 O0OOOOOOO

m 0000000000000 0ODESTROY CLASSIFIEROOOOO90000O0OO0ODOOOOOOO
o000ooooOoOO0o0 QoS00 U0UoooooODoDoODODODDODO00D00D00oD0ooooOoOO
O00000000ooo0o00o0ooooono DESTROY CLASSIFIEROOODOO90O0O0OO0ODOOOOO
gooo

gobboooboooooboooboooboobobobboobooboon

DESTROY CLASSIFIER=1 .
DESTROY CLASSIFIER=10-15 .
DESTROY CLASSIFIER=23,25-27 J
DESTROY CLASSIFIER=ALL .

m 00000000000 SHOWCLASSIFIEROODDOODO1300O0000oooooo

SHOW CLASSIFIER

m (JJ0bgobooobobobbobboobboooboobboobobobbooboobooo

SHOW CLASSIFIER=1
SHOW CLASSIFIER=ALL

oougoobgd
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m 0000000 QoSO000D0ND0DDO0ODODODDODDODOO0ODDODN00DN0D0D0DD0DU0ODL0OOOODO
Ooo0000000000O000oooooo0OO0OoDo0ADD QOSFLOWGROUP OO0 O QoSO 27
goobooooboogoo

ADD QOS FLOWGROUP=10 CLASSIFIERLIST=1-5 J

m (J0ogogooooooobobobooboooobooobobooboobbobbbbobobbo
00301000000000000000000000000DO0O00O0DOODODOOODOOODOOOODOOO
O0ODODCREATEACLOUDUDODMOIOODODODODODOODODODODODODODOOD 70000000000

CREATE ACL=1 ACTION=DENY CLASSIFIERLIST=10-12 PORTLIST=1-4 .

oo000ooooOoo0ODOO0O0D1040000000000000000000001000 11001200000
goboooboooooobooobo

O000000 QoSO QeSInoononooooo
goooooboooboooboooboo@oooobooobooboobbobbooboobo

[CO0000o000o0o0oo0oo0 ACLO000o0ooooooooooooooooo0oooooooo
000 QoSO QoSOOOD00DOO0OO0O0O0UOOoO0UOOoUoOo0oooooUoooooooooooooo
ooooooooooooooooooobobooooooOoOooboOooOooOooOoOOoOoOoOooooDooobo
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CREATE CLASSIFIER

CREATE CLASSIFIER

O000oo0oO0oo0oooooo /000000

CREATE CLASSIFIER=1..9999 [DESCRIPTION=string] [MACDADDR={macadd|ANY}]
[MACSADDR={macadd|ANY}] [ETHFORMAT={ETHII-UNTAGGED|ETHII-TAGGED|
802.2-UNTAGGED|802.2-TAGGED|ANY}] [PRIORITY={0..7|ANY}] [VLAN={vlanname|
1..4094|ANY}] [PROTOCOL={protocol-string|protocol-number|ANY}]
[IPTOS={0..7/ANY}] O [IPDSCP={0..63|ANY}] [IPPROTOCOL={ipprotocol-string
|ipprotocol-number|ANY}] [IPDADDR={ipadd/masklen|ANY}]

[IPSADDR={ipadd/masklen|ANY}] [TCPSPORT={port|ANY}] [TCPDPORT={port
|ANY}] [UDPSPORT={port|ANY}] [UDPDPORT={port|ANY}] [TCPFLAGS={URG|ACK|PSH
|RST|SYN|FIN|ANY}

string: 00001031 0000000000000000000O00O0O

macadd: MAC 0 0 0 O O XxX:XxX:XxxXx:xx:xx 0 0 0 0

vlanname: VLAN O 0102000 0000000000000 000000000000O0O00OOOOOOOO0O
protocol-string: 00 0000000000000 OOIPOARPORARPO

protocol-number: 0000000016 00 O 0x06000 Oxffff0)

ipprotocol-string: IPO 000000000000 OOOOTCPOUDPOICMPO IGMPO

ipprotocol-number: IPO 00000 0000 2550

ipadd/masklen: IPO 0000000000032 00000000000 OXXXXXXXXXXxxfaaO0 OO OOO

port: TCP/UDP 0 00 00O 000 655350

g

goboooboooobooobooboobbobboo

0000000000000 000Classify=000000000000000000000000O00O00
0000000000000 oDOUo oSO oDooooooo

0000000000000 00000000000000000000DOD0O000OACLODOQoSOOODO
gobooboobbooobooobooboobbo

goooog

CLASSIFIER 0000000000 D0O0000D0OO000DO0ODO0000DOO000O0OOOOD
goboogooboooobooooooboobboobooboobbobboobboobboooDbo
goobogo

DESCRIPTION OO0OO0OO0O0O0OOOOOO

MACDADDR 000000000 MACOODOOODOOOOO ANYD

MACSADDR 0000000000 MACOOOOODODOOO ANYO

ETHFORMAT 000000000 DOOO0OOO000O0O0O0OO0O00O0DOO0O0O0OOMODS802.20802.2 LLCTI
ETHIIO Ethernet Version 2000 0000000000000 TAGGEDMIO OO OO UNTAGGEDO
OOO0ODOOOSNAPOOOODOOOOOETHFORMAT O PROTOCOLODOODOOOOOO ANYD
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CREATE CLASSIFIER

PRIORITY 0000000O0O0O0DO8021p0000000000O0ODOOOO70000000 ANYD

VLAN 00 VLANOOOO VIDOOODOO ANYD

PROTOCOL 0000000 IPOUOODODUODODOOOOOIPDARPORARPOOODOOODODDDOODODO
000000000 00oo0ooooooooooDooooooog ANYO

IPTOS 0OOO0OOOOOIPTOSOOOOTOSOOUODOO precedencel DD D UDODOODOOO 0O
70IPDSCPOOODDOOODOODOOO ANYD

IPDSCP O 0OO0O0OOOO IPDSCPODIffServ Code Point0 000000000000 00630IPTOSO
00o00oo0ooood ANYO

IPPROTOCOL 0000000 IPOODODDOOOODOOOOOTCPOUDPOICMPOIGMPOOOODODO
000o00oooo0ooooooooooo IiPO00O0ODODOOODOOOOODODOO ANYO

IPSADDR 000000000 IPOOOOOVLSMOOOOOO ANYO

IPDADDR 000000000 IPOOOOOVLSMOOOODOOO ANYDO

TCPSPORT OOOODDOOOTCPOOOODOODODODODODDDO ANYOOODODOODOUDPODOODODODODO
0000000ooooog ANYD

TCPDPORT O0OO0UODOOO TCPODOUUOODDODODODODO ANYOODOOOUDPODODODODOO
0000000oooooog ANYD

UDPSPORT 0000000 UDPOOOOOOOOOOODO ANYOOOODOOTCPOOOOOOO
0000000oooooog ANYD

UDPDPORT 0OO0OO0OOOOUDPOOODOODOODOOOOO ANYODOODOOOTCPOODODOOODO
0000000oooooog ANYD

TCPFLAGS OU0OOOOOTCPOODDODOODDOOODODOOURGOACKOPSHORSTOSYNOFINO
OO0 ANYOODODOODOOOD ANYOOODODOODOOOoOoOoooooooooooooooog
gogooooooooobooobobbbbobboobooooooobLobbbbbbbDbobo
000000000000 0000000000000 TCPFLAGS=SYNOODOOOOoOoooo
SYNO ACKOOODODOoOoooooooooooouoouooooo

0
" 0000000 10000000

CREATE CLASSIFIER=10 IPDADDR=192.168.10.0/24

goooogf

olooooooooooo8noouooooooon

OMACDADDROOOOOO DO 01:80:C2:00:00:000 01:80:C2:00:00:FFO 00O OODOOODOODO
OIPPROTOCOLODOOODOO IGMPOOUDOOODDOODODOOODOOODOOOOIGMP Snooping O
goooooooo
OPROTOCOLODOODOOOOODOOOPOOODOODOMMIPTOS/IPDSCP/IPPROTOCOL/IPDADDR/IPSADDR
odoooooooooooooooo PROTOCOL=IPOOO
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DESTROY CLASSIFIERO9O0DOO
SET CLASSIFIERO 110000
SHOW CLASSIFIERO 130000
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DESTROY CLASSIFIER

DESTROY CLASSIFIER

O000oo0oO0oo0oooooo /000000

DESTROY CLASSIFIER={id-list|All}

id-listt 0 0000000001099 000000000000 0oooooooo

g

goboooboooobooobooboobbobboo
goooog

CLASSIFIER OO0OO0O0O0OO0OO0O0OO0O

goooogf

O0000000ooooooDoooDACLODDDODOODO0 QoSOO0oDooooooooooooon
gooboooobooobobo

goooog

CREATE CLASSIFIERO 60000
SHOW CLASSIFIERO 130000
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PURGE CLASSIFIER

PURGE CLASSIFIER

O000oo0oO0oo0oooooo /000000

PURGE CLASSIFIER

g

gobooobooooboobobooboobbobbooboobooon

goooog

CREATE CLASSIFIERO 60000
SHOW CLASSIFIERO 130000
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SET CLASSIFIER

SET CLASSIFIER

O000oo0oO0oo0oooooo /000000

SET CLASSIFIER=1..9999 [DESCRIPTION=string] [MACDADDR={macadd|ANY}]
[MACSADDR={macadd|ANY}] [ETHFORMAT={ETHII-UNTAGGED|ETHII-TAGGED|
802.2-UNTAGGED|802.2-TAGGED|ANY}] [PRIORITY={0..7|ANY}] [VLAN={vlanname|
1..4094|ANY}] [PROTOCOL={protocol-string|protocol-number|ANY}]
[IPTOS={0..7/ANY}] O [IPDSCP={0..63|ANY}] [IPPROTOCOL={ipprotocol-string
|ipprotocol-number|ANY}] [IPDADDR={ipadd/masklen|ANY}]

[IPSADDR={ipadd/masklen|ANY}] [TCPSPORT={port|ANY}] [TCPDPORT={port
|ANY}] [UDPSPORT={port|ANY}] [UDPDPORT={port|ANY}] [TCPFLAGS={URG|ACK
|PSH|RST|SYN|FIN|ANY}

string: 00001031 0000000000000000000O00O0O

macadd: MAC 0 0 0 O O XxX:XxX:XxxXx:xx:xx 0 0 0 0

vlanname: VLAN O 0102000 0000000000000 000000000000O0O00OOOOOOOO0O
protocol-string: 00 0000000000000 OOIPOARPORARPO

protocol-number: 0000000016 00 O 0x06000 Oxffff0)

ipprotocol-string: IPO 000000000000 OOOOTCPOUDPOICMPO IGMPO

ipprotocol-number: IPO 00000 0000 2550

ipadd/masklen: IPO 0000000000032 00000000000 OXXXXXXXXXXxxfaaO0 OO OOO

port: TCP/UDP 0 00 00O 000 655350

g

gobooobooooooboooboobbobbooboo
goooog

CLASSIFIER 0000000000 DO0000DOO000D0OO0ODO0000DOO000O0OOOOD
goboogooboooobooooooboobboobooboobbobboobboobboooDbo
goobogo

DESCRIPTION OO0OO0OO0O0O0OOOOOO

MACDADDR 000000000 MACOOOOODOOOODO ANYD

MACSADDR 0000000000 MACOOOODODOOO ANYO

ETHFORMAT 000000000 D0OO0O0OO00D0O0OO0O0OO000O0DOO0O0O0OOMODS802.20802.2 LLCTI
ETHIIO Ethernet Version 2000 0000000000000 TAGGEDMIO OO OO UNTAGGEDO
ODOOODOOOSNAPOODOOODOOOOOETHFORMAT O PROTOCOLODOODOOOOOO ANYD

PRIORITY 00000000O0O0DO8021p000000000OO0ODOOOO70000000 ANYD

VLAN 00 VLANOOOOODO ANYO

PROTOCOL 0000000 IPOUOODODUODODUOOOOOIPDARPORARPOOODOOODODDODODODO
000000000 00ooo0ooooooooooDooooooOog ANYO
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SET CLASSIFIER

IPTOS 0OOO0OO0OOOIPTOSOOOOTOSOOUODOO precedencel D00 DODOODOOO 0O
70IPDSCPOODODOOODOODOOO ANYD

IPDSCP O0OOOOOO IPDSCPODIffServ Code PointO0 000000000000 00630IPTOSO
00o00ooooood ANYO

IPPROTOCOL 0000000 IPOODODDOOOOOOOOOTCPOUDPOICMPOIGMPOOOODODO
000o0oooo0ooooooooooo IiPO000ODODOOODOOOOODODOO ANYO

IPSADDR 000000000 IPOOOOOVLSMOOOOOO ANYO

IPDADDR 000000000 IPOOOOOVLSMOOOODOODOO ANYD

TCPSPORT OO0OODOOOTCPOOODODOODODODODODDDO ANYOOODODOOUDPODOODDOODO
0000000ooooog ANYD

TCPDPORT O0OO0UODOOO TCPODOUUOODDODODODDODO ANYOODOOOUDPODDODODOO
0000000oooooog ANYD

UDPSPORT 0000000 UDPOOOOOOOOOOOO ANYOOOOOOTCPOOOOOOO
0000000oooooog ANYD

UDPDPORT 0OOO0OO0OOOOUDPOOOODOODOOOOO ANYODOODOOOTCPOODODOOODO
0000000oooooog ANYD

TCPFLAGS 0U0OOOOOTCPOUODDODOODDOOODODOOURGOACKOPSHORSTOSYNOFINO
OO0 ANYOODODOODOOOOD ANYOOODODOODOOOoOOoOooooDooooooooooog
gogooooooooobooobobbbbobboobooooooobLobbbbbbbDbobo
0000000000000 00000000oo0O TCPFLAGS=SYNOODOOOOooooo
SYNO ACKOOODODOoOoooooooooooouoouooooo

goooogd

OMACDADDROOOODOO DO 01:80:C2:00:00:000 01:80:C2:00:00:FFO 00O OO DOOOOODO
OIPPROTOCOLOOOOODOO IGMPOOUDOOODDOODODOOODOOODOOOOIGMP Snooping O
goooooooo

olooooooooooo8nooouooooooon

goooog

SHOW CLASSIFIERO 130000
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SHOW CLASSIFIER

SHOW CLASSIFIER

O000oo0oO0oo0oooooo /000000

SHOW CLASSIFIER[={rule-list|All}] [DESCRIPTION=string] [MACDADDR={macadd)|
ANY}] [MACSADDR={macadd|ANY}] [ETHFORMAT={ETHII-UNTAGGED|ETHII-TAGGED|
802.2-UNTAGGED|802.2-TAGGED|ANY}] [PRIORITY={0..7|ANY}] [VLAN={vlanname|
1..4094|ANY}] [PROTOCOL={protocol-string|protocol-number|ANY}]
[IPTOS={0..7|ANY}] O [IPDSCP={0..63|ANY}] [IPPROTOCOL={ipprotocol-string
|ipprotocol-number|ANY}] [IPDADDR={ipadd/masklen|ANY}]

[IPSADDR={ipadd/masklen|ANY}] [TCPSPORT={port|ANY}] [TCPDPORT={port
|ANY}] [UDPSPORT={port|ANY}] [UDPDPORT={port|ANY}] [TCPFLAGS={URG|ACK|PSH
|RST|SYN|FIN|ANY}

rule-list: 00 0000000010990 0000000000000000O0O0O0O0O

string: 00001031 0000000000000000000O00O0O

macadd: MAC 0 0 0 O O XxX:XX:XXxXx:xx:xx 0 0 0 0

vlanname: VLAN O 0102000 0000000000000 000000000000O0O00OOOOOOOO0O
protocol-string: 00 0000000000000 O0OIPOARPORARPO

protocol-number: 0000000016 00 O 0x06000 Oxffff0

ipprotocol-string: IPO 000000000000 OOOOTCPOUDPOICMPO IGMPO
ipprotocol-number: IPO 00000 O 0O00 2550

ipadd/masklen: IPO 0000000000032 00000000000 OXXXXXXXXXXXxfaa0 OO O OO
port: TCP/UDP 0 0O 0 00O 000 655350

g

goboooobooobooobooboobbobboobooobo

goooog

CLASSIFIER 0000000000 DO0000DOO000D0OO0ODO0000DOO000O0OOOOD
goboogooboooobooooooboobboobooboobbobboobboobboooDbo
goobogo

DESCRIPTION OO0OO0OO0O0O0OOOOOO

MACDADDR 000000000 MACOOOOO

MACSADDR 0O0OO0OO0O0O0OO0OOOO MACOOOOO

ETHFORMAT 000000000 DOOOOOO00DOOO0O0OO0O00O0DOO0O0O0OOMODS802.20802.2 LLCTI
ETHIIO Ethernet Version 2000 0000000000000 TAGGEDMO OO OO UNTAGGEDO
OOODOOOSNAPOODOOODOOOOOETHFORMAT O PROTOCOLODOODOOOOOO ANYD

PRIORITY 00000000O0O0DO8021p0 0000000000 DOOOO070000000 ANYD

VLAN 00 VLANOOOOODO ANYO

PROTOCOL 0000000 IPOUOODODUODODUOOOOOIPDARPORARPOOODOOODODDODODODO
000000000 00ooo0ooooooooooDooooooOog ANYO
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SHOW CLASSIFIER

IPTOS 0OOO0OO0OOOIPTOSOOOOTOSOOUODOO precedencel D00 DODOODOOO 0O
70IPDSCPOOUDDOOOODODO ANYD

IPDSCP O0OOOOOO IPDSCPODIffServ Code PointO0 000000000000 00630IPTOSO
00o00ooooood ANYO

IPPROTOCOL 0000000 IPOODODDOOOOOOOOOTCPOUDPOICMPOIGMPOOOODODO
000o0oooo0ooooooooooo IiPO000ODODOOODOOOOODODOO ANYO

IPSADDR 000000000 IPOOOOOVLSMOOOOOO ANYO

IPDADDR 000000000 IPOOOOOVLSMOOOODOODOO ANYD

TCPSPORT OO0OODOOOTCPOOODODOODODODODODDDO ANYOOODODOOUDPODOODDOODO
0000000ooooog ANYD

TCPDPORT D OOOOOO TCPOOOODDDDODOODDOD ANYOOOODODOUWUDPODOODOODOO
0000000oooooog ANYD

UDPSPORT 0000000 UDPOOOOOOOOOOOO ANYOOOOOOTCPOOOOOOO
0000000oooooog ANYD

UDPDPORT 000000 OUDPOOOOODOOOOOODO ANYDODDODOTCPOODODOOOO
0000000oooooog ANYD

TCPFLAGS 0U0OOOOOTCPOUODDODOODDOOODODOOURGOACKOPSHORSTOSYNOFINO
OO0ANYODOOODOODOODOO ANYD

gooooogono

# show classifier

Classifier ID: ...........ccoo... 1
TCP Dst Port: ................... 80
Number of References: ........... 1
Number of Active Associations: .. 0

# show classifier=2

Classifier ID: ...........ccvou... 2
Description: ......... .. ... ... ... atkk-udl

Eth Format: ........... ... ...... 802.2-Tagged
Priority: ......... ... ... 7

Protocol: ........ .. ... ... 0x806 (ARP)
Number of References: ........... 0

Number of Active Associations: .. 0

# show classifier ethformat=802.2-untagged

Classifier ID: ...........cvou... 3

Description: ......... .. ... ... ... atkk-ud2

Eth Format: ........... ... ...... 802.2-Untagged

CentreCOM 9424T/SPO9408LC/SP 000000 OOOO 2.3 ogooooon
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Priority: ..............
Protocol: ..............
Number of References:

SHOW CLASSIFIER

......... 0x8035 (RARP)

Number of Active Associations: .. 0

Classifier ID Oo00o0ooooon

Dst MAC OO0 MACOODOOOMACDADDROOODOOOODOOOO ANYDO
MACDADDROOOODOOOOOOODOO

Src MAC o0 MACOOODODOMACSADDROOOGOOOOOOOO
ANYO MACSADDROODOOOOOOOOOOO

Eth Format gooooooobobooboobboobobbobobooboooomm
Ethll-TaggedOEthll-Untagged1802.2-Tagged(1802.2-Untagged
000 ANYOETHFORMATOOODOOOODODOOOOOO

Priority O000ooooDoooo 8o2lpooooonOOoooooooon7o
D000 ANYOPRIORITYOODODODOOODOOOOOO

VLAN ID OO0 VLAND IDODODO ANYOVLANOOOODODOOOOOO
oo

Protocol oooooooIiPODO0O0O0OOOOODOOleODOOOOOOO
00000 ANYDOPROTOCOLOODODODUOOODOOODOOOO

IP ToS 0000000 IPTOSOOOOTOSOOOOOO precedenced
O0ooooooo ANYOIPTOSOOODODOOODOOOoOoOO

IP DSCP 0000000 IP DSCPO DiffServ Code Point00 000000
OO0 ANYOIPDSCPODOODOOOODUOOOOOO

IP Protocol oooooooIiPODOD0O0OOOOODOOleOOOOOOOO
00000 ANYDIPPROTOCOLOODDOOOOOOOOOO

Src IP/Mask DU00000oooIPOOU0O/Z000000 ANYO IPSADDR
goooooooooooo

Dst IP/Mask DU00O0ooooo IPO0OO0OO/Z0000O00 ANYODIPDADDR

goboobobobbooon

TCP Src Port

OoooooOoTCPODOOODOOODO ANYOTCPSPORT O OO
gobogoobooon

TCP Dst Port

00000O0Oo T TCPOUOOUOOOODO ANYO TCPDPORT OO
goboooobbooooo

UDP Src Port

O00D0O0O0oubPOOOOOOOO ANYD UDPSPORT O O
goboooobbooooo

UDP Dst Port

O0000ooubPOOOOOOODO ANYO UDPDPORT OO
goboooobooooo

TCP Flags

O00000O0 TCPOODOD DO URGOACKIOIPSHORSTOSYNO
FINODDOO ANYOTCPFLAGSOOOOOOOOODOOOO

Number of References

goooooo

0000000oooooooooo ACLOODOooooooon
O000o0oQoSU0ooooooono
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SHOW CLASSIFIER

Number of Active Associations 000000000000 O0OOOOOOOOOO

0 2

g
m 00 MACOODOOOMI00:09:00:01.01:010 00000000000 DOODDOOOOODOOO

SHOW CLASSIFIER MACDADDR=00-09-00-01-01-01

goooog

CREATE CLASSIFIERO 60000
DESTROY CLASSIFIERO9O0 O OO
SET CLASSIFIERO 11 0000
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