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SETSWITCH MIRROR . . . . . . e s e e e s 102
SET SWITCH MULTICASTMODE . . . . . . . . e 103
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Dobooogd

ooooooooooobooooooboooooooooooooboooooooooooon

m 100000000

ENABLE SWITCH PORT=2

m J0000000000000000000

ADD VLAN=black PORT=3-7 J

s JO00000000o0o0oooooooogon

SHOW SWITCH PORT=2,4,8 J

s JO000000000000000

SHOW SWITCH PORT=2,4-7 J

s 00000000000000000000 ALLDOOO

RESET SWITCH PORT=ALL COUNTER

Dobooad

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
oooood

m 0000000000000 ENABLESWITCHPORTOOOOOS81O0O0OOOOOOOO

ENABLE SWITCH PORT=8

m J00000000000000 DISABLESWITCHPORTOOOUOO73000000000O00

DISABLE SWITCH PORT=8

s [00000000000000000000000000000000 SETSWITCHPORTOOOO
010400000 SPEEDOOOODOOOOUOOOOODOODOO AUTONEGOTIATEO OO

SET SWITCH PORT=2 SPEED=100MHALF
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s J0000000000000000000 RESETSWITCHPORTOOODOO870000000O00OO

RESET SWITCH PORT=3,6 J

m 000000000000 SHOWSWITCHPORTOOOOO1520000000000

SHOW SWITCH PORT o

m 0000000000000 SHOW SWITCHPORTCOUNTERODOOOO156000000000O

SHOW SWITCH PORT=12 COUNTER

s J000000000000000000 RESETSWITCHPORTOOODOO8700000 COUNTER
00000000000 0000OCOUNTEROOOOOOOOOODOOOOOOOOOOOOOoooo
oobooooooooooooooooooobooooooooon

RESET SWITCH PORT=ALL COUNTER

Dobooooggnd

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
o0oooo0oo0ooooo0oo 1000000000000 0o0O000o000D00O0OvVLANDDOO
cooooooobooooooooboooooooooooooooboooobooboooOooooboooon
pooooooooooobooooboobooooogo
ooooooooooooooooooooooooooogon

e JOIOODOOODOGOHOOODOODO

e JIUIOODDOODODOODOODDOODOOODSDOIDOOODOODODOOOOO

o NOOOOOOOOOOOOOOOOOODOOOODOOOOOOOOO

e SFPOOOOUOOODOODOOOODOOOOOOOO2000000000D0O0DOOOODODOODOOO

e JUOOOODOOOODOOOOOOOODOOOOOOOODOOOO

e NOOOOODOOOOOOOOOOOOODOOOOOOOOOOOOODOOOOOOOOOOOOO
pooboooooooooooooooooobooooooooooooobooooooooogn
oooooooobooobooooboooon

e JID0DOODDOUIODDDIDOOODDOUOLUOD VLANODOOODOODOODOODODOTAGGEDO OO
UNTAGGEDO O OO0OO0OO0O0O0O0O

0000oo0o0o0ooo00ooo0o0ooooooooO0o0ooooOo0o0o0ooOoOo0ooD 14000
oooooooooooo

m 000000000000 O0O0O0OCREATESWITCHTRUNKO OOOO60000000000O
0000o0o0oo0oooOoodouplinkDiOOODOOODO0OODOOOO0OOOOOOODOOOOO

CREATE SWITCH TRUNK=uplink PORT=1-4 .

& O00000O00000000000000O0O000000O0O0O0O00O0O0O0O0O0O0O0OO0O0O0COGOO0O0O00O0
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& 2000000000000000000000000O00O00O00O0000O0O00DO0OOODO0ODO0ODO0O0O0
goooooo

& 0000000000 IGMP Snoopingd MLD Snoopingd 0 000000000000 0OOOOOODOOO
ooooooooooooooon

& 00000000000 0OHalfDuplexoOODODOOOOOODODODODOOOOOOOODOOOO

& O00000O0000000O0O000000O0O0O00000O0C0O000O0O0O0O0O0O0O0O0O0O0CCCOOOO0O00
oooooooooooooooon

m (00000000000 SHOW SWITCHTRUNKOOOOOle6O OOODOOOOOOOO

SHOW SWITCH TRUNK

m 000000000000 CREATESWITCHTRUNKOOOOO65000MSET SWITCH TRUNK
0000011200000 SELECTOOOOOOOOODOOOOODODOOOOODOOOOOOOOuplinkD
Ooooooooooooo MACOOOOOOOOODOOOODOOOOOOOoOoooO MACOOOO

000 MACOOOOUOOOOMACBOTHOOOODOOODOOOOOOOOOOOOOOOOOooOooOO
ooo

SET SWITCH TRUNK=uplink SELECT=MACSRC .

& SELECTOOUOODOO0OO0O MACOODOOUODOODOMACSRCOMACDESTOMACBOTHO OO OOOOO
goooooooooooooooooOooooooooogonoo

& O00000O0O0000000O000000O0O0O00000O00O0O00O0O000O0OO0OO0O0O0O0O00O0O0
s J000000000000000000 ADDSWITCHTRUNKOOOOO6OOOOOOOOOO
ADD SWITCH TRUNK=uplink PORT=5-7 J

& O00000O0000000O0O000000O0O0O00000O0C0O000O0O0O00O0O0O0O0O00O0CCCOOO0O0O000
goooooooooooooooooooooooooooooon

m J0000000000000000000 DELETESWITCHTRUNKOOOOO670000000O
oo

DELETE SWITCH TRUNK=uplink PORT=4

m J00000000000000 DESTROY SWITCHTRUNKOOOOOG68OOOOOOOOOO

DESTROY SWITCH TRUNK=uplink
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e JOOUIOOODDOOODODOODDDOODOODDOOOODOODOOODOODOOOOL2000O
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SET SWITCH MIRROR=1 J

& O000000O0000000O0O00000000O0O00O00000C0000000

2. 000U0OO0OO0OOO0OOO0OOO0OO0OO0OOODOO0OOOOOSO0O0O0OO0OOObOO0On
ooooooooooooogd

SET SWITCH PORT=5 MIRROR=BOTH

& O00000O0O0000000O0O000000O0OC0O0O000O0O00O0O0O0O0O00O000O0AO0
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m J00000000OO0OO0OoOoOoOooOog SHOWSWITCHMIRRORO O OOO11 00000000
O00000000oo0oooooooooooodgSHOW SWITCHPORTOOOOO15200000
O Mirroring State00 0 O O 0O O Is this port mirror port0 DO 0000000

m 0000000000000 0000000000000000000 SET SWITCH MIRRORO O
Oool1020000000000 NONEOOODOOOO

SET SWITCH MIRROR=0

SET SWITCH MIRROR=NONE

m 0000000000 000000000 SETSWITCHPORTOOODOO10400000 MIRROR
0000000 NONEODOOOOOO

SET SWITCH PORT=5 MIRROR=NONE

m J000000000000000000000000000000000O0000O0O0OOOO00O0O0O
ooo
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O0O00O0SET SWITCH PORT SECURITYMODED O OO O10800 000000000000 0OOO
000000000000 0O00O00SET SWITCH PORT SECURITYMODEDO OO OO1080 0000
oooOooooooo3ouooooooo

ooo od
AUTOMATIC coobooooboooooooooooooom
LIMITED ooooo0 MACOOOOOOOOOOOOOOOOOOoOOooooooooo

OO0 MACOOOUOOOUOOOOODOOODOOOOoOOooooooooo MAC
O0o0ooooooooo MACOOOOOOOOOOODOOoooOooO MACO
O0O0D0OOO0OO0OOOLEARNOOODOOOOODOO
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& 00000O0000000O0O000000O0O0O00000O0C0O000O0O0O0O0O0O0O0O0O0O0CCOOOO0O00
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s JO0O0OOLIMITEDOOOOOOOOOOOOOO0O00O00O00O0OOSET SWITCHPORT SECURITY-
MODEOOOOO10800000000000O00O000O00 110 MACOUOOOOOOOOO 2000
000000 DISABLEOOOOOOOOOOOOOOOO

SET SWITCH PORT=11 SECURITYMODE=LIMITED LEARN=20 INTRUSIONACTION=DISABLE
PARTICIPATE=ON

ooooooooooo LMITEDOOODODOOO0O0OO0O0DOO0O0O0DO000000000000000
coooooooboooobooooboooooooooooooooboooobooboooOooooboooon
ooooooooooooodgd

OoooooooooooOo LUMITEDOOOOOOOOOOOO MACOOOOOOOOOOOOOO
OoooooooooooMACOOOUOOOOOOOOOOOOOOOOOOODOOoOoOooooooo
ooooooooood

000000000000 ooOOoSET SWITCH PORT SECURITYMODED OO DOO1080 0000
INTRUSIONACTION O OO OOOOOOM
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03
0000000000 0O0DISABLEDOOOOO0OO0OO00O00O0O0O00O0000000000000000g
0000000000000 000000ooooooooooooooooag

#

Port 11: Link DOWN

% INTRUSIONACTIONOOOOOOOO0OOO0OOO0O0O00O00O00000000000000000OPAR-
TICIPATEOOOUOOODOONUOOODOOOO0OOOO0OO0O0ooooooooo

& 000000000 MACODOOOOOO0OOO0OO0OO0O0ODOOO0OOO0OO00O0O0O0O0OO0O0O0OO0OO
ooooooooooooooooooooooooooooo

m JO0O0OOSECUREDOOOOOOOOOOOOOOOOOOOODOOSET SWITCH PORT SECURI-
TYMODEOOOODl1080000000000O

SET SWITCH PORT=12 SECURITYMODE=SECURED .

m 00000000000000000SHOWSWITCHFDBOOOODMmMOODOOOODOOOOOOO
ooo0il60000000000000000O00O0DO000O0DO0DO0O0O0O0O00O0ONSSourceO
OO0StaticC O 0000000

SHOW SWITCH FDB
SHOW SWITCH FDB PORT=11

m J00000O0O0OO0oOoOooOoOO00 SHOW SWITCH PORT SECURITYMODEO OO OO161 0000
0000000 Security ModeD OO D OOODOO0OO0OOOODDOOOM IntrusionactionDOOOO00O0O
000000000000 ParticipatingDO0OOOO0O0O0000000O0O00OO0OO0OOOOOMD MAC
LimitOoOOoOoOoOoooo0o0ooooooooo MACOODOOOOODOOOOoooOo

SHOW SWITCH PORT SECURITYMODE
SHOW SWITCH PORT=11 SECURITYMODE

m 000000000000000000SHOW SWITCH PORT INTRUSIONODOOOO1590000
oooooogo

SHOW SWITCH PORT INTRUSION
SWOW SWITCH PORT=11 INTRUSION

s 000000000000 00000O000O0O000ODOO0DO0000OO0OOOOO0OOO0O0OADD
SWITCHFILTEROOOO M OODOOOOOOoooooooo8oooooon ADD SWITCH FDB
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ooooooo

ooo00mooooooooooo0oooo7o0oOO0O0OO0OoOOOoOOOO MACODOODOOOOO
oo

ADD SWITCH FILTER MACADDRESS=00-00-f4-ab-cd-ef PORT=10 VLAN=1 J

ADD SWITCH FDB MACADDRESS=00-00-f4-ab-cd-ef PORT=10 VLAN=Default VLAN .

m J00000000000000 DELETESWITCHFILTEROOOOMMOODOOOOOOOOOOO
000110000000 DELETESWITCHFDBOO OO M OOOODOOOOOOOOOOOO 900
oooooogo

DELETE SWITCH FILTER MACADDRESS=00-00-f4-ab-cd-ef VLAN=1 .

DELETE SWITCH FDB MACADDRESS=00-00-f4-ab-cd-ef VLAN=1

m J00000000000000000000SET SWITCH PORT SECURITYMODE O OO O 0108
00000 SECURITYO DO OO AUTOMATICOOOOOOO
LIMITEDOOOOOOOOOOOOOO MACOOOOOOOOOOOOOOOOOOOOoOOoOOooOo
0000000000000 0000SECUREDOOOOOOOOOOODOOOOOOODOODOOOOOO
cooooooooooooogo

SET SWITCH PORT=11 SECURITYMODE=AUTOMATIC .

m 0000000000000 000000O0O0O0O000O0000O0O0O00000 ENABLE SWITCH
PORTOUOOOO81OOOUOOOOOUOOOOOOO

# enable switch port=1
#

Port 11: Link UP (100Mbps Full-Duplex, 10/100/1000Base-T)

s (0000000000000 0000000000O0000000000O0000O00 CREATE CONFIG
O000Mo0o0o0o0oo0 840000000 SAVECONFIGURATIONDOODOmM OoooOOoooo 171
000000000000 O0O0O0SECUREDOOODOOOOOOOODOOOOOOOOODOODOOOOOD
oooooooooooooouMITEDOOOOOOOOOOOOOOOOOOOOOO0O0OOOO0OO
oooooooooooo

Doboooooobboood

doo0oO0oooooo0oOooooOooOo0o0ooooooo/0000D00OO/00000000
coooooooboooooooooooooobooooooooobooooboooooOooooboooon
coooooooboooooooooooooobooooooooobooooboooooOooooboooon
ooooo

oooooooooooboooobooboooooooooooobooooogd

e 0IOOOODODOOOOUBCASTRATELIMITINGO BCASTRATEO

CentreCOM 9424T/SP-E0 OO O0O0DOOODO 25 gooogo
613-000699 Rev.E



ooooooo

e 0IDOOIOOODDOODOOMCASTRATELIMITINGO MCASTRATED
e IIOODOODUDOOOODDDOOUNKUCASTRATELIMITINGD UNKUCASTRATED

m 000000000 SETSWITCHPORTOOOOO10400000000000000O000O0O 1-80
00o0o0o0o0oo0ooooooo0ooooooooooooOooooooOo 10000 1000000
ooooo

SET SWITCH PORT=1-8 BCASTRATELIMITING=YES BCASTRATE=1000

s JO0000000000000o0000o0o00o0n

SET SWITCH PORT=1-8 BCASTRATELIMITING=NO .

m 0000000000000 0D00O00000 SHOW SWITCHPORTO OO OO152000000
00 00O 0O I Broadcast Rate Limiting Status(IT] Broadcast Rate[TT] Multicast Rate Limiting Status(T
O Multicast Rate[TT] Unknown Unicast Rate Limiting Status(TT] Unknown Unicast Rate0 0 0 0O 0O O
ooo

Dobooad

pooooooooboooooooooooooooooOooooodg

gogooaooo

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
ooooooooobooooooooooooboooooogon

000000 1000000020000LOWRATED HIGHRATED OO OOOOOOOOooOoOooo
coooooooobooooooooooooon
ooooooooooooooooooooooboooooooooooooooooOoaon

o JUOODOOLOODODODOO
e NUOOOOOOOOOOOOOOOOODOOOODOOO

cooooooobooboooooobooooooooooooooooooobooboooOooooboooon

m J002000000000000000000 ENABLE SWITCH PORT STORMDETECTION OO
ooos83tooooooooon

ENABLE SWITCH PORT=2 STORMDETECTION

m J00200000000000 1048576Kbps0 00000 BCASTDISCARDO D OOOODOODO
0000000000000 oO0oo0 SETSWITCH PORT STORMDETECTIONO OO OO10000O0
ooooogd

SET SWITCH PORT=2 STORMDETECTION HIGHRATETHRESHOLD=1048576
HIGHRATEACTION=BCASTDISCARD
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m 00020000000000000000000000 SHOW SWITCH PORT STORMDETECTION
oooooi1e3oiooooooooo

SHOW SWITCH PORT=2 STORMDETECTION CONFIG

m J00200000000000000000000 SHOW SWITCH PORT STORMDETECTION O
oooole3oooiooooooon

SHOW SWITCH PORT=2 STORMDETECTION STATUS .

m J002000000000000000000000000O000O SHOW SWITCH PORT STORMDE-
TECTIONOOOOO1630 0000000000

SHOW SWITCH PORT=2 STORMDETECTION COUNTER

000000 /0000000/000000oooooooooooood

ooo0o0ooo/0000000/000000000000000000000O00DOO0O0OO0O0
0oo0o0ooOoooOo/0000000/000000000000000000000O00O00O00O0O0O
oooooooooboooobooooood
pobooooboobooobooooooodoooobooobooboooooooboooooboooboooog
ooooooooobooooboooo
O0000000000O0SETSWITCHPORTOOOODO1040 0000000000 DOODOOOODO 1-8
ooooooooooooooooooooooooooOooooboooon

SET SWITCH PORT=1-8 BCASTFILTERING=YES

s JO000000000000o0oO0b0c00obo0oo0ooga
SET SWITCH PORT=1-8 BCASTFILTERING=NO .
m 00000000/0000000/0000000000000000000000000O000 SHOW

SWITCHPORTO OOOO 152000000000 00O M Broadcast Filter Unknown Multicast Filter(
O Unknown UnicastFiltero OO OO0 OO0Q00O
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EPSR Snooping

EPSR Snooping

EPSR Snooping 0 EPSROO 0000000000 OOOOOOODOOOOOOOOOOOOOOOOO
gooooooooboo

EPSRO Ethernet Protected Switched RingD OO OO O0O0O0O EthernetD OO0 000000 OOOOOO 2
goooobooooooooo

EPSR Snooping0 D OO0 OOOEPSROODODOOOO VLANDOOOOODODOODOOOOODOOOOOO
00 RingUpORingDown OO OOOOOOOOFDBOOO ARPOODOOOOOOOOO

21— —@aH— b EPSR K X 1 >~

_._,.-"
BhHH) == T FSLTY—F— b
. EPSRODOODOO
Healthcheck 2 » 41— & 9 o Healthcheck A » £ — % &
BRETERIVTIER TERARY IR

F— SV
Th-H -
F¥—=rT70Q>7

EPSROOOOOOOODN
A—=t—RFE—F A=Y= F—F
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802.1X 0 O O O EAPO Extensible Authentication ProtocolD 0 0 00 0000000000000 OO0
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goooooogooo

802.1X 0 00 O OEAP-MD50 EAP-TLSOEAP-TTLSO EAP-PEAP O 000000 DOOOOOOOOD
00000000000 8021Xiiooooouooooooouo0uo EAPOOOOOOOOOOOOOO
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e Supplicant O O EAP-MD5
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0 4.
m 0

1. RADIUSOUOOOOOOOOOOOOOOOOOO RADIUSOOOOOOOOOOOOOOOOO
oooooolPoOOOOOOOOOO

ADD IP INT=VLANl IP=192.168.10.5 MASK=255.255.255.0 J

2. RADIUSOOOOOOOOOOOIPOOOODOUDPOOOOOOODOOOOOOOOOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J
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3. D0oOO0oOooOoooooooon
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O PORTAUTH=8021X TYPE=EAUTHENTICATORO O OOOOODO0OOOO0O0OO 10160 802.1X
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ADD IP INT=VLAN1l IP=192.168.10.5 MASK=255.255.255.0 J
2. RADIUSOOOOOOOOOOOIPOOOODOUDPOOOOOOODOOODOOOOOOOO
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2. RADIUSOOOOOOOOOOOIPOOOODOUDPOOOOOOODOOOOOOOOOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

3. JooUoooooooooooo

ENABLE PORTAUTH

4, OO0 10WebOOUOOOUOUOODUOOOUOOSET PORTAUTHPORTOOODOO9%OOOOO
O PORTAUTH=WEBBASED TYPE=AUTHENTICATORO OOOOOOOOODO 10 WebO OO
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SET PORTAUTH=WEBBASED PORT=1 TYPE=AUTHENTICATOR MODE=MULTI

5 WebOOOOOOOODOMM IPADDRESS=10.0.0.1 PORT=30000] O O O OO O http://10.0.0.1:30000
oooooooooooo
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1. RSAOOODOOOOODOODOOODOOOOOOOD 1024000000

CREATE ENCO KEY=0 TYPE=rsa LENGTH=1024 DESCRIPTION=my-rsa-key

& RSAOOUOOOUOOUOOOOOOODOMO Key Generation completed with [Success]D 0O 0000
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000o00o0o00o00o000oo00o00o000o0ooo0oo00oUoooooooO SHOW ENCO

KEYOODOOMMOOoOOoOoOoOo240000000000000

2. 00000000000 0D0O0OO0O0DO0O0 X5000000DN = Distinguished NameO OO0 00O
O0O00O00O0SET SYSTEMDISTINGUISHEDNAMEO OOOMMOOOOOOO 21200000

ooood
SET SYSTEM DISTINGUISHEDNAME="cn=1.1.1.1,o=toy-organization,ou=toy-

organization-unit,l=toy-city,st=toy-pref,c=jp" J
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ooooo

ooo od goo
CN Common Name 1111
@] Organization toy-organization
ou Organization Unit toy-organization-unit
L Locality toy-city
ST State or Province toy-pref
C Country ip
oo

& CNOCommonNameO OO WebOOOOOODOODOOOOOO IPOOOOCOOOODDOOOD

3. 00O RSAOUOOOOOOOOOODOOOOOOOOOOODDOOOOOOOOODOODODODOO
my-cert0 0000000000000

CREATE PKI CERTIFICATE=my-cert KEYPAIR=0 SERIALNUMBER=0
gboobooooobooboobobooooobooooobobobd my-certcerdgnogonon

& O0000O00000O0000C0C0O0000O0000C0O0O0O000O0000C0OCOOO0O0O0O0O0O00OB0BO0O0
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4, 000000000 00DO00000O0000000000000000000000000000
O for httpsserver 0O OO0

ADD PKI CERTIFICATE="for https server" LOCATION=my-cert.cer TYPE=SELF
TRUSTED=yes

5. IPOO0O0OO0OOOOOOOOOOO

ADD IP INTERFACE=vlanl IPADDRESS=192.168.1.1 MASK=255.255.255.0 J
6. RADIUSOUOOOOO0OOOO0O0ODOOO0O0O0ODOO0O0O0ODO0OO secret000n

ADD RADIUSSERVER SERVER=192.168.1.254 ORDER=1 SECRET=secret
7. 0001000000000000WebOOOOODOOOO

SET PORTAUTH=webbased PORT=1 TYPE=authenticator J

8. WebDOOOODOOODODOOUOODOO IPOOODODOOUDOODOODOO WebODOO HTTPSOOO
ooooooooboooooon

SET WEBAUTHSERVER IPADDRESS=1.1.1.1 SECURITY=enabled SSLKEYID=0 .

9. WebDOOODODOODOOOODOOOOO

ENABLE WEBAUTHSERVER o

10, DoOOUOoOoooOooooooo
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1. RSAOOODOOOOODOODOOODOOOOOOOD 1024000000

CREATE ENCO KEY=0 TYPE=rsa LENGTH=1024 DESCRIPTION=my-rsa-key

& RSAOOUOOOUOOUOOOOOOODOMO Key Generation completed with [Success]D 000000
0000000000000 00000000000ORSADODOOOOOUOOOOCPUOOOOOOO
0000000000000 000000000RSADOOOOOOOOOOOOOOOOOOUUg
goboooboobOooooboobobobobooobobboobboobo

& CREATEENCOKEYOOOOMMOODOOOOO 8OUUOOUOODODOOOD0OODOO0OOOOOO
gooooooooooooooooooooooooodooooooooooooooooooon
gbooooooooooooooodoooooonooooooooooonoooooooooooonon
gooooooooooooooooooooodoooooOo0ooooonoooooooooooOn
gooooooooooooooooooooooooogoon

& 0000006553000 00000000000000000D000D0O0O00D0O00O0DOUDOOO
O0O0O0O0OO0OOCREATEENCOKEY O OUOMUOOOODOD 8500000 DESCRIPTION OO
0000o0o0o00o00o000oo0o0o00o000o00ooo0oo00oUooUoooO SHOW ENCO
KEYOODOOMMOOoOOoOoOoOo240000000000000

2. 00000000000 0D0O00O0O0D0O0O0O0 X.5000000DN = Distinguished Namel O O
O0000O000O00SET SYSTEM DISTINGUISHEDNAMEO OO OMM OOOO0O0O0OO 21200
oooooogo

SET SYSTEM DISTINGUISHEDNAME="cn=1.1.1.1,o=toy-organization,ou=toy-

organization-unit,l=toy-city,st=toy-pref,c=jp" J

ooboooooooooooooooogod

ooo ogo
CNO Common Name[ 1111
OO0 Organizationd toy-organization
OUO Organization UnitO toy-organization-unit
LO Locality™ toy-city
STO State or Provincel toy-pref
CO CountryO ip
O 10:

& CNOCommonNameO OO WebOOOOOODOODOOOOOO IPOOOOOOOODDOOOD

3. 000 RSAOOOCOOOOOUOUOOOODOOOOUUOODUOODOODODOOOOOOOOOOOOO
00000000000 enroll_pemO0O00OO0OOO PEMO Privacy Enhanced MailO O OO O
ooo

CREATE PKI ENROLLMENTREQUEST="enroll pem" KEYPAIR=0 FORMAT=pem |

0000000000000 000000000D00o00ooooooooog " enroll_pem.csr”
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ooooo

oooooogo

& O0000O00000O0000C0C0O0000O0000C0O0O0O000O0000C0OCOOO0O0O0O0O0O00OB0BO0O0
ooooooooobooooooodoooooooooooooooooooooooooooooaon
gooooooooooooooooooooon

4, 0O00O0O0OOOOOOOOOOOOUPLOADOOOOmMOOOOOOO 28800000 TFTPOO
000o00o0o0o0ooooo CAOOOooocCAOOOOODOOOOOOOOOOOOOOO
000000000000 0oo00ooO0OO0c certcerI00D0OOOOCADOODOOOO cacert.cer
ooooo

5. J0U00O00OoOooOoooOoo CAOODOUOOOO TFTPOODOOOOODOOOLOADOOOOMO
oooOoooledioioio0oio0oooo0ooboofoooooooooooooOooon
0000000000000ooooooooooooforhttpsserverdcal D000

ADD PKI CERTIFICATE="ca" LOCATION=ca.cert.cer TRUSTED=yes TYPE=CA .

ADD PKI CERTIFICATE="for https server" LOCATION=cert.cer TRUSTED=yes
TYPE=EE

6. IPO0O0O0O0OOOOOOOOO

ADD IP INTERFACE=vlanl IPADDRESS=192.168.1.1 MASK=255.255.255.0 J
7. RADIUSOOOOOO0OOOO0O0ODOOO0O0O0ODOO0O0O0ODO0O0 secret000n

ADD RADIUSSERVER SERVER=192.168.1.254 ORDER=1 SECRET=secret
8. 0001000000000 00OWebDOOOOODOOODO

SET PORTAUTH=webbased PORT=1 TYPE=authenticator J

9. WebOOOOOODOODOOUDOODOO IPOOODODOOUDOODOODOO WebODOO HTTPSOOO
ooooooooboooooon

SET WEBAUTHSERVER IPADDRESS=1.1.1.1 SECURITY=enabled SSLKEYID=0 .

100 WebOODOOOOOOOOOOOO

ENABLE WEBAUTHSERVER o

11. 00000o0o0o0ooooooo

ENABLE PORTAUTH

Oo0oooodd
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ooooo

000000 VLANDO Dynamic VLAN AssignmentD O ORADIUS OO OO0 OOOOOOOOOOO
0000000000 VLANOOOOOOoooooooo

Supplicant0 0D 0D OO0O000Supplicant0 00 VLANOOOOOOOOOO VLANOOOOOOOOO
SET PORTAUTHPORT O OO OO 9 000 O0OVLANASSIGNMENT 00000 OOVLANASSIGN-
MENTTYPEO OO OOOOOOOOOO

goooooogoboooboooboobboboboooboo

VLANASSIGNMENT  VLANASSIGNMENTTS@iplicant 0 0 0 VLAN
DISABLED - 0000 VLAN
ENABLED PORT 0000 VLANOOOOOO Supplicant0 00000 VLAND
00000000 VLANOOOOOOOOOO MM m VLANAS-
SIGNMENT=ENABLEOVLANASSIGNMENTTYPE=PORT
000000000000
ENABLED USER(MMulti-0 000 0O 00O D000 VLANDSupplicant O O
Supplicant 0 VLANO OOOOOOOOOOOOOOOODO0O0O
0000 VLANDSupplicant0O0O0OO VLANOOOOOOOOOO
oo) OO0m VLANASSIGNMENT=ENABLEDI VLANASSIGN-
MENTTYPE=USER O OO O0OO0OO0O0OOO

0 11:

m VLANASSIGNMENT=ENABLEDO VLANASSIGNMENTTYPE=PORT O O O

e Supplicant0 D000 OIOOOOOOOOOODO VLANODADDVLANOOOODmMOOOOO
LANO O 13000000000 VLANOOOOOOoooooooooooooooooooo
e RADIUSOOOODOOOODO VLANOOOOOOOODOOODOOODOODOO VLANDOOOOOO
cooboooooooooooooooooooooon
e RADIUSOOOODOOOODO VLANOOOOOOOODOOODOOODOODOO VLANODOOOO
ooboboooooooooooooobooooobooooooooood
e RADIUSOOOOODO VLANOOOOOOOOOOODOOODOOODOODOO VLANDODOOOO
coobooooboooooooooooooooooon
e J0D0D0D0O0ODOOIUIDODOOOOODODODOOOOODODODDOOOOODOODDODVLANDDO
cobobooooboooooooooooooooooooooooogoooooon
e N0IIOIOIOMOOCCONTROL=UNAUTHORISED OOOOOMM OO CONTROL=AUTHORISED
o00oooooOoooooOo0oooo0ooo0VLANDOODODOOODO
0000000000 VLANOOOOOOOODOoOOooooooooooooo VLANODOOO
VLANOOOOOOODOOoOoOoOOoOo
- 00000 SupplicantD00O0O0OoOooOoO
- 0ooooooooodod
- 0000000000000 0000000O0DISABLEPORTAUTHOOOOO71 00000

= VLANASSIGNMENT=ENABLEJVLANASSIGNMENTTYPE=USERO O OO OO0OOOOOOOOO
O VLANO
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ooooo

e SupplicantD 0000000 OOOSupplicantd 000 VLANDOADDVLANOOOOMOOOO
OLANODO 13000000000 VLANOOOOOOOOOOOOOOOoOOoOOoOooouooooo

e RADIUSOODODOOOOUDDO VLANOODOOOODOOOOOSupplicantOOO VLANOODOO
goooooogoboooobooobbobboobooobo

e RADIUSOODODOOOOUDDO VLANOODOOOOODOOOOOSupplicantOOO0OO VLANODODO
goooobooobobooobooooboobbooboobuoobbuooboo

e RADIUSOODODOOOVLANOODOOOODOOOODOOOOOSupplicantOOO VLANOODOO
gobooobogobooobobooobboobboobuooo

e IDIDDODOODOIDDOOOOODOOOOUOODOOOOOOODOOOSSupplicantOOOO VLAN
gooogobooobooboooobooooooobooobooboobbobbooboobo

e II0IDDODIMIOOCOCONTROL=UNAUTHORISED 00000 MM OO CONTROL=AUTHORISED
O000000000000000000 SupplicantO 0000 VLANOOOOOOOO

O00ooooo VLANOOOOOOOoOoooooooo

00O VLAN

OO0 VLANODOOOOOOOODOOOOODOOOOOO Supplicant0 D000 VLANOOOOO
oo

0000 SupplicantD 0000 VLAN O SET PORTAUTHPORTO OO U090 0000 GUESTVLAN
O00oooo0o0oooo0o0ooo0ooooo0 VLANOOODOOOOoooooo

% 000 VLANOOOOO VLANOOCREATEVLANOOOOMOOOOO LANOD 1600 000 OL20NLY
oo0o0o0o0ooo0ooo0o0o0oO0oo0o0o0 VLANOOOOOoOoOooooooooo

& 0000000000000000000000000 VLANOOOOOoOoOooo

gooobbooon

0000000000000 0000000000000000 Supplicant00O0O0O0O0OO0OOOOO
cooooooooooooogo

= 000
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ooooo

Authenticator
192.168.1.1

P1 P2 P23

HUB1 HUB2

RADIUSO O OO
0192.168.1.110

| Web Supplicant |

| MAC Supplicant | MACO 0 0 0 0 al:b2:c3:d4:e5:f6

| 802.1X Supplicant |

O00O0O0OO0Supplicant00OPLOOO0OOOOO HUBLOOOP200000000 HUB2000000O
000000 o0oo0o0ooo0o0o0o0oooo0o0ooooooOs2iXoooMACOD
O00O0OWebOOOOOOODODOOODODOOODO

s 0000000000 0000000000000d

e NIOOOOOOOOODOOOOOOOOOOOO

e NIOUIDOOOOOOUOSETPORTAUTHPORTOODOOO9 OO OO0 VLANASSIGNMENT-
TYPEOOOOOOODOOOOOOOO

e NIOUIDOOOOODOUOSET PORTAUTHPORTOODOOO9% ODOOOO PORTMOVEREAUTH
0000000 ENABLEDOOOOOOOOO

e SETPORTAUTHPORT O OOOO9% OO0 ODOOVLANASSIGNMENTTYPE=PORTO OO OO
0000000000000 00000000 VLANOOOOOOO VLANOOOOOOO000O
ooo

& 000000000000000 EAPOL-Start 00 O 00O Supplicantd Windows XP SP30 Windows Vista
goboboobO0o0oooooobooboooooooboboboo

gooobboooboo

10000000000000000008021X00/MACOODOO/WebODOODOODDODOOOOO
cooooooooboooooooooooobooooogoa

e NOIOUIOODOODOOUODORADIUSOODIOODOOOODODOOOOOODIDOOOOOOO
oooboooooboooooooooodoo

e MACODODODOO/WebDDDODODDODDODOO 802.1X0 00O Multi-Supplicant0 000000

e 100000DDOOODDOOODDOOOODDOOODODOO

e 802.IX/MACUODOOODODOOUOOOMACOODOODODODODDODODOOEAPOL-Start
00000000000 82iXooooooooo
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ooooo

e 802IX/MACOUOOODDDOODOOOODODOMACOOOOODO HELDOOOOOOO EAP-Request
O SupplicantCo 00000

e 802IX/MACLOOOOO0OD 1000000000 HELDOOOOOOWebODOO 3OOOOOO
00000000 HELDOOOOOOOOOOOOOOOOOOODOODoDOOoOoooooooo3o
O000O0WebOOODO HELDOOOOODOOOMHELDOOO QUIETPERIOD O DO OOOOO
OO0O0OHELDOOO10000000000000000000000000

e 802.1X/WebOOODO ConnectingD 000000000 DOOODODOOODOOOODOOOOOOO
gooooboooobooobooooboobbooboobogbboobpbooboobobo

e 802IX/MACOOOOOD REAUTHPERIOD OO ODOOOOODODOOOOODOOOOOODOOO
O0D0O0OOOHELDOOOOOOOOOOOOOOOOWebOOOOOODOOOOOOOOOOO
goboooboogo

e 802IX/MACOOODDOOODODOOODOOODOOODOOOODOOODDOOOOD HELDOODOO
goooobooooooooo

e 100000IUIOODDO HELD - CONNECTINGOOOOOOODODOOOOOOOO CONNECT-
INGOOOOOSupplicantO O ooOoooono

e 10IDIODDODNOODODIOIODUIDODOODOODOODODODUODODOODDODOODODOOOODOO
0o00doU00dooUoUooUooUo0UooUoooooooo MACOOUOODOODODOOOooooOo
EAPOL-Start 0 000 O0O0O0O0O0OMACOOOOOOOOOOO8021XOODOOOOOOO

m Supplicant0 OO0 o0

e Initialize
000000000000 Disconnected 000000
goooobooobobooobooooboobboooboobogbbobobooobo

e Disconnected
goooobooobobooooooobooobooobooboob bbb boobo
gooooboogo
— EAPOL-Logoff 00O
- WEBODOOOOOOOODODOOOOOO
- AgeoutO o0
O000O00ConnectingdOOO0OO

e Connecting
OO0000O0D00O0OHELDOODOOOODOOOOODOOO0O0DO00O0O0OD0OD0OHELDOOOOOOO
0000000000000 000 AuthenticatingO O oOoOO0O
- MACOOOOOOOOOOOOO
— 802.1X 00 0UEAP-Response 0 00O
- WebOODMOOOOOODODOOOODODOOOODOOODOODOOOOOOOO
ConnectingD 00000000 OOOO SuppAgeout Timer (30000 0) OO OO O Supplicant
gooooboogo

e Authenticating
RADIUSSERVEROOOOOOOOOOOOOOOUOOOOODUODOUOUOOO
0 AuthenticatedO
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ooooo

— RADIUS SERVER O O Access-Accept 000 0O0OOO VLANOOOOOOOOOOOOO
000000000 100000000000
0 AbortingO
- pDogooo
— EAPOL-Start 0 O
— EAPOL-Logoff 0O
- RADIUSSERVEROODOOOOODOO
0 HELDO
— RADIUS SERVER 0O 0O Access-Reject 0 0 O
— RADIUS SERVER O 0O Access-Accept U OO OOOVLANDOOOOOOOOOOOOOOO
0O Access-Accept/0 0000 VLANOOOOOO/Z00O000O VLANO Type O Port Based
O0/Secure0 000000100000 VLANOOODODOO/ZVLANDOOOODOOOOO
e Authenticated
000000000000 0000000 8021XOO/MACOOOOOO Connectingd OO0
O00WebOOO Disconnected D 00000
e Aborting
RADIUSOOODO0OO0O0ODODO0OO0OO0OODODOOOOOOOOOODisconnectedO OO OO0
e Held
00000000 00oo0o000oo000o0oo000Doo00000oHELDOOOODoOOOO
0000000000000 0MO0000000000 ConnectingD 0000000 OOOO
000 HELDOOOOOOOOO
e ForceAuth
gobooobooobobooboboooboboooboooobooo
e ForceUnauth
goooooooobooooboobbobbooo

Authenticator
WebO OO OOO
gOooooIirP 10.0.0.1

P1 P24

HUB RADIUSO O OO
1 192.168.10.130[

Web Supplicant

MAC Supplicant

MACO OO0 al:b2:c3:d4:e5:f6

802.1X Supplicant
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m 00000 (RADIUSOOOO)OD0OODO0O0OOOOOOOOOOOOOOOOO
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ooooo

User-Name User-Password oo
userl passwordl PC1 802.1X SupplicantD O OO0 O0OO/00000
al:b2:c3:d4:e5:f6 al:b2:c3:d4:.e5:f6 PC2 MAC SupplicantD 0Oo0ooo/00000
user3 password3 PC3 WEB Supplicant0 0000 oo/00000
O 12:
m [0
1. RADIUSOUOOOOOO0OODOODO0Oooooooog RADIUSOOOOOOOO0OOOoOoOoOoOoOooO

6.

oooooolPoOOOOOOOOOO

ADD IP INT=VLANl IP=192.168.10.5 MASK=255.255.255.0 4

RADIUSOOOOOOOOOOOIPOOOOOUDPOOOOOOOOOOOOOOOOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

ooooooooooooodgd

ENABLE PORTAUTH

00010 8021X0 000000000 0OOOSET PORTAUTHPORTO D ODOO9% O ODOO
O O PORTAUTH=8021X TYPE=EAUTHENTICATORO O OO OOOOOODO 10 802.1X OO0
Authenticator 000 O00Q0QooOnO

SET PORTAUTH=8021X PORT=1 TYPE=AUTHENTICATOR MODE=MULTI
VLANASSIGNMENTTYPE=USER

00010 MACOOOOOOOOODODOOOOOOSET PORTAUTHPORTO O OOO9 OO
0000PORTAUTH=MACBASED TYPE=AUTHENTICATOROOOOOOOOOODO 10 MAC
000000 Authenticator 0000000000000 O0OO0 OD0O0DO0OOOOOOOOOO
000 o00ooooo0ooo0oo0oooooOoo0oOMACOOOODOOOOMODE=MULTI
VLANASSIGNMENTTYPE=USERO 00O O0OOO

SET PORTAUTH=MACBASED PORT=1 TYPE=AUTHENTICATOR

O0010WebOOOOOOOOOOOOOSET PORTAUTHPORTOOOOO%% OOOOO
0O PORTAUTH=WEBBASED TYPE=AUTHENTICATORO OOOOOOOOODO 10 WebO OO
Authenticator 0000 0Q0QooOonO

SET PORTAUTH=WEBBASED PORT=1 TYPE=AUTHENTICATOR

7. WebOOOOODODOOOOOOIPADDRESS=10.0.01000000 M http://10.0.0100000
oooooogo
SET WEBAUTHSERVER IPADDRESS=10.0.0.1 J
8. WebOOODODOODODOODOOOOO
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ooooo

ENABLE WEBAUTHSERVER o

B .
000000 VLANDO Dynamic VLAN AssignmentD O ORADIUS OO O0O0O0OOOOOOOOOOO
0000000000 VLANOOOOOOoooooooo

0000000 Authenticator OO0 0000000000000 VLANOOOOOOOOODOOOOO
O00O000Authenticator 00O O0O0O0O0O00OIPOOOORADIUSOOOOOODOOOOODOO
000000000 300 VLAND AODOBOOCOOOOOODOOOOORADIUSOOOOOOOOOO
OO0 VLANOROODOOOOOOOOOODUOOOOODODODODODOODODOOODORADIUSOOOOOOOOO
OO0 VLAN-BOOODOODOOOOoOOOOO

00000000 10160 8021XO00O0O0O0O0O0O0O0O0OO0OOOORADIUSOOOCOOOVLANORODO
00000 2000000000000 oooooooooog

& 000000802.1XSupplicant0 000000 CODOOMACOOODDOWebOOOODODODDOOOOO

S WebODOOOWebOOOOOOOODOODODODMOODOOUDOD IPOOOODOODOOODOODDOOO
goooooodoo

& 0000000000000000000000000000 VLANOOOOOOoooo

& 30000000000 VLAND DHCPOUOUODUDOODOOWebOODDOO VLANODDOODDOOO
OUOUOREAUTHPERIOD OO DOOODOOOD WebOODOODODOODOOODDOODOODOODOOOD
00000000 SupplicantD IPO 00000000000 00DOOO0O0OOL20000000 WebDO
000 VLANOOOOOOODDODOOOWebOODOOOOOODOOOODOOO

m [0

Authenticator

VLAN B [VLAN R
P1 P24

802.1X Supplicant RADIUSO O OO
1 192.168.10.130L

oooo
VLAN B

m 00000 (RADIUSOOOO)OD0OOO0OO0OOOOOOOOOOOOOOOOO
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ooooo

User-Name User- Tunnel-Type Tunnel- Tunnel- oo
Password Medium- Private-
Type Group-ID
userl passwordl VLAN (13) IEEE-802 (6) 20 802.1X Supplicant O O

ooooOo/0000o0o
oooooooooogo
VLAN

1. VLANOOOOOOO

CREATE VLAN=A VID=10 J
CREATE VLAN=B VID=20 J
CREATE VLAN=C VID=30 J
CREATE VLAN=R VID=1000

2. RADIUSOOOOOO0OOO0OOO 240 VLANOROOOODOOOOO

ADD VLAN=R PORT=24 J

3. RADIUSOOOOUOOOOOOOOOODOO0OOO0OORADIUSOOOOOOOOOOOOODOOOO
oooooolPoOOOOOOOOOO

ADD IP INT=VLAN-R IP=192.168.10.5 MASK=255.255.255.0 J

4. RADIUSOOOOOOOOOOOIPOOOOOUDPOOODOOOODOOOOOOOOOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. DO0O0OO00ooooooooooo

ENABLE PORTAUTH

6. 00010160 8021XOOO0OOUOOOOOOOOOSETPORTAUTHPORTOOOOO9%OOOO
0 0 PORTAUTH=8021X TYPE=AUTHENTICATORO 0O OOOOOOO0O0O 10 802.1X0O0O O
Authenticator 000000000 OO0 VLANASSIGNMENT=ENABLEDD 00O OO0O0OO
00000 VLANOOOOODOoOO

SET PORTAUTH=8021X PORT=1-16 TYPE=AUTHENTICATOR
VLANASSIGNMENT=ENABLED

& RADIUSOUOOODOOO0O0DCDOOCOOAuthenticator00 00000000 0ODOOSET PORTAUTH
PORTOOODOO9%OOOOO TYPE/ZROLEDDOOODO NONEOODOOOODOO
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ooooo

S WebODOOOWebOODDOOOOODODUOODDmMOOUDOODD IPOOODOOOODOOOOD
ooooooooogoo

OO0 VLANDOOOO

000 VLANDOOOOOOODOOOOOOOOO0O0O00O0 SupplicantD 0000 VLANOOOOOOOO
0000000000000 00000000 802.1X SupplicantOOVLAN-BOOODOOOOOO
O0O00OO0OO0O0OO0OOVLAN-AOODOOOOODOO

& 0000000000000000000000000 VLANOOOOOoooo

m [0

Authenticator
VLAN B VLAN A
0O 00VLAN
P1 P2 P3 P24

RADIUSO O OO
1 192.168.10.130[

802.1X Supplicant3

good
VLAN A

802.1X Supplicant2

ooo
VLAN B

802.1X Supplicantl

ooo
VLAN B

m 00000 (RADIUSOOOO)OD0OODO0O0OOOOOOOOOOOOOOOOO

User-Name User- Tunnel-Type Tunnel- Tunnel- OO
Password Medium-Type  Private-
Group-
ID
userl passwordl VLAN (13) IEEE-802 (6) 10 802.1X Supplicantl O O
Ooooo/00000
user2 password2 VLAN (13) IEEE-802 (6) 10 802.1X Supplicant2 0O O
Ooooo/00000
user3 password3 VLAN (13) IEEE-802 (6) 10 802.1X Supplicant3 0O O

ooooo/00000
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ooooo

1. VLANOOOOOODO
CREATE VLAN=A VID=10

2. 00O0OVLANOOOOOOOOOOOOOOOOODOODOOL20ONLYDOODOOODOODOOoooo
CREATE VLAN=B VID=20 L2ONLY .

3. RADIUSOOOOOO0OOO0OOO 240 VLANDAOODOODOOOOO

ADD VLAN=A PORT=24 J

4. RADIUSOOUOOOOOOOOOOOOOOOOORADIUSOOOOOOOOODOOOOOOOO
oooooolPoOOOOOOOOOO

ADD IP INT=VLAN-A IP=192.168.10.5 MASK=255.255.255.0 J

5. RADIUSOOOOODOOOOoOOIPOOOODOUDPOOOOOOODOOOOOOOOOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

6. JO0O0OO0OOOOoOOooOoOo

ENABLE PORTAUTH

7. 000 10160 802X 00 O0O0OUOOO0OOOOOSET PORTAUTHPORTO OO OO%% O OOO
0 O PORTAUTH=8021X TYPE=AUTHENTICATORO 0000000000 10 802.1X 000
Authenticator 000000000
OGUESTVLAN=200 0 00 00mMO0 VLANOWLAN-BO OO OO O 000 VLANASSIGNMENTTYPE=USER
0000000000000 SupplicantD D OOVLANOOOOOOOOOmMOOOOOOOO
000 VLANDO

SET PORTAUTH=8021X PORT=1-16 TYPE=AUTHENTICATOR MODE=MULTI
VLANASSIGNMENTTYPE=USER GUESTVLAN=20

& Multi-supplicant 00 00 000 VLANO ODOOO DO M VLANASSIGNMENTTYPE=USERO O
ooooooooogoo

ooOoOoOoOoIiPOOODOOODOOOODOOO

Web Supplicant0 DHCP O IPOOO00O0OOOOOOOOOOO Web SupplicantO IPOOO0OOO
O000000OWebOOOODOOOOODODOOODODOOODODOOOOOOIPOOOOOOWebOODOOOO
O00000000000000000 DHCPOOOOOOOOOOOOO Web SupplicantO IPOOOO
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ooooo

0000 (LeaseTime200)0 00000 OOOO

0000 Authenticator 0D O OO0 OO0 IPOO0O0O0O0OOOOOWebOOOOOOOOOOOOOO
gooo

00000 IPOOO00OO0OUOOOUOOODUOODHCPOOOOOOOOOOOOO

Web SupplicantO OO0 IPO0OO0OO0OOO0OO0OOODHCPOOOOOOOOOODOOOOOO
O00000000OWebSupplicantOOODHCPOOOOOO OOOOOO IPOOO VLAN-BOOOOOO
OIPOOOO (192.168.20.24x) 000 0000000000000 0O WebO OO OOOOO http://10.0.0.10
goooobooooooooo

Web Supplicantl 00 000000000000 :WebUserAO /000 00O O :WebPasswordAO 0O 0O
000000000000 0Web Supplicantl 00 VLAN-AVID=10) 000000000000

Web Supplicantl 0000000000000 DHCPOOUOUOOOOVLAN-AOOOOOOO IPOOO
0 (192.168.10.24x) 0000000000 OO

m [0
Authenticator

WebOOOOOO
ooooolir10.00.1

VLAN B |VLAN A

P1 P24
RADIUSO O OO
HUB 1 192.168.10.130[]
PC1 PCc2

Web Supplicantl | | Web Supplicant2

gooa ogo
IP 192.168.10.24x |P 192.168.20.24x
VLAN B VLAN A

gobooogwrooon

m 00000 (RADIUSOOOO)OD0OODO0O0OOOOOOOOOOOOOOOOO

User-Name User- Tunnel-Type Tunnel- Tunnel- OO

Password Medium- Private-
Type Group-
ID

WebUserA  Web- VLAN (13) IEEE-802 10 PC1 Web Supplicantl 0 0 OO
Password- (6) ooo/00000000000
A OO0ooooo VLAN

WebUserB  Web- VLAN (13) IEEE-802 10 PC2 Web Supplicant2 0 0 OO
Password- (6) ooo/00000000000
B Oo0ooooo VLAN
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ooooo

O00DOO0O0OPAPOODOOODODO
m [0
1. VLANOOODOOOO

CREATE VLAN=A VID=10 J
CREATE VLAN=B VID=20 J

2. VLANOOOOOOOoOOoOoooo

ADD VLAN=A PORT=24 J
ADD VLAN=B PORT=1-23

3. VLANO IPOOOOOOOOOOOO

ADD IP INT=VLAN-A IP=192.168.10.5 MASK=255.255.255.0 J
ADD IP INT=VLAN-B IP=192.168.20.5 MASK=255.255.255.0 J

4. RADIUSOOOOOOOOOOOIPOOOOOUDPOOODOOOODOOOOOOOOOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. DO0O0OO00ooooooooooo

ENABLE PORTAUTH

6. D00 10WebOOOODODDODOOOOOOOSET PORTAUTHPORTOD OO DODO9%OOOOO
0 PORTAUTH=WEBBASED TYPE=AUTHENTICATORO OO OO0O0O0OO0O0OO 10 WebO OO
Authenticator 00 00000000000 DO0OOOOOOOOO VLANOOOOOOOODOOO
000 VLANOOOOOOOO

SET PORTAUTH=WEBBASED PORT=1 TYPE=AUTHENTICATOR MODE=MULTI
VLANASSIGNMENTTYPE=USER

7. WebOOOOOOOOOOOOO IPADDRESS=10.0.0.10 0000 OO D http://10.0.0.10 0 O
000000000 MmMPINGPOLL=ENABLED REAUTHREFRESH=ENABLEDO 0 0O O0O0O0O
PingDOOOOOOOOOODOOOSupplicant Authenticator0 OO0 PingOD O OO OO0 oOO
0000000000000 0mTEMPORARYIP=ENABLEDO DO OOoOooooooooQ P
gooooboogoboooooo

SET WEBAUTHSERVER IPADDRESS=10.0.0.1 PINGPOLL=ENABLED
REAUTHREFRESH=ENABLED TEMPORARYIP=ENABLED
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ooooo

8. WebDOOODODOODODOODOOOOO

ENABLE WEBAUTHSERVER o

9. bHCPUOOOOODOODOOODO

ENABLE DHCP

10, DHCPOOUOOUOOOOOOOOOOOOOUOOD VLAN-AO IPOOOOOOOOOOOOOO

CREATE DHCP POLICY=mypolicyl LEASE=7200 .
ADD DHCP POLICY=mypolicyl SUBNET=255.255.255.0 ROUTER=192.168.10.5 .
CREATE DHCP RANGE=myipl POLICY=mypolicyl IP=192.168.10.240

NUMBER=10 .J

11. DHCPOUOUOUOOUOOOVLAN-BO IPOOOOOOOOOOOOOOOOOOOOOOOO
oo IPOD0OOOOODODOOOODODOOO

CREATE DHCP POLICY=mypolicy2 LEASE=7200 .
ADD DHCP POLICY=mypolicy2 SUBNET=255.255.255.0 ROUTER=192.168.20.5 .
CREATE DHCP RANGE=myip2 POLICY=mypolicy2 IP=192.168.20.240

NUMBER=10 .

& 0000 IPO0O0OCOOODOOOOOY720000000000000000000IPOOOOOODOOO
00 200000000000007200000000000000000

& PingODOO0OO0O0O0OOWebOOODOOODOO VLANODOOOODOOODOODOOOD DHCPOOOD
ooooooooooooon

goobobooobobbooobbbood

0000 Supplicant 0000000000000 0O0DOO0OOOHTTPOOODOOOOODOOOOOO
WebOOOOODOOOOO OOOSupplicant0 0000000000 DHCPOOOOODODOOOOOOO
Supplicant0 000000000000 DOOOOOOOOOO

& 0000000000 Supplicant0 000000000000 OOO0OOO0OOOOOO0OOOOOOOOOOO
Supplicant 00 OO0 000000000 AuthenticatorO IPODOO0OO0OO0OOOO

& Supplicant0 0 0000000000000 COO0OOD HTTPOOODOOOOODOOODOOOOODDOO
Supplicant 0000 0000000000000 0O0O0O0300000000000

1. WPADUO Web Proxy Auto DiscoveryD OO0 00O
O000o0o0o00doo IPOODOOO/0000000000000O000O0O000O0COO0OOOOOO
gooooboogoboooboobbobboo
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ooooo

000000 DHCPINFORM OO OO0 OO OPAC(Proxy Auto Configuration) 0 000000
gooooobooooboooobooobboobboobooobo

gooooo

e SET WEBAUTHSERVER HTTPREDIRECT=ENABLE

e SET WEBAUTHSERVER SESSIONKEEP=ENABLE

e SET WEBAUTHSERVER PROXYSERVER={ 00O 0O0OO0OOOOIPODOOO }

e SET WEBAUTHSERVER PROXYPORT ={ 0000000000 DODOO }

e DHCPOUOUODOUODDODO

Supplicant 0 OO

Microsoft Internet Explorer DO O [0 0000000000000 0O0O0O0OO0OOOO

% Internet Explorer 00 00 O SupplicantD PACOOOUOO0OOOOUOOOOOOOOOOOOOOOO
JO000OHTTPOODDOOOOOOODODO

& 000000 WebOOOODODOODOOOPACOOODOOOOOOOODDO

2. PAC (Proxy Auto Configuration) 00000000000 O
g00o0o0ooooooooooUoOPACOOOOOOOOOOOOODODOOOOOUOOOoOoOO
gooogooo
gooogoo

e SET WEBAUTHSERVER HTTPREDIRECT=ENABLE

e SET WEBAUTHSERVER SESSIONKEEP=ENABLE

e SET WEBAUTHSERVER PROXYSERVER={ 0000000000 IPODOOO }

e SET WEBAUTHSERVER PROXYPORT={ 0000000000 DODOO }

e DHCPOUOUODDOUODDODO

Supplicant 0 OO

http://{PACOO00000000ODOOOODO URLI/{PACODOOODO }O0ODOOOODO

0 (O) http://192.168.2.2/proxy.pac

Microsoft Internet Explorer 00 O [0 000000000000 O]J0O00OPACOOOOOOOOO
goood

% InternetExplorer 0 [D 00000000 DOO00O0DO]DO0000DOO0 0DO0O0ODOOPACOOOOD
00000000000 SupplicantD PACOOODO0OOOOODODOODOODODOOOOOOOOD
HTTPOODOOOOOOOOOOO

& 000000 WebOOOODODOODODOOOPACOOODOOOOOOOODDO

3. Jooooooooooooooon
O000o0o0oooo IPO0OO0O0OOO0OOOOOOOOODOOOOOO
gooooo
e SET WEBAUTHSERVER HTTPREDIRECT=ENABLE
e SET WEBAUTHSERVER SESSIONKEEP=ENABLE
e SET WEBAUTHSERVER PROXYPORT={ 0000000000 DODOO }
Supplicant 0 OO
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ooooo

Microsoft Internet Explorer DO O [LANOOOOOOOOOOOOOO]OO0O0O0OOOO0OOOO
goooobooooboooboooooo

% InternetExplorer0 0 0000000000000 [DO]0WebOOODOOOO IPOOOOOOOD
0000000000 OWebOOOODODOOOOOOOODOO

m PAC(Proxy Auto Configuration) 0 0 OO0 Q00O

PACOOODODDODOOOOO WebOOOOOOOO IPOOODOOODIRECTOOOOOOOODOOOO
ooo

O0O0OO0OPACOOOOUOOOODO

e 10.0.0.10192.168.1.10192.168.3.10192.1684.1 000 0000000000000 0OO00O0OOOO
ooooooooon

e 0IOOOOODOOODOODODO192168111000000000000000000O0OODOOO
oooood

function FindProxyForURL (url,host) J
{4

if (isPlainHostName (host) J
||shExpMatch (host,"10.0.0.1")

||shExpMatch (host, "192.168.1.1")
||shExpMatch (host, "192.168.2.1")
||shExpMatch (host, "192.168.3.1")
||shExpMatch (host, "192.168.4.1")

)

{4

return "DIRECT";

bod

return "PROXY 192.168.1.11:8080;DIRECT";
od

s JO0ooooo

e Supplicantd0 WPADO OO OOOO

e IDDWebDOOOOODDDDOOOOO http://www.allied-telesis.co.jp/00000Web OO OO
gooo

e IDDOOODDDOWebDOOOOODOOOODOOOOO

e Supplicant0 D000 ODOO0OO DHCPOOOOUODOOOOOOOOOOO DHCPOOODODOO
IPOOO0OOOOOODOOOOOOO

Supplicant 0 OO

e Supplicantd0 Web OO O OOOOWPADOOOOOOOO
e IODODONttp://710.00100000000000000000O0000O0DOOOOOO
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ooooo

ooooooooon

e WPADPCOOOUOPACOOUDOOO proxypac U0 00O 0OOODOOODOODOOOOOOOOO
proxypac0 0000000 SupplicantOD 0O O0oooOnO

e DHCPOOOUOODOOption2520 00 OWPADPCOO proxypac000000 URLOODOOO
goooooogooo

e JO00DODDOUODUUDUDDOUGOUDDULDUILIODOILIOOOO

m 0
| | |
VLAN1 . VLAN2Z .,  VLAN3 ., VLAN4
192.168.1.1 | 19216821 ! 19216831 ' 1921684.1
1 1 1
P13 O P:}.Q 0 P%S . P2 . . P|1
1 1 1
RADIUSO 000 WebO OOO Supplicant
000000000 192.168.2.2 192.168.4.x
192.168.1.11
WPAD PC
192.168.1.181
DHCPO OO [
DNSO 000
192.168.1.10
m 000

1. 0000000000 RADIUSOOOOOOOOOOO

ADD RADIUS SERVER=192.168.1.11 ORDER=1 SECRET=test

2. VLANOOOOOOO
0000 VLANVAOOOOOOOOOODOO0OO VLANOO VLANVIOOOOO0OOO

CREATE VLAN=v2 VID=2 UNTAGGEDPORT=2
CREATE VLAN=v3 VID=3 UNTAGGEDPORT=3
CREATE VLAN=v4 VID=4 UNTAGGEDPORT=1

3. 0010 WebOOOOOOOOOO

SET PORTAUTH=WEBBASED PORT=1 TYPE=AUTHENTICATOR MODE=MULTI

4, JooOoOooooooooo

ENABLE PORTAUTH
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ooooo

5. WebOOOOQOOOOOOOODO

e OTEMPORARYIP=ENABLEDO 00000 DOO0OO0ODOO Supplicant0 000000 DHCP
oooooooooooo IPODOOOODOOOOOO

e [ PROXYSERVER="192.168.1.11” PROXYPORT=80800 0 000 00O 0O O0O Supplicant
00000000000000000 MM http://192.168.1.11:808000 00 PACOODOOO
ooooo

e OHTTPREDIRECT=enabled0 OO0 0OO0D0ODOOOWebODOODOOOOOOOOWebO
ooooooooooooood

e [ISESSIONKEEP=enabledD 000D ODO0OO0ODOO0O0OOOOOOWebOOODOOOOOO
ooo

e ORENEWALTIME=S8D D OOO0O0DO0O0OO0O0ODOOWebhOOODOOOOODOODODOODOOOO
oooo

SET WEBAUTHSERVER IPADDRESS=10.0.0.1 PROXYSERVER="192.168.1.11"
PROXYPORT=8080 HTTPREDIRECT=enabled SESSIONKEEP=enabled
TEMPORARYIP=enabled RENEWALTIME=8 .

6. WebOOOODOOOOODOOOOO

ENABLE WEBAUTHSERVER o

7. VLANOOOOOOOOOo IPOOOODOOOOOO

ADD IP INTERFACE=vlanl IPADDRESS=192.168.1.1 MASK=255.255.255.0
ADD IP INTERFACE=vlan2 IPADDRESS=192.168.2.1 MASK=255.255.255.0
ADD IP INTERFACE=vlan3 IPADDRESS=192.168.3.1 MASK=255.255.255.0
ADD IP INTERFACE=vlan4 IPADDRESS=192.168.4.1 MASK=255.255.255.0

8. DHCP/BOOTPOUIOOOOOOOOOOO
DHCP/BOOTPO OO OODOOODODOOOSupplicantD OO0O0O0OO VLANDO VLANvV3OO
000000 o0O0DbHCPOOOOOO IPOOODOOODODOOOOODOODOOO

ENABLE BOOTP RELAY INTERFACE=vlan3

9. DHCP/BOOTPOOOOOODOO IPODOOOODODOOOODO

ADD BOOTP RELAY=192.168.1.10 INTERFACE=vlan3 .

10. DHCPOUOOOOODOOOIPOOOOOOODOODODO
0000 VLANvVAO SupplicantD IPO 00000000 OOOOOOOO
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ooooo

CREATE DHCP POLICY="poli4" LEASE=60 .

ADD DHCP POLICY="poli4" SUBNETMASK=255.255.255.0 J
ADD DHCP POLICY="poli4" ROUTER=192.168.4.1 .

ADD DHCP POLICY="poli4" DNSSERVER=192.168.4.1 .
ADD DHCP POLICY="poli4" DOMAINNAME=test.com

11. SupplicantOOO0O0 IPOOOOO0OOODHCPOOOOODODOOOOO

CREATE DHCP RANGE="ran3" POLICY="poli4" IP=192.168.4.201 NUMBER=10 .

12 DHCPOOOOOOOODOOOO

ENABLE DHCP

13. DNSOOOOOOOODNSOODOOO IPOOOOOOOOOOO
000000000 OSupplicant00 WebOOOOODOOOODNSOOOOOODODOOOOO

ADD IP DNS PRIMARY=192.168.1.10 J

14, DNSOOOOOOOOOOOOO

ENABLE IP DNSRELAY

& 000000000000 VLAND VLANDOOOOOSupplicant0 00O DHCPODOOO (DHCPOO OO
00)00000000ORenewalTimed 800000000 0RenewalTimeD 80 000000000000
gooooooooooooooooooooooooooooooooogoon

WebOOOOOOO

O00O0OWebOOOOOOOSupplicantOO WebOOOODOODOOOOODOO/0000000000OO
000000000000000CGSETWEBAUTHSERVERO OO 11300000 HEADER/SUBHEADERTOP/SUBHEA
oooooooooooooon

0000000000000 0URLOOOOOOOOSET WEBAUTHSERVERO OO ODO11300000
REDIRECTURLOOOOOOOOOOOOO
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ooooo

oooooooooooboooooooooooogo

000000 VLANDO OO SETPORTAUTHPORTO OO OO 9600000 VLANASSIGNMENT

0000000 ENABLEDO O OO
e PVIDOOOODDO VLANDO ODOD VLANOOODODOOOOODO

2 Wish A futhentication Gateway — Microzoft Internet Explarer

| TME REE FTW BRCADE v-lD AT

QR -0 W& G| Pes Semcm @ raE0E 3
| PELAD) [&] htt://10001 /indexchtml

Web Access Authentication Gateway

User Authentication

Authenticating
Server Based User Authentication in progress. This might take a while
depending on server availability. This page will be updated within 20 seconds.
In case the authenticated page is not appeared, please reload the page

manually.

AR Allied Telesis
Copyright@2008 Allied Telesis Holdines K.E. &ll Rights Reserved

ol L

& R-TRTENELE BERRN IR

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
oopo20000000000000000O00O00O000000O0O000DO0O0DO0OO0OO0OO0OO0OO

cooooooooooooooooooooboooo

000000 VLANO OO SETPORTAUTHPORTO OO OO 9600000 VLANASSIGNMENT
0000000 DISABLEDOD OO 00O VLANOOOOODOOSET PORTAUTHPORTO O OO

09% 00000 GUESTVLANOOOODOOO NONEO OO
000000 VLANDO OO SETPORTAUTHPORTO OO OO 9600000 VLANASSIGNMENT

0000000 DISABLEDO OO PVIDOOOO VLANOOOOOOOO
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ooooo

a Wigh Access Authentication Gateway — Microsoft Internet Explorer

TAME REE FTW BRCONE YLD ALTH Uz =

O 0 1@ wlPes Tiescn @ rs B L E 3

J
|
J

FELAD [E) http//1000 1 findexhtm
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Web Access Authentication Gateway

User Authentication
Authenticating
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ooooo

R Web Access Authentication Gateway — Microzoft Internet Explorer
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[OF5-0 "R ia GPus Semcw & (550K 3
| PELAD! &) ntte/10001 Findexhtml

Allied—Telesis

Web Access Authentication Gateway

User Authentication
Authenticated.

AR Allied Telesis
Copyright@2008 Allied Telesis Holdines K.E. &ll Rights Reserved

] A-iETEnELE HEREREEEED /

oooooogo

oooo

ooooooooooooooooooa

54 | CentreCOM 9424T/SP-EC00D0O0OOOOODO 2.5 gooogo

613-000699 Rev.E



ooooo

Authentication G il oft Ihternet Explorer
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Allied=Te

Web Access Authentication Gateway

User Authentication

User name
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lecco s |

Login Failed! Could not authenticate. Please check Username & Password.
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Login Failed! Please check the supplied User O000o0oo00oOoOooMACOOOOOOO
Name & Password.

Login Failed! Maximum sessions active. Please 000000000 O00000O0
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Server. goboooobooboooboobobbooobon
OORADIUSOOOOOOOOOOOOOO
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ooooo

Login Failed! Could not authenticate. Please RADIUSOOOOOOODOOOOOO
check Username & Password.

Login Failed! Could not start authentication. Held/LockoutO OO OO0
Please try later.
Login Failed! Could not authenticate. 00 SupplicantD 0000000000000

ooooooooooooon

oooo
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ooooo

& 0000000000000D00000D000000000DD0 SupplicantDO00OWebOOOOODDOOOO
goooooooodgo

& 000000003000000000000000000D00000 VLANO DHCPOOOOOOOOO
WebOOOOO VLANODOOOOOODOOOODOOOODOOOWebOODOOOOOOODODOOOODO
OD000000OoOOdSupplicantD IPOODDDOO0O0O0OO0OOOODDODOOOOOOOOOD 20000000
O000000000OWebDOOOOO VLANOOOOOODODOOODOWebOOODODODOOOOOOOODO

& 00000000 30000000D0000D000000000 VLANO DHCPOODOOOOOOOWebO
O0000VLANOODOODODOOOODDOOREAUTHPERIODD Supplicant0 D0 00ooooooooooo
WebOODDOODODOODOOODODOOOOODODDOOD 200000000000000000WebD
0000 VLANOOOOOODODOOOOWebODOOOOOOOODOOOO

gooobobooon

O000o00o0o0ooo0o0o0oU0oOooOoooORrRADIUSOOOOOOOOODOODOOOOOOOO
oooo

& O00000O0000000O0O000000O0O0C0O00000O0O0O0O0O0O0O0O0O0COOO0OO0O000O0

e 8021X0O0O0O0OODOODOUOODDOODOOOODOOOODOODOOOOO

ooo ogno ERN

User-Name O0000 0000000000000 userl”, "userB”0O

User-Password O O0O0O0O0O OEAP-MD5OPEAP(EAP-MSCHAPV2)OTTLSO OO OOOO
000000000000 00”dbf8a%hve”, "himi2uDad4o” M
EAP-TLSOOO0OO0OOOCOOOOOOOOOOOOOOOOOO
gooogoo

0 17:
00 0000EAP-MD50 PEAP(EAP-MSCHAPV2)O TLSO TTLSO OO OO0 O

& 0000000 EAP-TLSOODOOOUOORADIUSOOO0OO0OOOO0OOODOOOOOOOODOOOOO
oo0oO0oo0o0o00O0o0000o00O0000000O0000000O0000o00o0o0n0 EAP-PEAPO
EAP-TTLSOOO0OUOOORADIUSOOOO0O0OOODOOODOOOOOO0OOOOOOOOOODOOOOO
00000000000 0o00oooDoO0ORADIUSOOOOOOD SupplicantOosSOooooooo
ooooooooooooooooooo

e MACOUOODODOOODOODOOUDOODOOODODOOODOODOODDOODOODOOO

ooo ogno ERN

User-Name MACOOOO OOO0OO0OO0OO0OO0 MACOOOOOODOO™00-00-f4-11-22-33 0
a0f0od0ooooooooo

User-Password MACOOOO 0000000 MACOOOOOUser-NameOOOOOO
goooo

gooooo CentreCOM 9424T/SP-E00DOCOOODOOOO 25 |57
613-000699 Rev.E



ooooo

0 18:

O0O0O00OO0OPAPODOOOOOO
e WebODOOODOODOOODOODOOODOODOOOOOOODOOOOODOOODO

ooo ooo oo

User-Name ooooad oooooooooooa

User-Password ooooad 0000o00oo00oooooooooooooa
0 19:

O0O0O0OO0OPAPODOOOOOO
e JIOUIOODVLANODDOOODOOOOOODOODOODOODODOOODO 3000000000 00O00O

ooo ooo od

Tunnel-Type VLAN (13) oo0oooooooooooooo

Tunnel-Medium-Type IEEE-802 (6) oo0oooooooooooooo

Tunnel-Private-Group-ID VLAN O O VLAN 000000000000 O0O0O00O0
1D O000D000o0og VLANDOODOO

VLAN IDO O O "sales”, 100

0 20:

& 0000000 VLANOOOOOOOOOoOOooooo
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RRP Snooping

RRP Snooping

RRP SnoopingT Router Redundancy Protocol Shoopingd O O ESRP/VRRP O OO OOOOOOOOO
goooooboooooboooboboooboobbobboobogoobo

0000 RRPSnooping0 0000000000 OOODDOOOOOOOOOOODOOOOO HelloOOO
OCOVRRPODODODOOODOOOODODOOODODOOO VLANOOOOODOODOODOOOODODOODOOOOoOoooo
gooooooooobooooboooboobbobbooboobDboobDbooobboobbobbooo
0000 VLANOOO MACOOOOOOOOUOUOUOOOooooooooooouoooooooooo
00000000000 O0O000OESRP/VRRPOOOODOOODODOODODOOODODOOODOOOOOODOOO
gooobooooboogoobooobooooo

POOO
0o0oo
ESRP/VRRPO OO OO
ogooooo
I I |
O0o0O0OA goooB
VLAN Sales
00O00O0oooooo
goodgg
oooo oooo
I |
e
I I |
O0DOOA VLAN Sales U O U UB

MACOOOOOOO0OO0O0O0O0O00000
goooooOoOoOOOOOO0OO0OO

OODOOODOOVLANSalesO0 OOOODOODOOOESRPOOODOOOD2000000000000000
RRP Snooping0 00000000000 O0OOOOOOO

20000000000 ESRPHelloOOODOOODOODOOOOODOO MACOOOODOOODOODOOODO
00000000000000000000000000000 VLANSalessODOOOOOOOODOOOO
coooooooboooooooooooooobooooooooooooobooboooooooboooon
cooooooooooooooooooooboooo

0000000000000 000 ESRPHelloOOODODOOODOODOOODOODOOOOODOOOOOO
ooo0oo MACOOOOOOOOODOOOOOOOOOOOOOOOOOO0OOoOOoOooooooooo
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RRP Snooping

00000000000 400000000000000000000

00000 VRRPO Virtual Router Redundant ProtocolD 0000000000
000000000000 HelloOODOOOVRRPOOOODODOODODOODODOOODOOOO MACOOO
goooooogooo

e 00:€0:2b:00:00:800 9F
e 00:a0:d2:eb:ff:80
e 00:00:5e:00:01:000 FF

00000 100VLANDOOOOOOOOODOOOOOO VLANOOOO RRP Snooping0D 0000
oooooogo

m RRP Snooping0 0000000 OENABLERRPSNOOPING O OO OD80O00D0ODODOOOO

ENABLE RRPSNOOPING

m RRP Snooping0 0000000 ODISABLERRPSNOOPING O OOOO720000000000

DISABLE RRPSNOOPING

m RRP Snooping0 00000000000 OOSHOWRRPSNOOPINGODOOODD1460000000
oo

SHOW RRPSNOOPING

RRP Snooping0 0 0000000000000 OOO0OO0OODOOO0OODOOOOOOOOOOOOOO
oooooooooooboogd

& RRPSnooping000000000000DOO000O0DDOO0OOCOO0OO0DDOOOOOOODODOOOOD
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gooooo
RESET SWITCH . . . . . . e 86
SET SWITCH INFILTERING . . . . . . . . e e 101
SET SWITCH MULTICASTMODE . . . . . . . . e 103
SHOW SWITCH . . . . . 147
SHOW SWITCH COUNTER . . . . . . . e 149
gogd
ACTIVATE SWITCH PORT AUTONEGOTIATE . . . ... .. .. . . . 63
ADD SWITCHTRUNK . . . . e 64
CREATESWITCH TRUNK . . . . . . e 65
DELETESWITCH TRUNK . . . . .. e 67
DESTROY SWITCH TRUNK . . . . . . e 68
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DISABLE SWITCH PORT FLOW . . . . . . . . e 74
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ENABLE SWITCH PORT . . . . . e e 81
ENABLE SWITCH PORT FLOW . . . . . . . . e 82
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RESET SWITCH PORT . . . . . . e e e e e e e 87
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EPSR Snooping
DISABLE EPSRSNOOPING . . . . . . . e e e e 69
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ENABLE EPSRSNOOPING . . . . . . . . e 77

SHOW EPSRSNOOPING . . . . . . e s 116
ooooo
DISABLE PORTACCESS . . . . . . . e e e 70
DISABLE PORTAUTH . . . . . . e 71
DISABLE WEBAUTHSERVER . . . . . . . . . 76
ENABLE PORTACCESS . . . . . . e 78
ENABLE PORTAUTH . . . . . e e 79
ENABLE WEBAUTHSERVER . . . . . . . . . e 84
SET PORTACCESS AUTHMETHOD . . . . . . . . ... e 89
SET PORTACCESSPORT . . . . . 90
SET PORTAUTH AUTHMETHOD . . . . . . . . . . e 95
SETPORTAUTH PORT . . . . . . e e 96
SET WEBAUTHSERVER . . . . . . . 113
SHOW PORTACCESS . . . . . e 117
SHOW PORTACCESS PORT . . . . . . . e e 125
SHOW PORTAUTH . . . . e e 131
SHOW PORTAUTH PORT . . . . . . . e e e 139
SHOW WEBAUTHSERVER . . . . . . . 168

RRP Snooping

DISABLE RRPSNOOPING . . . . . . . e 72
ENABLE RRPSNOOPING . . . . . . s 80
SHOW RRPSNOOPING . . . . . e e 146
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ACTIVATE SWITCH PORT AUTONEGOTIATE

ACTIVATE SWITCH PORT AUTONEGOTIATE

00o0ooO0ooooooo /000

ACTIVATE SWITCH PORT={port-Ilist|ALL} AUTONEGOTIATE

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

00000o0o00o0o0oo00oo0ooooooooo0oo0oooooooooooooo/00ooo
0000000000000 00000SETSWITCHPORTOOOOO RENEGOTIATIONOOOOOO
OAUTOOOOOOOOOOO

goooog

PORT 0O0OO0OO0OO0OOOOOOODOODOODOOOOOSETSWITCHPORTOOOOO SPEEDOOOO
0000 AUTONEGOTIATED O OOO0OOOO0OOOOOOOOOO

g
m000600000000000000OO0OO

ACTIVATE SWITCH PORT=6 AUTONEGOTIATE

goooogn

0000000000000 0000000000000AUTONEGOTIATEDOODOOOODOODOOOO
ooooo

goooog

SET SWITCHPORTO 104000 O
SHOW SWITCH PORTO 1520 000
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ADD SWITCH TRUNK

ADD SWITCH TRUNK

00o0ooO0ooooooo /000

ADD SWITCH TRUNK=trunk PORT=port-list

trunk: J0000000CO0101600000000000000D0O0O0ODOOOOD
port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOODD

g0

oooooooobooobooooboobooon
goooog

TRUNK 0000000000

PORT 0O0O0O0O0O0OOOOOOOOOOOOOOOOOOOOOS8O0OOOOOOOOOOOOOOO
0000o0oooooo0o000oooo000oooo0O000oDoo0 VLANDDOOOOooo
ooooo

g
0000000 0uplinkOOOOO 104000000

ADD SWITCH TRUNK=uplink PORT=1-4

goooog

CREATE SWITCH TRUNKDO 650000
DELETE SWITCH TRUNKDO 670000
DESTROY SWITCH TRUNKO 68 00 OO
SET SWITCH TRUNKO 1120000
SHOW SWITCH TRUNKDO 166 0 O O O
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CREATE SWITCH TRUNK

CREATE SWITCH TRUNK

00o0ooO0ooooooo /000

CREATE SWITCH TRUNK=trunk PORT=port-list [SELECT={MACSRC|MACDEST|MACBOTH|
IPSRC|IPDEST|IPBOTH}]

trunk: J0000000COO0101600000000000000D0O0O0ODOOOOD
port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

00

oooooo0ooooooooenUiOoObOOOOOOO
goooog

TRUNK 0000000000

PORT 0O0OO0O0OO0OO0OOOOODOOODOOOOOOOOOOOOOOOOSOOOOOOOOOOOO
0000oO0ooooooo0o0o0ooooo0o0ooooo0o0ooooooo0o0 VLANDOOOOODO
ooooogoooon

SELECT 0000000 O00O0O0O0O0O00O0OO0O00OO0O0O00000000000000000000
O0000O0OMACSRCIO OO MACOOOOMMMACDESTD OO MACOOOOMMACBOTH
Ooooooo MACOOOOMmMIPSRCOOO IPOOOOMMIIPDESTOOO IPOODOOMMIPBOTH
OooOoooIPOOOOUOOOOOOOOOOOOOO MACBOTHO

g
m 00 1-50000000000uplinkiCDO00O0OO

CREATE SWITCH TRUNK=uplink port=1-5

goooogn

ooooooooooobooooooboooooooooooooboooooooooooobooon
ooooooooo Ibooooool1000ooooooooo

OSELECTOOOOOOO MACOOOOODOOOOOMACSRCOMACDESTO MACBOTHOOOOO
pobooooooboooboooobooboooooooobooooooooon

goooog

ADD SWITCH TRUNKO 64 000 O

gooooo CentreCOM 9424T/SP-EC 0 000ODOOOO 25 | 65
613-000699 Rev.E



DELETE SWITCH TRUNKO 670000
DESTROY SWITCH TRUNKO 6800 0O
SET SWITCH TRUNKO 1120000
SHOW SWITCH TRUNKD 166 0 0 O O
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DELETE SWITCH TRUNK

DELETE SWITCH TRUNK

0000o00o0ooooo /000
DELETE SWITCH TRUNK=trunk PORT=port-list

trunk: J0000000CO0101600000000000000D0O0O0ODOOOOD
port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOODD

g0

ooooooooooooooooooa
goooog

TRUNK 0000000000
PORT O0O0OOOO0OOOOOO

g
0000000 0uplinkOOODOODO 102000000

DELETE SWITCH TRUNK=uplink PORT=1, 2

goooog

ADD SWITCH TRUNKO 6400 00O
CREATE SWITCH TRUNKDO 650000
DESTROY SWITCH TRUNKO 68 00 OO
SET SWITCH TRUNKO 1120000
SHOW SWITCH TRUNKDO 166 0 O O O
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DESTROY SWITCH TRUNK

DESTROY SWITCH TRUNK

00o0ooO0ooooooo /000

DESTROY SWITCH TRUNK=trunk

trunk: J0000000CO0101600000000000000D0O0O0ODOOOOD

g0

oooooooooooooon
goooog

TRUNK 0000000000

g
00000000 0uplinkDOOOOOO

DESTROY SWITCH TRUNK=uplink

goooog

ADD SWITCH TRUNKO 6400 00O
CREATE SWITCH TRUNKO 650000
DELETE SWITCH TRUNKDO 670000
SET SWITCH TRUNKO 1120000
SHOW SWITCH TRUNKDO 166 0 0 O O
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DISABLE EPSRSNOOPING

DISABLE EPSRSNOOPING

000000000000 /EPSR Snooping

DISABLE EPSRSNOOPING [CONTROLVLAN={1..4094|vlanname|ALL}]

vlanname: VLANO 010150000000 00000000 M 00000000O0DOO00000OO0O0DOOOO

g0

O000ooo0o00do VLANDOOOOOOOOoooooooooooooooooooo
goooog

CONTROLVLAN OO0OO0OO0OO VLANOVLANDOOOO VLANIDOVIDOOOOOOOOOOOOO
ALLOODOOOO0OO0DODOO0OO0O0O0DO000O0O0 VLANOOOOOoOoOOo

goooog

ENABLE EPSRSNOOPINGO 770000
SHOW EPSRSNOOPINGO 116 D OO O
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DISABLE PORTACCESS

DISABLE PORTACCESS

00o00oo0ooOooooo /00000

DISABLE PORTACCESS

g0

00000000802IXOODOMACODOOODOWeb OO OOODDODOODOOODOODODOODOODISABLE
PORTAUTHOOODOOOOO

goooog

ENABLE PORTACCESSO 78 0 0 OO
SHOW PORTACCESSO 1170000
SHOW PORTACCESS PORTO 1250000
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DISABLE PORTAUTH

DISABLE PORTAUTH

00o00oo0ooOooooo /00000

DISABLE PORTAUTH

g0

00000000802IXOODOMACODOOODOWeb OO OOODDODOODOOODOODODOODOODISABLE
PORTACCESS OO OOOOOO

goooog

ENABLE PORTAUTHO 790000
SHOW PORTAUTHO 1310000
SHOW PORTAUTH PORTO 1390000
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DISABLE RRPSNOOPING

DISABLE RRPSNOOPING

000000000000 /RRP Snooping

DISABLE RRPSNOOPING

g0

RRP Snooping0 00000000 O0OOOOOO

goooog

ENABLE RRPSNOOPINGO 800 OO0
SHOW RRPSNOOPINGO 146 0 O O O
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DISABLE SWITCH PORT

DISABLE SWITCH PORT

00o0ooO0ooooooo /000

DISABLE SWITCH PORT={port-list|ALL}

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

0000000000000 00000SETSWITCHPORTOOOOO STATUSOOOOOOO DISABLE
oooooooooon

googgg
PORT OOOOOO

goooog

ENABLE SWITCHPORTO 810000
SHOW SWITCH PORTO 1520 000
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DISABLE SWITCH PORT FLOW

DISABLE SWITCH PORT FLOW

00o0ooO0ooooooo /000

DISABLE SWITCH PORT={port-Ilist|ALL} FLOW=PAUSE

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

000000000000 00000000008023xPAUSED D00 ONODOONOOOODOODOOSET
SWITCHPORTOOOOO FLOWCONTROLOOOODOOO DISABLEOOOOOOOOOO

goooog

PORT OOOOOO
FLOW 000000 DO0OPAUSEO802.3x PAUSED Full-DuplexD O OO O0OOOOO

goooogn

OO0O00O0O0O00O00OPAUSEDOOOOOOOOOODOOOOOOOOOODOOOOOOOODOODOO
PAUSEOOOOOOOOOOOOOOO

goooog

ENABLE SWITCH PORT FLOWO 820000
SHOW SWITCH PORTO 1520 000
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DISABLE SWITCH PORT STORMDETECTION

DISABLE SWITCH PORT STORMDETECTION

00o0ooO0ooooooo /000

DISABLE SWITCH PORT={port-list|ALL} STORMDETECTION

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

coooooobooooooooooooooboooo
goooog

PORT 0O0OO0OO0OOOALLOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

g
s 00020000000000000000

DISABLE SWITCH PORT=2 STORMDETECTION

goooog

ENABLE SWITCH PORT STORMDETECTIONO 830000

RESET SWITCH PORT STORMDETECTION COUNTERO 880 0 00O
SET SWITCH PORT STORMDETECTIONDO 11000 00O

SHOW SWITCH PORT STORMDETECTIONO 163 00 00
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DISABLE WEBAUTHSERVER

DISABLE WEBAUTHSERVER

00o00oo0ooOooooo /00000

DISABLE WEBAUTHSERVER

g0

WebOOOOOOODOOOOODODOOODOODOOOOO

goooog

ENABLE WEBAUTHSERVERO 84 000 O
SHOW PORTAUTHO 1310000
SHOW PORTAUTH PORTO 1390000
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ENABLE EPSRSNOOPING

ENABLE EPSRSNOOPING

000000000000 /EPSR Snooping

ENABLE EPSRSNOOPING CONTROLVLAN={1..4094|vlanname}

vlanname: VLANO 010150000000 00000000 M 00000000O0DOO00000OO0O0DOOOO

g0

O000ooo0o00do VLANDOOOOOOOOoooooooooooooooooooo
goooog
CONTROLVLAN 000000 VLANOVLANOOOO VLANIDOVIDOOOOOOO

goooog

DISABLE EPSRSNOOPINGO 690 00O
SHOW EPSRSNOOPINGO 116 D OO O
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ENABLE PORTACCESS

ENABLE PORTACCESS

00o00oo0ooOooooo /00000

ENABLE PORTACCESS

g0

00000000802IXOOOMACODOODOWebOODDOOODOOOODODODOODODODOOENABLE
PORTAUTHOOODOOOOO

goooog

DISABLE PORTACCESSO 700 0O O
SHOW PORTACCESSO 1170000
SHOW PORTACCESS PORTO 1250000
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ENABLE PORTAUTH

ENABLE PORTAUTH

00o00oo0ooOooooo /00000

ENABLE PORTAUTH

g0

00000000802IXOOOMACODOODOWebOODDOOODOOOODODODOODODODOOENABLE
PORTACCESS OO OOOOOO

goooog

DISABLE PORTAUTHO 710000
SHOW PORTAUTHO 1310000
SHOW PORTAUTH PORTO 1390000
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ENABLE RRPSNOOPING

ENABLE RRPSNOOPING

000000000000 /RRP Snooping

ENABLE RRPSNOOPING

g0

RRP Snooping0 00000000 O0OOOOOO

goooog

DISABLE RRPSNOOPINGO 720000
SHOW RRPSNOOPINGO 146 0 O O O
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ENABLE SWITCH PORT

ENABLE SWITCH PORT

00o0ooO0ooooooo /000

ENABLE SWITCH PORT={port-list|ALL}

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

0000000000000 0000000000000000SET SWITCHPORTOOOOO STATUS
0000000 ENABLEOODDOOOOODOOO

googgg
PORT OOOOOO

goooog

DISABLE SWITCHPORTO 730000
SHOW SWITCH PORTO 1520 000
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ENABLE SWITCH PORT FLOW

ENABLE SWITCH PORT FLOW

00o0ooO0ooooooo /000

ENABLE SWITCH PORT={port-list|ALL} FLOW=PAUSE

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

000000000000 00000000008023xPAUSED D00 ONODOONOOOODOODOOSET
SWITCHPORTOOODOO FLOWCONTROLOOOODOOO ENABLEOOOOODOOOOOO

goooog

PORT OOOOO
FLOW 000000 DO0OPAUSEO802.3x PAUSED Full-DuplexD O OO O0OOOOO

goooogn

000000000 O0OPAUSEDOOOOOOODOOOOODOOODOOOOOOOODOOOOO

goooog

DISABLE SWITCH PORT FLOWO 740000
SHOW SWITCH PORTO 1520 000
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ENABLE SWITCH PORT STORMDETECTION

ENABLE SWITCH PORT STORMDETECTION

00o0ooO0ooooooo /000

ENABLE SWITCH PORT={port-list|ALL} STORMDETECTION

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

coooooobooooooooooooooboooo
goooog

PORT 0O0OO0OO0OOOALLOOOOOOOOODOOOOOOOOOODOOOOODOOOO

g
s 00020000000000000000

ENABLE SWITCH PORT=2 STORMDETECTION

goooog

DISABLE SWITCH PORT STORMDETECTIONO 750 00O

RESET SWITCH PORT STORMDETECTION COUNTERO 880 0 00O
SET SWITCH PORT STORMDETECTIONDO 11000 00O

SHOW SWITCH PORT STORMDETECTIONO 163 00 00
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ENABLE WEBAUTHSERVER

ENABLE WEBAUTHSERVER

00o00oo0ooOooooo /00000

ENABLE WEBAUTHSERVER

g0

WebOOOOOOODOOOOODODOOODOODOOOOO

goooog

DISABLE WEBAUTHSERVERO 76 D 0 O O
SHOW PORTAUTHO 1310000
SHOW PORTAUTH PORTO 1390000
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PURGE SWITCH PORT

PURGE SWITCH PORT

00o0ooO0ooooooo /000

PURGE SWITCH PORT={port-list|ALL}

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

ooooooooobooooboooo

goooog

PORT O0O0OO0O0O0O0OOO0OOO0OOOALLOOOOOOOOOOOOOOOOOOOOOO
g

s 00000000000000004

PURGE SWITCH PORT=ALL

goooog

SHOW SWITCHO 1470000
SHOW SWITCHFDBM O OOOOOOOOOOOOOOO 160000
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RESET SWITCH

RESET SWITCH

00o0o0o0oO0oooooo /000000

RESET SWITCH

g0

ooooooooooooooooooa
O0o0ooo0ooo0ooooooooorbBOOOOOOOOOOOOOOOOOOOODOOOODOOO
ooooooooooooooobooboooooooooooooooooooooog

goooog

SHOW SWITCHO 1470000
SHOW SWITCHFDBM O OOOOOOOOOOOOOOO 160000
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RESET SWITCH PORT

RESET SWITCH PORT

00o0ooO0ooooooo /000

RESET SWITCH PORT={port-list|ALL} [COUNTER]

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

cooooooooboooobooooooooon
00o0o00o00o0ooOo@)Uoo0o00oo0o00oooo0@E o000 ooo0oooooooo
000@UooOooooooooooooooo

goooog

PORT OOOOOO
COUNTER 0OO0OO0O0O0O0OOOOOOOOOOOOOOODOOOO

goooog

DISABLE SWITCHPORTO 730000
ENABLE SWITCHPORTO 810000
SHOW SWITCH PORTO 1520 000
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RESET SWITCH PORT STORMDETECTION COUNTER

RESET SWITCH PORT STORMDETECTION COUNTER

00o0ooO0ooooooo /000

RESET SWITCH PORT={port-list|ALL} STORMDETECTION COUNTER

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

oo0o0o0ooOoooOooOoooooooooo(@oo)ooo
goooog

PORT 0O0O0O0OO0OOOALLODOOOOOOOOO ALLOODOOOOOODOOOOODOOOOOOOO
ooo

g
s 0002000000000 00000000000O000O000OO

RESET SWITCH PORT=2 STORMDETECTION COUNTER

goooog

DISABLE SWITCH PORT STORMDETECTIONO 750 00O
ENABLE SWITCH PORT STORMDETECTIONO 830000
SET SWITCH PORT STORMDETECTIONDO 1100000
SHOW SWITCH PORT STORMDETECTIONO 163 00 00
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SET PORTACCESS AUTHMETHOD

SET PORTACCESS AUTHMETHOD

00o00oo0ooOooooo /00000

SET PORTACCESS AUTHMETHOD [=RadiusEAP]

g0

802.1XO0 0000000000000 ODO0OO0O00OnSET PORTAUTHAUTHMETHODOOOOOOOO

googgg
AUTHMETHOD 000000 OORadiuseEAPOOOO

goooog

SHOW PORTACCESSO 1170000
SHOW PORTACCESS PORTO 1250000
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SET PORTACCESS PORT

SET PORTACCESS PORT

00o00oo0ooOooooo /00000

SET PORTACCESS [={ALL|8021X|MACBASED|WEBBASED}]

PORT={port-1list|ALL} {TYPE|ROLE}=AUTHENTICATOR [CONTROL={AUTHORISED|
UNAUTHORISED|AUTO|FORCEAUTHENTICATE| FORCEUNAUTHENTICATE}]
[QUIETPERIOD=0..65535] [TXPERIOD=1..65535] [REAUTHPERIOD=1..65535]
[SUPPTIMEOUT=1..600] [{SERVERTIMEOUT|SERVTIMEOUT}=1..600]
[CTRLDIRBOTH={INGRESS|BOTH}] [REAUTHENABLED={ENABLED|DISABLED}]
[PIGGYBACK={ENABLED|DISABLED}] [MODE={SINGLEMULTI}] [SUPPLIMIT=1..320]
[VLANASSIGNMENT={ENABLED|DISABLED}] [SECUREVLAN={ON|OFF}] [MAXREQ=1..10]
[GUESTVLAN={vlanname|l..4094|NONE}] [VLANASSIGNMENTTYPE={PORT|USER}]
[MAXREAUTHREQ=1..10] [ARPFORWARDING={ENABLED|DISABLED}]
[TCPPORTFORWARDING={1..65535/ALL|NONE}] [UDPPORTFORWARDING={1..65535|ALL|
NONE}] [PORTMOVEREAUTH={ENABLED|DISABLED}] [LOCKCOUNT=0..10]

[802.1X [0 Authenticator00]
SET PORTACCESS[=80210 ] PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR

[802.1X 00 Supplicant ]

SET PORTACCESS[=8021X] PORT={port-list|ALL} {TYPE|RULR}=SUPPLICANT
[AUTHPERIOD=1..300] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=login-name] [PASSWORD=password]

[MACODOOOO OO0
SET PORTACCESS=MACBASED PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR

[WeBUODOOOO OOO]
SET PORTACCESS=WEBBASED PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR

[0ogoooool
SET PORTACCESS PORT={port-list|ALL} {TYPE|ROLE}=NONE

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD
login-name: 00000010630 000000000000
password: 00000010630 00000000000D0O
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SET PORTACCESS PORT

vlanname: VLANOO1020000000000000000 M O00000OO0O00000000O0Oooooooo

00

00000000000000000802IXODOMACOOODOOWebhODODODOOOOODOOOOSET
PORTAUTHPORTO OO OOOOOTYPEOOOOODDOOOODDOOOOODOOOODOOOODOOOOO
ooooooooboooooooooooooon

goooog

PORTAUTH 0000000 DO8021X0802.1X 00 M MACBASEDD MAC O 0O O 0O 0O IWEBBASED
OWebOOODOODOOOOOODOOOOO8RIXODOODODODODOOOODOOOO

PORT 000000000 O0OOOOOOO

TYPE/ROLE 00000000000 AUTHENTICATORI 802.1X 00 0O Authenticator 00O OMAC
O00000000WebODOOOOMMSUPPLICANTO 802.1X 00 0O Supplicant 0 0O O I NONE
goooobooooboooobooobooobobo

MODE 0802.1X Authenticator 0O OOMACOOOOODOOOOWebOOO OO OSupplicantD 100
O0000000000O0000 Single-Supplicant 0 O 00 MODE=SINGLEDO O OSupplicant O
O00000000000000000 Multi-Supplicant0 O 00 MODE=MULTIO O O O O Single-
Supplicant 00 0000000000000 O000O0O00OO SupplicantD 000000 OOnO
00000 Supplicant 000000000000 OO0OOOPIGGYBACKOODOOOOOOOO
OO Multi-Supplicant 00000 0000000000000 O0OOO Supplicant0 00000
O00000000802.1X Authenticator 0000000000 SINGLEODMACOOOOOOO
00 WebOODODOOOOOMulti-Supplicant 0 00 (MODE=MULTI) OO O OOOMODE OO
0000000000 Multi-Supplicant 0 00000 O WVer2.3.1 000 Single-Supplicant 0 O O
(MODE=SINGLE) 000000000000 OMODE=MULTISUPPLIMIT=100000000
Ver23.1000000000000000000O0O0000 MACOOOOOO Single-Supplicant
000 (MODE=SINGLE) 0000000 OVer24100000000 Multi-Supplicant 000 O
l000oooooooood (MODE=MULTISUPPLIMIT=1)) 000000

GUESTVLAN [0802.1X Authenticator OO OOMACOOOOOOOOOWebOOOOOOOOO VLAN
O00000ood VLANOODOO VLANOOOOOODOOoooooooooooooooo
L20NLY VLANO CREATEVLAN O O OOOOL20NLY OO OODOOOOOOOOOOOOOO
OOOOOOVLANDOOOO VLANIDOOOOOONONEDOOO VLANOOOOOOOOO
OOOOONONEOODOOOOOUOOOOODOODO VLANOOOOOOOoOooooooooooao
VLANOOOO VLANOOOOOOOOODOOOOoOoDooo0ooo0O0 VLANOOOOoODooooo
000 VLANOOOOOOOOOOOWebOOOODOOOOOOOOOOOOOODOOOOOOO
000 00000000000 000 (SETWEBAUTHSERVER U0 OO O RENEWALTIME x
3+5) 00 Multi-Supplicant 0 0 0O (MODE=MULTI) 0 O 0 VLANASSIGNMENTTYPE=PORT
OO0ONONEOOOOOOOOOOOOOOOO NONE

VLANASSIGNMENTTYPE [0 802.1X Multi-Supplicant Authenticator 0 DO OMAC O OOOOOO
OMebDOOOOODMIOOOOOVLANDOOOOODOOOOODOODmMOOO (MACOOOO)OOO
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SET PORTACCESS PORT

00000000000 000000 PORTO MODE=MULTICVLANASSIGNMENT=ENABLED
goooooogoo

REAUTHMAX [0802.1X Authenticator 0 00000000000 EAPOL-Request0 0000 OO0
gooooooooo 200

ARPFORWARDING OWebOOOOOODOOOOOODOOOODARPOOOOOODOOOOOO OO
0000000 00ooo0dn0 ENABLEDOOCOUOOODISABLED OO OOOOOOOOGOQO
DISABLEDO

TCPPORTFORWARDING OWebOOOOOOOOOOOOODOOOOODOOO TCPOODOOOOOO
00000000000 ALLODOOOO0O0O0O0OO0O NONEDOOOOOO (1010000000
O000ooooooooooooo-,0)

UDPPORTFORWARDING OWebOOOOOOOOOOOOOOOOOOOOUDPOOOOOOOO
00000000000 ALLOO0O0000O0O0O000 NONEDOODOOOOOol1o1oc0o0000O
gooogboooooooboooooo-,tmd™

PORTMOVEREAUTH [0802.1X Authenticator DO O OMACOOOOOOOOOWebOOOOODOO
0000000 Supplicant0 0000000000000 00000000O00O0O0OOOENABLEDO
0000000000000 00UO0ODISABLEDODOOOOOUOOOOOOOOOO DISABLEDO

LOCKCOUNT OWebOOOOOOOOOWebOOOOODOOHeldOOOOODOOOO OOOOOO
000000000 300000000WebODOODOO30 0000000000 HeldOOOOO
goo0ooooo 30

PIGGYBACK 0 802.1X Single-Supplicant Authenticator O O O [Bingle-Supplicant 0 O [0 MODE=SINGLED
0000000000000 Supplicant0 0000000000000 OO0O0O0OO0OOOOOOOO
O0000000O0U0ooUooooU DISABLEO

CONTROL 0802.1X Authenticator DO OOMACOOOOOOOOOWebOOODOOOOOOOOOO
Authenticator 0D O OO OOAUTOO OO0 O0DOO0OO0OO0OO0OO MM UNAUTHORISEDO OOOGOOO
FORCEUNAUTHENTICATE O O (IAUTHORISEDOD 00 00 0O OO FORCEAUTHENTICATE
g0000O0O0ooUoouooo AUTOOOOO AUTOOOOOOOg

SERVERTIMEOUT/SERVTIMEOUT [802.1X Authenticator 0 D 0 OMACO OO0 OO0 O ORA-
DIUSOOOODO Access-Request 00 OO OO ORADIUSOOOOOOOOOOOOOOOOOIO
goooo 3000

QUIETPERIOD 0802.1X Authenticator OO OMACOOOOOODOOOWeb OO OO O OSupplicant
O000O00000OSupplicant0 000000000000 MOOOOOOOO0OOOOOOO
g0o000O0O0oooUooooeonO

TXPERIOD [10802.1X Authenticator 0 0O O O Supplicant0 EAPOLO 0 0O00OOCOO0OOOOOOO
oooooo 300

REAUTHPERIOD 0802.1X Authenticator OO0 O OMACOOOOOOOOWeb OO O OO CSupplicant
00000000 muoooooo 360000

SUPPTIMEOUT 0 802.1X Authenticator 0 0 O OSupplicant 0 EAP-Request 0 0 0 O O O OSupplicant
g0o000O000oUooDmoUoooo 3000

SERVERTIMEOUT / SERVTIMEOUT [0802.1X Authenticator 0 D OOMACO D0 OO OO O OWeb
OOOOUOORADIUSOOOOO Access-Request 00O O OOORADIUSOOOOOOOOOO
00000 uoooooo 3000

CTRLDIRBOTH 0802.1X Single-Supplicant Authenticator 0 D000 0 0000000000000
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SET PORTACCESS PORT

0000000000000 00000000U00000INGRESSDODOOOOOOOOOOOO
0000000000000 o0mooooBOTHO O OOoooooo
o0000o0oO0oooooooOoooOoo0oOO0OMODE=MULTIOOOOOOOOOOO VLANDOO
00000000 INGRESSOOOOUOOOOOMODE=SINGLEOOOOOOOOUOOO VLAN
goooooboooboooobooooboo

REAUTHENABLED 0[0802.1X Authenticator OO OOMACO O OOOOOOOWeb O OO OO 0802.1X
Authenticator 0000 MACOOOOOOOOOOOSupplicantD 000000 OoO0oOooOooOoOO
OOUOOOOENABLEDOOOOOODOOOOO DISABLEDOOOOOUOOOOUOOOOOOOO
Web OOOOOOOOREAUTHPERIODOOOOOOO OO0 O0OO0DO0DOOOOOOOOOOO
ENABLEDOOOOOOOOOODISABLEDOOOOO0OOODOOoooooooooooooon
0 ENABLEDDO

SECUREVLAN [0 802.1X Multi-Supplicant Authenticator 0 OO OMACO OO O OO OO OWeb O
0 000 OMulti-Supplicant 0 0 00 MODE=MULTIO O O OVLANASSIGNMENTTYPE=PORT
O000000 VLANOOOOOOOOOO200000 Supplicant0 000000000000
O000DO0O0OONOOOOOOOOO200000 Supplicant0 0000000000 Supplicant
000 VLANOOOOOOODOODOOUOOOOOFFOODDOOOOODOUOooOO VLANOOOOOOO
O000000000000200000 SupplicantOD 000000000000 OOO Supplicant
00O VLANOOOOOOOOOOOOO ONO

SUPPLIMIT 0 802.1X Multi-Supplicant Authenticator CO O OMACOOOOOOOOOWebO OO O
0 O Multi-Supplicant 0 0 OO MODE=MULTIO OO OO0OO0O0O0OO Supplicant0 0000000
o0oo0ooooo 3200

VLANASSIGNMENT 0802.1X Authenticator DO O OMACOOOOODOOOOWebO OO OO OOO
0000 VLANOOOOOODOOOOOORADIUSOOOOOOOOOO Tunnel-Private-Group-1D
O00000000000000 VLANOOOOOOOOOODOOoooOWebOOOOOOOOO
0000000000000 000000000000000 0000 (SET WEBAUTHSERVER
00000 RENEWALTIMEx 3+5)00000000 ENABLEDO

MAXREQ 0802.1X Authenticator 0 O O 0O Supplicant 0 0 00 EAPOL-Request 0 OO OO0 OO0
goooooooo 20

AUTHPERIOD 0O Supplicant O O O O Authenticator 0 EAP-Response 00 0000 OO 0O OO Au-
thenticator 000000000000 OOOOOO 3000

HELDPERIOD OSupplicant0 00000000 OAuthenticator0 0000000000000
gooooeonnO

MAXSTART 0802.1X Supplicant 0 0 O O EAPOL-Start 0000000000 OO Supplicant0 OO
OOEAPOL-Start 00000 MAXSTARTOOOOOOUOOUOOOOOoOoooooooooooo
oooouoooooooo3o0

STARTPERIOD 00802.1X Supplicant 0 O O 0O Authenticator 0 EAPOL-Start D00 00000000
Oo00moooooo 3000

USERNAME 0802.1X Supplicant0 0000000000000 SupplicantO 0000000000
000000000 PASSWORDOOOOOOoOooooooooo

PASSWORD 0802.1XSupplicantD 0000000000000 SupplicantO 0000000000
000000000 USERNAMEOD OOOOOOOoooooooog
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SET PORTACCESS PORT

goooogn

000000000000 0000 VLANOOODOOOOoDooooo VLANOOOOoOOoDOooooooo
gooobooooboogobooooboo

00000 Supplicant0 000 000000000000 0O0OO320/PORTO480/SWITCHOOOOO
0000000000 VLANOOOOOOOO SupplicantO O 1000000

0802.1XIIODODDODO MACOOOOOODODODODODODODOMACOOOOO/ WebOOOOOOOOO
MACOOOOOODOOOOOODOOOOUOOOUOOOOUOOUORDBAgeoutoOooooooooOO

OWeb OO 0O0O0OOConnecting O 00O Supptimeout SuppAgeout(300s00)0 000000000 O0O
OO0 SupplicantO 00000 O

OMACOOOOOO mode=single D0 0O00O0OOO Multi-Supplicant Mode/supplicant limit=1 0 O
O0OOODODCOOUOOOOWARNINGOOOODOOOOOOOoO

OWebOOOOOODOOO VLANOOO OPVIDOOO OOO VLANOOOOLoginOOOOOOOO
000000 RADIUSO Access-Request 00O O O0O0O0O 30 OO (O 1) 000OAuthenticating O O
0O (<000 1>00)0000(RenewalTimex 3+5) 0 00 (0 2)000000000000000

0O 1 AuthenticatingD OO0 0000000 OOO
O2VLANOOOOOOOOOUODHCPUOOOOOOOO IPOODOOOOOOOOOO

OWeb OO0O Supplicantd DHCP Server 00 IPO0O0OO0OO0O0OOO0O0OOOOOOO VLANDODOO
00000000 VLANDOOOOOOOOOOOOSupplicantOOOOOooooOIPOOOOOOOOO
goooooo

OTYPEODODODOOOODOOO OODODOOD ODOOOODOOOO0OOOO0O0OO
OMACOOUOUOOOHELDOOOOOOOWebDOOO LoginOOOOOOOODOOOODODOOOOO
LoginO0O0OOOO0O0O0OODOO0OO0O0OO0OOO0OO0O0O0 (lockcount)yOOOOoOOOOoooO

0 Authenticator 0 0 O 0O 0O O Supplicant 0 0 O O 0O O O O O show portauth status O Attached Suppli-
cant(s) DO OOOoooOO

0000000000000 oo00oo0ooo0oo0o0ooo0ooolooooooooooooon
0000000000000 oo0uoooU00oo0U0ooo0Ooo0oSHOW CONFIGO OO OO
DYNAMICOOUOOOOOODOOOOUUOOOOooooooooooooooooooooooooo
gooobooooboogobooooboo

OVLANASSIGNMENTTYPEO DD OODO0O USEROUOODOO0O0DOOOOOO VLANI Protected Ports
VLANO OOOOOoOOoOOoOo

goooog

SHOW PORTACCESSO 1170000
SHOW PORTACCESS PORTO 1250000
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SET PORTAUTH AUTHMETHOD

SET PORTAUTH AUTHMETHOD

00o00oo0ooOooooo /00000

SET PORTAUTH AUTHMETHOD [=RadiusEAP]

g0

802X 0000000000000 O0O0OO0O0OOOSET PORTACCESS AUTHMETHOD O OO OO
oo

googgg
AUTHMETHOD 000000 OORadiuseEAPOOOO

goooog

SHOW PORTAUTHO 1310000
SHOW PORTAUTH PORTO 1390000
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SET PORTAUTH PORT

SET PORTAUTH PORT

00o00oo0ooOooooo /00000

SET PORTAUTH [={ALL|8021X|MACBASED|WEBBASED}]

PORT={port-1list|ALL} {TYPE|ROLE}=AUTHENTICATOR [CONTROL={AUTHORISED|
UNAUTHORISED|AUTO|FORCEAUTHENTICATE| FORCEUNAUTHENTICATE}]
[QUIETPERIOD=0..65535] [TXPERIOD=1..65535] [REAUTHPERIOD=1..65535]
[SUPPTIMEOUT=1..600] [{SERVERTIMEOUT|SERVTIMEOUT}=1..600]
[CTRLDIRBOTH={INGRESS|BOTH}] [REAUTHENABLED={ENABLED|DISABLED}]
[PIGGYBACK={ENABLED|DISABLED}] [MODE={SINGLEMULTI}] [SUPPLIMIT=1..320]
[VLANASSIGNMENT={ENABLED|DISABLED}] [SECUREVLAN={ON|OFF}] [MAXREQ=1..10]
[GUESTVLAN={vlanname|l..4094|NONE}] [VLANASSIGNMENTTYPE={PORT|USER}]
[MAXREAUTHREQ=1..10] [ARPFORWARDING={ENABLED|DISABLED}]
[TCPPORTFORWARDING={1..65535/ALL|NONE}] [UDPPORTFORWARDING={1..65535|ALL|
NONE}] [PORTMOVEREAUTH={ENABLED|DISABLED}] [LOCKCOUNT=0..10]

[802.1X [0 Authenticator00]
SET PORTAUTH[=80210 ] PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR

[802.1X 00 Supplicant ]

SET PORTAUTH[=8021X] PORT={port-list|ALL} {TYPE|RULR}=SUPPLICANT
[AUTHPERIOD=1..300] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=login-name] [PASSWORD=password]

[MACODOOOO OO0
SET PORTAUTH=MACBASED PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR

[WeBUODOOOO OOO]
SET PORTAUTH=WEBBASED PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR

[0ogoooool
SET PORTAUTH PORT={port-list|ALL} {TYPE|ROLE}=NONE

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD
login-name: 00000010630 000000000000
password: 00000010630 00000000000D0O
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SET PORTAUTH PORT

vlanname: VLANOO1020000000000000000 M O00000OO0O00000000O0ooooooo

00

00000000000000000802IXODOMACOOODOOWebhODODODOOOOODOOOOSET
PORTACCESSPORT OO OOOOOOTYPEOOOOODOODOODOODOODOOOOOOOOODOODOOO
oooooooooboooooooooooon

goooog

PORTAUTH 0000000 DO8021X0802.1X 00 M MACBASEDD MAC O 0O O 0O 0O IWEBBASED
OWebOOODOODOOOOOODOOOOO8RIXODOODODODODOOOODOOOO

PORT 000000000 O0OOOOOOO

TYPE/ROLE 00000000000 AUTHENTICATORI 802.1X 00 0O Authenticator 00O OMAC
O00000000WebODOOOOMMSUPPLICANTO 802.1X 00 0O Supplicant 0 0O O I NONE
goooobooooboooobooobooobobo

MODE 0802.1X Authenticator 0O OOMACOOOOODOOOOWebOOO OO OSupplicantD 100
O0000000000O0000 Single-Supplicant 0 O 00 MODE=SINGLEDO O OSupplicant O
O00000000000000000 Multi-Supplicant0 O 00 MODE=MULTIO O O O O Single-
Supplicant 00 0000000000000 O000O0O00OO SupplicantD 000000 OOnO
00000 Supplicant 000000000000 OO0OOOPIGGYBACKOODOOOOOOOO
OO Multi-Supplicant 00000 0000000000000 O0OOO Supplicant0 00000
O00000000802.1X Authenticator 0000000000 SINGLEODMACOOOOOOO
00 WebOODODOOOOOMulti-Supplicant 0 00 (MODE=MULTI) OO O OOOMODE OO
0000000000 Multi-Supplicant 0 00000 O WVer2.3.1 000 Single-Supplicant 0 O O
(MODE=SINGLE) 000000000000 OMODE=MULTISUPPLIMIT=100000000
Ver23.1000000000000000000O0O0000 MACOOOOOO Single-Supplicant
000 (MODE=SINGLE) 0000000 OVer24100000000 Multi-Supplicant 000 O
l000oooooooood (MODE=MULTISUPPLIMIT=1)) 000000

GUESTVLAN [0802.1X Authenticator OO OOMACOOOOOOOOOWebOOOOOOOOO VLAN
O00000ood VLANOODOO VLANOOOOOODOOoooooooooooooooo
L20NLY VLANO CREATEVLAN O O OOOOL20NLY OO OODOOOOOOOOOOOOOO
OOOOOOVLANDOOOO VLANIDOOOOOONONEDOOO VLANOOOOOOOOO
OOOOONONEOODOOOOOUOOOOODOODO VLANOOOOOOOoOooooooooooao
VLANOOOO VLANOOOOOOOOODOOOOoOoDooo0ooo0O0 VLANOOOOoODooooo
000 VLANOOOOOOOOOOOWebOOOODOOOOOOOOOOOOOODOOOOOOO
000 00000000000 000 (SETWEBAUTHSERVER U0 OO O RENEWALTIME x
3+5) 00 Multi-Supplicant 0 0 0O (MODE=MULTI) 0 O 0 VLANASSIGNMENTTYPE=PORT
OO0ONONEOOOOOOOOOOOOOOOO NONE

VLANASSIGNMENTTYPE [0 802.1X Multi-Supplicant Authenticator 0 DO OMAC O OOOOOO
OMebDOOOOODMIOOOOOVLANDOOOOODOOOOODOODmMOOO (MACOOOO)OOO
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SET PORTAUTH PORT

00000000000 000000 PORTO MODE=MULTICVLANASSIGNMENT=ENABLED
goooooogoo

REAUTHMAX [0802.1X Authenticator 0 00000000000 EAPOL-Request0 0000 OO0
gooooooooo 200

ARPFORWARDING OWebOOOOOODOOOOOODOOOODARPOOOOOODOOOOOO OO
0000000 00ooo0dn0 ENABLEDOOCOUOOODISABLED OO OOOOOOOOGOQO
DISABLEDO

TCPPORTFORWARDING OWebOOOOOOOOOOOOODOOOOODOOO TCPOODOOOOOO
00000000000 ALLODOOOO0O0O0O0OO0O NONEDOOOOOO (1010000000
O000ooooooooooooo-,0)

UDPPORTFORWARDING OWebOOOOOOOOOOOOOOOOOOOOUDPOOOOOOOO
00000000000 ALLOO0O0000O0O0O000 NONEDOODOOOOOol1o1oc0o0000O
gooogboooooooboooooo-,tmd™

PORTMOVEREAUTH [0802.1X Authenticator DO O OMACOOOOOOOOOWebOOOOODOO
0000000 Supplicant0 0000000000000 00000000O00O0O0OOOENABLEDO
0000000000000 00UO0ODISABLEDODOOOOOUOOOOOOOOOO DISABLEDO

LOCKCOUNT OWebOOOOOOOOOWebOOOOODOOHeldOOOOODOOOO OOOOOO
000000000 300000000WebODOODOO30 0000000000 HeldOOOOO
goo0ooooo 30

PIGGYBACK 0 802.1X Single-Supplicant Authenticator O O O [Bingle-Supplicant 0 O [0 MODE=SINGLED
0000000000000 Supplicant0 0000000000000 OO0O0O0OO0OOOOOOOO
O0000000O0U0ooUooooU DISABLEO

CONTROL 0802.1X Authenticator DO OOMACOOOOOOOOOWebOOODOOOOOOOOOO
Authenticator 0D O OO OOAUTOO OO0 O0DOO0OO0OO0OO0OO MM UNAUTHORISEDO OOOGOOO
FORCEUNAUTHENTICATE O O (IAUTHORISEDOD 00 00 0O OO FORCEAUTHENTICATE
g0000O0O0ooUoouooo AUTOOOOO AUTOOOOOOOg

SERVERTIMEOUT/SERVTIMEOUT [802.1X Authenticator 0 D 0 OMACO OO0 OO0 O ORA-
DIUSOOOODO Access-Request 00 OO OO ORADIUSOOOOOOOOOOOOOOOOOIO
goooo 3000

QUIETPERIOD 0802.1X Authenticator OO OMACOOOOOODOOOWeb OO OO O OSupplicant
O000O00000OSupplicant0 000000000000 MOOOOOOOO0OOOOOOO
g0o000O0O0oooUooooeonO

TXPERIOD [10802.1X Authenticator 0 0O O O Supplicant0 EAPOLO 0 0O00OOCOO0OOOOOOO
oooooo 300

REAUTHPERIOD 0802.1X Authenticator OO0 O OMACOOOOOOOOWeb OO O OO CSupplicant
00000000 muoooooo 360000

SUPPTIMEOUT 0 802.1X Authenticator 0 0 O OSupplicant 0 EAP-Request 0 0 0 O O O OSupplicant
g0o000O000oUooDmoUoooo 3000

SERVERTIMEOUT / SERVTIMEOUT [0802.1X Authenticator 0 D OOMACO D0 OO OO O OWeb
OOOOUOORADIUSOOOOO Access-Request 00O O OOORADIUSOOOOOOOOOO
00000 uoooooo 3000

CTRLDIRBOTH 0802.1X Single-Supplicant Authenticator 0 D000 0 0000000000000
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SET PORTAUTH PORT

0000000000000 00000000U00000INGRESSDODOOOOOOOOOOOO
0000000000000 o0mooooBOTHO O OOoooooo
o0000o0oO0oooooooOoooOoo0oOO0OMODE=MULTIOOOOOOOOOOO VLANDOO
00000000 INGRESSOOOOUOOOOOMODE=SINGLEOOOOOOOOUOOO VLAN
goooooboooboooobooooboo

REAUTHENABLED 0[0802.1X Authenticator OO OOMACO O OOOOOOOWeb O OO OO 0802.1X
Authenticator 0000 MACOOOOOOOOOOOSupplicantD 000000 OoO0oOooOooOoOO
OOUOOOOENABLEDOOOOOODOOOOO DISABLEDOOOOOUOOOOUOOOOOOOO
Web OOOOOOOOREAUTHPERIODOOOOOOO OO0 O0OO0DO0DOOOOOOOOOOO
ENABLEDOOOOOOOOOODISABLEDOOOOO0OOODOOoooooooooooooon
0 ENABLEDDO

SECUREVLAN [0 802.1X Multi-Supplicant Authenticator 0 OO OMACO OO O OO OO OWeb O
0 000 OMulti-Supplicant 0 0 00 MODE=MULTIO O O OVLANASSIGNMENTTYPE=PORT
O000000 VLANOOOOOOOOOO200000 Supplicant0 000000000000
O000DO0O0OONOOOOOOOOO200000 Supplicant0 0000000000 Supplicant
000 VLANOOOOOOODOODOOUOOOOOFFOODDOOOOODOUOooOO VLANOOOOOOO
O000000000000200000 SupplicantOD 000000000000 OOO Supplicant
00O VLANOOOOOOOOOOOOO ONO

SUPPLIMIT 0 802.1X Multi-Supplicant Authenticator CO O OMACOOOOOOOOOWebO OO O
0 O Multi-Supplicant 0 0 OO MODE=MULTIO OO OO0OO0O0O0OO Supplicant0 0000000
o0oo0ooooo 3200

VLANASSIGNMENT 0802.1X Authenticator DO O OMACOOOOODOOOOWebO OO OO OOO
0000 VLANOOOOOODOOOOOORADIUSOOOOOOOOOO Tunnel-Private-Group-1D
O00000000000000 VLANOOOOOOOOOODOOoooOWebOOOOOOOOO
0000000000000 000000000000000 0000 (SET WEBAUTHSERVER
00000 RENEWALTIMEx 3+5)00000000 ENABLEDO

MAXREQ 0802.1X Authenticator 0 O O 0O Supplicant 0 0 00 EAPOL-Request 0 OO OO0 OO0
goooooooo 20

AUTHPERIOD 0O Supplicant O O O O Authenticator 0 EAP-Response 00 0000 OO 0O OO Au-
thenticator 000000000000 OOOOOO 3000

HELDPERIOD OSupplicant0 00000000 OAuthenticator0 0000000000000
gooooeonnO

MAXSTART 0802.1X Supplicant 0 0 O O EAPOL-Start 0000000000 OO Supplicant0 OO
OOEAPOL-Start 00000 MAXSTARTOOOOOOUOOUOOOOOoOoooooooooooo
oooouoooooooo3o0

STARTPERIOD 00802.1X Supplicant 0 O O 0O Authenticator 0 EAPOL-Start D00 00000000
Oo00moooooo 3000

USERNAME 0802.1X Supplicant0 0000000000000 SupplicantO 0000000000
000000000 PASSWORDOOOOOOoOooooooooo

PASSWORD 0802.1XSupplicantD 0000000000000 SupplicantO 0000000000
000000000 USERNAMEOD OOOOOOOoooooooog
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SET PORTAUTH PORT

goooogn

000000000000 0000 VLANOOODOOOOoDooooo VLANOOOOoOOoDOooooooo
gooobooooboogobooooboo

00000 Supplicant0 000 000000000000 0O0OO320/PORTO480/SWITCHOOOOO
0000000000 VLANOOOOOOOO SupplicantO O 1000000

0802.1XIIODODDODO MACOOOOOODODODODODODODOMACOOOOO/ WebOOOOOOOOO
MACOOOOOODOOOOOODOOOOUOOOUOOOOUOOUORDBAgeoutoOooooooooOO

OWeb OO 0O0O0OOConnecting O 00O Supptimeout SuppAgeout(300s00)0 000000000 O0O
OO0 SupplicantO 00000 O

OMACOOOOOO mode=single D0 0O00O0OOO Multi-Supplicant Mode/supplicant limit=1 0 O
O0OOODODCOOUOOOOWARNINGOOOODOOOOOOOoO

OWebOOOOOODOOO VLANOOO OPVIDOOO OOO VLANOOOOLoginOOOOOOOO
000000 RADIUSO Access-Request 00O O O0O0O0O 30 OO (O 1) 000OAuthenticating O O
0O (<000 1>00)0000(RenewalTimex 3+5) 0 00 (0 2)000000000000000

0O 1 AuthenticatingD OO0 0000000 OOO
O2VLANOOOOOOOOOUODHCPUOOOOOOOO IPOODOOOOOOOOOO

OWeb OO0O Supplicantd DHCP Server 00 IPO0O0OO0OO0O0OOO0O0OOOOOOO VLANDODOO
00000000 VLANDOOOOOOOOOOOOSupplicantOOOOOooooOIPOOOOOOOOO
goooooo

OTYPEODODODOOOODOOO OODODOOD ODOOOODOOOO0OOOO0O0OO
OMACOOUOUOOOHELDOOOOOOOWebDOOO LoginOOOOOOOODOOOODODOOOOO
LoginO0O0OOOO0O0O0OODOO0OO0O0OO0OOO0OO0O0O0 (lockcount)yOOOOoOOOOoooO

0 Authenticator 0 0 O 0O 0O O Supplicant 0 0 O O 0O O O O O show portauth status O Attached Suppli-
cant(s) DO OOOoooOO

0000000000000 oo00oo0ooo0oo0o0ooo0ooolooooooooooooon
0000000000000 oo0uoooU00oo0U0ooo0Ooo0oSHOW CONFIGO OO OO
DYNAMICOOUOOOOOODOOOOUUOOOOooooooooooooooooooooooooo
gooobooooboogobooooboo

OVLANASSIGNMENTTYPEO DD OODO0O USEROUOODOO0O0DOOOOOO VLANI Protected Ports
VLANO OOOOOoOOoOOoOo

goooog

SHOW PORTAUTHO 1310000
SHOW PORTAUTH PORTO 1390000

100 | CentreCOM 9424T/SP-E00000CDOOO0O 2.5 gooogo
613-000699 Rev.E



SET SWITCH INFILTERING

SET SWITCH INFILTERING

00o0o0o0oO0oooooo /000000

SET SWITCH INFILTERING={YES|NO|ON|OFF|TRUE|FALSE}

g0

cooooooobooodooboooooooboooooboobooooooooooobooooooon
ooo

goooog

INFILTERING ONOOUOOOOOOFFOOO0O0OOO0OO0OOOONDOOOOOOOOODOODO VLAN
IDOOOOO0O0O0O0OOVLANOOOOOOOOOOOOOoOOooOooooOooooooooooFF
ooboooooooooooooooogod

goooog

SHOW SWITCHO 1470000
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SET SWITCH MIRROR

SET SWITCH MIRROR

00o0ooO0ooooooo /000

SET SWITCH MIRROR={0|NONE|port-number }

port-number: 0000000000100

g0

oooooboooooobooboooooooooooooboooooooooooooobooooooooag
ooooooooooooooooooooon
000000000000 00000SET SWITCHPORTMIRROROOOOOODOOOO

goooog

MIRROR 0OO0O0OO0O0OO0O0OOOOOO0OOOOOOOOOOOOOOOOOOOODOOOOOODD
oobobooooooooooooooooooooooooooooooobooooooooogn
000000000000 0000000000 NONEDOOD OODOOOoOooo

goooogn

oobooooooooobooooboobooooooboooooobooooboogd

goooog

SET SWITCHPORTO 104000 O
SHOW SWITCHO 1470000

SHOW SWITCH MIRRORO 151 0 0 0O
SHOW SWITCH PORTO 1520 000
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SET SWITCH MULTICASTMODE

SET SWITCH MULTICASTMODE

00o0o0o0oO0oooooo /000000

SET SWITCH MULTICASTMODE={A|B|C|D|E}

g0

oooooooooooooooooboooooooooad
goooog

MULTICASTMODE 0OO0O0OO0O0OO0O0O0OO0O0OO0O0O0O0AOBOCODOEOOUOOOOOOOOOOOAO

BPDU/EAP OO O0DOOOODOOOO
BPDU/EAPODUOCOOOVLANOOODOOODODOOODOODOOOO
BPDU/EAPODUOCOOOVLANOOODOOODODOOODOODOOOO
BPDU/EAPOOOCOOOVLANOOOOODOOODOOOODODOOOOODODOOO
BPDU/EAP OO 0OOO0ODODOOOODOOOO

E BPDU/EAPOOOCOOOVLANOOOOODOOOOOOODODOOOOODODOOO
EAPO0ODOOOO0OOOOOOOOBPDUOOODOOOOOOOOOOODOOO
od

olO|m|>

g
s 0000000000000 0000O00O0O0COOO0OOO

SET SWITCH MULTICASTMODE=C

goooogn

OMULTICASTMODEO OO OO OO BOBPDU/EAPO O UOUDOOVLANOODOOODOODOOOOO
00000000000 00000D0O0O000 VLANO Protected Ports VLANOOOOOOOOOO
BPDU/EAPOCDOOOCOO VLANOOODOOOOODOOOO

goooog

SHOW SWITCHO 1470000
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SET SWITCH PORT

SET SWITCH PORT

00o0ooO0ooooooo /000

SET SWITCH PORT={port-list|ALL} [DESCRIPTION=string] [STATUS={ENABLE|
DISABLE}] [FLOWCONTROL={ENABLE|DISABLE}] [BCASTRATELIMITING={YES|NO|ON|
OFF|TRUE|FALSE|ENABLED|DISABLED}] [MCASTRATELIMITING={YES|NO|ON|OFF|TRUE|
FALSE|ENABLED|DISABLED}] [UNKUCASTRATELIMITING={YES|NO|ON|OFF|TRUE|FALSE|
ENABLED|DISABLED}] [BCASTRATE=0..262143] [MCASTRATE=0..262143]
[UNKUCASTRATE=0. .262143] [BCASTFILTERING={YES|NO|ON|OFF|TRUE|FALSE|
ENABLED|DISABLED}] [UNKMCASTFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|
DISABLED}] [UNKUCASTFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED)|
DISABLED}] [BCASTEGRESSFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|
DISABLED}] [UNKMCASTEGRESSFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|
DISABLED}] [UNKUCASTEGRESSFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|
DISABLED}] [SPEED={AUTONEGOTIATE|10MHALF|10MFULL|10MHAUTO|10MFAUTO|
100MHALF|100MFULL|100MHAUTO|100MFAUTO|1000MFULL}] [MDIMODE={MDI|MDIX}]
[SOFTRESET] [PRIORITY=0..7] [OVERRIDEPRIORITY={YES|NO|ON|OFF|TRUE|
FALSE}] [RENEGOTIATION=Auto] [COMBO= (FIBERAUTO|FIBER|COPPER) ]

port-list: 00 OO0 00000010 00000000O00O0OOO0OOOOOOOOO
string: 00001016000

g0

cooooooooooooogo
o0oooo0oooo0o0ooo0ooo0oo0o0ooooo0bO00oo0O0b0o0O0O0OVvVLANDDOO
oooooooooooooon

goooog

PORT 0O0OO0O0O0O0OOO0OO0O0OOOOALLOOOOOOOOOOOOOOOOOOOOOO

DESCRIPTION O0O0OOOO0OOSHOWSWITCHPORTOOOOOOOOOOOOOOOOOOOOOO
0000000000 PortxxOxxOODOOOOOODOOODOOOOOOO0OO0DO0O0OO0OO0OO0OO0D000O
01000000000Port0l0OOOOO

STATUS 0000000000000 OOO00O0OOOO0OO0OOODOOOO0O0OOODOENABLE SWITCH
PORT OO OOODISABLESWITCHPORTOOOOOOOO

FLOWCONTROL O0O00000O000O08023xPAUSED D0 OIOODOOONOODOOODOODOENABLE
SWITCH PORT FLOW O O 0O ODISABLE SWITCHPORT FLOW O OO O QOO OO

BCASTRATELIMITING 000000000000 OOOOOOOOOOOOOOOOOYESOOOO
O0OOOOBCASTRATEOD D OOOOOO0O1000000000DO0O00DO000OO0OO0OOOOO
O0oO00oooooNOOOODOUOODOOOOOOOUOOoOoDOoOoOonD NOOo

104 | CentreCOM 9424T/SP-E00O00O0DDDOOO 2.5 gooogo
613-000699 Rev.E



SET SWITCH PORT

MCASTRATELIMITING 00000000000 OO0OO0OOOOOOOOODOOOOOYESOOOO
OOOOOMCASTRATEO D OOOOOO100000000000O000O00O0O0O0O00
O0o0000o0ooooNOODOODO0OO0ODOO0oO0DOo0oOooDOoOoO NOO

UNKUCASTRATELIMITING 00000O000000O000O000O0O00DO00OO0O0O0O0OO0OYES
OOODOO0OOOOOUNKUCASTRATEDO O OOOOOO1000000000000000000O
0000000 o0o0oooooooNOOOOOODO0OO0DOo0oOOoDOo0oOOoDoOO NOO

BCASTRATE 00O000O000000O000O000O000O00262143000000000000 02621430

MCASTRATE 0O0O0O0O00O00O0000O0O0O0O00O00O0026214300000000000002621430

UNKUCASTRATE 0000000000000 OOOOOO0OOO0O0OO0026214300000000000
00 2621430

BCASTFILTERING 000000000 O0OOO0DOO0DOODOO0DOO0DOOOOOOOOONODOOOO OFF
OoooooOoooooNDOO00OOO0oOOO0oOOo0oOO0o0oO0o0o0o0oOooOOFFOOOOOnOD
O0o0oooog OFFO

UNKMCASTFILTERING 0000000000000 0O0O0O0O0O0O0O0O00O0O00O0000O0OOON
00000 OoOFFO0O0OO0OOOOOONDOODOOOOOOOOUOUOOOO0OooUOUOOnOo
OFF000000DOO0O0OO00ODODOO OFFO

UNKUCASTFILTERING 0O0O0O0O000O00O00O0O0O0O00O00DO0O00O0000000O0OONOO
OO0 OFFO 0 O000OO0ODOOONDOOOOO0ONOOOODOD0O0NDOONDO0ODODOODOFF
O0o0O00ooooooooooo OFFD

BCASTEGRESSFILTERING 000000000000 0O000O0O0OO0O0OO0OOO0DOO0OOOONDOO
OO0 OFFO0IOOOO0OOOONDODOOONDOOONOOOUOOODOO0ODO0ODO0OD0OOOOFFOO
O0o00ooooooooog OFFD

UNKMCASTEGRESSFILTERING 0000000000000 O0OO0O0OO0OOOOOOOOOOOO
OOONOODDOOO OFFOOOODOODOOOoOONDOOIOODOODOoOOOoDOOOoOOoDoOOoOon
O00O0O0OOFFOOOOUOODOOOOOOOOOn OFFO

UNKUCASTEGRESSFILTERING 0O0O0O0O0O0O0O00O0OO0O0O0OO0O0OOOODOOOOOOOOOOOOO
ONOOUOOOOFFOOOOUOOOOUOONODDOOOOOOOOOOOoooUooooooo
OUOOFFOOUIOODOOOOODOODOOD OFFO

SPEED 0OO0OO0O00OO0OO0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOO
oooooooooooUooooooooooooooooooo0oo0olIoMHAUTO O 10M
HalfO 10MFAUTO O 10M Full/10M HalfO 100MHAUTO O 10M Full/10M Half/100M HalfC
100MFAUTO O 10M Full/10M Half/100M Full/100M Half 00D 000000000000 00
00 AUTONEGOTIATED

MDIMODE 0O OO0 MDI/ZMDI-X 00O OO O OSPEED O 10MHALFO 10MFULLO 100MHALFO
100MFULLOOOO0OOOOOSPEED O 10MHALFO 10MFULLO 100MHALFO 100MFULL O
O0o0ooooood MDIXO

SOFTRESET OO0O0OO0O0OO0OOOOO

PRIORITY O0O0OO0OO0OO0O0O0QoSOOOOOODOODOOOOODOOOO o0

OVERRIDEPRIORITY 0OO0O0OO0O0OO0O0O0O0O0O0OOOOOOOOOOOOOOOOOOOOOOOOO
OOvYESOOODOOOOOOOOOOOOOOOOOooOONOOOODOOOOooOooDoOOoooooo
0000000000 NO

RENEGOTIATION 0000000000000 O0OO0O0O0OO0O0OOOOOOOOO0O0O0OOOOO

gooooo CentreCOM 9424T/SP-EC L0 O0O0DDOOOODO 2.5 105
613-000699 Rev.E



SET SWITCH PORT

0000000/0000000000000000000CO00OOACTIVATE SWITCH PORT
AUTONEGOTIATEO O OOOOODOOOOOOOAUTONEGOTIATED D OOODOOOOOO
oooo

COMBO 0000000000 U0OOOOOOOOOOOOI000BASE-TOOOO SFPOOOOOOO
0000000000 O00OFIBERAUTOOOOOOOOOOOOOOOOOOOOODOOOSFPOO
0000000 mMSFPOOODOOOOODOOOOODOOORBEROOODOODO1000BASE-TOOO
000000000000 O0COPPERIOOIDOOOODOOODO FIBERAUTOO

goooogn

0 Admit Only Tagged Frame 0O O OO0 PRIORITY OO OO O OO OVERRIDEPRIORITY DO OO
goooooboogoo

goooog

DISABLE SWITCHPORTO 73000
ENABLE SWITCHPORTO 810000
SHOW SWITCH PORTO 1520 000

106 | CentreCOM 9424T/SP-E00000DOOO0O 2.5 gooogo
613-000699 Rev.E



SET SWITCH PORT MIRROR

SET SWITCH PORT MIRROR

00o0ooO0ooooooo /000

SET SWITCH PORT={port-list|ALL} MIRROR={NONE RX|TX|BOTH}

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

ooboooooobooobooooooboooooooobooooon
goooog

PORT O0O0OO0O0O0O0OOO0OOO0OOOALLOOOOOOOOOOOOOOOOOOOOOO

MIRROR 0OO0OO0O0OO0O0OOOOOO0OOOOOOOOOOOOOOOOOOOODOOODOOOOOD
O000000000BOTHOOOODOODOODMRXOODOODOOOMTXOOOOOOOMMNONE
000000000000 000000000000 NONED

goooog

SET SWITCH MIRRORO 1020 00O
SHOW SWITCHO 1470000

SHOW SWITCH MIRRORIO 151 0 0 0O
SHOW SWITCH PORTO 1520 000
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SET SWITCH PORT SECURITYMODE

SET SWITCH PORT SECURITYMODE

00o0ooO0ooooooo /000

SET SWITCH PORT={port-list|ALL} SECURITYMODE={AUTOMATIC|LIMITED|SECURED}
[LEARN=1..255] [INTRUSIONACTION={DISCARD|TRAP|DISABLE}] [PARTICIPATE={ON|
OFF|YES|NO|TRUE|FALSE} ]

port-list: 0000000000100 0000DO0O0O0OO0ODOOOOOOOOODD

g0

ooo0oOoooooooooooooooMACOOOOOOOOOOOOOOOOOOOOOOOOOO
goooog

PORT O0O0OO0O0OO0O0OOO0OOO0OOOOALLOOOOOOOOOOOOOOOOOOOOOO

SECURITYMODE 0000000000000 O0OOAUTOMATICOOOOOODOOOOOLIMITED
oooooooMACOOUOOOOODOOOOOOOOODOODOODOOOOOOO0OOO0OO MACOO
000000000 oooo0o0oooooo0o00 MACOOOOODODODOOOLEARNDOO
O000O0O0OO0OOSECUREDOOOOOOODOOOOOOODOOOODOOO MACOODODOOOO
000000000000 o0oo0o0oo0oooo0ooooOoAUTOMATICO

LEARN 0O0O0O0O0O0O0O0OO00OO0OO MACOOOOOOOOOOOOOOOOOOOOOOOOOO
00 1000 SECURITYMODE O LIMITEDOOOOOODOOOOOO

INTRUSIONACTION 0OOO0OO MACOUOOUOOOOOOOOOOUOOOOOOO MACOOOOOO
O0000o00o0oo0oo0oooooOoooOooOoooOoDbDISCARDOOOOOOOOOOOOO
OOTARPOOOOOOOOOOOOOOSNMPOOOOODOOOOODISABLEDOOOOOOOO
O0O0O0O0O0OSNMPOOOOOOOOOOODOOOOODOODOOOOODOOOSECURITYMODE
OLMITEDOODOOOOODOOOOO

PARTICIPATE INTRUSIONACTIONO TRAPO OO DISABLEOOOOOOOOODOOOOOOOO
O0o00o0oooooo0o0oOooooNOO0OoOoOo0oUoOoOFFOOODOODODOO
000000000 OFFOSECURITYMODED LIMITEDOOOOODOODOOOOO

goooogn

OINTRUSIONACTION O OOOOOOOOOOOODOOOOOOOOOOODOOOO TRAPOODO
DISABLEO OOOOOOPARTICIPATEO D OOOOOONODOOOOODOOOOODOOOOOOO
OSECURITYMODEO LIMITEDO O SECURED D OO0 O0O0OOOOOOOAUTOMATICOODOOOO
OOSECUREDOOOOO

goooog
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SHOW SWITCH PORT INTRUSIONO 1590000
SHOW SWITCH PORT SECURITYMODED 161 00 0O
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SET SWITCH PORT STORMDETECTION

SET SWITCH PORT STORMDETECTION

00o0ooO0ooooooo /000

SET SWITCH PORT={port-list|ALL} STORMDETECTION [LOWRATEACTION={LINKDOWN|
BCASTDISCARD|NONE}] [HIGHRATEACTION={LINKDOWN|BCASTDISCARD|NONE} ]
[LOWRATETHRESHOLD={1..1048575/10485759}]1 [HIGHRATETHRESHOLD={1..1048576]|
10485760}]1 [BLOCKTIMEOUT={60..86400|NONE}]

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

00

oooooooooboooobooooood
goooog

PORT 00000000 ALLOOOOOOOOOOOOOOOOOOOOOOOO

LOWRATEACTION 000000000 O0O0OO0OCOUOOOOCOOOOOLOWRATETHRESHOLD OO
0000000000000 000U00O0O0O0OONONED D000 OMmMBCASTDISCARDOOOO
O0000000oooooo@mLUNKDOWNOOOOOOoOooooooouoooooooooo
00000000 NONEDLOWRATEOOODOUOOOUOUOODOOUOOOOOOOOOOOOOO
goboooboogbobooobooooboobbooboobuooo

HIGHRATEACTION 0000000000000 00O0O0O0O0OOOHIGHRATETHRESHOLD OO
0000000000000 00000O0O0O0OONONED D000 OMmMBCASTDISCARDOOOO
O0000000oooooo@mLUNKDOWNOOOOOOoOooooooouoooooooooo
00000000 LINKDOWNOHIGHRATEOO OO OOOOOOOOOooooooooooo
gbooooboooboboooboooboboooboobobooboobobooo

HIGHRATETHRESHOLD 0000000000000 OO0O0O KbpsO Kilo bit per secondD 00 O
00 010/100/1000BASE-TO O OO O OO OONO 819200010GO0 00O OO OO OO 83886080
10/100/1000BASE-TOOOD 1048576 00000000 ODODOOOOOOOOOOO1I0GOOO
0104857600 00 000000000000 OOOOOO

LOWRATETHRESHOLD 0000000000 OOOOOOO KbpsdKilo bit per secondd O OO
00 0HIGHRATETHRESHOLD OO OO OOOOOOOOOO10/100/1000BASE-TO OO OO
00000 51200001060 000000000 52428800 10/100/1000BASE-T 0 O 0 O 1048576
00000000 oU0oooooooooloGuooo 10487600 0000 Doooooooon
gooo

BLOCKTIMEOUT HIGHRATEACTION O OO UOLOWRATEACTIONDOODOODOOOODOOO
0000000000000 000o0000000000UU0O0O0O0ONONEDDODOOOOOOO
g0000000O0oUOooUOoooOoUooOg 3000
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SET SWITCH PORT STORMDETECTION

g
m 00020000000 819200KbpsO0 0000000000 OOOOOOOOODO

SET SWITCH PORT=2 STORMDETECTION HIGHRATEACTION=LINKDOWN
HIGHRATETHRESHOLD=819200

goooogn

O LINKDOWNUO BCASTDISCARD O OO OO0OOODDOOOOOOBLOCKTIMEOUTOOOOOOOOO
O00o0o00oo0oo00oo0o0o00o0o0oO0o00o0oO0o0D0o000O0omENABLE SWITCH
PORT O OO OODISABLE SWITCH PORT O 0O O 0O ODISABLE SWITCH PORT STORMDETECTION
O0O0OO0OOPURGESWITCHPORTOOODO

OBCASTDISCARD OO OOOOOOOOOOOBLOCKTIMEOUTOOOOOOOOOOODOOOOO
O0000o0o0o0o0o0o0o0oooo0oo0ooo0o0o0oonOmSET SWITCHPORTO
0000 BCASTRATELIMITINGO OO OOO/BCASTFILTERINGO OO DOOODOOODOOOOOO
ooooooooboooboooobobooon
coboooooooboooooooobooooobooooooooobooooooooboooooboobooon

goooog

DISABLE SWITCH PORT STORMDETECTIONO 750 00O
ENABLE SWITCH PORT STORMDETECTIONO 830000

RESET SWITCH PORT STORMDETECTION COUNTERO 880 0 OO
SHOW SWITCH PORT STORMDETECTIONO 163 00 00

gooooo CentreCOM 9424T/SP-EC L0 O0O0DDOOOODO 2.5
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SET SWITCH TRUNK

SET SWITCH TRUNK

00o0ooO0ooooooo /000

SET SWITCH TRUNK=trunk [SELECT={MACSRC|MACDEST|MACBOTH|IPSRC|IPDEST|
IPBOTH}]

trunk: J0000000COO0101600000000000000D0O0O0ODOOOOD

00

ooooooooobooooboooo
goooog

TRUNK 0000000000

SELECT 0000000 O00O0O0O0O0O00O0OO0O00OO0O0O00000000000000000000
O0000O0OMACSRCIO OO MACOOOOMMMACDESTD OO MACOOOOMMACBOTH
Ooooooo MACOOOOMmMIPSRCOOO IPOOOOMMIIPDESTOOO IPOODOOMMIPBOTH
OooOoooIPOOOOUOOOOOOOOOOOOOO MACBOTHO

g
0000000 0uplinkOOOOOOOOOO

SET SWITCH TRUNK=uplink SELECT=MACSRC

goooogn

ooooooooooobooooooboooooooooooooboooooooooooon

goooog

ADD SWITCH TRUNKO 64 000 O
CREATE SWITCH TRUNKO 65 0000
DELETE SWITCH TRUNKDO 670000
DESTROY SWITCH TRUNKO 68 00 OO
SHOW SWITCH TRUNKDO 166 0 O O O
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SET WEBAUTHSERVER

SET WEBAUTHSERVER

00o00oo0ooOooooo /00000

SET WEBAUTHSERVER [IPADDRESS={ipadd|NONE}] [PORT=port]
[REDIRECTURL={string|NONE}] [SECURITY={ENABLED|DISABLED}] [SSLKEYID={id|
NONE}] [SSLPORT=port] [HEADER={string|NONE}] [SUBHEADERTOP={string|
NONE}] [SUBHEADERBOTTOM={string|NONE}] [FOOTER={string|/NONE} ]
[HTTPREDIRECT={ENABLED|DISABLED}] [SESSIONKEEP={ENABLED|DISABLED}]
[PROXYSERVER={string|NONE}] [PROXYPORT={1..65535NONE}]
[PINGPOLL={ENABLED|DISABLED}] [NORMALINTERVAL=1..65535] [TIMEOUT=1..30]
[FAILCOUNT=1..100] [REAUTHREFRESH={ENABLED|DISABLED}]
[TEMPORARYIP={ENABLED|DISABLED}] [RENEWALTIME=5..10]

ipadd: IPOOOO

port: 00000

string: 00001064 0000000000000000000O0O0OOOCOOOO0OOOO™MO0O0OOOOOOO
ooooobooood

id: 000000655350

00

WebOOOOOOOOOOOOOOODOOOOODOODOOODODOWebOOOODOODOOOODODOOODO
goooog

IPADDRESS WebOOOOOOOOOOOOOOOIPOODOODODOOOOODOOO00COOO)IOO
ooooooooooo IPOOODODODOODOODOODOOOODOOODOOOOODOD VLANDODO
o00ooooooooooooooIPO00OOO0OOOOOOOOOOOOOOOOODOIPOOOO
O000ooo0oo0oo0oooo0ooo0 VLANOOOOOoooo iPooooooooooon

PORT WebOOOODOOO TCPOUOUOOOOHTTPOOODOODOO 8OOHTTPSOOOOD OO 4430
IPADDRESSO 00000 DODOODOODO AuthenticatorD 0O 000D O0OO0O TCPOOOODO
00000000000 OOIPADDRESSOOOOOOOOOOODOOOOOOO TCPOOOOO
Oooooomoooo TCcPOOOOUOOOOUOO

REDIRECTURL WebOOOOOOO OODOODOODOOOODOODOO URLODOOODODO NONEODO
oooOoooole000o0oooooboo0oio0oooo0o0o0 ooooooooooon
ooo

SECURITY WebOOOOODOOHTTPSOOOODOODOOD ODOOOOSSLKEYIDOOOOOOO
O00000O0OSSLKEYIDOOOODOOOO0OODO0OOO0OO0ODOO0O DISABLEDO

SSLKEYID WebOOOOOOO HTTPSOOODOOO SSLOOOOOOSECURITYOOOOOOOO
0000000000000 NONEO

SSLPORT WebOOOOOOO HTTPSO TCPOUOOOOOOOOODOO 44300
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SET WEBAUTHSERVER

HEADER Web OOOOOOOOOOOOODODOOOOOOOOOOOOODO NONE O”Web Access
Authentication Gateway”’0 0 0000000000000 64000

SUBHEADERTOP WebOOOOOOOOOODOOOOOOOOOOOODOOOODODOOOO NONE
O”Allied-Telesis’"0 0 0000000000000 64000

SUBHEADERBOTTOM Web OO ODOOODOOODOOOODOOOOOOODOODOOOOOOOOOO
NONEOOOOOOOOOOOOOOO 64000

FOOTER WebOOODOOODOOOOOOOODODOOOOOOODOOOODO NONE O”Allied Telesis”O
oo0oUooouoooooooe40ddd

HTTPREDIRECT HTTPOOUOUOOOOOUOUOOO0OOOOOOOOOOURLOOOOOOOOO
O00OWebODODOOODODODODOODODOODOODODOOOO O DISABLEDO

SESSIONKEEP URLOOOOOUOOOCOUOOO0OOOUOOO0OOOOO OO0OO0OO0OOQOOOOOO
URLODOOOODOOOODOHTTPOUOODDOODOODODOODODOODOOOOVURLOOOOOOO
O000000050000000000000 000 OO0 HeldOOODODOOOOOOOOOOO
URLOOOOOOOUOOOOOOOO DISABLEDOOOOOOOOOOCOOO URLOOOOOO
gooooboogoboooboboobbo

PROXYSERVER 00O0OO0OUOOOO0OO0PACOOOOOOOOOOOOOUOOOOOOOIPOOOOOO
0000000000000 ooood NONEDO

PROXYPORT 0000000000000 O0OO0OOOOOOOOOOOOOUOOUOOOHATTPOOOO
000000000000 UOO0O NONEO

PINGPOLL PingOOOOO0OO0OODOOO0OODOD O0OOOOO0OOOOOOOOOOOOOOOO Ping
000000000000 ooUoUoooooogd DISABLEDO

NORMALINTERVAL 0O0OO0OO0OCOOOOOOOOOUOOUOOOUO@OOOOOO3000

TIMEOUT PingODOO0OO0OO0O0O0OO0OO0O0OOOMMIPIngOEchorequest0 00000000000 OOO
O0000000000000000 000 O000O0PIngOOOOO TIMEOUTOOOO Ping
000000ooooooooooo 100

FAILCOUNT 0000O0O0OOOO0000000O0O0O0 PingOOOOOOOOOO FAILCOUNTO
goooobooooboooooooobooobooobooboob bbb bbb oobo
0500

REAUTHREFRESH 000000 PingDOOOUOOOOODOOOO (REAUTHPERIOD)O O OO
000000 0000000000 PingODOO0OO0OO0OO0OO0OO0O0OODOOOOOOOOOOOOOOO
PingOOOOOODDODOODOODODOOOODOO0OO0OO0OO0DODOOO0OO0DODOOOOOOOO DISABLEDO

TEMPORARYIP WebOOOODOOOODOOOOODODODOOOOOOOOOOO Supplicantd IPOO
0000000000000 00000 IPOOO0OODOOOO/Z0000O0MWebOOOOOOO
O0000o0ooooooooooOoOoooOoO0 DHCPOOUOOOOODO LEASETIME2000 IPO
0000000000000 DHCPOOOOO PolicyDOOO OO LEASETIMEO IPOOOOO
0000000 UOoUu DISABLEDO

RENEWALTIME TEMPORARYIPOOOOOO ODO00D0OO0OOOOOIPODODOOOO REQUEST
000 OO0 Supplicant 0 OPTIONS8O TIO OO OO OO DO OOOOOOPTIONSIO T20 O
30000000000 50000WbOOOO0OOODODODO VLANOOODOOOOOOO
O VLANASSIGNMENT=ENABLEO 0 00O VLANOOOOOOOOOOOOOoOOoOooooog
0000000000000 00000O00 0000000000 00000 (RENEWALTIME
x 3+5)00
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SET WEBAUTHSERVER

g

mWebOOOOOOD IPODOOOO 192.168.1.2000 0000

SET WEBAUTHSERVER IPADDRESS=192.168.1.200

goooogn

OIPADDRESSOOOOOOOOOOOOOO VLANOODOODOOOOOOOOOooooooIiPoOOO
oooooooooPoOOOOODOOOODOOO

goooog

DISABLE WEBAUTHSERVERO 76 D 0 O O
ENABLE WEBAUTHSERVERO 84 000 O
SET PORTACCESS PORTO 90O O OO

SET PORTAUTH PORTO 96 0000
SHOW PORTACCESSO 1170000
SHOW PORTACCESS PORTO 1250000
SHOW PORTAUTHO 1310000

SHOW PORTAUTH PORTO 1390000
SHOW WEBAUTHSERVERO 168 0 0 O O
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SHOW EPSRSNOOPING

SHOW EPSRSNOOPING

000000000000 /EPSR Snooping

SHOW EPSRSNOOPING [CONTROLVLAN={1..4094|vlanname|ALL}]

vlanname: VLANO 010150000000 00000000 M 00000000O0DOO00000OO0O0DOOOO

g0

EPSR Snooping0 0000000
googdoo

CONTROLVLAN OO0OO0OO0OO VLANOVLANDOOOO VLANIDOVIDOOOOOOOOOOOOO
ALLOOOOO0OOD0OO0OO0OO0O0OO0OO0O0O0O VLANDO EPSR SnoopingD 0000000

gooooggon

# show epsrsnooping controlvlan=10

EPSR Snooping Information:
Control VLAN:

VLAN Nale & vttt ettt tee e et eeeaeeen vlanlO
VLAN ID .ttt ittt i et e e e e e e et e e eee 10
VLAN Name 0000oO0ooooodg VLANO
VLAN ID VLAN ID
0 22:

g
m 000000 VLANOVID=100O EPSR Snooping0 00O O0OOO

SHOW EPSRSNOOPING CONTROLVLAN=10

goooog

DISABLE EPSRSNOOPINGO 69000
ENABLE EPSRSNOOPINGO 770000
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SHOW PORTACCESS

SHOW PORTACCESS

00o00oo0ooOooooo /00000

SHOW PORTACCESS={8021X|MACBASED|WEBBASED|ALL} [PORT={port-1ist|ALL}]

SHOW PORTACCESS={8021X|MACBASED|WEBBASED|ALL} {CONFIG|STATUS}

port-list: 0000000000100 0000DO0O0O0OO0ODOOOOOOOOODD

g0

00000000802IXODOMACODODOOWebOODOOOODOOOODOODODOOOSHOW
PORTAUTHOOODOOOOO

goooog

PORTACCESS 0 0000O8021X0IEEE802.1X 0000000 OMMMACBASEDDOMACOODOOOO
000000000 MMWEBBASEDOWeb OO ODOOODOOMALLOODODOOOOOOOOOO
00 008021X0

CONFIG OOoOO0OOOOoOoOoOoooOooon

STATUS 000000000 OO0OOOOO

PORT 0OO0OO0O0OO0O0OOOOOOOOOO

gooooggon

# show portaccess=all

Port Authentication Information

SystemAuthControl.................. Enabled
Number of 802.1x Supplicants....... 1
Number of MAC Based Supplicants.... 1
Number of WEB Based Supplicants.... 0
Total Supplicants.................. 2
Port AuthMode PortRole VLAN PortStatus Status Additional Info
1 802.1X Auth 1 Authorized Authenticated 00:0A:E6:6A:CC:7F
1 MACBASE Auth 1 Authorized Connecting 00:0A:E6:6A:CC:7F
1 WEBBASE Auth 1 Authorized Connecting 00:0A:E6:6A:CC:7F
2 MACBASE Auth 2 Authorized Authenticated 00:40:CA:1B:6F:1C [TAG]

# show portaccess=8021x port=1
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SHOW PORTACCESS

802.1x Authentication Information

SystemAuthControl.................. Enabled
Number of 802.1x Supplicants....... 1
Total Supplicants.................. 1
Port AuthMode PortRole VLAN PortStatus Status Additional Info
1 802.1X Auth 1 Authorized Authenticated 00:0A:E6:6A:CC:7F

# show portaccess=all config

Port 1

802.1x Authentication Information

PAE TYP . i ittt it eeeeenn Authenticator
Supplicant Mode........... Multiple
Supplicant Limit.......... 320
AuthControlPortControl.... Auto
quietPeriod............... 60
txPeriod............. ... 30
suppTimeout............... 30
serverTimeout............. 30
MAXREQ . v v et et e et et e e 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
reAuthMAX................. 2
vlanAssignment............ Enabled
vlanAssignmentType........ USER
secureVlan................ On
lockCount................. 3
portMoveReauth............ Disabled
ForceRenewing............. Disabled
guestVlan................. None
adminControlDirection..... Ingress
piggyBack....... ... .. ... -
ARP Forwarding............ Disabled
TCP Forwarding............ -
UDP Forwarding............ -
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SHOW PORTACCESS

Port 2

802.1x Authentication Information

PAE TYP . it ittt e eeeeenn Supplicant
heldPeriod........... ... ... 60
authPeriod............ .. ........ 30
startPeriod........ ... ... ... . ... 30
maxStart......... .. ... 3
USEYTNAIME . « v v v v vttt e ettt eneeee test
PASSWOXd. v v vt it e e e e test

# show portaccess=all status

Port 1

802.1x Authentication Information

PAE TYPEC. i ittt e eeeeen Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AdAresSS . v vt i it tee oo eeeee e 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Authenticated
Port Status............... ... ... Authorized
Backend Authenticator State..... Idle

VLAN ID. ...ttt ittt ee e 1

PAE TYPC. sttt it e eeeeenn Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AdAresSS . v vt i it tee oo eeeee e 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting

Port Status............... ... ... Authorized
Backend Authenticator State..... Idle

VLAN ID. ...ttt ittt 1

PAE TYPEC. sttt it e eeeeen Authenticator

Supplicant Mode........... Multiple

Number of Supplicants..... 1
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SHOW PORTACCESS

Attached Supplicant(s)
MAC AdAreSS . . v it i it ittt it eeeee e 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting
Port StatuS......uuiiiennnnnn. Authorized
Backend Authenticator State..... Idle
VLAN ID. . ittt ittt e e e et et e eeees 1

Port 2

802.1x Authentication Information

PAE TYP . i ittt it eeeeenn Supplicant

Supplicant PAE State............ Connecting

SystemAuthControl

0000000000000 0OEnabled O Disabled

Number of 802.1x Supplicants

802.1X0 000000000 SupplicantD O

Number of MAC Based Supplicants

MACOODOOOOODOOOODOO SupplicantT O

Number of WEB Based Supplicants

WebOOOOOOOOOO Supplicant 0O

Total Supplicants

Supplicant 0000000 SupplicantO 000

Port googoo

AuthMode 00000000802.1XOMACBASEOWEBBASE D 00 0O
d

PortRole O000000000000802.1X0 00000 Authenti-
cator0 SupplicantCO None DO OO O

VLAN SUPPLICANTOOOOOOO VLAN

PortStatus 0000000 unauthorisedd 0 0000 authorisedd O O
goo

Status gbobobmooboobobobobobbnboooobobooo
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0000000000000 doUOmAUTHENTICATOR
00000000 InitializeD O O O OO Connectingd O O
O [ Authenticatingd O O O [0 Authenticatedd O 0O O O [T
AbortingD 0 O 000 M HeldO O O O [ Force_Authl O
000000000 Force.UnauthtD OO OO0 OOO
O0000000O0SUPPLICANTOOOOOOOOAcquired
0000 mConnectingd O O O [ Authenticatingd O 0O O [
Authenticated0 0 0 O 0O [0 HeldO O O O (D Logoff0 O O
000000000SET PORTAUTH PORT OO OO /SET
PORTACCESS PORTO OO DO CONTROLO OO DOODO
0 AUTHORISED O O 0O 0O OO O AuthenticatedD 0O 0O O
O000O0OOCONTROLOODOOOOO UNAUTHORISED
O000000OConnectingDODOOO0OOOOO

oooood




SHOW PORTACCESS

Additional Info

AUTHENTICATOR 0 000 OAUTHENTICATED O OO
00O0O0SUPPLICANTO MACOOOOOOODOO0OOO
0000000000000SUPPLICANTO MACO OO
0000 [TAGlOOO

0 23: CONFIGO STATUS OO OOoQoooag

Port

ooooo

PAE Type

000000000000 Authenticatord Supplicant0 O 000

Supplicant Mode

0O Authenticator O 0O O OAuthenticator 0 0 0 00O O OO Single O Mul-
tiple

Supplicant Limit

O Authenticator 0 0 O O SUPPLICANT OO OOODO

AuthControlPortControl

O Authenticator 00000000000 AuthenticatorO OO OO OO
AutoO ForceUnauth O ForceAuth

quietPeriod O Authenticator 0D 0000000 OSupplicantD 000000000
gooo

txPeriod 0O Authenticator O 0 O OSupplicant0 EAPOLOOO0OOO0OOOOO
gooo

suppTimeout

0 Authenticator O O O O Supplicant 0 EAP-Request 0 D OO0 O 00O
SupplicantD D OO0O0O0OoOO0OOOOO

serverTimeout

0 Authenticator 0 O O ORADIUS O O O 0O O Access-Request0 00 0O
OOORADIUSOOOO0OOOOOOOOOOOOO

maxReq 0 Authenticator O 0O O O Supplicant 0 0 0 O EAPOL-Request 0 0O O
goobooobood
reAuthPeriod 0 Authenticator 00 O O Supplicant 0000 oo00oooon

reAuthEnabled

O Authenticator D O O OSupplicant 0 00D 000000000000
Enabled O 0O O Disabled

reAuthMax

0 Authenticator 0 0 O O Supplicant0 000 o000

vlanAssignment

O Authenticator DO 00000000 VLANODOOODO OOEnabled
OO0 Disabled

vlanAssignmentType

O Authenticator 0000000000 VLANOOOOOPORTOOODO
USER

secureVlan 0O Authenticator O 0O O OMulti-Supplicant 0 0 0O MODE=MULTIOO
000200000 SupplicantD 0000 O0ONOOOO Supplicant O
OO0 VLANODOOOOOOOOoOoooo offton0o VLANDOOOODOOO
ERN

lockCount 0 Authenticator 000D OWeb OO OO OOOHeldOODOOODODOOO
gooooboogo

portMoveReauth O Authenticator 000000000 SupplicantO0o0oOooOooOOO
0000000000000 000Enabledd OO Disabled
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SHOW PORTACCESS

ForceRenewing

ooooo

guestvlan

O Authenticator 00O O0O0OO0 VLANDOOOOO VLAN OO VLAN
ID

adminControlDirection

OAuthenticator 0000000000000 0D0O0O00O0OO0O0OO
00000000000000000000 Ingressd Both

piggyBack

0 Authenticator 0 0 0 OPiggy back 00000 O /000 Enabled O O
0O Disabled

ARP Forwarding

O Authenticator D0 D OWeb OO ODOODOODOOOOOOARPOOO
000000000 00000000000 Enabled 00O Disabled

TCP Forwarding

O Authenticator 0 OO0 OWebOOOOOOOOOOODOOOOOO TCP
oooooogo

UDP Forwarding

O Authenticator 0 00 OWebOOODOOOOODOOOOOOOO UDP
oooooogo

Port goood

PAE Type 000000000000 AuthenticatorD Supplicant0 O 000

heldPeriod OSupplicant0 00000000 OAuthenticatorD 000000000
gooo

authPeriod O Supplicant0 0 O OEAPOL-Start 0 OO0 00 0000 0O 0O O Supplicant

OOOOOEAPOL-Start D 0000 MAXSTARTOOOOOOOOOO
ooboooooooooooooooood

startPeriod

OSupplicant0 000000000 Supplicant0 0000000000
ooo

maxStart 0 Supplicant O O O O Authenticator 0 EAPOL-Start 00 00000 O
goooooo
username oooon
password ooooo
024 CONFIGOOOOODOO
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SHOW PORTACCESS

Port

ooooo

PAE Type

000000000000 Authenticatord Supplicant O O
goo

Supplicant Mode

Authenticator 0 0 0 00 0O O O Single O Multiple

Number of Supplicant

Supplicant O

Attached Supplicant(s)

0000000000 Supplicant0 0000 Qd

MAC Address

MACOOOOOOO

Authenticator/Supplicant PAE State

goooboomobooooboobobobuoboobnuooboo
0000000000000 00o0oo0O0dmAUTHENTI-
CATORO OO0 OO O O InitializeD O O O (0 Connecting
0 0 0O O 0 Authenticatingd O O O [0 Authenticated0 O O
00 MAbortingd 0000 O MHeldd O OO Force_Auth
Mo000000000MmMForce_.Unautho OO0 oo0oOO
O00000000OSUPPLICANTOOOOOOOOAcquired
0000 mConnectingd O O O [ Authenticatingd O 0O O [
Authenticated0 0 0 0O 0O [0 HeldO O O O (0 Logoff0 O O
000000000SET PORTAUTH PORT OO OO /SET
PORTACCESS PORTO OO DO CONTROLO OO DOODO
0 AUTHORISED 0 OO0 O OO O AuthenticatedD O 0O O
O000O0OOCONTROLOODOOOOO UNAUTHORISED
O000000OConnectingDODOOO0OOOOO

Port Status

000000 0unauthorisedD O O O 00 authorisedd O O
ooo

Backend Authenticator State

0000000 O0OIDLECODOOOMMINITIALISED OO O M
RESPONSED Supplicant 0 0 000 0O O REQUESTO O O
000000000 SUCCESSO OO0 OO mFAILOODO
OomTIMEOUTOOOOOOOOOOOOO

VLAN ID

Supplicant0 000000 VLANO VID

0 25: STATUSOOOOOOO

g
m 802.1X0 00000000000 0O0OO

SHOW PORTACCESS=8021x

m 802.1X0 00000000000 0O0OO

SHOW PORTACCESS=8021x CONFIG

m 802.1X0 00000000000 0O0OO

oooood

od
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SHOW PORTACCESS

SHOW PORTACCESS=8021x STATUS

s MACOOOOOOOOOOODOOOOODOOOO

SHOW PORTACCESS=MACBASED

goooogn

00000000 CONFIGOOOOOUOOOOOODOOOOOoooooooooooooooooooo
oooooooooboooobooooood
ooooooooOoOoooooo0oOooooOooooooooooooool0ooooOo0oooooooOOo
000000000000 oo0O00oo0o00oo0o0DoO0O0000OSHOW CONRFIGO OO OO
DYNAMICOOOOOOOOOOODOOOOOOOOOOOOoOOooOoOooooooooooooooo
ooooooooobooooboooo

goooog

DISABLE PORTACCESSO 700 0O O

ENABLE PORTACCESSO 78 0 0 OO

SET PORTACCESS AUTHMETHODO 89O O OO
SET PORTACCESS PORTO 90O O OO

SHOW PORTACCESS PORTO 1250000
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SHOW PORTACCESS PORT

SHOW PORTACCESS PORT

00o00oo0ooOooooo /00000

SHOW PORTACCESS={8021X|/MACBASED|WEBBASED} PORT={port-list|ALL}
[{AUTHENTICATOR|SUPPLICANT}] [{CONFIG|STATUS}]

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

00

000000000000 o0ooooOSHOW PORTAUTHPORTO OOOOOOO

goooog

PORTACCESS 0 0000O8021X0IEEE802.1X 00000000 MMACBASEDOMACOODOOOO
000000000 MMWEBBASEDOWeb OO ODOOODOOMALLOODODOOOOOOOOOO

00 008021X0
PORT 0OO0OO0O0OO0O0OOOOOOOOOO
AUTHENTICATOR/SUPPLICANT 802.1XOOODOODOOOOOOOOOOO
CONFIG OOoOO0OOOOoOoOoOoooOooon
STATUS 000000000 OO0OOOOO

gooooggon

# show portaccess=all port=1 authenticator config

Port 1

802.1x Authentication Information

PAE TYP . i ittt it eeeeenn Authenticator

Supplicant Mode........... Multiple

Supplicant Limit.......... 320

AuthControlPortControl.... Auto

quietPeriod............... 60

oooooo CentreCOM 9424T/SP-E0 00O OOOOOO 2.5

613-000699 Rev.E

125



SHOW PORTACCESS PORT

txPeriod............. ... 30
suppTimeout............... 30
serverTimeout............. 30
MAXREQ . v v et et e et et e e 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
reAuthMAX................. 2
vlanAssignment............ Enabled
vlanAssignmentType........ USER
secureVlan................ On
lockCount................. 3
portMoveReauth............ Disabled
ForceRenewing............. Disabled
guestVlan................. None
adminControlDirection..... Ingress
piggyBack......... ... -

ARP Forwarding............ Disabled

TCP Forwarding............ -
UDP Forwarding............ -

# show portaccess=all port=1 authenticator status

Port 1

802.1x Authentication Information

PAE TYPEC. sttt it e eeeeen Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AdAresSS . v v it it tee oo eeeee e 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Authenticated
Port Status............... ... ... Authorized
Backend Authenticator State..... Idle

VLAN ID. ...ttt ittt ee e 1

PAE TYPEC. i ittt e eeeeen Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AdAreSS . .o vt i it ittt eeeeeenn 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting
Port StatuS......uuiiiennnnnn. Authorized
Backend Authenticator State..... Idle
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SHOW PORTACCESS PORT

PAE TYPEC. o it it e eeeeenn Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AdAresSS . v v i i i ittt e eeeee e 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting

Port Status............... ... ... Authorized
Backend Authenticator State..... Idle

VLAN ID. ...ttt ittt eneenn 1

# show portaccess all port=2 supplicant config

Port 2

802.1x Authentication Information

PAE TYP . it ittt e eeeeenn Supplicant
heldPeriod........... ... ... 60
authPeriod............ ... ...... 30
startPeriod........ ... ... ... . ... 30
maxStart......... .. ... 3
USEYTNAME . « v v vt vt et e et et enee e test
PASSWOXd. v v vt it e e e e test

# show portaccess all port=2 supplicant status

Port 2

802.1x Authentication Information

PAE TYP . ittt it eeeeenn Supplicant

Supplicant PAE State............ Connecting

Port ooooo

PAE Type O000000000000802.1X 000000 Authenticatord Supplicant O
00 802.1x Au- oooo

thentication
InformationO
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SHOW PORTACCESS PORT

PAE Typél MAC
BASED Au-
thentication
InformationO

O00000000O000OMACOOOOOODOOOOD D Authenticatord Sup-
plicant0 0000

PAE Typed WEB
BASED Au-
thentication
InformationO

00000000000 0OWebOOOOOOOO M Authenticatord Supplicant
googoo

Supplicant 0 Authenticator O O O O Authenticator 0 0 O O 0O 0O 0O O Single O Multiple
Mode

Supplicant 0 Authenticator 0 0 O O SUPPLICANT O OOOOO

Limit

AuthControl- 0 Authenticator 00 0000000 OO Authenticator 0 0O 0O 00 O O Auto
PortControl ForceUnauth O ForceAuth

quietPeriod O Authenticator 00D OO0 0O O00OOSupplicant0 00000000 ooOOO
txPeriod 0 Authenticator 0 O O O Supplicant 0 EAPOLO0OOO0O0ODOOOOOOOO

suppTimeout

0 Authenticator O O O O Supplicant 0 EAP-Request 0 O 0 0O O O O Supplicant
goooooooboogoo

serverTimeout

0 Authenticator 0 0O O ORADIUS OO 0O OO Access-Request 00 00000
RADIUSOOOOOOOOOOOOOOOOO

maxReq 0 Authenticator O 0 0O OSupplicant 0 0 0 O EAPOL-Request D OO0 OO0 OO
ooo
reAuthPeriod 0 Authenticator 0 O O O Supplicant 00 000000 oon

reAuthEnabled

0 Authenticator 0 O O OSupplicant 0 000000000000 OO Enabled O
00 Disabled

reAuthMax

0 Authenticator 0 O O O Supplicant 0O 0o ooOO O

vlanAssignment

OAuthenticator OO O00O00000O0 VLANOOOOOOOEnabledO OO
Disabled

vlan- 0 Authenticator 0000000000 VLANOOODOOPORT O0OO0OUSER

Assignment-

Type

secureVlan 0O Authenticator O O O O Multi-Supplicant 0 0 O 0 MODE=MULTIO OO OO 2
00000 Supplicant0 00 O0O0O0OND OO0 Supplicant0 00 VLANO OO
O00ooooooooffton VLANDOOOODDOOOO

lockCount 0 Authenticator 000 0OWeb OO OOOOOHeldOOODODOOOOO OOOO
goooo

portMove- 0O Authenticator 000000000 Supplicant0 0000000000000 0OO

Reauth O0000000000Enabled 00O Disabled

128 | CentreCOM 9424T/SP-E0 DO OOOOODOO 2.5

613-000699 Rev.E

oooood



SHOW PORTACCESS PORT

ForceRenewing

ooooo

guestvlan

O Authenticator OO0 OD OO0 VLANOOOOO VLAN OO VLAN ID

adminControl-

OAuthenticator 00000 0000000000000 O0OO0OOOOOOOO

Direction 0000000000000 000Ingress 0 Both

piggyBack 0O Authenticator 0 O 0 OPiggy back DO 0000 /00 O Enabled 0 O O Disabled
ARP Forward- O Authenticator 0D OO0 OOO0OOOOARPOODOOOOOOODOOO OOOO
ing O0000000Enabled 000 Disabled

TCP Forward- O Authenticator 00 0000000000000 TCPOOOODOOOO

ing

UDP Forward-
ing

OAuthenticator D000 00000000000 UDPOODODOOOOO

0 26: AUTHENTICATORO CONFIGU OO ODOOO

Port googoo

PAE Type 000000000000 Authenticatord Supplicant O O
goo

Supplicant Mode Authenticator 0 0 0 00 0O O O Single O Multiple

Number of Supplicant Supplicant O

Attached Supplicant(s) 0000000000 SupplicantCooo0OO

MAC Address

MACOOOOOOO

Authenticator/Supplicant PAE State 000000 000000000 OOO0O8021X0O0O

gooooboobbooobooboooboobbooobad
AUTHENTICATOR O O OO O OO O InitializeO O 0O O [
Connectingd O O O (I Authenticatingd O O O [0 Authenti-
catedd 0 OO0 M Abortingd 00000 MM HelddO OO M
Force Authm 00 00000 00 0O MForce_Unauth ™ O O
0000000000000 OSUPPLICANTOOOOOOOO
Acquiredd O O O D Connectingd O O O [0 Authenticating
0 00 O Authenticated] O O 0O O MHeldd O O O tHLogoff
goooooooooo

Port Status

000000 0unauthorisedD O O OO0 authorisedd O O
ooo

Backend Authenticator State OO0O0O00O0O0OIDLEDOOOCOINITIALISED OO O M

oooood

RESPONSED Supplicant 0 0 000 0O O REQUESTO O O
000000000 SUCCESSO OO0 OO mFAILOODO
OomTIMEOUTOOOOOOOOOOOOO
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SHOW PORTACCESS PORT

VLAN ID Supplicant0 000000 VLANO VID
0 27: AUTHENTICATORO STATUS OO OOOOO
Port goood
PAE Type O000000000000802.1X 000000 DI Authenticatord Supplicant
goood
heldPeriod OSupplicant 00000000 OOAuthenticator0 0000000000000
authPeriod O Supplicant 0O OOEAPOL-Start 0 0 0000000 00O Supplicant 0 O

OOOEAPOL-StartD 0000 MAXSTARTOOOOOOOOOOOOOOOO
oooooooooooooon

startPeriod

OSupplicant0 000000000 Supplicant0 0000000000000

maxStart 0 Supplicant O O O O Authenticator 0 EAPOL-Start 00 000000000
gooo
username oooono
password ooooo
0 28: SUPPLICANTOCONFIGOD ODOOOOO
Port goood
PAE Type O000000000000802.1X0 00000 MM AuthenticatordSupplicant

ooooo

Supplicant PAE State 000000 OO0O000O0OD0OO0OO0OOO0DO8021XOOODOOODOOODO

0000000000000 00o0dmAUTHENTICATOROOOOOO
0 O InitializeO O O O I ConnectingO O O O [T AuthenticatingD O O O (T
Authenticatedd 0O 0 0 O D Abortingd O 0 0 0O O (M HeldO O O O D Force_
AuthDOOOO0OO0OO0DO0O0O0OO0MMForce.UnauthtD OO O OOOoOoOoooO
O0000SUPPLICANTOOOOOOOOAcquiredd O O O [T Connecting
0 0 0O O M Authenticatingd O 0 O [0 AuthenticatedD O O O O (O HeldD O
OO0 LogoffCO0OOODOOOOO

Port Status

O0000OO0OunauthorisedD OO0 OO0 authorisedD OO OO O

goooog

0 29: SUPPLICANTOSTATUS DO OOOOO

DISABLE PORTACCESSO 700 0O O

ENABLE PORTACCESSO 78 0 0 OO

SET PORTACCESS AUTHMETHODO 89O O OO
SET PORTACCESS PORTO 90O O OO

SHOW PORTACCESSO 1170000
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SHOW PORTAUTH

SHOW PORTAUTH

00o00oo0ooOooooo /00000

SHOW PORTAUTH={8021X|/MACBASED|WEBBASED|ALL} [PORT={port-1ist|ALL}]

SHOW PORTAUTH={8021X|MACBASED|WEBBASED|ALL} {CONFIG|STATUS}

port-list: 0000000000100 0000DO0O0O0OO0ODOOOOOOOOODD

g0

00000000802IXODOMACODODOOWebOODOOOODOOOODOODODOOOSHOW
PORTACCESS OO OOOOOO

goooog

PORTAUTH 0 O0O000O8021XOIEEE802.1XD 0000000 MIM MACBASEDOMACOOOOOO
000000000 MMWEBBASEDOWeb OO ODOOODOOMALLOODODOOOOOOOOOO
00 008021X0

CONFIG OOoOO0OOOOoOoOoOoooOooon

STATUS 000000000 OO0OOOOO

PORT 0OO0OO0O0OO0O0OOOOOOOOOO

gooooggon

# show portauth=all

Port Authentication Information

SystemAuthControl.................. Enabled
Number of 802.1x Supplicants....... 1
Number of MAC Based Supplicants.... 1
Number of WEB Based Supplicants.... 0
Total Supplicants.................. 2
Port AuthMode PortRole VLAN PortStatus Status Additional Info
1 802.1X Auth 1 Authorized Authenticated 00:0A:E6:6A:CC:7F
1 MACBASE Auth 1 Authorized Connecting 00:0A:E6:6A:CC:7F
1 WEBBASE Auth 1 Authorized Connecting 00:0A:E6:6A:CC:7F
2 MACBASE Auth 2 Authorized Authenticated 00:40:CA:1B:6F:1C [TAG]
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SHOW PORTAUTH

# show portauth=8021x port=1

802.1x Authentication Information

SystemAuthControl.................. Enabled
Number of 802.1x Supplicants....... 1
Total Supplicants.................. 1
Port AuthMode PortRole VLAN PortStatus Status Additional Info
1 802.1X Auth 1 Authorized Authenticated 00:0A:E6:6A:CC:7F

# show portauth=all config

Port 1

802.1x Authentication Information

PAE TYP . it ittt e eeeeenn Authenticator
Supplicant Mode........... Multiple
Supplicant Limit.......... 320
AuthControlPortControl.... Auto
quietPeriod............... 60
txPeriod.................. 30
suppTimeout............... 30
serverTimeout............. 30
MAXREQ . v v et et e e e e et e 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
reAuthMAX................. 2
vlanAssignment............ Enabled
vlanAssignmentType........ USER
secureVlan................ On
lockCount................. 3
portMoveReauth............ Disabled
ForceRenewing............. Disabled
guestVlan................. None
adminControlDirection..... Ingress
piggyBack....... ... .. ... -
ARP Forwarding............ Disabled
TCP Forwarding............ -
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SHOW PORTAUTH

UDP Forwarding............ -

Port 2

802.1x Authentication Information

PAE TYP . i ittt it e eeeeen Supplicant
heldPeriod........... ... 60
authPeriod...................... 30
startPeriod....... ... ... .. ..., 30
maxStart......... .. ... 3
USEYTNAME . « v v v v vt ettt et enee e test
PASSWOTrd. v v vt it e e e e e test

# show portauth=all status

Port 1

802.1x Authentication Information

PAE TYPC. s ittt eeeeenn Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AdAresSS . v v i i i ittt e eeeee e 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Authenticated
Port Status............... ... ... Authorized
Backend Authenticator State..... Idle

VLAN ID. ...ttt ittt ee e 1

PAE TYPEC. i ittt e eeeeen Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AdAresSS . v v i it it tee oo eeeee e 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting

Port Status............... ... ... Authorized
Backend Authenticator State..... Idle

VLAN ID. ...ttt ittt ee e 1

PAE TYPC. st ittt e ieeeenn Authenticator

Supplicant Mode........... Multiple

Number of Supplicants..... 1
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SHOW PORTAUTH

Attached Supplicant(s)
MAC AdAreSS. . v it i it ittt it eeeeeann 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting
Port StatuS.......uiiinnnnnn. Authorized
Backend Authenticator State..... Idle
VLAN ID. . ittt it et e e e et et e eeee 1

Port 2

802.1x Authentication Information

PAE TYP . it ittt e eeeeenn Supplicant

Supplicant PAE State............ Connecting

SystemAuthControl

0000000000000 0OEnabled O Disabled

Number of 802.1x Supplicants

802.1X0 000000000 SupplicantD O

Number of MAC Based Supplicants

MACOOOOOOODOOOODOO SupplicantT O

Number of WEB Based Supplicants

WebOOOOOOOOOO Supplicant 0O

Total Supplicants

Supplicant 0000000 Supplicant0 000

Port googoo

AuthMode 00000000802.1XOMACBASEOWEBBASE D 00 0O
d

PortRole O000000000000802.1X0 00000 Authenti-
cator0 SupplicantCO None DO OO O

VLAN SUPPLICANTOOOOOOO VLAN

PortStatus 0000000 unauthorisedd 0 0000 authorisedd O O
goo

Status gbobobmooboobobobobobbnboooobobooo
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0000000000000 doUOmAUTHENTICATOR
00000000 InitializeD O O O 00 Connectingd O O
O [ Authenticatingd O 0O O [0 Authenticatedd O 0O O O [T
AbortingD 0 O 000 M HeldO O O O [ Force_Authl O
000000000 Force.UnauthtD OO OO0 OOO
O00000000OSUPPLICANTOOOOOOOOAcquired
0000 mConnectingd O O O [ Authenticatingd O 0O O [
Authenticated0 0 O 0O 0O [0 HeldO O O O (0 Logoff0 O O
000000000SET PORTAUTH PORT OO OO /SET
PORTACCESS PORTO OO OO CONTROLO OO OODO
0 AUTHORISED 0 OO0 O OO O AuthenticatedD 0O 0O O
O000O0OOCONTROLOODOOOOO UNAUTHORISED
O000000OConnectingDODOOO0OOOOO

oooood




SHOW PORTAUTH

Additional Info

AUTHENTICATOR 0 000 OAUTHENTICATED O OO
000O0Supplicantd MACOOOOOOOOOOOOOO
00000D000000Supplicantd MACOOOOOOO
[TAG]O OO

0 30: CONFIGO OO STATUSOOOOOGOOoO

Port

ooooo

PAE Type

000000000000 Authenticatord Supplicant0 O 000

Supplicant Mode

0O Authenticator O 0O O OAuthenticator 0 0 0 00O O OO Single O Mul-
tiple

Supplicant Limit

O Authenticator 0 0 O O SUPPLICANT OO OOODO

AuthControlPortControl

O Authenticator 00000000000 AuthenticatorO OO OO OO
AutoO ForceUnauth O ForceAuth

quietPeriod O Authenticator 0D 0000000 OSupplicantD 000000000
gooo

txPeriod 0O Authenticator O 0 O OSupplicant0 EAPOLOOO0OOO0OOOOO
gooo

suppTimeout

0 Authenticator O O O O Supplicant 0 EAP-Request 0 D OO0 O 00O
SupplicantD D OO0O0O0OoOO0OOOOO

serverTimeout

0 Authenticator 0 O O ORADIUS O O O 0O O Access-Request0 00 0O
OOORADIUSOOOO0OOOOOOOOOOOOO

maxReq 0 Authenticator O 0O O O Supplicant 0 0 0 O EAPOL-Request 0 0O O
goobooobood
reAuthPeriod 0 Authenticator 00 O O Supplicant 0000 oo00oooon

reAuthEnabled

O Authenticator D O O OSupplicant 0 00D 000000000000
Enabled O 0O O Disabled

reAuthMax

0 Authenticator 0 0 O O Supplicant0 000 o000

vlanAssignment

O Authenticator DO 00000000 VLANODOOODO OOEnabled
OO0 Disabled

vlanAssignmentType

O Authenticator 0000000000 VLANOOOOOPORTOOODO
USER

secureVlan 0O Authenticator O 0O O OMulti-Supplicant 0 0 0O MODE=MULTIOO
000200000 SupplicantD 0000 O0ONOOOO Supplicant O
OO0 VLANODOOOOOOOOoOoooo offton0o VLANDOOOODOOO
ERN

lockCount 0 Authenticator 000D OWeb OO OO OOOHeldOODOOODODOOO
gooooboogo

portMoveReauth O Authenticator 000000000 SupplicantO0o0oOooOooOOO
0000000000000 000Enabledd OO Disabled
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SHOW PORTAUTH

ForceRenewing

ooooo

guestvlan

O Authenticator 00O O0O0OO0 VLANDOOOOO VLAN OO VLAN
ID

adminControlDirection

OAuthenticator 0000000000000 0D0O0O00O0OO0O0OO
00000000000000000000 Ingressd Both

piggyBack

0 Authenticator 0 0 0 OPiggy back 00000 O /000 Enabled O O
0O Disabled

ARP Forwarding

O Authenticator D0 D OWeb OO ODOODOODOOOOOOARPOOO
000000000 00000000000 Enabled 00O Disabled

TCP Forwarding

O Authenticator 0 OO0 OWebOOOOOOOOOOODOOOOOO TCP
oooooogo

UDP Forwarding

O Authenticator 0 00 OWebOOODOOOOODOOOOOOOO UDP
oooooogo

Port goood

PAE Type 000000000000 AuthenticatorD Supplicant0 O 000

heldPeriod OSupplicant0 00000000 OAuthenticatorD 000000000
gooo

authPeriod O Supplicant0 0 O OEAPOL-Start 0 OO0 00 0000 0O 0O O Supplicant

OOOOOEAPOL-Start D 0000 MAXSTARTOOOOOOOOOO
ooboooooooooooooooood

startPeriod

OSupplicant0 000000000 Supplicant0 0000000000
ooo

maxStart 0 Supplicant O O O O Authenticator 0 EAPOL-Start 00 00000 O
goooooo
username oooon
password ooooo
0 3L CONFIGOOOOOOO
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SHOW PORTAUTH

Port

ooooo

PAE Type

000000000000 Authenticatord Supplicant O O
goo

Supplicant Mode

Authenticator 0 0 0 00 0O O O Single O Multiple

Number of Supplicant

Supplicant O

Attached Supplicant(s)

0000000000 Supplicant0 0000 Qd

MAC Address

MACOOOOOOO

Authenticator/Supplicant PAE State

goooboomobooooboobobobuoboobnuooboo
0000000000000 00o0oo0O0dmAUTHENTI-
CATOROOOOOOOO Initialized O O O I Connecting
0 0 0 O mAuthenticatingd O O O O Authenticated] 0 0O O
O[O Abortingd 00O 0O OO MHeldd O O O O Force_Auth
Mo000000000MmMForce_.Unautho OO0 oo0oOO
O00000000OSUPPLICANTOOOOOOOOAcquired
0000 mConnectingd O O O [ Authenticatingd O 0O O [
Authenticated0 0 0 0O 0O [0 HeldO O O O (0 Logoff0 O O
000000000SET PORTAUTH PORT OO OO /SET
PORTACCESS PORTO OO DO CONTROLO OO DOODO
0 AUTHORISED 0 OO0 O OO O AuthenticatedD O 0O O
O00OOOCONTROLO DD OOO UNAUTHORISED O
O00000O0ConnectingDDOOOO0OOOO

Port Status

000000 0unauthorisedD O O O 00 authorisedd O O
ooo

Backend Authenticator State

0000000 O0OIDLECODOOOMMINITIALISED OO O M
RESPONSED Supplicant 0 0 000 0O O REQUESTO O O
000000000 SUCCESSO OO0 OO mFAILOODO
OomTIMEOUTOOOOOOOOOOOOO

VLAN ID

Supplicant0 000000 VLANO VID

0 32: STATUSOOOOOOO

g
m 802.1X0 00000000000 0O0OO

SHOW PORTAUTH=8021 0

m 802.1X0 00000000000 0O0OO

SHOW PORTAUTH=8021x CONFIG

m 802.1X0 00000000000 0O0OO

oooood

od
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SHOW PORTAUTH

SHOW PORTAUTH=8021x STATUS

goooogn

00000000 CONFIGOOOOOUOOOOOODOOODOOoooooooooooooooooooo
oooooooooboooobooooood
ooooooooOoOoooooo0oOooooOooooooooooooool0ooooOo0oooooooOOo
O000oo0o0oooU0oo0O00oo0o00oo0o0DOoO0O0000oOSHOW CONFIGO OO OO
DYNAMICOOOOOOOOOOODOOOOOOOOOOOOoOOooOoOooooooooooooooo
ooooooooobooooboooo

goooog

DISABLE PORTAUTHO 710000

ENABLE PORTAUTHO 790000

SET PORTAUTH AUTHMETHODO 9000 O
SET PORTAUTH PORTO 96 0000

SHOW PORTAUTH PORTO 1390000
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SHOW PORTAUTH PORT

SHOW PORTAUTH PORT

00o00oo0ooOooooo /00000

SHOW PORTAUTH={8021X/MACBASED|WEBBASED|ALL} PORT={port-list|ALL}
[{AUTHENTICATOR|SUPPLICANT}] [{CONFIG|STATUS}]

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

00

000000000000 0000000SHOW PORTACCESSPORTLOOOOOOO
goooog

PORTAUTH 0 O0O000O8021XOIEEE802.1XD 0000000 MIM MACBASEDOMACOOOOOO
000000000 MMWEBBASEDOWeb OO ODOOODOOMALLOODODOOOOOOOOOO
00 008021X0

PORT 0OO0OO0O0OO0O0OOOOOOOOOO

AUTHENTICATOR/SUPPLICANT 802.1XOOODOODOOOOOOOOOOO

CONFIG OOoOO0OOOOoOoOoOoooOooon

STATUS 000000000 OO0OOOOO

gooooggon

# show portauth=all port=1 authenticator config

Port 1

802.1x Authentication Information

PAE TYP . i ittt it eeeeenn Authenticator

Supplicant Mode........... Multiple

Supplicant Limit.......... 320

AuthControlPortControl.... Auto

quietPeriod............... 60
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SHOW PORTAUTH PORT

txPeriod............. ... 30
suppTimeout............... 30
serverTimeout............. 30
MAXREQ . v v et et e et et e e 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
reAuthMAX................. 2
vlanAssignment............ Enabled
vlanAssignmentType........ USER
secureVlan................ On
lockCount................. 3
portMoveReauth............ Disabled
ForceRenewing............. Disabled
guestVlan................. None
adminControlDirection..... Ingress
piggyBack......... ... -

ARP Forwarding............ Disabled

TCP Forwarding............ -
UDP Forwarding............ -

# show portauth=all port=1 authenticator status

Port 1

802.1x Authentication Information

PAE TYPEC. i ittt e eeeeen Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AdAresSS . v v i i i it tee e eeeee e 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Authenticated
Port Status............... ... ... Authorized
Backend Authenticator State..... Idle

VLAN ID. ...ttt ittt ee e 1

PAE TYPC. st ittt e ieeeenn Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AdAresSS . v vt i it tee oo eeeee e 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting
Port Status............... ... ... Authorized
Backend Authenticator State..... Idle
VLAN ID. ...ttt ittt 1
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SHOW PORTAUTH PORT

WEB BASE Authentication Information

PAE TYPEC. i ittt e eeeeen Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AdAresSS . v vt i it tee oo eeeee e 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting

Port Status............... ... ... Authorized
Backend Authenticator State..... Idle

VLAN ID. ...ttt ittt ee e 1

# show portauth all port=2 supplicant config

Port 2

802.1x Authentication Information

PAE TYP . ittt it e eeeeenn Supplicant
heldPeriod........... ... ... 60
authPeriod............ ... ...... 30
startPeriod........ ... ... ... . ... 30
maxStart......... .. i, 3
USEYTNAME . « v v vt vttt e ettt enee e e test
PASSWOTrd. v v vt et e e e e e e test

# show portauth all port=2 supplicant status

Port 2

802.1x Authentication Information

PAE TYPC . it ittt e ieeeenn Supplicant

Supplicant PAE State............ Connecting

Port ooooo

PAE Type O000000000000802.1X 000000 Authenticatord Supplicant O
00 802.1x Au- oooo

thentication
InformationO

gooooo CentreCOM 9424T/SP-EC L0 O0O0DDOOOODO 2.5
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SHOW PORTAUTH PORT

PAE Typél MAC
BASED Au-
thentication
InformationO

O00000000O000OMACOOOOOODOOOOD D Authenticatord Sup-
plicant0 0000

PAE Typed WEB
BASED Au-
thentication
InformationO

00000000000 0OWebOOOOOOOO M Authenticatord Supplicant
googoo

Supplicant 0 Authenticator O O O O Authenticator 0 0 O O 0O 0O 0O O Single O Multiple
Mode

Supplicant 0 Authenticator 0 0 O O SUPPLICANT O OOOOO

Limit

AuthControl- 0 Authenticator 00 0000000 OO Authenticator 0 0O 0O 00 O O Auto
PortControl ForceUnauth O ForceAuth

quietPeriod O Authenticator 00D OO0 0O O00OOSupplicant0 00000000 ooOOO
txPeriod 0 Authenticator 0 O O O Supplicant 0 EAPOLO0OOO0O0ODOOOOOOOO

suppTimeout

0 Authenticator O O O O Supplicant 0 EAP-Request 0 O 0 0O O O O Supplicant
goooooooboogoo

serverTimeout

0 Authenticator 0 0O O ORADIUS OO 0O OO Access-Request 00 00000
RADIUSOOOOOOOOOOOOOOOOO

maxReq 0 Authenticator O 0 0O OSupplicant 0 0 0 O EAPOL-Request D OO0 OO0 OO
ooo
reAuthPeriod 0 Authenticator 0 O O O Supplicant 00 000000 oon

reAuthEnabled

0 Authenticator 0 O O OSupplicant 0 000000000000 OO Enabled O
00 Disabled

reAuthMax

0 Authenticator 0 O O O Supplicant 0O 0o ooOO O

vlanAssignment

OAuthenticator OO O00O00000O0 VLANOOOOOOOEnabledO OO
Disabled

vlan- 0 Authenticator 0000000000 VLANOOODOOPORT O0OO0OUSER

Assignment-

Type

secureVlan 0O Authenticator O O O O Multi-Supplicant 0 0 O 0 MODE=MULTIO OO OO 2
00000 Supplicant0 00 O0O0O0OND OO0 Supplicant0 00 VLANO OO
O00ooooooooffton VLANDOOOODDOOOO

lockCount 0 Authenticator 000 0OWeb OO OOOOOHeldOOODODOOOOO OOOO
goooo

portMove- 0O Authenticator 000000000 Supplicant0 0000000000000 0OO

Reauth O0000000000Enabled 00O Disabled
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SHOW PORTAUTH PORT

ForceRenewing

ooooo

guestvlan

O Authenticator OO0 OD OO0 VLANOOOOO VLAN OO VLAN ID

adminControl-

OAuthenticator 00000 0000000000000 O0OO0OOOOOOOO

Direction 0000000000000 000Ingress 0 Both

piggyBack 0O Authenticator 0 O 0 OPiggy back DO 0000 /00 O Enabled 0 O O Disabled
ARP Forward- O Authenticator 0D OO0 OOO0OOOOARPOODOOOOOOODOOO OOOO
ing O0000000Enabled 000 Disabled

TCP Forward- O Authenticator 00 0000000000000 TCPOOOODOOOO

ing

UDP Forward-
ing

OAuthenticator D000 00000000000 UDPOODODOOOOO

0 33: AUTHENTICATORO CONFIGU OO ODOODO

Port googoo

PAE Type 000000000000 Authenticatord Supplicant O O
goo

Supplicant Mode Authenticator 0 0 0 00 0O O O Single O Multiple

Number of Supplicant Supplicant O

Attached Supplicant(s) 0000000000 SupplicantCooo0OO

MAC Address

MACOOOOOOO

Authenticator/Supplicant PAE State 000000 000000000 OOO0O8021X0O0O

gooooboobbooobooboooboobbooobad
AUTHENTICATOR O O OO O OO O InitializeO O 0O O [
Connectingd O O O (I Authenticatingd O O O [0 Authenti-
catedd 0 OO0 M Abortingd 00000 MM HelddO OO M
Force Authm 00 00000 00 0O MForce_Unauth ™ O O
0000000000000 OSUPPLICANTOOOOOOOO
Acquiredd O O O D Connectingd O O O [0 Authenticating
0 00 O Authenticated] O O 0O O MHeldd O O O tHLogoff
goooooooooo

Port Status

000000 0unauthorisedD O O OO0 authorisedd O O
ooo

Backend Authenticator State OO0O0O00O0O0OIDLEDOOOCOINITIALISED OO O M

oooood

RESPONSED Supplicant 0 0 000 0O O REQUESTO O O
000000000 SUCCESSO OO0 OO mFAILOODO
OomTIMEOUTOOOOOOOOOOOOO
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SHOW PORTAUTH PORT

VLAN ID Supplicant0 000000 VLANO VID

0 34: AUTHENTICATORO STATUS OO OGO OGOQO

Port goood

PAE Type O000000000000802.1X 000000 DI Authenticatord Supplicant
goood

heldPeriod OSupplicant 00000000 OOAuthenticator0 0000000000000

authPeriod O Supplicant 0O OOEAPOL-Start 0 0 0000000 00O Supplicant 0 O

OOOEAPOL-StartD 0000 MAXSTARTOOOOOOOOOOOOOOOO
oooooooooooooon

startPeriod OSupplicant0 000000000 Supplicant0 0000000000000

maxStart 0 Supplicant O O O O Authenticator 0 EAPOL-Start 00 000000000
gooo

username oooono

password ooooo

0 35: SUPPLICANTOCONFIGOOOOODOO

Port goood
PAE Type O000000000000802.1X0 00000 MM AuthenticatordSupplicant
goood

Supplicant PAE State 000000 M O000000O00O0OOO802IXOOOOODOOOOO
0000000000000 00o0dmAUTHENTICATOROOOOOO
0 O InitializeO O O O I ConnectingO O O O [T AuthenticatingD O O O (T
Authenticatedd 0O 0 0 O D Abortingd O 0 0 0O O (M HeldO O O O D Force_
AuthDOOOO0OO0OO0DO0O0O0OO0MMForce.UnauthtD OO O OOOoOoOoooO
O0000SUPPLICANTOOOOOOOOAcquiredd O O O [T Connecting
0 0 0O O M Authenticatingd O 0 O [0 AuthenticatedD O O O O (O HeldD O
OO0 LogoffCO0OOODOOOOO
Port Status 000000 0unauthorised0 00000 authorisedD 00000

0 36: SUPPLICANTOSTATUS DO OOOOO

g
m 000 10 802.1X 000 Authenticator D0 000000

SHOW PORTAUTH=8021x PORT=1 AUTHENTICATOR

goooog
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DISABLE PORTAUTHO 710000

ENABLE PORTAUTHO 790000

SET PORTAUTH AUTHMETHODO 950000
SET PORTAUTH PORTO 9 0000

SHOW PORTAUTHO 1310000

oooood
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SHOW RRPSNOOPING

SHOW RRPSNOOPING

000000000000 /RRP Snooping

SHOW RRPSNOOPING

g0

RRP Snooping0 00000000

gooooggon

# show rrpsnooping

RRP Snooping Status:

StatUus oottt e Disabled
Status RRP Snooping O O O O Enabled O Disabled
0 3r7:
o

m RRP Snooping0 0000000

SHOW RRPSNOOPING

goooog

DISABLE RRPSNOOPINGO 720000
ENABLE RRPSNOOPINGO 800 OO0
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SHOW SWITCH

SHOW SWITCH

00o0o0o0oO0oooooo /000000

SHOW SWITCH

g0

ooooooooooooooooooa

gooooggon

oooo

# show switch

Switch Information:

Application Software Version ..

Bootloader Version ............
Bootloader Build Date
MAC Address
VLAN Mode

Ingress Filtering

Active Spanning Tree version ..
Mirroring State

Enhanced Stacking mode

Web Server Status .............

Telnet Server status
Telnet insert NULL

MAC address aging time ........

Console Startup Mode
Multicast Mode

Application Software Build Date

Console Disconnect Timer Interval

ATS63 v2.5.1J

Jan 25 2008 10:45:48
ATS63_LOADER v2.0.1
Jan 19 2007 13:42:08
00:09:41:FC:59:47
User Configured

OFF

RSTP

Disabled

Slave

10 minute(s)

Disabled
Enabled

300 second(s)
CLI

Do Not Forward

Application Software Version

cooooooooooooogo

Application Software Build Date

ooooooooogd

Bootloader Version

cooooooooooooogo

Bootloader Build Date

ooooooooogd

MAC Address

MACOOOO

VLAN Mode

VLAN 0O 0 0O O User Configured O O

Ingress Filtering

000000000000 0000000ONDO OFF

Active Spanning Tree version

coooooooooooooooo

Mirroring State

oooood

00000000000000OENnabled O Disabled
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SHOW SWITCH

Enhanced Stacking mode O0000000000000000000000 MasterOSlave
O O 0O Unavailable
Console Disconnect Timer Interval 000000000 O0O0O0OO

Web Server Status HTTPOO OO OO0 OEnabled O Disabled

Telnet Server Status Telnet 0 0 00O 00O OEnabled O Disabled

Telnet insert NULL CROOOOO0OOOOOOUOOUOODUUOUOOND OFF
MAC address aging time 000000000 oo0oooooooooooo

Console Startup Mode CLIODO

Multicast Mode gobooooooboouobboobboooao

0 O Do Not Forward Forward Across VLANsO Forward
within VLAN (tagged/untagged ports)0 0 O O O Forward
within VLAN (all ports)

0 38:

g
s0000000o0oooooooooboooon

SHOW SWITCH

goooog

RESET SWITCHO 86O O OO
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SHOW SWITCH COUNTER

SHOW SWITCH COUNTER

00o0o0o0oO0oooooo /000000

SHOW SWITCH COUNTER

g0

coooooobooooooooooooooboooo

gooooggon

# show switch counter

Switch Statistics:

Port: All

Bytes RX ......... 2120 Bytes Tx ......... 2488
Frames RX ........ 12 Frames TX ........ 38
Bcast Frames Rx .. 8 Bcast Frames Tx .. 2
Mcast Frames Rx .. 0 Mcast Frames Tx .. 31
Frames 64 ........ 35 Frames 65-127 .... 8
Frames 128-255 ... 7 Frames 256-511 ... O
Frames 512-1023 .. 0 Frames 1024-1518 . O
CRC Error ........ 0 Jabber ........... 0
No. of Rx Errors . O No. of Tx Errors
UnderSize Frames . 0 OverSize Frames
Fragments ........ 0 Collision ........ 0
Frames 1519-1522 . 0 Dropped Frames ... 1

oooooogo

Bytes Rx ooooog

Frames Rx ooooooo

Bcast Frames Rx goooooooooooooo

Mcast Frames Rx gooooooopoooooo

CRC Error CRCOUOOOOoOooooooO

Jabbers O0000ooooooooiklsooooooooooooooooon

OrFCSOO0U00000OOOOOoooooooooooooon

No. of Rx Errors oooooono

UnderSize Frames d00o0o00ouoooooUoUoouooooouoooeduOnnoon

oooooooooon
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SHOW SWITCH COUNTER

OverSize Frames

0o0oo0oo0o0ooo0o0o0o0ooooooooo k180000
oooooooooogoo

Fragments

OO000o0ooU0o0oOooOoOoorRCSO0OOOOOOOODOO 640
ooobooooooboooboooooooooobooooogd

oooooogo

Bytes Tx

oooood

Frames Tx

ooooodd

Bcast Frames Tx

ooooooooooooodod

Mcast Frames Tx

oooooooooooooon

No. of Tx Errors

ooooodd

Collision

ooooooooodd

Dropped Frames

ooooooooooooooooood

RMONOOOOOO

Frames 64 Bytes

64000000000000O0

Frames 65-127 Bytes

6501270000000000000

Frames 128-255 Bytes

12802550 000000000000

Frames 256-511 Bytes

2560511 0000000000000

Frames 512-1023 Bytes

512010230 000000000000

Frames 1024-1518

1024015180 000000000000

Bytes
Frames 1519-1522 151901522 0000000000000 0000O00O0O0
Bytes
0 39:
0

s(0000000oooooooooocooooog

SHOW SWITCH COUNTER

goooog

RESET SWITCHO 86O O OO
SHOW SWITCHO 1470000
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SHOW SWITCH MIRROR

SHOW SWITCH MIRROR

00o0ooO0ooooooo /000

SHOW SWITCH MIRROR

g0

oooooooooboooobooooood

gooooggon

# show switch mirror

Port Mirroring:

Mirroring State...........o .. Enabled
Mirror-To (Destination) Port......... 10
Ingress (Rx) Mirror (Source) Ports..... 1-5
Egress (Tx) Mirror (Source) Ports...... 1-5

Mirroring State

0000000000000 000O0OENabled D Disabled

Mirror-To (Destination) Port

oooood

Ingress(Rx) Mirror(Source) Ports

ooooooooboooboooobooooon

Egress(Tx) Mirror(Source) Ports

ooooooooboooboooobooooon

goooog

SET SWITCH MIRRORO 1020 00O

0 40:

SET SWITCH PORT MIRRORO 107 O 0 OO

SHOW SWITCHO 1470000
SHOW SWITCH PORTO 1520 000

oooood
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SHOW SWITCH PORT

SHOW SWITCH PORT

00o0ooO0ooooooo /000

SHOW SWITCH PORT [={port-1ist|ALL}]

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

cooooooooooooogo
goooog

PORT O0O0O00OO0O0OOO0OO0OOOOOOOOOOOOOOOOO

gooooggon

# show switch port=23

Port #23 Information:

Port Description (ifName) ............ Port_23

POTE Ty vttt ittt e e e e et e e e 10/100/1000Base-T
StatuUs ..o e Enabled

Link State ...... ... i Down

Configured Speed/Duplex .............. Auto

Configured MDI CroSSOVEer . .........oo.. N/A

Actual Speed/DupleX .......oueieeennn. -
Actual MDI CroSSOVEY . v v vvvvewnneennns -

CombO POXE &ttt e e e e e e e FiberAuto

Flow Control Status .................. Disabled

Flow Control Threshold ............... 7935 cells
Backpressure Status ............. ... Disabled
Backpressure Threshold ............... 7935 cells

Broadcast Ingress Filtering .......... Disabled

Broadcast Egress Filtering ........... Disabled

Unknown Multicast Ingress Filtering .. Disabled

Unknown Multicast Egress Filtering ... Disabled

Unknown Unicast Ingress Filtering .... Disabled

Unknown Unicast Egress Filtering ..... Disabled

Broadcast Rate Limiting Status ....... Disabled

Broadcast Rate .........ii .. 262143 packet/second
Multicast Rate Limiting Status ....... Disabled

Multicast Rate ......iiii i 262143 packet/second
Unknown Unicast Rate Limiting Status . Disabled

Unknown Unicast Rate ................. 262143 packet/second
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GBIC/SFP #1
PVID

Port Priority

(0-7)
Override Priority

Mirroring State

SHOW SWITCH PORT

Port Description

ooooooooon

Port Type oooood

Status O0000000000EnabledO DisabledD OO OO0
00000 Disabled 0 000 O0OO”Disabled by Detec-
tion Functions”0 00 O

Link state 0000000000 0o0oUpd DownDOooGOOd

0000000000000 000” Down by Storm
Detection”O

Configured Speed/Duplex

0000 OO0 0O 0 O OAutonegotiate1 10/100
Mbps Half/Full duplexOh Autonegotiate (10/100
Mbps Half/Full duplext 1000 Mbps Full duplex)C
1000Mbps, full duplex 0 O O O O O O 1000Mbps, full
duplexO SFPOOOO 1000MRuUllOOOOOOOOO
0O O O O O Autonegotiate (1000 Mbps Full duplex) O
1000BASE-TO O OO 1000MRUllO O OO OOOOOO
ooo

Configured MDI Crossover

MDI/MDI-X OO OOON/AOMDIOMDI-XOOOO
ooo

Actual speed/duplex

oooooooo

Actual MDI Crossover

000 MDI/MDI-X

Combo port

oooooboooooobooooooooooooogd
23/24 00 00 FiberAutdd SFP 0O O O O O IFiberd SFP
00000 Copperd 1000BASE-TOODOOOOOOO
od

Flow Control Status

O000000000802.1x0 PAUSED O OO

Flow Control Threshold

O000000000802.1x0 PAUSED DD OOOOO
oooood

Backpressure Status

ooooooooooooooooood

Backpressure Threshold

cooooobodooooboooooboooooooad
oooo

Broadcast Ingress Filtering

oooood

goooobooooboboobobobooooboobo
O000O0OEnabled O DisabledD O OOOOOOO0OO
Disabled O O O O 0O O O ”Disabled by Detection Func-
tions’000 O
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SHOW SWITCH PORT

Broadcast Egress Filtering

goooooboboooboboboobboobboobbbo
00 O Enabled O Disabledd Enabled DO 0D 00000
0000000000000 000ODisabled 00O
O000000000000000 EnabledOOOO0O
0 O "Enabled by Loop/Storm Detection”0 00O

Unknown Multicast Ingress Filtering

gooooooooooooooooooooooooo
00000 OEnabled O Disabled

Unknown Multicast Egress Filtering

gooooobbobbooooooooboboboooboooo
0000000 Enabled O DisabledO Enabled D00 OO
O000000000000000000000ODisabled
gooooooooboo

Unknown Unicast Ingress Filtering

gooooooooooooooooooooooooo
00000 Enabled O Disabled

Unknown Unicast Egress Filtering

goooooboobooboobobobooobobooooo
00000 Enabled O DisabledOEnabled D OO0 000
O000000000000000000ODisablesO O
gooooobood

Broadcast Rate Limiting Status

gooooooooooooooooooooooooo
O O O Enabled O Disabled

Broadcast Rate

ooooooOoooooool10oooooooooo

Multicast Rate Limiting Status

gooooooooooooooooooooooooo
O O Enabled O Disabled

Multicast Rate

ooooooooooool0o0ooooooooo

Unknown Unicast Rate Limiting Status

gooooooooooooooooooooooooo
00000 Enabled O Disabled

Unknown Unicast Rate

oo0oooo0oo0oooooloooooooooo

PVID

O00oooo0o0oooo0d VLANDDOVIDO

Port Priority (0-7) O=Low 7=High

QosOOOOOO

Override Priority

oooooboooooobooooooooooooogd
oooooooyeESOOOOOoOoOoOOoOOoOOOOOO
oooOooNOOODOOOOOOOoOOoOoOoOooOooOoo
od

Mirroring State

ooooooooooooogod

o
000100000000

SHOW SWITCH PORT=1

154 | CentreCOM 9424T/SP-E0 000 OO0OO0OO 2.5

613-000699 Rev.E

0 41:

oooood



googoo

SET SWITCHPORTO 1040000
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156

SHOW SWITCH PORT COUNTER

SHOW SWITCH PORT COUNTER

00o0ooO0ooooooo /000

SHOW SWITCH PORT[Zport—lisdALL] COUNTER

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

oooooooobooobooooboobooon
goooog

PORT 0O0O0O0O0O0OOOOOOOOOOOOOOOOOOOOOOOOOOOOO

gooooggon

# show switch port=1 counter

Port Statistics:

Port: 1

Bytes RX ......... 0 Bytes Tx ......... 1472
Frames RX ........ 0 Frames TX ........ 23
Bcast Frames Rx .. 0 Bcast Frames Tx .. 0
Mcast Frames Rx .. 0 Mcast Frames Tx .. 23
Frames 64 ........ 23 Frames 65-127

Frames 128-255 ... 0 Frames 256-511 ...
Frames 512-1023 .. 0 Frames 1024-1518

CRC Error ........ 0 Jabber ........... 0
No. of Rx Errors . O No. of Tx Errors
UnderSize Frames . 0 OverSize Frames
Fragments ........ 0 Collision ........ 0
Frames 1519-1522 . 0 Dropped Frames ... 0

oooooogo

Bytes Rx ooooog

Frames Rx ooooooo

Bcast Frames Rx 0o000o0oooooooooa

Mcast Frames Rx ooo0oooooooooog
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SHOW SWITCH PORT COUNTER

CRC Error

CRCOOOOOoOOoOooOoOo

Jabbers

O00oo0o0o0oooO0o1ksoooooooooooooooooon
OrCSOUOOO0OO0OOOOOUOOOOUOOUOOUOOOO

No. of Rx Errors

ooooodd

UnderSize Frames

O0o0oo0oo0oo0ooOoooOoooOooooOoooe0nOoOnO

oooooooooon

OverSize Frames

0o0oo0oo0o0ooo0o0o0o0ooooooooo k180000

oooooooooogoo

Fragments

OO000o0ooU0o0oOooOoOoorRCSO0OOOOOOOODOO 640
ooobooooooboooboooooooooobooooogd

oooooogo

Bytes Tx

oooood

Frames Tx

ooooodd

Bcast Frames Tx

ooooooooooooodod

Mcast Frames Tx

oooooooooooooon

No. of Tx Errors

ooooodd

Collision

ooooooooodd

Dropped Frames

ooooooooooooooooood

RMONOOOOOO

Frames 64 Bytes

64000000000000O0

Frames 65-127 Bytes

6501270000000000000

Frames 128-255 Bytes

12802550 000000000000

Frames 256-511 Bytes

2560511 0000000000000

Frames 512-1023 Bytes

512010230 000000000000

Frames 1024-1518
Bytes

1024015180 000000000000

Frames 1519-1522
Bytes

151001522000 0000000000000000O0O0O

0 42:

g
s 00010000000000000

SHOW SWITCH PORT=1 COUNTER

goooog

SET SWITCHPORTO 104000 O
SHOW SWITCH COUNTERO 1490 00 O
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SHOW SWITCH PORTO 1520000
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SHOW SWITCH PORT INTRUSION

SHOW SWITCH PORT INTRUSION

00o0ooO0ooooooo /000

SHOW SWITCH PORT={port-list|ALL} INTRUSION

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

0000000000000 00000O0SECURITYMODED LIMITEDOOOOOOOOO MACOO
0000000000 000oO00oO SECURITYMODED SECUREDO OO mMOOOOOO MACO
ooooboooooooooooooobooooboooo

goooog

PORT O0O0O00OO0O0OOO0OO0OOOOOOOOOOOOOOOOO

gooooggon

# show switch port intrusion

Port Intrusion Status
1 Intrusion Detected
2 No Intrusion

3 No Intrusion

4 No Intrusion

5 No Intrusion

6 No Intrusion

7 No Intrusion

8 No Intrusion

9 No Intrusion

10 No Intrusion

11 No Intrusion

12 No Intrusion

13 No Intrusion

14 No Intrusion

15 No Intrusion

16 No Intrusion

17 No Intrusion

18 No Intrusion

19 No Intrusion

20 No Intrusion

21 No Intrusion

22 No Intrusion

23 No Intrusion
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SHOW SWITCH PORT INTRUSION

24 No Intrusion

Port ooooo

Intrusion Status OO000O0O0oO0oO0oO0oO0OoOoOo0D0OOlintrusion DetectedD O OO O OO No
IntrusionC 00000

0 43:

goooogn

goooog

SET SWITCH PORT SECURITYMODEO 108 0 0 O O
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SHOW SWITCH PORT SECURITYMODE

SHOW SWITCH PORT SECURITYMODE

00o0ooO0ooooooo /000

SHOW SWITCH PORT={port-list|ALL} SECURITYMODE

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

ooooooooooooooooooooon

goooog

PORT O0O0O00OO0O0OOO0OO0OOOOOOOOOOOOOOOOO

gooooggon

# show switch port securitymode

Port Security Mode Intrusion Action Participating MAC Limit
1 Limited Discard No 0/20
2 Automatic _— _—— o
3 Automatic _— — o
4 Automatic _— — o
5 Automatic —_—— _—— ——
6 Automatic _— — o
7 Automatic —_—— _—— ——
8 Automatic _— _—— o
9 Automatic _— — o
10 Automatic _— — o
11 Automatic _— — o
12 Automatic _— — o
13 Automatic _— — o
14 Automatic _— — o
15 Automatic _— — o
16 Automatic _— — o
17 Automatic _— — o
18 Automatic _— — o
19 Automatic _— — o
20 Automatic _— — o
21 Automatic _— — o
22 Automatic _— — o
23 Automatic _— — o
24 Automatic _— — o
googoo CentreCOM 9424T/SP-E0 00O OOOOOO 25
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SHOW SWITCH PORT SECURITYMODE

Port goood

Security Mode 0000000000000 0Automaticd Secured 00O Limited

Intrusion Action Oo000o0ooo0ooodo LIMITEDOODOOOOOUOOOOOOO MACO
0000000000000 0000000O0O0O0O0O0O0OO0O0O0OOOoDis-
card/Trap/Disable

Participating 00000000000 LIMITEDOOOOOINTRUSIONACTION O TRAP
OO0 DISABLEOOOOOOOOOOOUOUOUOOoooooooooooog
O000O0nO Off

MAC Limit Joooooooooo LIMITEDOODOOOOOOOODOOOOOOOOO
MACOOOOUOOOODOODOOODODO MACOUOOODOODODODOOOOOOOOO
gooo

0 44.
ogoooodgo

ooooon

SET SWITCH PORT SECURITYMODEO 108 0 0 O O
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SHOW SWITCH PORT STORMDETECTION

SHOW SWITCH PORT STORMDETECTION

00o0ooO0ooooooo /000

SHOW SWITCH PORT={port-list|ALL} STORMDETECTION [{CONFIG|STATUS|

COUNTER}]

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

00

oooooooooooooooooboooooooooad

goooog

PORT 0O0O0O0OO0OOOALLOODOOOOOOOOO ALLOOOOOOOODOOOOODOOODOOOOO

ooo
CONFIG 0OO0O0O0OO0O0OO0OO0DOO0OOOODOOOOO
STATUS 000000000 OO0OOOOOOO

COUNTER 0OO0OO0O0O0O0O0OO0ODOOOOODOOOOOOO

gooooggon

Switch Storm Detection Configuration

POrt it e 1

Status ... Enabled
High Rate Action ............ LinkDown
Low Rate Action ............. None

High Rate Threshold
Low Rate Threshold

Blocking Timeout ............ 300 sec

POrt it e 2

Status ... Enabled

High Rate Action ............ LinkDown
Low Rate Action ............. None

High Rate Threshold
Low Rate Threshold

Blocking Timeout

300 sec

oooood

# show switch po=1,2 stormdetection config

819200 Kbps
512000 Kbps

819200 Kbps
512000 Kbps

# show switch po=1,2 stormdetection status

CentreCOM 9424T/SP-E0 00O OOOOOO 2.5
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SHOW SWITCH PORT STORMDETECTION

Port Threshold
1 High

Low
2 High

Low

Switch Storm Detection Status

Storm Expiry Port Status Bcast Status
Normal -- Enabled Forward
Normal --

Normal -- Enabled Forward
Normal --

# show switch po=1,2 stormdetection counter

Switch Storm Detection Counter

Port Detected(High) Action(High) Detected(Low) Action(Low) Rx Rate (Kbps)

Port

oooood

Status

O0O000O0OEnabled 00O Disabledd

High Rate Action

00000000000 0000000000000000000 None2 OO
OO0O00OMmMBecastDiscardd DO O0OOOOOOODOODODODODOO MLinkdown
O0o0ooooooooooooonoom

Low Rate Action

000000000000 000oooooooooooooooNonezO0O
0000 MBeastDiscard(D D0 0000000 OOOODOOO)OLinkdown
goooooooobooooboooboo

High Rate Threshold OOO0OO0OO0O0OOCOO0OO0OOO0OO0OO0OO0OOO0O0OO Kbps OKilo bit per secondTd

Low Rate Threshold

O000000000000000000 Kbps OKilo bit per secondT]

Blocking Timeout

oobooooooooboboooooooboooooboooooobooooon
ooooogo

0 45: CONFIGO OO

Port gooooo

threshold HighODOOOOOMmMlLowO OO OO O [

Storm O00000000000ONormalD 0000000000000 Detected
0000000000000 mBlockingDOODOODOOOOODODOOOOOOO
oo

Expiry gobooooboooooboooboboooboobboobuoobbobobooooboo

Port Status

0000000000000 Disable D 00O O O”Disabledd ActD” O O O
"DisabledO0User0” 0000000000000 O0OOOOOOOOO Disable
000000 DisabledDActtD 0000000000 OOOOOOO Disable
00000 DisabledOUser0 0000000
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SHOW SWITCH PORT STORMDETECTION

Bcast Status

goboboooooboboboooooobbooobobboobboboooooobo
000000000000 ”Discardd ActD” 00O “Discardd User0” 000
goboboobooboooobobbooooboboboboooobbobooooooobo
DiscardD ActtD D0 0000000000000 000000000O0O00O0
000000000 DiscardOUserd 0000

0 46: STATUSO OO

Port

oooood

Detected(High)

ooooooooon

Action(High)

High Rate Action 00O 0O O

Detected(Low)

ooooooooon

Action(Low)

Low Rate Action OO OO0

Rx Rate(bps)

oooooooooooooon

goooog

0 47: COUNTERO OO

DISABLE SWITCH PORT STORMDETECTIONO 750 00O
ENABLE SWITCH PORT STORMDETECTIONO 830000

RESET SWITCH PORT STORMDETECTION COUNTERO 880 0 00O
SET SWITCH PORT STORMDETECTIONDO 1100000

oooood
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SHOW SWITCH TRUNK

SHOW SWITCH TRUNK

00o0ooO0ooooooo /000

SHOW SWITCH TRUNK |[=trunk]

trunk: J0000000CO0101600000000000000D0O0O0ODOOOOD

g0

ooooooooobooooboooo
goooog

TRUNK 0000000O0000O0O0000O0DO0000DO0000DO00000000

gooooggon

# show switch trunk

Switch trunk group(s)

Trunk group ID . ... ii ittt it eeeeeeenn 1
Trunk Status  ........ ... . ... ... DOWN
Trunk group Name . ..........ooeuoo.. trunkl
Trunk method ..................... SRC/DST IP
POrES vttt e e e e 2-5
Trunk group ID ooooooooo Ib
Trunk group name Ooooooooo
Trunk method O0oooooooo
Ports ooooo
0 48:
g

s(000000000000000d

SHOW SWITCH TRUNK
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goooog

ADD SWITCH TRUNKO 64 000 O
CREATE SWITCH TRUNKO 65 0000
DELETE SWITCH TRUNKDO 670000
DESTROY SWITCH TRUNKO 68 00 OO
SET SWITCH TRUNKO 1120000

oooood

SHOW SWITCH TRUNK
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SHOW WEBAUTHSERVER

SHOW WEBAUTHSERVER

00o00oo0ooOooooo /00000

SHOW WEBAUTHSERVER

g0

WebOOOOOOOOOOOOOOO

gooooggon

# show webauthserver

Web Authentication Server Information:

Status ..ot e Enabled

IP AdAress ...ttt ittt it 10.0.0.1

PO ot e e e e e e 80(2715), 443(3297)
Proxy POrt ... e e e 8080 (3880)

Listen POrt ... ..ottt eeee Open

SSL SeCUTitY v ittt it et e e et Disabled

SSL Key ID ..ttt it et et et none

Proxy Server . ......ii ittt
Redirect URL ...ttt en..
Header ........ . ...
Sub Header TOP « vttt it ittt eeeee e
Sub Header Bottom...................

Footer ...... .. ...
HTTP Redirect ... iiiinnnnnn. Disabled
Session KeeP v i i it i e i et e e e Disabled
Ping Poll ... . e Disabled
Normal Interval .................... 30
BT 11 1 B 1
Fail Count ........i it 5
Reauth Refresh ..................... Disabled
Temporary IP ...ttt it et e ee e Enabled
Temporary IP Renewal Time .......... 8
Temporary IP Rebinding Time ........ 11
Temporary IP Server Lease Time ..... 20
Status WebOOOOOOOOOOEnabled 0 OO Disabled
IP Address WebOOooooolPOOOO
Port WebOOOOOOO TCPOOOOOOWebOODOODOOO
HTTPSO TCPOO O OO
Proxy Port ooooooooog TCPOOOOO
Listen Port ooooooo
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SHOW WEBAUTHSERVER

SSL Security

WebOOOOOOO HTTPSOOOODOO OEnabled OO O
Disabled

SSL Key ID

WebOOOOODOO HTTPOOOOOO SSLOOOOO

Proxy Server

ooooooooooIPOODDOOOOODOODOO

Redirect URL

WebOOOOODOOO OOO0OODOO0OOOOOOOOOO URL

Header

WebOOOOODOOOOODOOOOODOOOOO

Sub Header Top

WebOOOOODOOOOODOOODOODOOODOODOOOO

Sub Header Bottom

WebOOOOODOOOOODOOODOODOOOOODOOOO

Footer

WebOOOOODOOOOODOOOOODOOOOO

HTTP Redirect

HTTPOOOOOODOOOOOOODOENabled D00 Disabled

Session Keep

0000000000000000OENabledd 00O Disabled

Ping Poll

PingOOOOODODOOOOOOOOENabled O OO Disabled

Normal Interval

coooooooobooooooooooooon

Timeout

PingODOOOOOOOOOOOOO

Fail Count

0000000000000 000000 PingDOOOOO

Reauth Refresh

000000 PingODOOOOOOOOODODOOO (REAUTH-
PERIOD) DO OOOOOOOOENabled 0 OO Disabled

Temporary IP

WebDOOOOODODODODOODODOODODOOOOOOOOOOGOO
Supplicant0 IPOODO00000OO0OO0OOOOOENRabledO OO
Disabled

Temporary IP Renewal Time

iPOOOCODOOOOO

Temporary IP Rebinding Time

iPOOOOOOOOOOOO

Temporary IP Server Lease Time

iPOOOOOOOOOO

goooog

0 49:

DISABLE WEBAUTHSERVERO 76 D 0 O O
ENABLE WEBAUTHSERVERO 84 000 O
SET WEBAUTHSERVERO 1130000

SHOW PORTAUTHO 1310000

SHOW PORTAUTH PORTO 1390000

oooood
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