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s CFOOO0OOO0O0OOO0OO00O0O00O0O0U0O00O0OO0OSHOWF RILEDDODOO334 00000000
ooooo

SHOW FI LE O

s SHOWFILEOOOOO34 OoOoUooocCcrFUoUooooooooooooooooooooooo
ooooooooboooooon

SHOW FI LE=cf:*.* [

s 000000000000 000O00OO0SETCFLASHDIRO OO OO256000000000000
00000000 \0/0000000000000000D0O000000ODOODO00OODOOD0O0O0
coooooooboooooooooooooobobooooooooboooobooboooooooboooon

0000000000000 0000000000000 DO ftestcfg/7200308220 00000000000
ooooo

SET CFLASH DI R=\t est cf g\ 20030822 [

ooo

SET CFLASH DI R=/testcfg/ 20030822 O

m J0000o0oboooocooooboobooooobooooooooobooooooooobooogn
0000000000000 0o0oo0o0oo0ooooo0oooooooo/Ztmp000OoOoOoOnO
0000000000000 ooOooooo/Ztmp/sub/sub2/sub3dirc 000000000000 O0

O0DOoooooooooo/ZhomeZadminDO 0D OO0 O0OO0ODODOOO0OOOODODOOOOOOODOO
O /home/Zadmin/sub/sub2/sub3dirc 00000 O

SET CFLASH DI R=sub\sub2\sub3dir 0O

ooo

goooo CentreCOM 98000000 ODDOOOOODODOO 2.6
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oooooooooooon

SET CFLASH DI R=sub/ sub?2/sub3dir O
m 1000000000000 O0DODODODOOO0O00000000000DOODODOODOOO0O00..MmOooOg
gooooooooooa

SET CFLASH DIR=.. O

0O 0.00o00ooobOoooooom./.000.Zotherdir/moredir0 0 00 0000000DO0OOO0ODO

0 00ooo0me3nuoooooo0o.0nooo00o0oo0oo00oo0ooo0oo00o0o0mADIROOOO
gooooooooooooooooaoo

s J000000000000SHOWCFLASHOOOOO314000000000000

SHOW CFLASH [

s (000000000000 000O00000000O00O0OD0OUOADD CFLASHDIROOOOO11000
oooooogo

ADD CFLASH DI R=subdir 0O

s J00000000000000000000000000000ODELETECFLASHDIROOOOO 158
coboooooooooooooooooooboboobooooooboooon

DELETE CFLASH DI R=subdir 0O

m JOOODELETECFLASHDIROOOOO158 00000 O0RECURSE=YESD OO OOOOODOOO
cooooooboooooooooobooooboboooooooobooooboooooooooboooon
ooooooooooooooooooooooooooooooodg

DELETE CFLASH DI R=subdi r RECURSE=YES [

Dobooogd

ooooooNvVSOOooooooooooooooooooooooooooooooooooooooo
cooooooboooooooooooooobobooooogooooooboooooOooooboooon
oooo

O00O000o00o0o0o0oOo FATI6D OO0 O0O0OOOOONVSOODOooooooooooooo
coooooooboooooooooooooobobooooooooboooooooooOooooboooon
oooood

oooooooooboooooboooo

CentreCOM 98000000 ODDOOOOOODOO 2.6 gooogd
J613-M6933-01 Rev.G



devi ce: fil enane. ext
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oooooooooooon

device O00O00OflashoOODOOODOOOODMmMnvsONVSMcfOODOOODOOO
0000000o00o0o0oo0ooooooooooooooOd flashooooo
ooooogd

filename O0ooooooU0o@o0ooiloleO0iOoOOoOosOooooooooo

ooboboooooboooboogooboooomoooobooooooo-og
ooooooooboooboooobooooon

ext ooooooOoUoUooooOoUoooOoUoUoooOoUoooUOoOoD 1030
coooboooooooooo-obobooooooooboogooobooooboogn

o2

gooooooopooooooooo

ooo ooooooo

rez goooooOooooooooooogoooo

paz ooooooooooooOoogooooooooooooooooooogg
gooooooooo

cfg O0oooooooooooooOoooooooooooOddsepooooon
00000000000000000000000000000000 cfgo0O
oooo

scp 000000000000cfg00000000000000000000000
00000000 0oo0ooooooooooogg sepdoooog

hlp 0000000000000 SETHELPOOOOOODODODOHELPOOOOOO
oooo

lic goooooooOoOooooooooooOooDOoOoOoOoooooooooooog
ooooooooo0oooooooogoooooooooooooooog

ins oooooooooooooogoooooooooooooooooooogg
ooo

dhc DHCPOOODOOOOODOOODODODOOUODHCPOOODOOODOOODOOOO
oooooooooooo

txt oooooooooooo

03

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
oooooooooooooon

ooooo od

boot.cfg 0000000000000 0O0O0O0OOSETCONFIGOODOOOOOOOODO
cobobooooboobobodnonefiD00O0O0OOOOO0ODOOOODOOOOOOOOO
cooboooboboooooboboboooooooooobooooboooboooog
oooooooood
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ooooooooooooo

config.ins coobooobooboooooboooboboboooooooobooobooooboooog
OO0O00OO00OO0OSET CONFIGOOOOOOOOOOoOooooooooooooo
ooooooooooooon

prefer.ins coobooobooooobooooboooooooooboooobooooooog
ooooooooogd

enabled.sec cboooobooooooooboboooboooooooooooooooon
ooboobooooooooooooobooooobooooooooogg

release.lic coboboooboboobooobooooboooooooogoboobooooboooog
oobooboooooboooooooooooooooo

feature.lic coboboooboboobooobooooboooooooogoboobooooboooog
cooboooooooooboooooooooboooo

longname.lfn O0ooooooos3boooooooooioole3niooooooooooon

oooooooOoooUoooUooosgooUooooooUooUoOoooO
ooboboogooboooobooooooooobooobooooooooon

0 4:

0O NvSOOOOoOOoOoOoooOooOoooooooooo0ooo0oooooooo0ooooooooooooooo
0000000000000CFOOO FATI60000000000000000O0000O0O0OOO0O0ODO0OO
gbooooooooooooooOooOoooooooOoo0o0oooooooo0oooooooooooooon
gbooooooooooooooOooOoooooooOoo0o0oooooooo0oooooooooooooon
000000000 ecf/dirA/subdirA/testcfg0 000 0000000000000 OO0O0DODOOOODO

ooooodd

000000000 oooooooOfilenamel D 80 0000000000000 O00D16300000
oooOos83fioii2000000000000000O0O0LOO0O0OoO0O0O0O0OOOOOOOD
oooooooooobooooooobooooooboooooooboooooooooooobooon

e [0 00O verylongfilename.cfg
e [0 00OOverylo0.cfg

U 00ooo0o00o0o0o0oo0oooo0o0o00ooo0oo0o0o00oooo0o0oooooo0o0ooo0ooooooo
goboooooooooboooooooooooooooooooooooogaon

0000000000000000000000000000000000 longnamelfn0000000O0
longname.lfnO0 O filename 000 80 0000000000000 0D00O0O0O0OO0ODOO0OOOOOO
ooooooooood

OOCOfilenameOOODO 8000000000000 100008300000000O

s SHOWFILEOOOOO334 OO0 oooomooooooooooooooooooooooo

SHOW FI LE O

s SHOWFFILEOOOOO3320000000 0000000000000 000O000000

goooo CentreCOM 98000000 ODDOOOOODODOO 2.6
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oooooooooooon

SHOW FFI LE O

s 00000000000 000000000SHOW FILED OO DOO33400000 longname.lfnd O
goooo

SHOW FI LE=l ongnane. | fn O

s JO0000oOooooobooooooobboogbDooboobobbDobOboobobboLb o
gooooo

SET CONFI G=veryl ongfil enane.cfg O

ooo

SET CONFI G=veryl 0™ 0.cfg O

0O DELETEFFILEODOOOO15900000 SHOWFFILEO OO DO33200000000000000000
gooooooooooooo

U 0DoooooooooOo0oo0o0oO0o0ooO0o0OOoOo0O0oO00O0o0oO0OoO0O0oOoO0OoO0ooO0ooO0oOoooon
gbooooooooooooooOooOoooooooOoo0ooooooooooooooooooooooon
000000000000 00000D SHOWFILEO OO DDO334 00000 longnamelfnC 000000
goooooooooooooooo

U0 0000000000000 00O0000CREATECONFIGOOODOD1380000000O00O0O0O0OOOO
0000000000000 000000OSHOWCONFIGO O ODOO0O32000000 DYNAMICOOOOO
goooooooooooOoOoOoooom

m JO00O0oOosHoOoW O OOoooooOoooOooooooooooooooooooooooooooo
oooood
ooooooooood

Manager > add firewall policy=net |ist=BadHosts type=ip file=accesslist.txt
Info (1077003): Operation successful.

Manager > show firewall policy=net |ist

Policy : net

No hardware |ists defined

Policy : net

IP List : BadHosts ( accesslist.txt )
1P - IP Label
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ooooooooooooo

192.168. 100. 25
192.168. 100. 39

ooooooooood

Manager > set config=veryl ongfil enane.cfg
Info (1049003): Operation successful.
Manager > show config

Boot configuration file: verylo™0.cfg (exists)
Current configuration: short.cfg

goooooo

ooooooooooooooooooboooooooo*xoooooooooooooooooooog
ooooooooooooooo*x;mOo0o0ooooo0oooooooooooooooooon

s (00000000000 000ONVSOCFOOOOOOO0O000ooooooooooOwrezooooooo

SHOW FI LE=*:*.rez 0O

m J000000000000000000000000OdeviceOOOO flashooooOooOO

SHOW FI LE=*. txt [

s (JO0000o0b000oo0ogoooooobooooooooobooooboooon

SHOW FI LE=cf:*.* [

s NVSOOOOOOOOOoOOooooooo

DELETE FI LE=nvs: *.scp O

U 0DoooooooooOo0oo0o0oO0o0ooO0o0OOoOo0O0oO00O0o0oO0OoO0O0oOoO0OoO0ooO0ooO0oOoooon
ooooo

m DELETEFILEOOOOO16000000 SHOWFILEOOOOO334 0000000000 ooon
oooooooooooo

DELETE FI LE=gw*. scp O
0O OO0O0O0OO*asecfg0000OOO*oo*cfgm OO OOOO

s (JO0000000oooogoobooooooooogooboooon

e DELETEFFILEOOODOO1590000O

goooo CentreCOM 98000000 ODDOOOOODODOO 2.6
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oooooooooooon

e DELETEFILEQOOOOO1600000
e SHOWFFILEOOOOO3320000
e SHOWFILEOODODOO334000O0O

goooooo

coooooooooooboooooboobooooogo

m JO00000O000OSHOWFRILED OOOO33400000o0oooooon

SHOW FI LE O

s (JO00000000oboooooboooobooooboogoon

SHOW FI LE=*. scp O

m 000000000000O0SHOWFILEO OO OO34 0000000 ooooooooooon
000000000000 O0SHOWFILEDDODOO3340000oooooooooooooooooo
00000.txtO.scpO.cfg0 0000000

SHOW FI LE=mi tai .cfg O

m 00000000000 DELETEFILECDOOOO1600 000000000000 O0OO0OOOOOO
cooooooooboooooboooo

DELETE Fl LE=iranai.cfg 0O
DELETE FI LE=*.txt O

O config.insOprefer.insOrelease.licOfeature.licdlongname lffn0 00 0000000000000 OO0OOOO
goboobOoOooooooobono

U 0DoooooooooOo0oo0o0oO0o0ooO0o0OOoOo0O0oO00O0o0oO0OoO0O0oOoO0OoO0ooO0ooO0oOoooon
ooooo

U 0ooO0oOooo0oo0o0o0o0o0oo0ooO0o0o0o0ooo0oo0ooooooooon

m 00000000000 CcCOPYODOUOO1320000000000

COPY current.cfg backup.cfg O

m (0000000000000000000000000000000000 currentecfg0OO0OO0O0O
0000000000000 00000000000000 backupcfgDO0OO0OOOOODOOOOO

COPY current.cfg cf:backup.cfg O

0 000000000000 b0O00ooOo0obObO000bObO000O0oDOOOOckD00OOD0D0O0mMOoLObOOoooo
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ooooooooooooo

goooooooooooooooooooooon

m (00000000000 RENAMEOOOOO241 0000000000

RENAME ol d. scp new. scp O

s 0000000000000000000OEDITOOO0O001l000MO0000000O00O00OOO0O0OO0
gooooo

EDI T nyscript.scp O

m LOADOO0O0O0O2290000000000000000000U0000DO0ODOOOOOOOOUOOOOO

000000000 TFTPOODODO 19216811100 longscp0 00000000 DO0ODOOOODOOOO
O0o0oo0o0oooUOodTTPO ZMODEMOOOOOOOOOOO

LOAD FI LE=l ong. scp SERVER=192. 168. 1. 11 DEST=fl ash O

s UPLOADOUOOOO4180 0000000000000 0O00O0OOOO TFTPOOOODOOOOOOO
00000000000000000000000 taisetsucfgd TFTPOOOODOODOODOOOODOO
ZMODEM OO OOOOOOOODOOOOO

UPLOAD FI LE=t ai set su. cfg SERVER=192.168.1.11 O

O TFTPOOOOUOOOOUNIXD OSO tftpd00000C000DOO0ODDOO0ODO0OO0DOO0DDOOODOO
gboooooooooboooooOoooooooooOoo0o0oooooooo0oooooooooooooon
gooooooOoooO0o0ooooooooooo0ooo0ooooooooooooooooooooooon
goooooooooooooo

UNXXOS[ 1] # cd /tftpboot
UNXXOS[ 2] # touch karappo.cfg
UNXXOS[ 3] # chnod 666 karappo. cfg

goobbooobbooobbooon

O000o0oO0O0*xrezOOUOOODOODOOOpazOOOOD200000000000000CFOOOODO
ooboooooooooboooooobooobooooobooooon

e J0I0DIODOOODIWeDODDDODDOOODODOOODODDOOODODOOODODOOS-Format
ooooooooooooon

e IIDOIOOIOOODLOADOOIOOZ2290000000000S-Format 000000000
poboboooooooooboooboodoooooooooooooooon

s CFOOO0OO0OOO0OOOONVSOOOOOOOOO0OO00O0ooooooooooooooooooo
pcobooooooooooooooobooooogo

goooo CentreCOM 98000000 000DODOOODD 2.6 |23
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oooooooooooon

COPY -

0000000 -lDoooooop
AN
[ oboooooboom

m

57‘/\/00\\c
S-Forgfitd O [ s, | S-Formatd O

oooooon
gboooooobooon gooooooboooo
NVS

m JO00000000OCFOOOOOOOOOOONVSOODOOOODOOOoOoOooooooooooooo
ooooooooooooon

e NOOIOUIDOUDOOUONVSOOOUOOUOOUOOUOODOODOODOOOOODOODDOOODOODODOO
ooo
e CFUUOOOUOODOOOOOSFormat OO0 ODOODOODODOODODODOODOOOODOOO

s CFOOOOOOOOOOOONVSOOOOOOOOOO0O0oooooooooCrFOoooooooon
ooooooooooobooooooboooooooooooon

e CFOUDODOOODO S-Format0 I O00O0LOADDOODDO22900000 CFLASHOODOOOO
OooooooooosS-Formatd 000000000000 OO00OOO0OO0OOOOO0OOOOO

SET CFLASH DI R=/s-format O
LOAD METHOD=CFLASH FI LE=cf : sb-251.rez DEST=FLASH O

0O METHOD=CFLASHOUOUOOOOOOFILEODDOOOOOOOOOOOckOOODOOOOOOOOD
ODchO0ODDDOOOMOOO0OODOUOO0OOCFOODOODOODOOOODOOOOOODDDD

0O METHOD=CFLASHOOOOUOOOOFILED S-Format0 0 0000000000000 O00O0OO
oooo

e CFUUOOOODOODOOOOOOOOOOCOPYOOLDOOD13200000000000O0OODOOO
ooooooooooooogd

SET CFLASH DI R=/ backup O
COPY cf:sh-251.rez flash:sb-251.rez O

0O 00000 S-Format000000000000O0OOOOOOOOO
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m JO0000000O0O0ONVSOO CFROUOOOOOOOOOOO0OOO0OOO0OOOOOOOOOCOPY
ooooooooooo0oooo0ooooOoooo CrFOOOOOOOOO

SET CFLASH DI R=/ backup O
COPY flash: sb251-12. paz cf:sb251-12. paz O

0 00o0o0oOoo0ooooNvVSOOUOOoooooooooooooooooooS-Format0000000 CFOO
oooooooobooooo
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oooooooooo

oooooooon

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
oooooogo

Dobooogd

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooobobooooooooboogoooooboooobooooooobooooooooboooooooog

s 000000000000 0000000O000CREATECONFIGOODODO1330000000O
000000000000 cfg0OD.scpO 0000000000000 0000OOmylancfg0OO000O
coooooobooooooooboooooobobooooogoobooooboooooooooboooon
oooooooooo

CREATE CONFI G=nyl an. cfg O

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O0oooooooUooooooo ADDO SETOOOOOODOOOOODOOOOOODmOoOooooo
ooooooO0oOoooooooooOooooooooboooooMDSOOOODODOOOO0O0O0O000O

s (00000000000000000000000000000O0O0OSETCONFIGOOOOO25800
cooooooobooooooooooboooobooooooooobooooboooooooooboooon
pooooooooooboooooboomoboooooboonooooooonooodooooooon
oooood

SET CONFI G=nyl an.cfg O

m 0000000000000 000000O0O0O0O0OO0 SHOW CONFIGOOOOO32000000
gooooo

SHOW CONFI G O

s (0000000000000 0000UO0OSHOW CONFIGO O OO O32000000 DYNAMIC
goooooooobooobooooboobbobboobogonbooooboo

SHOW CONFI G DYNAM C O

s DYNAMICOOOOOOOOOOOOoooooooooooooooooooooooooooooo
oo0oooooooooliPO0O0OODOOOOOOOOOOOODOOO

SHOW CONFI G DYNAM C=I P O

s JO000000oboodoooooboooboooooobooooooobooooooooooobooon
0000000000000 00OO0SETCONFIGOOOOO25800000 NONEQOOODOOOOOoOOo
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oooooooooo

SET CONFI G=NONE [

m 000000000000000000@Mbootcfgl0O00D0DDO0OODOODOODOODOOOOODO
ooooogd

m J0000o0oboooocooooooooooobooboooboooooboooooboooooboogn
OORESTARTOOOOO251 00000 CONFIGOOOOOODOOODOOoOOooOoooooooooo
O0O0OOO0RESTART REBOOTO O OUOOCONFIGUOOOOODOOOOOOOOO

RESTART SW TCH CONFI G=1kai kiri.cfg O

s 0000000000000 000000O000RESTARTOOOOO251 00000 CONFIGOO
00000 NONEOOODODOOODOOOO bootefgOOOOOOODOO

RESTART SW TCH CONFI G=NONE [
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oooooooooo

oooooooon

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
00000000000 TelnetDOOODODO0OOOD0O0OO0OO0O0DOOOOOOODOOOOOOOOOOODOOO
oooooooooooboooooooooobooobooooooboooobooooooooon

oood

gooooooobuobobboobobbobbboooooooobb bbb UoLobLUuD o
O0000000000000000O0TelnetO OO ODODOOOOOOOOOOOO
O0O0TelnetOODOOOO0O0OO0OO0OOOOO0OOOODOOOOOOOOOOOOOOOOOOIPODOOOO
O00o00oooooooo0oooooooooo IiPOO0OOOOODOODOOOOOOOODOOO
0000000 0oooo0o0ooooooooooooooooiPO0DOOOOOOOIPODOOODOO
gooo

0000000000000 000 TelnetDOOOOOMlogin: 00000000 ODOOOO0OOODOOOO
00000000000 0o0oo0o0oo00oooooooo00oDo000oo0M™Enter0 00000
gooooboogo
D00000o0000OManagerd 000000000000 OmManageri 0000000000 O0OO0O0O
O00o0O00friendDOO M loginO0 0000000000 mManagerdd M Password:00 0000000
OOfriendD000000000O0O0OO0O0O0OOOOOOOOOOOOOOOOOOOOOOOO

| ogi n: manager
Password: friendOOOOOOOOOOOOO

Manager >

U 0DoooooooooOo0oo0o0oO0o0ooO0o0OOoOo0O0oO00O0o0oO0OoO0O0oOoO0OoO0ooO0ooO0oOoooon
gboooooooooooooooooOooooooOoo0ooonoooooo0ooonoooooOon

O TelnetOOOODODDOOOODOOOODOOOOO0ODDOOOO1000000D000000OOTelnetoODOOOOO
oooooo

U 0o0oo0o0oooosob00o0o0o0ooooooooboooooo0o0o0ooooooooooooon
0100000000000 000000000D0O0O0DOOTelnetO DO OOOODODOOODOOODO
0000000000 TelnetOOOOOOODOD0ODOOO0ODOOO0ODOO0ODOODODOODOOOSETUSERDO
000030300000 LOGINFAILOLOCKOUTPD OO OOOOOOoOooooag

Dobooooggnd

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooo

0 SETASYNOOOOO25300000 PROMPTOUODODOOUDOODODOODOOOOODOOODOOOODOOOO
goooooooooooooooooOoooooooo
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oooooooooo

e UserO OO

>

e Manager 00O

Manager >

e Security Officer 00O

SecOFf >

OOOSETSYSTEMNAMEO O OOO2840000000000O00sysNameJO 000000000 >0
coooooooboooooooooooooobobooooooooboooobooboooooooboooon
coooooooobooobooooooooobooooogog

Manager > set system nane="kkSwi t ch/ 8F"

Info (134003): Operation successful.

Manager kkSwitch/ 8F>

Doboooooaoon

Oo0ooooooooooooooooooooooooovricoooooooooooooooooom

BRN BRN

- loooooo

- loooooo

Ctri/A googn

Ctrl/E googn

Delete0 00 Backspace O OO0O0ODOOO0OOOOOOO

Ctrl/U gooooood

Ctrl/70 googooooobooobboobobooboooo

1 0oog Ctrl/B gooooooooboo

1 0oo Ctri/F gooooooooo

Ctrl/C 00000000 O0OSHOW ASYN HISTORYODOOOOooooooQO
00000000 RESET ASYN HISTORYOOOGOooOoOwOGO

TabO OO Ctri/l googobooooboobboobboobuoobboboo

0 5:

Dobooooooood

cooooooboobooboooooobooooobooon

m 1000000000000 0000000000O00OO0O 1000000000000 0OO0OO0OO
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oooooooooo

oo0ooooo0ooooo0ooolo0o0o0oooooooooooooooooOoooooooooooo
O0o0oo0oOoUADDO SETOO M

O SETSYSTEMNAMEOUOOOO284000000000000000O000O000O00O0OOO0OO0OOOO
oooo

s JADDOD IPOOOOO0OOOO00O0O0OO0ODO0O00O0O00000DO0O0O00O0O0O0O0DO0O0DO0O0OO
cooooooboooooooooooooobobooooooooboooobooobooooooboooon
cooooooboooooooooooooobobooooooooboooobooobooooooboooon
ooooooooon

s J000000000000000000000000000OSHOW FILEODOOO334 000000
oooooooooboooobooooood

SH FI O

m J0000o0oboooocoooooooboooooooooooooooboooooboooobooogn
00 Manager 0000000000000 0DO0OO0O0O0ODOOOO Security Officer00 0000000
ooo

(00000000 0000000000000000000o0o000oo0ooogoooooogn
O00o0ooooooooooOoOoO0000oOoOoOooOoOoOOoO0oOOOOO0O0OO0OOoOoOoO0OOO CREATE
CONFIGOOOOD130000000o0o0oooooooooooooooooooooooooo
ooooooooooooon

Dooboooooon

cdoooooooooooooooooooobooooooooooooboooooogon

Manager > add ip int=vlanl ip=192.168.10.1

War ni ng (2005267): The I P nodule is not enabl ed.
Manager > enable ip

Info (1005287): | P nodul e has been enabl ed.
Manager > show ip interfaith

Error (3005012): Paraneter "interfaith" not recognised.

m (J000000000000000000004

ooo (o00): 00

o JUIODOOODOOOOODOOOOOOOOOOOOOOOOOOOOOO
- InfoOOOOOOODOO0OOOOOODOO
- WarningDOOOOOOOOOOODODOOOOODOOOOODOOOOODO0OOO0O0O0O00O0
- Errorr0000000000O0O0O0DOOOO
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oooooooooo

U 000000000000000000o0o0ooo0oo0oo0ooo0ooo0ooooo0omooooon
00000ooooooo021/MsGUO 0 00 D DOO001/INFOLD 002/WARNCL 003/ERRORO O O
o0o0o0oob0o00o0oo0DmoOo00oobO0oo0obOo0ooLDbO0O0O/000000O0O0O0OO0DOOO

e OUI0OO3000O00OOODOODOY7OOOODODODODLOODODO

smmmnn

- 0OsO0000000000000 1000000010 Infoltl20 Warning 30 Errord 0 30
googoooooboobbooboobobooboo
- OmmmOUOO0O000000000000O00OO0O 300000000000 OoOoooon
000o0oooooooooo IbooO00oooOooooooooog
- OnnNO 000000000000 000003000000000102550000000000d@
O00Q0oOo2560999 0000000000 oooogog
e JDUODOOODOUDDOUDLDOO

ODOo00O0bOOO0bOOoOobOooooobo?o

oooOooOoooooo?2oo00o0o0ooooooo0o0ooooooooooooooooooo
cooooooooooooogo

s (0000000000000 0O00?PM00000000000000000M?W00000000

Manager > ?

Options : ACTivate ADD Connect Clear CREate DEACTI vate DELete DESTroy
Dl Sabl e Di sconnect DUVP EDit ENAbl e FI NGer FLUsh Hel p LOAd MAIL MODi fy
Pl NG PURge RENane Reconnect RESET RESTART SET SHow SSH STArt STop TELnet
TRAce UPLoad LOG N LOGON LOgof f LOgout

Manager >

OOptions: 000000000000 DO0DO0O0DO0ODOODOODOODDOOODOODOOODOODOOOOO
cobooooooooooboooboobooooooooooooooomoooooooooooonoog
coooooooooooooobooooooboooooooooboooon

0 0?2000000000000000000000000000O00O0O0O0O00O0OO0O00O0ODO0ODOO0O0
gboooooooooboooooOooOoOodooooOoo0oooooooo0o0oooooooooooooon
goooooooogoo

s (0000000000000 O00O00O0O0O0OOoSHOWOOOOOooooooooooooooo
ooooooooo?2w0o0oo0oooooooooooon

0 0000o0o0oo0oo0oooo?200000000000000000000000DOD0O00O00OD?2000
goooooooogd

Manager > show ?
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oooooooooo

Options : ALArm ALl as APPl etal k BGP BOOTp BUFf er CFl ash CLASSi fier CLNS
CONfi g CPU DEBug DHCP DVMp ENCo ETH EXception Flle FEAture FIREwall FFlle
FLash GARP GRE GUI HTTP INSTall |NTerface |IP | GWPSNoopi ng | PV6 PI M6 | PX
L2TP LDAP LOADBal ancer LB LOAder LOG MAnager MAIL NTP NVS OSPF PATch PIM
PI NG PKT ASYn PKI PPP QOS RADi us RELease RSVP SA SCript SNnp SSH SSL STAR
STARTup STP SWtch SYStem TELnet TRAce TRI Gger SESsions TCP TEST Tlne TTy
TACacs USEr VLAN VRRP

Manager > show

Dobooogd

000000000000 O00OHELPOODOOO2260 000000000

m 0000000 HELPOOOOO22600000000000000000000000O0O0O0O0O0O0O
oooo

HELP O

s (JO00000o00o0ooooooooooooooogooboooooooooooooogn

HELP IP O

m JO00000o0o0o00o0ooooooooboooooooooooooooooooooooooooon
ooooooooood

HELP | P | NTERFACE O

s (00000000000 000000000000000OHELPODOOOO2260000000000
0000000 SETHELPOOOOO261 000000000000

SET HELP=sb-251. hlp O

Dobooooooboad

O0o0oooooooOoolooooooooo2200000000000000000000 2200
ooooooo2l000000000o0o0oo0oo0oooooooooooOoobLOoULOoOoo
oooooogo

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

cooooooooooooogo

Space o0l10000000000

Enter oolo00o0oo00

c oooooooooooboogo
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oooooooooo

q oobooooooboooobooooobood

0 6:
000000000 o0o0o0oooooooonooon

m 000000000 SETASYNOOOOO23000000000000000000000000O0O
O00000OTelnetDOODOOOODODOO0OO0O0ODOOOODOOOOOODOOOOOOOOOO

SET ASYN PACE=30 O

m 000000000000 000O000OPAGEQOODOOOOO OFFOOOOOOO

SET ASYN PACGE=CFF 0O

Dobooooogd

cdoooooooooooooooooooobooooooooooooboooooogon

m 000000000 ADDALIASOOOOOD10900000000000000IsD000oooo
coooooobooboooobooooooooon

ADD AL| AS=l s STRI NG="show file" [

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
coooooooobooobooooobooooboooboooooon

m (00000000 SHOWALIASOOOOO30s000ooooooooon

SHOW ALI AS [

m 00000000000 DELETEALIASOOOOO1S70000000000

DELETE ALI AS=Is O
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oooooooooooo

Doooogodouod

Doooogd

ooooooooUooooooooOooo30oooooooooooooooooooooooooo
oooobooooooooooooooobooboooobobodoooboooooooboooooooooOog
pobooooooooboboooobooobooooooooboooooooooooon

e UserOdnO
e Manager0 00
e Security Officer 00O

UserDOOOOOOOOOOOOOOOOOOOOOOOOO0DOOOOOO0O00ODOO0OO0O0OO0ODOOO0OO
o0oooo0oo0ooooo0oo0ooooooooo0ooO00oo0ooo0DoO0bDoOUserod
oooooWANOOOOOODOOOOOOOOOOoOoooooooooooooooooo WANDOO
cooooooooboooboooooboooobooooboooooon

ManagerD DO O0OO0O0OO0O0O0O0O0O0OOOO0OO0O0OOO0OOOO00O0O00OOOO00OOOO0DODOOO
O000oooo0oooooo0o00ooo0o0oooo0o0d ManagerJOOOOOoOooooOOOO
ooooooUooO0ooOoooU0ooooUoooo 2000000000000 0OOOOODODOO0OO
oooooooooooboooooobooooooooog

Security Officer 0000000000 D0O000DO0OODOOOODOOOOOODOOODOOOOOODOO
coooboooooboobooboodooboboooooooboobooooboobooooobooboonooon
0000000000000 Security Officer 000000000000 OODOOOO DO Security Officer
coooooobooooooooooooooobooooboooooooobobooon

gogooboobooon

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooo

0 SETASYNOOOOO25300000 PROMPTOUODODOOOODODOODOOOOODOOODOOOODOOOO
goooooooooooooooooOoooooooo

e UserOOO

>

e Manager 00O

Manager >

e Security Officer 00O

SecOFf >

OOOSETSYSTEMNAMEOUOOOO2840000000000O00sysNameJO 000000000 >0
coooooooboooooooooooooobobooooooooboooobooboooooooboooon
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oooooooooooo

cooooooooboooboooooboooobooooogog

Manager > set system nane="kkSwi t ch/ 8F"
Info (134003): Operation successful.

Manager kkSwitch/ 8F>

Dooboooooon

O000000000Manager 0000000 Omanageri 000000000000 000O0O0O0OO
cooooooooooobooooooooobooobooooooboooon

0O 000000000000 D0000000D Security Officer000000000000DODOOOODOOO
0000000000 0Security Officer 00 0000000000000 O0O0DOOODOODDOOODO
ooooooomm

e [0 0000 manager
e JOIOOOOfriend

cobodboooooooooooboooobobodbboooooooooooooboobooboboooboooboon
00000000000 000oooo0oOooon SETPASSWORDOOOOO2770 000000000

Manager > set password

O d password: abcabc 0000000000000 OOOOOOOONODNON0O00O000O0000
New password: xyzxyz 0000000000000

Confirm xyzxyz 000000000000000000000O0O0
00000000000000000O00Enter000n

0 Manager0O0OOO0OOO0OO0OOO0OO0O0OO0OOO0OOO0OO0OOOO0OOO0OOO0OO0OO0O0O0O

0000000000000 00O0000000000OCREATECONFIGO OO OO1330000000
O0000O0OO0O0OO0OOSETCONRIGD OOOO280 0000000000000 0DOO0O0O0OOOO
oooooooooooooooooooooooooogd

Manager > create config=basic.cfg
Info (149003): Operation successful.
Manager > set config=basic.cfg

Info (149003): Operation successful.

Doboooooaoon

00000000 000o0ooooo0o0o0ooooOooOo0ODO00nOoooRADIUSORemote Access
Dial-InUser ServiceD OO OO OOO0O0DO0OO0OO0O0O0DO0OO0OO0O0OO0O0OOO0OOD0OOODOOOOOOO
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oooooooooooo

1. 0000oo0ooooog
2. RADIUSOOUOOOADDRADIUSSERVERO OO ODO1l60 00000000000

O0o0oo0oooU0o0ooU0oo0ooooUo0oooOU0oOORADIUSODOOOODMOOOOOOO
cooooooooooooogo

Dobooooooood

0000oooo0oooooo0o00ooo0o00UD Managero OO0 00000000 oooOOOO
O Security Officer 000 D000 0O0OOOOOO
oooooooooboooobooooood

od oooodd ooo od

ooooo USER od 00000 loe000oooooooon
ooo

ooooo PASSWORD od O00o0o0oooooD 103200000000

ocooooooooooboobooooogo
ooooen0oUOODOUDOOO

O0o0ooooO0  PRIVILEGE 0000000  Userd Managerd Security Officer 0 00 O
000 Userd
googoo LOGIN User0OO0O OUser0O0000000O0O0O0OO0DOOO
gooo gooooboogoboobbooboo
TelnetO OO TELNET O00D00 0O0OO00oOoooooooTELNETOOOOO
gooobooob goobooooooobo
NOO
gooo DESCRIPTION goood goooooogoooboo
o

s (0000000000  ADDUSEROOOOO12500000000000000000O00 PRIVILEGE
O0o00oo0o0ooo0ooooO0 USEROO O

ADD USER=swadnmi n PRI VI LEGE=EMANAGER PASSWORD=s69r 028n [

s (JO0000000oooogoobooooooooogooboooon

ADD USER=swadm n PRI VI LEGE=MANAGER PASSWORD="voi 4 dia 2390" 0O

m USEROOOOOOOOOO0OOOOOOO LOGINDOOOODOOO0ooooooooooooooo
oooooo0oooooooooooooooooooooooooOoobooooooooPPPODDOOO

cooooooboooooooobooooooooboooooooboooooooobooooooooogg
YESO TRUED O OOOOOO

ADD USER=panp PRI VI LEGE=USER PASSWORD=KER3i r a6ai LOG N=YES [

m J00000000000000 SETPASSWORDOOOOO2770000000000000O00O0OO
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oooooooooooo

000000000000 000SETUSEROOOOO30300000 PASSWORDOOOOOOGOOO
ooo

SET USER=o0t her PASSWORD=alapaKOre [

U 0000000000000 manager000000000O000O0O00O0O00O0OOOOOOOOOOOOO
gboooooooOOmanager00000ooooooooooooooooooooooooooooooon
O000000D0O00O0000OCREATECONFIGODOOO01330 000000000000 OSET CONFIG
0000028 000000000000000000000000000000O0O0O0O0O000DO000
gbooooooooooooooOoooOooooooOoo0ooooooooooooooooooooooon

0 Manager0OOOO0OOO0OO0OOO0OO0OO0OO0OOO0OOO0OOOOO0OOOO0OOO0O0O0OO0O0O0O

m 0000000 SHOWUSEROOOOO40800000000000O0

SHOW USER [

m (000000000000000000600000000000000000O00OOOOOODOOO
000000000000 O0SETUSEROOOOO30300000 MINPWDLENOOOOOOOODOO
oooo

SET USER M NPWDLEN=8 [
m JO0000000O0O0b000oo0oooooooooooooooobooooooooooobOooon

OOOOSETUSEROOUOOO30300000O00000OO0

s (000000000000 0000000OSHOWUSEROODOOO4080 0000 CONFIGURATION
ooooooooboooooooooood

SHOW USER CONFI GURATI ON [
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oooooo

ogood

0000000000000 oo0oDo0D00D0D0D000000000000D0DO0oo RADIUST Remote
Authentication Dial In User Servicel D 0000000000 O00OO

Doboooooaoon

goooooooboboobobbbobbobboooooboobbobDbobbbbboobboooooobL Do
gooooooboobobobbobbobobboooboooooobD oL oL UL O
RADIUSOOOOOUOOOOOOUOOORADIUSOOOOOOOOOOOOOOOOOO RADIUSOO
0000 Access-Reject 0D D0 00000 ODODOOORADIUSOOOOODO Access-Accepti 0000
gooooooooooooo

RADIUS O OOO

RADIUSOOOUOOOOOOOOODOOOOOODOOO8021X0000O0000000o0o0ooooon
O0o0o0ooU0oU0o0ooooooooooooooOoooOos2AXoooooooooooooo
oooooooooooo

m RADIUSOOOOOOOOOOOOADDRADIUSSERVERO OO O0O1160 0000000000
RADIUSOOOOO IPOOOOOOOOOOOOOOUOOOOOOOO

ADD RADI US SERVER=192. 168. 10. 10 SECRET=Val i d8Me [

" 000000000000 000000000 UDPOOD 164500000000000000000
016460 00000000000000000000000PORTOOOOOODODOD ACCPORT [
000000000000 0000000000000RFC286500000 0000 1812 0 0 RFC2866

O0o00ooU0o0oooooo 18130000000 oRADIUSOOOOOOODOOOOODOOOOOD
oooooooooooo

ADD RADI US SERVER=192. 168. 10. 10 SECRET=Val i d8Me PORT=1812 ACCPORT=1813 [
m RADIUSOOOOO0O0OO0OO00O0O0O0OOODELETERADIUSSERVEROODOOl66000O0OO0O
oooo

DELETE RADI US SERVER=192. 168. 10.10 O

m 000000 RADIUSOODOOOOOOOODOOOOOSHOWRADIUSOODOOO37600000
oooooo

SHOW RADI US [J

m RADIUSOODOOOO0ODO0OO0ODO0ODO00000000000000000000 Service-TypeO OO
ooooogd

CentreCOM 98000000 ODDOOOOOODOO 2.6 gooogd
J613-M6933-01 Rev.G



oooooo

Service-Type 0 0 O ooooooo
Administrative(6) Security Officer 0 00O
NAS Prompt(7) Manager O O O
goooooooobooo UserO0 OO

08

s RADIUSOOOO0OOO0OO0O0O0O0OO0O00oo0oooooooooooooooooooooo RADIUS
gooooboooooooboooobooo
[clients.conf]

client 192.168.10.1 {
secr et = himtsu
shortname = kkSwi tch
}
[users]
secadmi n Aut h-Type : = Local, User-Password == "secadmni npass”
Servi ce- Type = Administrative-User
admin Aut h- Type : = Local, User-Password == "adm npass"
Servi ce- Type = NAS- Pronpt - User
operator Auth-Type := Local, User-Password == "operatorpass"
ooooo CentreCOM 98000000 DOOODODODOODO 2.6
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oooooooooooon

Jogoogooguououd

OO0OOOTFTPOHTTPOZMODEM OO OO OOOOOOOOOOOOOOOOOOOOOOOOO

Doooad

O0o0ooo0oooooooIiPO0DOO0OOOOOODOOOOOTFTPOHTTPOOOOOOOOOODOOO
oooooozZMODEMOOOOODOOOOUOOOOOOOO0OO0OOO0OOO0OOO0ODOOoOoOooooooo
ooooogoooon

ggoobbboooobooboooon

ooooooOoOoooooOooooooooooIPOOOOOOOOOOODOOIIPOODODOOOOOODOO
DNSOOOUOOOOOOOO0O0OO0OO0OOO0OUOOOSERVEROODOOOOOOOOOODOOODOOOOODOO
oooooooooolPOO00ooOooooooooooon

m TFTPODOODO 192.168.105000000 myfilecfgO O OO OODOOOOO

LOAD METHOD=TFTP SERVER=192. 168. 10.5 FI LE=nyfile. cfg DESTI NATI ON=FLASH [

m HTTPOWebO O O OO 1921681010000 0000000000000 O0O00OOOOOOOOO
OUOO0OLOADOODOOO2200000 FILEOOODUOOOOUOODDODOOODOOOOOOOOOOOO
000000000000 000000URL OO http://192.168.10.10/"admin/myscript.scpt 0 O O
0/ admin/myscript.scp0 0000000

LOAD METHOD=HTTP SERVER=192. 168. 10. 10 FI LE=/"adm n/ myscri pt.scp
DESTI NATI ON=FLASH O

s J0000ooooooobooboooboboooboobob bbb obbobobboLb o
O000U00oooooo0oU0U0ooo 183000000000 0DESTRFILEOODDODODOOOOOOO
O000000000000000000WebOOOODOOOlonglonglonglongname.txto OO O 0000
O0O0O0OoOO0Olongnametxt0 DO OO0 000000 OOOOOOOOO

LOAD METHOD=HTTP SERVER=192. 168. 10. 10 FI LE=/ doc/ | ongl ongl ongl ongnane. t xt
DESTFI LE=I ongnane. t xt DESTI NATI ON=FLASH O

s J000000000FQRDNOOOOOO0O0O00D0O0O0O0O0O000000000 ADDIPDNSOO
O0MIPOO 11800000 DNSOOOOUOOOOOOOOOOOO0ODOO0OOO0OO0OODNSOOOO
000000 1921681050 0000000000000
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ooooooooooooo

ADD | P DNS PRI MARY=192. 168.10.5 O
LOAD METHOD=HTTP SERVER=www. exanpl e. com FI LE=/i ndex. ht m
DESTFI LE=i ndex. ht m [

m HTTPOOOOOOOOOOOOOOOOOOOHTTPPROXY O PROXYPORTD OO OOOOOOO
oooIPoOOO0OO0DOOOO0O0DODOO0O0DOOOO0OOOOO
O000ooLoADOOOOO2290000000000000O00O0OO0OO0DOOUOOOOOOOOO
00000 SETLOADEROOIDOODO2640 0000 HTTPPROXY O PROXYPORTOOODOODOOOO
oooooooboooooon

SET LOADER HTTPPROXY=pr oxy. exanpl e. com PROXYPORT=3128 [

O HTTPPROXYOOUOUOUOOOUDOUOODOOUADDIPDNSOOOOMMIIPOO 11800000 DNSOO OO
goooooooooooooo

00000000 oo0oU0oOLOADOOOOO2290 0000 HTTPPROXY O PROXYPORT O OO
ooooooooood

LOAD METHOD=HTTP SERVER=www. exanpl e. com FI LE=/ conf/ basic.cfg O

0000000000000 00o0oo00000000O0O0SETLOADERO OO ODO26400000
DEFAULTOOOOOOO

SET LOADER HTTPPROXY=DEFAULT PROXYPORT=DEFAULT [

m HTTPO BasicUOOOODOOOOOODOODOOOOOOOOOOOOOOOUSERNAMEOPASSWORD
cooooooooooooooooocooooboooo

LOAD METHOD=HTTP SERVER=www. exanpl e. com FI LE=/ pri vat e/ mi chaya. cfg
USERNAME=m kan PASSWORD=cq23u5h8 [

m SETLOADEROIOODO264000000000000000O00O0OLOADERODOODOOODOO
0O SHOW LOADERI OO OO3490 00000000000

SHOW LOADER [J

gogoobbboooobooboooooboo

s ZMODEMOOUOOOOOOOOOO0O0OO0DO0O00O0O00O00Oo0oooooo*=B0.000000
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ooooooooooooo

ooooOoooOoUooOoooOoUoOoUoooUooooo0 ZMODEMOOOOOOOOOODOOODOO
oooooooooooUoooooooooo0 ZzMODEMOODOOOOOOOOOOOODOOOO

LOAD METHOD=ZMODEM ASYN=0 [

Doooad

0000000 UPLOADOOOOO41800000000000OO00O0O0O TFTPO ZMODEMO O OO
0000000000000 00000000000000000000000000.cfg0.xt0OO0000

gbooboboooboboooooboo

ooooooOoOoooooOooooooooooIPOOOOOOOOOOODOOIIPOODODOOOOOODOO

m TFTPODO0O 192.168.10500000 critical.cfgO OO 00000000

UPLOAD METHOD=TFTP SERVER=192. 168.10.5 FILE=critical.cfg O

O TFTPOOOOUOOOOUNIXD OSO tftpd00000C000DOO0ODODOO0ODO0OO0DOO0DDOODOO
gboooooooooboooooOoooooooooOoo0o0oooooooo0oooooooooooooon
gooooooOoooO0o0ooooooooooo0ooo0ooooooooooooooooooooooon
goooooooooooooo

UNXXOS[ 1] # cd /tftpboot
UNXXOS[ 2] # touch critical.cfg
UNXXOS[ 3] # chnod 666 critical.cfg

goobobooobobooooboood

= ZMODEMOOOOOOOOOOOOOOOO

UPLOAD METHOD=ZMODEM FI LE=i val uabl . scp ASYN=0 0O
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gooooo

ogood

oooooooooboooobooooood

ooood

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
pooooooooboooooooooooooboooooogon

goobbooobbbooooboboooon

goo0ooUooU0ooo0Uoooooo0ooUoooUoUooUooDUooUoooOooo 30o00on
O major.minor.interim OO0 0000 2510000000000 majord0 000000000000
Ominor0 00 000000000000 interimO 000000000000 OOOOOOOOOOO
goooooogoboooboooboobboboboooboo
O000000000000000Oshb-rrrREZODODDODOOO0O0OODOOOOOOMsbh-0000000
0000 rrr000 major.minorinterimd 000000000000 300000000000.REZOO
gooooboogobooboboooboobbobbuoon

gooboood

0000000000000 0000000000000000000000000000m sbrrr-pp.PAZO
0000000000000 oooo00o0ooooooo0ooOoo0shoooooooooooo
oooooooooomm@mOoOoOooOppUibd0Od0OO0OOOOOOOOOIOODODOODOODOOOOD
Osb-251.REZOOOO0OOO0O0O0OODOOODOODOOSh251-01.PAZODO0OO0OOOODOOOOOOO
ogooOooooooloooUoOoooUoOooOoUo0oOooo0oOOoooOOoOoDOobOoUDOoLOoOo
o00oooooooooo0oooo 100000 mo0o0o.PAZDODODOOOODOOOOODODOOOO
ooooooooood

gooboboooobbooobobbood

00000000000000000000O0major.minorinterimPLpp000000000000OO0O
O00ooOoU0oooUoooUooooooo@mppbbooOooooUoOOO0OoOOUOoOO25.l
PL8I ]

Dobboooooboboboooobbbbdoood

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
coooooobooooooooooooooobooooboooooooobobooon

U 0o0oooooo0ooo0o0o0o0oo0oo0oO0o0oO0ooo0ooooooon

gooooooobboobobbbbotoddooboobbbDbbbObbbobobboooobL UL
O00000000O0majorminorinterimO0 00000000
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oooooo

m 000000000000 ENABLERELEASED D OODO2130000000000

ENABLE RELEASE=sb-251.rez NUVBER=2.65541 PASSWORD=a689E8113492 [J

NUMBERO O OOOODOOOOODOOxyoOOooooOOooooooooo

e UXOODODDOODODOOMajor00D000DODOOOOOODOODO 251002000000
e [yOO65536x interim+minor00 0000000000 25100065536x 10 50 65541 0
ooooo

m J000000000000000 SHOW RELEASEOODOOO3770000000000O00O0000OO

SHOW RELEASE [

Dobooooooobobooooon

cooooboooooooobooooobobooooboboooooomoooobooooobooooooon
ooooooooo
ooooooooooooo30oooooooo

TEMPORARY coooooooooooooooooooon

PREFERRED 000000 000o00o0bDo0o0o0oDoDoOoooooo
DEFAULT O0000000000o00o00ogoEPROMOOOOOOOOOOOOOOO
0o

U 0o0oooooo0ooo0o0o0o0oo0oo0oO0o0oO0ooo0ooooooon

m J000000000000000 SETINSTALLOOOOO26200000000000

SET | NSTALL=PREFERRED RELEASE=sb-251.rez PATCH=sb251-01.paz 0O

m J00000000000000 DELETEINSTALLOOOOO1610000000000O

DELETE | NSTALL=PREFERRED [

s J00000000000000000 SHOW INSTALLOOOOO3420000000000

SHOW | NSTALL [

Doboooooooboboood

cobooooboooooooooooobooboooooooooooboooooooooooboboOooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
oooooooooo

s (0000000000000 00O00O0O0OENABLEFEATUREDO D OODO2040000000000
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ENABLE FEATURE=NOEX PASSWORD=j ogef ogej oge [

s J0000000000000000000 SHOWFEATUREOODOO3300 0D OO00OOOOOOO

SHOW FEATURE [
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ooooo

googog

cooooobooboooooobooooooobooooooooooobooboooobooboooon
ooooooooooobooooboobooooooooboooooobooobooooobooooon
coooooooboooboooobobooon

o JUOODOODLOODLDODODOO

e MIMEOOODODOOOOODUOODOOOOOOOODODOODOOODODOOMO

e J0ID0DU0DOOODODOOODODOManagerd 0000000000 Security Officer0 000
cooooooooooooogo

oood

ooooooooooooooooooooobooobooooooboooobooooooooon

000000000000 0FQDNO kkSwitch.tw.example.com
ooooooooiPOOOO 192.168.28.1
ooooooooooo admin@is.example.com

O 10:

O0o000o0ooooooo0oOoooO0DNSOODOOOOoOoooOooooooooooooon SET
MAILOOOOO273000M0MDNSOO0O0OO0 ADDIPDNSOOOOMmMIPOO 118000000000
OOooOooooIiPOOO0UOOOOOOOOODNSOOOODOOOOODOOOOOOO
oooooooIPO0OOO0O0DOOO0OODOOOOODOOOOODOOOOODOOOOOO

1. 00000000000 00000000000O0FQDN=Fully Qualified Domain NameO 0 0 O
oooo

SET MAI L HOSTNAME=kkSwi t ch. t w. exanpl e. com [

2. DNSOOOOOOOOOOoOOoOooooOooooooooo

ADD | P DNS PRI MARY=192. 168.28.1 [

Dobooooggnd

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
MAILOOOOO2380000000000

m JO00000o0o0o000ooooooooboooooooooooooooooooooooooooon
ooooooooood

MAI L TO=admi n@s. exanpl e. com SUBJECT="t est 1" MESSAGE="This is a test" [

CentreCOM 98000000 ODDOOOOOODOO 2.6 gooogd
J613-M6933-01 Rev.G



ooooo

TOOUOUOOOOOOOUOOSUBJECTOOUOUOOOOMESSAGED O ODODOUOOOOOOOOOOOO
oooooooooooooooooooooooooooobooooooo 00o0oo 1310000
ooooooooooooooooooooo 20000000 0o0oooooo

m (0000000000000 O0DNSOOOODOO0OODODO0ODOOO isexamplecomdD MXOOO
cooooooobooooooooooooooboboooobogoobooooboooooOooobooboooon
oooosMTPOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO0O0OO0 MXoOooo
coboooooooooboooooboobooooogo
OoooDNSOOOOOOooOooooooooUooo IiPOOOOOODOOOOODOODOODODOOD
oooOoooooooooo PO00O0O0OOOOOO0O0O0O0O0OOOOOOOOOODOODODODOOOO
OoooooooooIPOO0OOO 172161010000 0000000000

MAI L TO=admi n@ 172. 16. 10. 100] SUBJECT="t est 2" MESSAGE="Koreno test

desu" 0O

m FILEOOOOOOOOOOODOO0OO0OO0O0O0O00000O.cfgd.sep txtOOODOOOOOOOODO
0000000000000000000O0Obasiccfg0 000000000000 DOO0ODOOOO

MAI L TO=admi n@s. exanpl e. com SUBJECT="config file" FILE=basic.cfg O
s JJ0Q00ooooogboboobbooobooobooobDogb bbb bbb o

O0OO00OOOOO0CREATETRIGGERREBOOT OO ODOIS20 00 00000oo0oooooooo
poooooooooobooooboon

ENABLE TRI GGER [
CREATE TRI GGER=1 REBOOT=ALL SCRI PT=nmail.scp O

00000 0mailscpO

MAI L TO=admi n@ s. exanpl e. com SUBJECT="9%N r eboot ed" MESSAGE="%N( SN: ¥8) re-
booted at % %™

0000oooo00oooo0o00oooO0000oo0000Uoo0000oo0O0O0000%NOO
O0ooooowSmooowbowToOODOoODOoO0o0ooooooooooooooooooooooo
oooooooboooooon

Subj ect: kkSwi tch reboot ed

From manager @kSwi tch. tw. exanpl e. com
To: <adm n@s. exanpl e. conp

Date: Fri, 27 Jul 2001 09:59:40

kkSwi t ch( SN: 40896093) rebooted at 27-Jul -2001 09:59: 40

m 0000000000000 00000CREATETRIGGERFIREWALLOOOOO143000MM0
cooooooobooooooooooooooboboooobogoobooooboooooOooobooboooon
oooooooooooooooooooooooooooooooooooooo IPODODOOOOOO
oooood
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ooooo

ENABLE TRI GGER [
CREATE TRI GCER=2 FI REWALL=PORTSCAN MODE=START SCRI PT=pscans.scp U

000000pscans.sepd O 0 O

MAI L TO=admi n@ s. exanpl e. com SUBJECT="Port scan from % started"

s 000000000000 00000000000O0O00O0OO0O0OO0 1000000000000
0000000000000 0U00O00O0CREATELOGOUTPUTOOOOO1360 0000 ADD LOG
OouTPUTOOOOONIOODO OO

CREATE LOG QUTPUT=1 DEST=enmi| TO=adm n@s. exanpl e. com MESS=10 O
ADD LOG QUTPUT=1 ALL O

s 0000000000000 000000000000 SHOW MAILOOOOO3670000000
ooo

Manager > show mai |

MAI L
Host Nanme ............ kkSwi tch. t w. exanpl e. com
State ........... ... .. alive
Debug ................ di sabl ed

Dat e/ Ti ne Id To Subj ect State Retries

5 11:11:15 0003 adnin@s. exanpl e.com Connect 0

s J00000000000000000 DELETEMAILOOOOO164000000000000 SHOW
MAILOODOOO36700000000000000000O0OO dOO00300OD0OODO0OOOO0ODOO
ooo

DELETE MAIL=3 O
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ooooooo

oooood

Oo0o0o0o0oO0oO0OoOo/ooooood

oooooooo2000000000000O

ooo od

ooooodgd oooooooooooooon

poooooooofb OooooooobooooodooooboboooboooboboOoooboooooboOooon
coboboooooboooooboooboboooooooooon

0 11:

000000000000000000000000000000000D 0 Manager 0000 Security
Officer00 000000000000 DO0OO0OOODO0ODO0ODOO0ODODOOD Security Officer 0O

ooooooooon

ooo oooooooooon ooooooooood oooooooooooooon

User od cooooboooooobood bOobooooooooood
cooooboooooobood bOobooooooooood
ooo O

Manager 00000 manager/ O00O00OO0OOOOOOO
ooooo friend

coooooooogooogo
cooooooboooooon

Security oo go0oooooooooon
Officer

coooooooooooon

0 12:

0000000000000000000000000 Security Offcer00 0000000000

e ACTIVATESCRIPTOOODO106 0000

e ADDIPINTERFACECO OOOMMIIPOO 1250000
e ADDSCRIPTOOOOO18000O

e ADDSSHUSERODOOOO1210000

e ADDUSEROOIOIOO1250000

e ADDUSERRSOOOOOO1270000O

e CLEARNVSTOTALLYOOOOO130000O0O

e CREATECONFIGOOOOO1330000

e CREATEENCOKEYOOODO1340000O

e CREATESNMPCOMMUNITY O OOOO1390000O
e DEACTIVATE SCRIPTOOOOO160000

e DELETEFILEQOOOOO1600000

e DELETESCRIPTOOOOO1670000

goooo CentreCOM 98000000 ODDOOOOODODOO 2.6
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ooooooo

e DELETESSHUSEROUOODO1690000

e DELETEUSEROIODIOODO1710000

e DELETEUSERRSOOUOOOO1720000

e DESTROYENCOKEYOOOOO1730000O
e DISABLEFEATUREOOODOO1790000O

e DISABLESSHSERVEROI OO OO1930000O
e DISABLESSHUSEROOOOO1940000

e DISABLEUSEROOOOO1980O0OO

e DISABLEUSERRSOOOOOO1990000O
e EDITOOOODO201000O

e ENABLEFEATUREOOODODO2040000

e ENABLESNMPOOOOO2140000

e ENABLESSHSERVERO OO OO2180000
e ENABLESSHUSEROOODOOO2190000O

e ENABLEUSEROOOOO2230000

e ENABLEUSERRSOOOOOO2240000

e LOADOODOOO2290000

e MAILODOODOO2330000O

e PURGEUSEROIOOODO2390 000

e RENAMEODOODO2410000

e RESETENCOCOUNTEROIOOOO2460 000
e RESETUSEROIOODOO2500000

e SETCONFIGOOODOO280000O

e SETENCOKEYOOOOO2600000O

e SETINSTALLOOOOO2620000

e SETIPINTERFACECO OOOMMIIPOO 2470000
e SETSCRIPTOOUOOO2780 000

e SETSNMP COMMUNITYOOOOO2790000
e SETSSHSERVEROOOOO2800000

e SETSSHUSERO O ODOO2810000O

e SETUSEROODOO303000O0O

e SHOWCONFIGOOODOO320000O0O

e SHOWENCOKEYOOOOO327OooO

e SHOWFEATUREDOUOOOO3300000

e SHOWFILEOODODOO3340000O

e SHOWNVSOOOOO3720000

e UPLOADDOOODO4180000O

gooooo

0000000000000000000000000 Security Offcer00000000000OOOOO
O0o00o000o0o0oooUooooUoOoooOOManager000020000000000000
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ooooooo

ooooooooooobooooooboooooooood
1. Security Officer 0D O0O0O0OO0O0OOOODOODO
ADD USER=secoff PRI VI LEGE=SECURI TYOFFI CER PASSWORD="t op secret" [

2. 0000000000000 O00O0OTelnetOOODO Security Officer 0000000000000
0000000000000 0D00000000000000 RSOORemote Security Officerd O
oooooOoooooRsSOO0OOO0OOOO0OOOO0OOOOOOOO0DOOOOOOOOOOOO
Security Officer 000000000 D0OOOOOOOODO

ENABLE USER RSO [
ADD USER RSO | P=192. 168.10.5 O

3. 0000000000 OO0O0O0DOO ENABLE SYSTEM SECURITY.MODEO OO OO22000
0000000000000 000000000ONVSOOOenabledsec00 00000000000
cooboooooooooooooooooobooooooooooooobooooooooogd
coobooooooooooooooooooboooooogn

ENABLE SYSTEM SECURI TY_MODE [J

m J00000000000000 SHOW SYSTEMOODOO0O393 0000000000 Security
ModeO O Enabled D0 OO0 ODO0O0O0OO0O0OODIsabled00O00O0O0OOOOODO

m Security Officer 00D 0000000000000 D0D0DO0O0OOODOSecOff>00000000O

m Security Officer 000D 00000000000 D0OO0O0OOD0OO0OODOOO0OOODOOOOOOOODO
cooooooobooooooooboooooooboboooooooooooobooobooOooooboooon
0000oooo0oooooo0o00ooo0oooooooO0 ManagerJOOOO0OO0OO0O0O0oOOOOO
0000000000000 00000000000000000D0000 Security Officer000000
ooooooooood

s (000000000000 0O00O00060D0O00000O00O0O0O0O0OOOSETUSERODODOO303
00000 SECUREDELAY DO OOOOOOOOOOO

SET USER SECUREDELAY=90 [

m (00000000000 SETCONFIGOOOOO258000000000000000O00O00O0OO
00000000000 OSETCONFIGENONEO O OOOOOOOOOOOOOOOOOOOOoODo
000000000000 00000000000000000000000D 0000 Security Officer
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O00O00O000ODISABLE SYSTEM SECURITY.MODEO OO OO19500000000000000O
ooo

m 000000000000 DISABLE SYSTEM SECURITY_MODEOOOODO195 000000000
0000000000000 0@Menabledsecc 000000000000
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ooooooo

Remote Security Officerdd RSOO

0000000000000 Security Officer0 0000 TelnetDODOOOOODOOO0OODOOODOOOOO
Remote Security Officer0 RSO0 0000000000 IPOOOOOOODO Security Officer0 0000
TelnetOODOOODOODOOOOOOO

1. RSOOODOODOSecurity Officer0 0000 TelnetOODOODOOOOOOOODOENABLE USER
RSOOOOOO2240000000000

ENABLE USER RSO [

2. Security Officer00000 TelnetD OO OODOODOODO0ODOODOODORSOODOODOOOOODOOOOO
ADDUSERRSOOOOOO127000000000O

ADD USER RSO | P=192.168.10.5 [O

MASKOOOOOOOOUOOOoOOoOooOooOooOooooOoooooooooooooooooom
0000 32000000000000000000000O

ADD USER RSO | P=172.16. 10. 0 MASK=255. 255.255.0 [

m RSOUOOOO0OO0O0OO0O0O0O DELETEUSERRSOOOOOO1720000000000

DELETE USER RSO=172.16.10.0 O

m RSOOOOOO0OO0O0OO00OO0O0O0 SHOWUSERRSOOOOOO4110000000000

SHOW USER RSO [

m RSOOOOOO0OO0OO0O0O0O0O DISABLEUSERRSOOOOOO199000000000OO

DI SABLE USER RSO [

ManagerOOOOOO0OO0OOOOODOODOOO

ManagerO OO0 0OO0OO0O0000D0OOO0OOOOO0OOO00OOOO0DOOO0OOOO0OOOODOOOODOOO
coboooooooooobooooobooooboooboooooon

e ADDUSEROOIODOO1250000

e DELETEUSEROODIOODO1710000

e PURGEUSEROIOOOO2390 000

e SET MANAGERASYNOOOOO2740000
e SETUSEROOODOO303000O0O

cooooooobooooooooboooooobobooooooooboooooooooooooboooon
OSETUSEROOOODO3030 0000 SECUREDELAY OO0 OO0OO0OO0OO0OOOOOOOOOOOOO
O0o0oo0ooooooooooooUo0ooU0oO0ooUoO0oUO0oO0o0o00O0OUSET USER

52 | CentreCOM 98000000 DODOOODOOOO 2.6 gooogd
J613-M6933-01 Rev.G



Ooooo3300000 MANPWDFAILO OO OOODOOOOOOOOOOOOOooOoOoooooo
O000O00OTelnet0OOOODOOOOOOOOOOOM
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oo

pooooooooooboooooon

O0o00o0oooU0oU0o0o0oO000o0U00o00ORAMO NVSOOOOOOOOOooOOooooooo
oooooooooooosHow LoGoOoOoo3klooooooooooooooo
0000000000000 D000000O000syslog 000000000 DODOO0OODOOOO0ODOOO
cooooooobooooooooooooooboboooooooobooooboooooOooooboooon
oooooooboooooon

Dooboooooon

000000000020 00000000TEMPORARYUUOOPERMANENTO O OOOOOOOOOO
coooooooooobooooooboooooooood

e OTEMPORARYMI I OOOO3OINFOOOOODOOOOODORAMOO 200000000000
cooooooood

e OPERMANENTIOOOOOO 3TINFOOOOOOOODOONVSDOOODOOODOOOOO 20
ooboooooobooobooooobood

ooooooosHowLoGU OOoOo3kloooooooooouooooo
s RAMOUOOOOTEMPORARYD ODUOOOOOOOOOOOO

SHOW LOG [

ooo

SHOW LOG=TEMPORARYL SHOW LOG=TEQO O OO O OO0 O

s NVSOOOOOPERMANENTO O OOOO0OOOOOOOOOO

SHOW LOG=PERVANENTL SHOW LOG=PECO 0 OOCDOOO O

SETLOGOUTPUTOOOOO266 D00 M ADD LOGOUTPUT D OO DO OOO0OODOOOOOO
000000000000 oOOoUoo0ORAMOOO NVSOOODOOODOOODOOOOOOODOOODOO
cooooooooooobooooooboooobooooooooobooooogon

s RAMOOOOOOO0OO0OO0O00000000000 20DETAILOOODOO0O0OO0OOOOOOOOO
ooo

SET LOG OQUTPUT=TEMPCORARY FI LTER=1 SEVERI TY=>2 [

s 0000000000 RAMOOOOODOOOODODOOOODDOOOODODODOO

SET LOG OQUTPUT=TEMPCRARY FI LTER=1 ALL [

s RAMOOOOOOOOOoOoooos0oooooooooooooo
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oo

SET LOG OQUTPUT=TEMPCRARY MESSAGES=500 [

ooood

OOOOORAMONVSOOOOOOOOOO SHOWLOGOOUOOO3B/1OooUoooooooo

m JO00000000o0o000ooocooon

SHOW LOG [

s (JO0000000oooooobooooogd

SHOW LOG TAIL O

s TAILOOOOOOOOOOOOOOOOOOOxOoooooooooooooooooooo 200
oooooogo

SHOW LOG TAI L=50 O

s J000000000000000000 REVERSEODOOOOOOOOOOOOOOOOOOO

SHOW LOG REVERSE [J

m REVERSEO O OOOOUOOOOOOOODOOOOO xOOOOOOOOOOoooooooooo

SHOW LOG REVERSE=20 [

s (JO00000000o0o00goooooboooooogoon

SHOW LOG MODULE=FI RE [

Dobooooooboad

oooooooo0o20000000000000OO0O0OUOOOO

1. 00000000000 000RAMOOOOOOOOOsyslogODODOOOO0DO0OOODOOOOOOO
gooooooooobooobooooboobbooboobogbobooooboo
e 1I0DDUIDODDUORAMO
e IUIODUODODOONVSO
e [JOOOO
e syslogOOODOOsyslogd0 DD 00000000 syslogD 000000000000 OO0O0
e SRLPO Secure Router Logging ProtocolD DD OO0 0O /0000000

2. 00000OO0O0OoOoOoOoO0oOoOOoO0OOO0OOO0OO0OOO0OO0OO0OO0OO0OO0COO0OOCO0OOOOOOOOOOODOOO
goooooooooooooobbooobbooobooboob bbb oobo
goboooboogoboooobooooboobboobooboobbooboo

goooo CentreCOM 98000000 ODDOOOOODODOO 2.6
J613-M6933-01 Rev.G

55



56

oo

cooooooooboooobooooooooon

gogooboood

000000000 O0ORAMONVSOOOOOOOOOOOOODOOOOOOOOOOOOOOOOOO
000000 CREATELOGOUTPUTOOOODO1(OOOO0O0OOOOO0OOOOOOOOOOOODO
200000 IDO0OOOoOO

ooooooooooooon

msyslog0 0000000000000 0OO0ODESTINATIONOODOODOO SYSLOGOOSERVERO O
00000 syslogODODOOO IPOOOOOOOOOODO

CREATE LOG QUTPUT=1 DESTI NATI ON=SYSLOG SERVER=192. 168. 10.5 [
m JO0000O00O0O0O0O0OODESTINATIONOOOODOOO EMAILOOTOOOOOODOOOOOO
oooooooooooooo

CREATE LOG QUTPUT=2 DESTI NATI ON=EMAI L TC=adni n@xanpl e. com [

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooooooooooo0ooooooooooooooooon
ooooooooooo1o0ooooUooboooooooooooooOooooooooooooo
000000000 MESSAGESOOUOOO0OOODOOOODOOOOO0OOOOO0OoOoooooooo
ooooooi100o0o0oooooooooOooon

CREATE LOG QUTPUT=2 DESTI NATI ON=EMAI L TO=adm n@xanpl e. com MESSAGES=10 [
s 0000000000000 0000000000OSETLOGOUTPUTOOOOO266000000O

00000000o0ooooloOdsyslog0 000000000000 OODOOOOOOOOOOO

SET LOG OQUTPUT=1 SERVER=192. 168. 10. 100 O

m JO00000000000000 SHOW LOGOUTPUTOOOOO3B8OOOOOOOOOO

SHOW LOG QUTPUT [

s OUTPUTOOUOOOOOOOO IDOOOOOOOOOOOOOOOODOOOOOOOOO

SHOW LOG QUTPUT=1 [O
SHOW LOG OQUTPUT=TEMPCORARY [J

s JO0RULLODOOOOOOODOOOOO0O0O0O00OODOODOO000O0O0DODODOODOOOOO0OO0OO
cooooooooooooogo
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od

SHOW LOG QUTPUT FULL O
SHOW LOG OQUTPUT=1 FULL O

m J00000000000000 DESTROYLOGOUTPUTOOOOOI74000000000O00

DESTROY LOG QUTPUT=3 [

gooobobooobobood

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooUooU0o0oooooooooUoUoUoUooooooooUoUoUoUoooO ADD LOG
ouTPUTOOOOONMIOOOOOOOOOO10000O0O0O0OO0OO0O0OOOODOOOOOOOOO
ooooogoooon

s 0000000000000 00O0000ALLODOOOO0ODO

ADD LOG QUTPUT=1 ALL O

s 000000000000 O00000000O0000O0DOOMODULEDOOOODOOOOOOOIDO
coooooooboooooooooooooobooooooooobooooboooooooooboooon
coooooooboooooon

ADD LOG QUTPUT=2 MODULE=FI REWALL [

oooooibobooOooooooooomoooooIboooooooooooooooo

m 000000000000 00bob00moobomoobomooooomobooooooooon
oooooooooooooooooooooooooooooooooboooooooooooioboo
ooo

ADD LOG QUTPUT=3 MODULE=! FI REWALL [
coboooooooboooooooobooooboboooooooobooooboooobooOog
m 0000 60URGENTOOOOOOOOOODOOOODOOOOODOODOODOOO
ADD LOG QUTPUT=4 SEVERI TY=>6 [

cooooooooboooboooooboooobooooogog

m 0000000000 0OunknownD 0000000000000 O0DO0OO0O0O0OOOOOOOOOO
coooooooooobooooboobooon

ADD LOG QUTPUT=5 MSGTEXT=%unknown [J

s 0000000000000 000000O0000000000000D00O00O0OO0OOO0O0O0O6G6
OURGENTO OOOOOOOOOOOOOO0OOOODOOOOOOoOooO
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oo

ADD LOG QUTPUT=6 MODULE=FI REWALL SEVERI TY=>6 [

m JO00000000000000O000000OSHOW LOGOUTPUTOOOOO3580 0000 FULL
ooooooooood

SHOW LOG QUTPUT FULL O
SHOW LOG QUTPUT=1 FULL O

m J00000000000000000000 DELETELOGOUTPUTOOOOO620000000
OOOFILTERODOOOOOOOOOOOOOOO0OOO0OOOO00O0O0OO0O0O0DOOO0O0O0DODOOOO
000 ADDLOGOUTPUTOOUOOONMMIOOOODOOOOOOOOO0DOOO0ooooouoooooo
SHOW LOG OUTPUT O OO OO3B8O 0000 FULLOODOODOOOOOOODOOO

DELETE LOG QUTPUT=3 FILTER=1 O
DELETE LOG QUTPUT=3 FI LTER=ALL O

goooooo

m 000000000 SHOWLOGOUTPUTOOOOO3580000000000OPHI PERMANENTO
0O TEODTEMPORARYU O OOOOOOOOODOOOOOOOOOOO

Manager > show | og out put

ob# Type Port Server Msg Zone Fnt Enmil Address ESQWP
01 Emil 0002 - S adnmin@ried-tel esi YNN--
PE NvVS 0020 Default YY- - -
TE Menory 0200 Defaul t YY---

s (00000000000 000000DO0DO0O00O00O0DO0O000O00O0O00O000OSHOW LOG
ouTPUTOOOOO3B8OOIO0OOD FULLOODOOODOODOOO

Manager > show | og output=1 full

Qutput Definition ............ 1

Enabled ...................... Yes

TYPE vt Eni |

Max Messages ................. 2

Time Zone ............coouo... Not set

Format ....................... Ful |

Email Address ................ adm n@xanpl e. com
SECUre ..o No

Queue Only ................... No
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Filter 1:
ALL

m JO00000000000000SHOW LOGSTATUSOOOOO3S 000000 oooooo

Manager > show | og status

Log System Status

Log Module Status ..................... Enabl ed
Log Message Generation ................ Enabl ed
Log Message Reception (via network) ... Enabled
Log Message Qutput .................... Enabl ed
Local Time Ofset (fromUTCQ .......... Not set
Next Message ID .......... ... ... ...... 338
Nurmber of CQutput Definitions .......... 3

syslogOOOOOOOOOO

000000000000 syslogO 00000000 DOO0OOOOOOOOIPOOOOOOODOOOO
ooooogd

1. 0000000000000 00000syslog0 00O 192.168.105000000000000000
CREATE LOG QUTPUT=1 DESTI NATI ON=SYSLOG SERVER=192. 168. 10.5 [

2. JOo0oUoOoooOooOooOoUOOOOUOOOOUOOOOUODOOOO

ADD LOG QUTPUT=1 ALL O

syslogD 0000000000000 0O000O0O0ODODOO0000O0OO000000000000000
O000O0O0OO00syslogODO0OO0O000OD0O0O0O0O0DOOOOO0OO0O0OOsyslogOOO0O0O0O0OOOOO
O00O000oOoOoooooooOsyslogdOOOOOO0O Zete/syslogeconfOO00OO0O0OOO0OOOOOOO
syslogD 0 0000000000000 000000000OO0O0O0O0000 syslogd(8)0 syslog.conf(5)0
syslog(1)Tlogger(l)) DO OO OOOOOO

cooooooooboooboooooboooobooooogog

1. 000000000 oo0oooooo
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oo

SET MAI L HOSTNAME=nynane. exanpl e. com [
ADD | P DNS PRI MARY=192.168.1.1 O

2. 0000000000000 D0DO0O000O0O0O0OO0ODOOO0 0000000000000 ad-
min@example.com 0000000000000

CREATE LOG QUTPUT=2 DESTI NATI ON=EMAI L TO=adni n@xanpl e. com
MESSAGE=10 O

0 0000000000000 MESSAGEODOOOOOOOOOOOODODODOODODOODOOOO
MESSAGEO O OU0D0O00O0000000O00OD0O0OOD 0000000000000 000
ooooooooooooooon

3. JooUuoOoooUoooooUooooUoOooUoDOoooUoOoo

ADD LOG QUTPUT=2 ALL O

gooobobooooboo

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
pooooooooooboooobooboooobooooboooooboboooooooonoog

googoo goooooboood RN
Msg ID 4 ooooo b
Flags 2 gooooboogo
Date 2 goooooogobooobboooboo
Time 3 goooooogobooobboooboo
Origin IP 4 oooooooooliPoOOOO
Module 2 gooooooooooooo
Type 2 Oooooooo
SubType 2 Oooooooooog
Source File 12 gooooooooboobboooboobboon
Source Line 2 gooooboogobooobboooboobbobboboo
Reference 15 g00oooooooolsbNOoOoooooo
Message 80 ooooooo
0 13:
Dat e/ Ti ne Mod Type SType Dev Oigin MSGA D Source Fil e/ Line
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od

09:52:27 3 USER USER LON 00016 Local 00063 usermain.c: 2709

03-JUL- 2001 nmnager

LOCTI ME

manager | ogin on portO

pobooooooooooooooboobooooooobooooooooo

ooodoo oo

od

7 CRITICAL coooooooooooooooo

6 URGENT ooboobooooooooooooooboooooboooobooooogod
cooooooood

5 IMPORTANT coboboooobooooooooboobooooooooon

4 NOTICE ooobooooboooooooooodgo

3 INFO oooooooooooboooooooooooooood

2 DETAIL ooboobooooooooooooooboooooboooobooooogod
oooooogo

1 TRIVIAL oooooogo

0 DEBUG ooboobooooooooooooooboooooboooobooooogod

ooo

0 14:

ggoobbboooobboooboboboood

ooo | oo
<0ooOg SEVERITY=<B00OOO0OO0OOS50 OOO0O00O0O0OO0OO0OOO0OOOOOO
oo ooo
>0000 SEVERITY=>60 00000060 OOO0OO0OO0OOOOOOOOOOOO
oo ooo
Iooooooo TYPEEICMDO OOOOOOOOO OO0OO0OO0OO0OO0OOODOOOOOOOO
cMDOooooooooo ooo
ooooooooo MODULE=FIREWALL oooo00o0oooooooooooo
ooo
%O 000000000 MSGTEXT=%failed 000000 O00000000000000O00OO
O0OfailledD D000 ooooooooooooooooo
ooooooo
0O 15:

U 0DooooooooooooOo=0000000

ooooo
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oo

CoOoOoOo Ibooooooo

oooooooIboooooooooooooooo

ID googoo BRN

0 NONE

1 - gooo

2 FR, FRAMERELAY 0O000O0CO0O DTEOOODOOOOOOOODOOO

3 PPP PPPO Point-to-Point Protocol0 DO 00O

4 APPLE AppleTalk 00000000000

5 IP, IPG IPO Internet Protocol0 000000000 O0OORIPOEGPO ICMPO
UDPOSNMP O OO

6 IPX Novell IPXOOODOOOOOOOO

7 SYN O00SynchronousdO OO0 O0O0O0O0OO0OOOOO

8 DNT, DECNET DECnetU 00000000 ooooooog

9 - gooo

10 - gooo

11 - gooo

12 - gooo

13 X25C X225 DCED 000030 0uoouooooooa

14 Q931 ITU-TOO Q931 ISDNO OO

15 - gooo

16 - gooo

17 LAPB LAPBOOOOOOOOOOOOOOOOX250@0ooOoQO

18 TEST gooooooobooboboboooobooobbobobooobooooo
googooo

19 LAPD LAPDOOUOOOO0OO0OoooooooISDNDOOOOOOO

20 STT STTO Synchronous Tunnelling over TCPO OO OOOOOOOOO

21 STRM, STREAM Streem0 000000000 Og

22 TCP TCPO Transmission Control ProtocolD 000 0O

23 ETH EthernetD0 D DO OO0D0ODOOOOODOOOOOO

24  PERM Permanent assignments 0 0000000000

25 TS, TSERVER goooooooooooog

26 LPD LPDO Line Printer Daemon00 00 0000000000000 O0O0O
d

27 BRG gooooooon

28 COMP googooo

29 - gooo

30 X25T X225 DTED 0000 30000 ooooooon

31 FLASH FLASHOOOOOOOOO
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od

32 - gooo

33 TLNT, TELNET TelnetO OO OO

34 SYS, SYSTEM goooooooooo

35 CH gooooooooo

36 TTY O000000000O0TelnetDOOOOOOOOOO

37 ICC, ISDNCC ISDNOOOOODoOoQg

38  MIOX MIOXO Multiprotocol Interconnect Over X.250 0000000000
g

39 BOOTP BOOTPO OO OO

40 NTP NTPO Network Time Protocol0 0 0000

41 BRI ISDNBRIODOODOODODOOODOOODOOOOOO

42 PRI ISDN PRIDOOODOOOOODOOOOOOOOO

43 PORT googoooooboobbobobooboooo

44  ENC, ENCRYPT ooooooo

45 USER O00U0U00ooooooUoooooooouooooooTACACSO
googooo

46 ACC 0000000000 OoOOoDACCODOODOOOO

47 ASYN goooooooboooobooboboooboo

48 LOAD LOADERO O OO0 ODOooooooooooouoouooogg
gooooooooogoooobooooboobbobobon

49 INST, INSTALL 00000000000 0OROMOFLASHONVSOOOOOOOOOO
googono

50 OSPF OSPFO Open Shortest Path FirstO O 0 000

51 RAD, RADIUS RADIUSOOOODO

52 GRE GRED Generic Routing Encapsulation0 0 0000

53 TRG, TRIGGER ooooooooo

54 SCR gooooooooo

55 TDM TDMUO Time Division MultiplexingD O 00O 00O

56 FILE gooooooooo

57 LOG gooooooon

58 PING 00000000 PingODOooOO

59 SNMP SNMPOODOODUOOOOOO

60 SCC sccoooon

61 PBX PBXOOODOOODOOOOOOOO

62 SA SAD Security AssociationO0 0 0000

63 - gooo

64 NAT NATO Network Address Translation0 000 00O

65 - gooo
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oo

66 IPV6 IPv6O Internet Protocol Version 60 000 00O

67 L2TP L2TPO Layer Two Tunnelling ProtocolD O O O 0O 0O

68 - gooo

69 HOSTMIB Host Resources MIB

70 DHCP DHCPO Dynamic Host Configuration Protocold O O 0O 0O O
71 INTERFACE gooooooooogoo

72 - gooo

73 ENCO gooooooooo

74  STAR STAROOOOO

75 SSH SSHO Secure ShellD DO OOOO/000000000

76  RSVP RSVPO Resource Reservation ProtocolD 00000

77 FIREWALL gooooooooogoo

78 MAIL SMTPOOOODOOOOOOOOOOOO

79 TPAD TPADUO Transaction Packet Assembler/Disassembler0 00000
80 - gooo

81 IPSEC IPsecO0O0O0O

82 ISAKMP ISAKMPOOOOD

83 FINGER FINGEROOOOOOOOOOO

84 HTTP HTTPOOOOOO/Z000000000

85 - gooo

86 RMON RMONUO Remote MonitoringD 0O OO0 00O

87 SWITCH oo0oo300000000000

88 VRRP VRRPO Virtual Router Redundancy Protocol0 0 0O 0O 00O
89 VLAN VLANOOOOOO LANO

90 PCI PClODOOGOQO

91 GARP GARPO Generic Attribute Registration Protocol0 00O 0O 0O O
92 STP STPO Spanning Tree ProtocolD OO0 OO

93 - gooo

94 - gooo

95  PKI PKIO Public Key Infrastructure0 0 0 O 00O

96 LDAP LDAPO Lightweight Directory Access ProtocolD 0000 O
97 PIM PIMO Protocol Independent MulticastO OO 000

98 DVMRP DVMRPO Distance Vector Multicast Routing ProtocolD OO0 0 O
99 QOs QoSO Quality of ServiceD DO OO0

100 CLASSIFIER gooooooooboo

ooo/o000ood

0 16:

cooooooooooooooooocooooboooo
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od

OO0 ID/OO googo Oo00oooIb/oo goooooo
000/NULL O0ooooooog  000/NULL goooooooon
googn goooooooon
goooooooon
goooooooon
001/REST goo 001/NORM gooogoo
002/CRASH goooobogo
003/FAIL gooooogoooo
ooo
002/PINT O0o0ooooooo  001/UP gooogoo
0 0O BRIOO SYN1O
PORTIOETHOO OO
002/DOWN gooogoo
003/WARN goooooo
004/ERROR oooo
005/RESET oooo
006/NTON CARD=x LINE=y.
NT has powver.
007/NTOFF CARD=x LINE=y.
NT power failure.
003/CALL ISDN O OO OACC 001/UP oo
goo
002/DOWN oo
003/WARN goooooo
004/ERROR oooo
005/RESET oooo
004/DLINK O0oo0oooooo  001/UP gooogoo
OO0 O0O0O00LAPBO
LAPDO
002/DOWN gooogoo
003/WARN goooooo
004/ERROR oooo
005/RESET oooo
006/PNORM CARD=x LINE=y
PER normal.
007/PHIGH CARD=x LINE=y
PER limit exceeded.
googn CentreCOM 98000 000 ODOOOOOOOODO 2.6
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oo

008/ACT oo
009/DEACT oo
005/VINT OO0O0O0OOoo0ooOo  001/UP gooogoo
Oo0o00oooPPPOO
FR1O SLIP20)
002/DOWN gooogoo
003/WARN goooooo
004/ERROR oooo
005/RESET oooo
006/ACT goooooooon
goooooo
007/CREATE goooooooon
OO CREATEOOOO
008/DEST goooooooon
00 DESTROYO OO
d
006/CIRC O000Dooooooo 001/UP gooogoo
goooooooooo
OO000oooDbLCcd
002/DOWN gooogoo
003/WARN goooooo
004/ERROR oooo
005/RESET oooo
006/CONF goooooooon
goooobogo
007/ATT O0o00ooooooO  001L/ATTCH goooooooon
ooo
002/DETCH goooooooon
ooo
003/FAIL goooooooon
goood
008/EXCEP O000oooooO  000/RESET ooo
BRN
001/EXTNO External contact
open.
002/EXTNC External contact
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od

003/TNORM oooo
004/THIGH goooooooon
d
005/TREND Temperature trend
exceeded.
008/BUS goood
012/ADDR goooooo
016/INSTR oooono
032/PRIV oooo
040/LINEA Line A emulator
044/LINEF Line F emulator
096/SPUR Spurious interrupt
128/TRAPO Trap #0 (fatal)
132/TRAP1 Trap #1 (restart)
136/ TRAP2 Trap #2 (assert)
009/BUFF gooo 001/LEV1 goooooooon
ooooo1000d
d
002/LEV?2 goooooooon
ooooo20000
d
003/LEV3 goooooooon
ooooo3000d
d
010/LIC googooo 001/REL goooooooon
d
002/COMP goooooooon
goood
011/AUTH oo 001/0K 00 0O 0D0OLOGINO
CONNECTO OO
002/FAIL oooo
003/RFAIL goooobogod
012/BATCH oooo/00000 001/ACT oooo/00000
ooo
002/CMD oooo/00000
gooo
003/0UT oooo/00000
ooo
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oo

014/LPD

LPDOOOOODOOO
oog

015/SYSLOG

syslogO0 0 OO0
gooooboobon
goooboooboon
goooooooo
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000/KERN 0 O 0O 0ODOLOG.
KERNO

008/USER gooooood
0 LOG_USERDO

016/MAIL goooboobooogd
0 LOG_MAILO

024/DAEMON gooooood
0 LOG_DAEMONO

032/AUTH O0O0ooO0oo/o
O00000LOG.
AUTHDO

040/SYSLOG syslog O O O O
0 syslogdT LOG._
SYSLOGO

048/LPR goooooooon
O0O0o0o00dLOG.
LPDO

056/NEWS goooooooon
00 LOG_NEWSO

064/UUCP UuUCPOUOGQOQoQOO
0 LOG_UUCPO

072/CRON gooboboogaod

O O crond LOG_
CRONO

080/AUTHPRIV

ooooooo/o0
ocoooooogoo
oooooogoood
000000 mLOG.
AUTHPRIVO

128/LOCALO

ocooooooao
0 LOG_LOCALOO

136/LOCAL1

ocooooooao
0LOG_LOCAL1O

ooooo



od

144/1.OCAL2 ooooooogao
0LOG_LOCAL20O
152/LOCAL3 ooooooogao
0 LOG_LOCAL3O
160/LOCAL4 ooooooogao
0O LOG_LOCAL4O
168/LOCALS5 ooooooogao
0 LOG_LOCALS5O
176/LOCALG ooooooogao
0 LOG_LOCALGO
184/LOCAL7 ooooooogao
0 LOG_LOCALTO
016/ACC 00oooOooOoo  001/SCR oooooooooo
OoooOAcco oo
002/CALL ACCOOOOoOOonO
ooo
003/PORT ooooooooo
004/ACT oo
005/DEACT oo
006/DIAL oooooooooo
O
017/NVS NvVSOOOOOOO 001/RFAIL NvSOOoooooo
ooo oo/0000000
002/WFAIL NvSOOoooooo
oooooo
003/CFAIL NvSOOoooooo
ooo
018/FLASH FLASHO O OO
019/USER oooo 001/LON oooooooooo
002/LOFF oooo
003/ADD ooooooo
004/DEL ooooooo
005/PWCHG ooooooo
006/PWERR oooooooooo
oo
007/PWSET oooooooooo
oo
008/LOOP oooooooooo
ooooooooo
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oo

009/TACQ TACACSO [
010/TACR TACACSO [
011/LFAIL oooooo
020/CMD Ooooooooog  00L/MGR goooooo
002/USER goooooooon
021/MSG gooooooon 001/INFO gooogoo
002/WARN oo
003/ERROR ooo
022/CONFIG oooo/00000 001L/TOPO goooboobooogd
goooobooboon gooo
oooooooo/Zo
d
002/NTNUM goooboobooogd
0 00 IPXOAppleTalk
ooo
003/NTNAM goooooooon
O AppleTalk O 0O O
023/1PFILT IPOOOODO 001/PASS IPOOOOOOOO
gooogo
002/FAIL IPOO0OOOOOO
gooogo
003/DUMP IPOOO0OOOOOO
goooooo
004/FRAG IPOOO0OOOOOO
gooogooooon
mRN
005/SA SAODOOIPOOOO
BRN
006/SRCRT IPOO0OOOOOO
gooogooooon
mRN
007/RECRT IPOO0OOOOOO
mRN
024/INTERR O000ooooooOd  001/BDPKT goooooooon
goooobogod
002/1VPAR goooooooon
BRN
003/BDATT goooooooon
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od

025/1PNAT IPNATO O O O 00L/FAIL NATOOOOOOO
NATO 0o
002/INTCP oooooo TCPO
goooooo
003/INUDP 0ooooo UbPO
gooo
004/0UTTCP oooooo TCPO
goooooo
005/0UTUDP 00ooooo UbPO
gooo
026/LIMIT O0O0OoooooO  001/IPXSV IPXODOOoODoOOoood
BRN goooooo
002/1PXRT IPXOOOOOooo
gooogoo
003/SWCMP goooooooon
goooooooon
027/DHCP DHCP 001/BIND oooooooooo
gooo
002/FREE goooooooon
ooo
003/FAIL goooooooon
goooooo
028/PBX PBXIOOOOOOOO 001/0IF goooooooon
goood
002/0ONF goooooooon
BRN
003/00K oooo
004/11F goooooooon
goood
005/1INF goooooooon
BRN
006/10K oooo
007/0OVER googoogoooo
ooo
008/POVER goooooooon
d
009/HOOK Extension on/off
hook
010/FEAT PBXOOOOOOO
d
googo CentreCOM 98000 000 ODOOOOOOOODO 2.6
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oo

029/RSO O0O0O0ooooo  001/ADD RSOOOOOGOGU
000000 RSOO
002/DELETE RSOOOOOOO
003/ENABLED RSOOOO
004/DISABLED RSOOOO
005/ACCEPT RSOOOOOOODO
006/REJECT RSOOOOOOODO
030 gooo
031/ENCO ENCOOOOOOOQO 00179711 Hifin 9711 0 0 0O O
googon googod
002/STACSW STAC SWOoOoooog
d
003/CRYP CryptechO O ononQ
gooo
032/RSVP RSVP 001/PATH_REMOVE Path O O
002/PATH_ADDED Path O O
003/SESSION_REMOVED O0OOOOO0OOO
004/SESSION_ADDED ooooooo
005/RESV_ADDED oooooo
006/RESV_REMOVED oooooo
007/RESV_DENIED_RES oooooooooo
ooo
033/SSH Secure Shell 001/USER_ADD SSHOOOOOO
002/USER_DELETE SSHOOOOOO
003/USER_SET SSHOOOOOOO
BRN
004/ENABLED SSHOOOOOOO
005/DISABLED SSHOOOOOOO
006/ACCEPT SSHOOOO
007/REJECT SSHOOOO
008/DISCONNECT SSHOOOO
034/TPAD TPAD 001/TCONN TPADOOOOOOO
BRN
002/TDISC TPADOOOOOOO
BRN
003/CALL TPAD O X.25000
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od

004/CLEAR TPADOOODOODOO
X25000000

005/FAIL X20000oooo
oo

006/0ONLINE oooooooooo

coooooogao
od

007/0OFFLINE

oooooogo

035/MAIL ooooooooo 001/SUBMIT SMTPOOOOOOO
ooooo
002/START SMTPOOOOOOO
oooooo
003/END SMTPOOOOOOO
oooooo
004/ERROR SMTPOOOOOOO
ooooo
036/FIREWALL oooooooo 001/INATCP ooooooogao
TCPOOOOOOO
002/INAUDP ooooooogao
ubPOOOo0O0O
003/INAICMP ooooooogao

ooooo

ICMPOOOOO

004/INAOCTHER

ooboooooood
olpPOOO0OO

005/0UTATCP

ocooooooao
TCPOOOOOOO

006/0OUTAUDP

ocooooooao
ubPOOOoO0O0O

007/0OUTAICMP

ocooooooao
ICMPOOOOO

008/0OUTAOTHER ooboooooood
OlpPOO0OO0OO

009/INDTCP ocooooooao
TCPOOUODOOO
O

010/INDUDP ocooooooao
ubpPOOooOO

011/INDICMP ocooooooao

ICMPOODOOOO
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oo

012/INDOTHER

ooboooooood
OlPOOODOOO

013/0UTDTCP ooooooogao
TCPOOOOODOO
O

014/0UTDUDP ooooooogao

ubPOOoOoOO

015/0UTDICMP

ocooooooao
ICMPOODOOOO

016/0OUTDOTHER oooOooooooo
OlPOOODOOO

017/ATTACK oooooooo

018/ENABLE oooOooooooo

O

019/DISABLE

ooboooooood
O

020/DESTROY oooooooooo
oooo
037/ACCOUNTING OCOOOO0OOO 001/START oooooooooo
O
002/UPDATE oooooooooo
oooo
003/END oooooooooo
O
038/FEATURE oooooooooo  001/EXP oooooooooo
O oooooooo
039 oooo
040 oooo
041 oooo
042/1PSEC IPsec 001/MSG oooo
002/INERR ooooooo
003/0UTERR ooooooo
043/1SAKMP ISAKMP 001/XCHG ISAKMP OO OOO
oo
002/SA SA
003/ERROR ooo
004/MSG oooo
044/BOOTP BOOTP 001/ETHCONF Ethernet0 0D OO O
oooooo

J613-M6933-01 Rev.G

74 | CentreCOM 98000000 ODOOODOODOOOO 2.6

ooooo



od

045/HTTP HTTPOOOO 001/GETOK GETOO
002/GETFAIL GETOO
003/EXCPT gooogoo
046/VRRP VRRP 001/MRET oooooooooo
goooooooon
ooo
002/MNEW goooboobooogd
goood
003/BADAD 0O O O Advertise-
ment O 0O O OO
d
004/NOIP IPOOO0OOOOOO
mRN
005/RISMAST goooooooon
d
047/PPPOE PPPoE 001/SNA oooooooooo
goooooo
002/NAS goooooooon
goood
048/FILE gooo 001/DIR goooboobooogd
goooooooon
BRN
002/CREATE oooooo
003/DELETE oooooo
004/RENAME ooooooo
049/1PV6FILTER IPv6 0O OO0 001/FILT_PASS IPv6 0000000
goooooo
002/FILT_FAIL IPv6 0000000
goooooo

003/FILT_DUMP

iPv6 0000000
oooooogo

050/PKI

ooooo

PKIO Public Key
Infrastructured

001/PKI_CERT

PKIODOODOOO
O O PKI certificate
messagel]

002/PKI_CRL

PKIODOODOOOOO
O0D0O0OO0OPKI cer-
tificate revocation
list messagel

CentreCOM 98000000 ODDOOOOODODOO 2.6

J613-M6933-01 Rev.G

75



oo

003/PKI_OP PKIDOODOOODO
goooooooon
0 O PKI operational
protocol messagel

004/PKI_MP PKIDOODOOODO
goooooooon
O PKI management
protocol messagel

syslogO OO OO0

00000000 syslogODO0OOOO0O0OO00O0OO0O0OO0OOO0OOSsyslogOOOOO0O0OO0OO0OOOO0OOOOOO

000000 syslogOOOO0OOOOO

00000000000000OsyslogOD 00000000000 DO0O000OOO00O0O0

ooooo syslog OO
7 (CRITICAL) LOG_ALERT
6 (URGENT) LOG_CRIT
5 (IMPORTANT) LOG_ERR
4 (NOTICE) LOG_ERR
3 (INFO) LOG_WARNING
2 (DETAIL) LOG_NOTICE
1 (TRIVIAL) LOG_INFO
0 (DEBUG) LOG_DEBUG
O 18:

000000000 syslogDDO0OoOooOOoooonO

00000000000o0o00Oosyslog0 0000000000000 O0OO0OOO0OOOOOOO

oooooogo syslog0 OO0 OO OO od

000/NULL LOG_USER oooooooooooooooo
010/LIC LOG_USER ooooooo
011/AUTH LOG_AUTH oo
012/BATCH LOG_CRON oooo/0o0o00n
014/LPD LOG_LPR LpDOOOOOOOOO
001/REST LOG_LOCALY ooo
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od

008/EXCEP LOG_LOCALY7Y oooo
009/BUFF LOG_LOCALY7Y oooo
002/PINT LOG_LOCALSG O0000000000OBRIOSYNOPORT O OO
004/DLINK LOG_LOCALSG O000000000ooodLAPBOLAPDO
003/CALL LOG_LOCALS5S ISDNOOOOACCOOO
005/VINT LOG_LOCALS5S O000o0O0000oooOgPPPOSLIPODFROOO
006/CIRC LOG_LOCAL4 O00oo0ooooooo DbLclooo
007/ATT LOG_LOCAL4 0000o0ooooo/0000
ooo LOG_USER oooooooooooog
0 19:
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ooooo

doogd

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
000000000 o0oo0oo0o00o0ooo0ooo0ooo00ooooooo/0000DOo0Oo
cobooooooboobooooooodooooboooooooooooobooooobooboooog
cooooooboooobooooooooooobooon

00000000000 000scpO.cfg 0000000000000 O00ODOOO0ODOO0ODOO0ODOO
000000000000 00.cfg00000000000000000O.scpOOOO0DODOOOOOOO
cobooooooooobooooboobooooogo

s (JO0000o0oooooooooooooobooooboogn

e OUIOOOOUDOODOOUEDITOOOOO01000MMOOOOOODODO

EDI T nyscript.scp O

e ADDSCRIPTOOUOOOI80O0OMSETSCRIPTOOOOO2780 0000000000000
ooooo

ADD SCRI PT=si npl e. scp TEXT="show file" O

e LOADIDOOOO2290 0000000000 DOOOODOOODDOOODOOOOODOOOO
ooo

LOAD METHOD=TFTP FI LE=basi c. scp SERVER=192. 168. 1. 3 DEST=FLASH 0O

m [J000o0booboboobooooo
e JOODODODDDODO ACTIVATESCRIPTO OO DO OI06000000O0O0OOOO
ACTI VATE SCRI PT=gogo. scp O

e NOUOOOUOOSETCONFIGOOOOO280 0000000000 O0OOODOOODOOOO
ooooogd
e JUOODOOODOOOODODOOO

OO0ObootcfgD0OODO0DOODO0DODOODOODOODOOODOOOOODODOOOOOOODOOOOOOO
SETCONFIGOUOOO258 0000000000000 000O00O0O0OOoODoOm

m JO00000000000O0000o0o0o0bo00oooooooobooooooboooooooboooon
0000000000000 0000000000000000000O0Obootcfg0OOO0OOOOO
ooooogd

m 000000000000 000000000000000O0Obootcfg0 00 DOO0OODOOOOODO
oooooooboooooooooood
OOOACTIVATESCRIPTOOOOO1060000000000000000O000O00OUTPUT=LOGOO
coooooooooooooooobooooboooo

0 0000000000000 000000000000000 20DETAILOOOOODOOOOODOOOOOO
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ooooo

gooobooooobooooooon
m 0000000080000 000O0DO0ODO0OOOO
cooooooooboooboooooboooobooooogg

ACTI VATE SCRI PT=getargs.scp argl arg2 arg3 arg4 argb arg6 arg7 arg8 O

00000000000 10argl0O80arg80 000 %1l0%80 0000000000000 000000O
coooooooooooboooooooooon
oooooo0ooooooOooooO0UoOoooOooooo 4000000000

oo oo

%D O000000dd-mmm-yyyy 00O

%T O00O00O0O0hhmm:sssO0OO

%N O0O00O0O0SET SYSTEM NAMEO OOOOOOOOOO

%S O000O00OO0OSHOW SYSTEMOOOOOOOO0OOOOO0Oon

020 000000000o
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O00o0oooO0oOo0ooooOo0ooooo0oooo0 1000%locoo0ooooooooooooooo
02000%200000000IPOOO0OOOOOOOUOOUOOOOOOOOOOOOOOOOOOOOO
oooooogo

s 000000000000000 IFTHENELSEENDIFOODOOOOODO

IF stringl {EQ NE} string2 THEN
comands. . .

ELSE
comands. .

ENDI F

ELSEOO0DDOOOO0DOO
EQUNEOODOOUOOUOOODOOOOOODOODOOO0OOODOO0ODOO0O0OOOOoOOoOoOOooOoOOoOO
0000ooooo0o0o00oooo00o00o0o0oo000 THENDDOOOOOD ELSECDDDOOOO
O00000OO0OO0IFTHENENDIFOODODOOODODOOOODOOOO

s J0000000000000000000WAITOOOOOD42000000000000000000
ooooooooboooooon

VWAIT 5 0O

s J0000000000000000000SHOW SCRIPTOOOOO37800 00000000

SHOW SCRI PT=nyscri pt.scp O

goooo CentreCOM 98000000 ODDOOOOODODOO 2.6
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oooo

Ooon

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooooooboooooooooood

cooooooooooooogo

od od

cpPuOOOO cPuOOOOOOOOOOODOOOODOOOOOO

oooooogo ooooooooooooooooooooooooogod
ocoooooooooob oooobooooboobooobooooooOoobooboOoboobooooobod
ooooodgd oooooooooooobooooboodoo

ooooooooo oooboooboooooooooooobooooooooooobooon

oooboooboooooooooboooboogooooooooooon
ooooboooobooooobooobooboooooboooon

oooooooa 0000o0o0ODOO0o00O 10000000000 000oOoa
oooooo oo0oooooooooooo
0 21:

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O00o0ooo0o0ooooO0o0osSOo0O00OoooOO00oooOoOo0ooooom

m JO00do0ooooooooooboobocobobooobooobooooooooobooooooooboogn
ooo

ENABLE TRI GGER [

m [J0000dboobobooboooboboobooobooboob bbb boobo
e CPULDUDDO 8O UOODOOcpuwarnscp OO OO0 CPUOOOOOIOOONO
CREATE TRI GGER=1 CPU=80 DI RECTI ON=UP SCRI PT=cpuwar n. scp O
e OODODDODOD3WOOUUOOOmMemwarnscpUOOOOOOOOOOOOO20000
CREATE TRI GGER=2 MEMORY=30 DI RECTI ON=DOWN SCRI PT=nemnar n. scp O

e J0DDODODOODUUOOfwmallscp0DOODOODOOODODODOODOODOOOOODOODODOO30O
ooo

CREATE TRI GGER=3 FI REWALL=ALL MODE=START SCRI PT=mai | .scp 0O
e IDDOOODDDDOOOC crashscpDDOODDDOODODODOOOODOOOOOODO40000
CREATE TRI GGER=4 REBOOT=CRASH SCRI PT=cr ash. scp 0O

e J00ID0DOO10DO0DDOODOOOlNkdownscpO0OOODOODODOODOOOOS0000
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oooo

CREATE TRI GGER=5 MODULE=SW TCH EVENT=LI| NKDOMNN PORT=1
SCRI PT=l i nkdown. scp O

e 300000 patrolscp OO0 DDOOOODOOOGBOODOO
CREATE TRI GGER=6 PERI ODI C=180 SCRI PT=patrol.scp O
e U0 1100 ppponscp0 0000 PPPOOOOODOOODOOOODOODOOYOOODO

CREATE TRI GGER=7 Tl ME=23: 00 SCRI PT=pppon.scp O

s J0000000000000000000000 ACTIVATETRIGGEROOD OO OD107000000
oooo

ACTI VATE TRI GGER=1 [

s J00000000000000000ADDTRIGGEROOOOO1230000000000

ADD TRI GGER=2 SCRI PT=second. scp [0

m 0000000000000 0O0CO0OO0OO0OODELETE TRIGGERO OO OO17000000000000O
NUMBERDO D OUOODODOOODODODOODODOODOODOODODOOOOOOOO

DELETE TRI GGER=2 NUMBER=2 [

m JO0000000000O0DESTROY TRIGGERODOOODO1770000000000O

DESTROY TRI GCER=5 [

m JO00000000000000SHOW TRIGGEROOOODO3990 000000000

SHOW TRI GGER=3 [

SHOW TRI GGER=3 FULL [
SHOW TRI GGER=3 SUMVARY [
SHOW TRI GGER=3 STATUS [
SHOW TRI GGER=3 COUNT [
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SNMP

SNMP

O00000000000000000 SNMPO Simple Network Management ProtocolO O 00O 00O
IO0SNMPVIO OOOOO0O 2cOSNMPv2cO OO0 OO0 oog

oood

OOooOoOSNMPOUOOOOOOUOOOOOOOOOODOOODOOOOOOOOODOOOOIPOOOODO
oooooooooooo

SNMPOOOOOOO viewersDOOOooooQ
SNMPOOOOOO IPOODOO 192.168.10.5
SNMPOOOOOOOO IPOOOO 192.168.10.5

0 22:

1. SNMPOOOOUOOUOOUOOODOOOOUOOOOO0OOO0OOOOOOOOO SNMPOOOOO
oobooboooooooooobooooogod

ENABLE SNWVP [
ENABLE SNVP AUTHENTI CATE_TRAP [

2. SNMPOOO0O0OO0OODDOOOODOOOOOODDOODOUOODOUOODOODOOODODOODOviewersOD
ooooogoooon

CREATE SNWVP COVMUNI TY=vi ewer s ACCESS=READ [

U 0o0oo00o0o0oooooooooOoOo0ooOooo0ooooooooo

0 000000000 SNMPOOOOOODO0OOOO0OO0OOODOOOOOOOOOOOODOOOOOODOO
ooooooooooooooooooooooooooodooooonooooooooooooaon
gooooooooooooooodooooboooO0ooo0oooooooooooooOooDoooo0o0n
gooooodoo

0O 00000000000 o SNMPOOODOOOOOODOODOOODOODOODOOOODOOOOOO

O000000public00000OO00OO00DOOO0O0DOOODOO0ODOOprivateD00DOO0O0DOO
goooooo

3. SNMPOOOOOOOOviewersDOOOOODOODODODOODOOOODOODDOODOODOODOOODOOO
oooooooOoooooooo SNMPOOOOOODOOOOOODOOOOOOOOOOOOOO
coooboooooooooooooo

ADD SNVP COVMMUNI TY=vi ewer s TRAPHOST=192. 168. 10. 5
MANAGER=192. 168. 10.5 [
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SNMP

4, OviewersDOOOOOOOOOOOOOOOOOOOOODOOOOODOOODOODOOOOO

ENABLE SNMP COMMUNI TY=vi ewers TRAP [

U 0DoooooooOooooooooooooooooo

0O SNMPOUUOOUOOUUOUUOOUODOUOUOORESTARTOOOODO251000000000REBOOT
ooo0oooooOoooooooomsSwWITCHOOOOOOooOOoooooooooooooooooo
OD0000OcoldStartD 0000000000 O0OwarmStartt D OO OO ORESETIPOD OO0 IPOO
2250000000000000000000

oooooooooo
OO0O00OO0OOSNMPOOOOOOO192168.10500 00000 MIBOOODOOOooooooooooo
O0oOoooooSNMPOOOUOOOOOOOODOOOOODOOOOODOOOO

m (0000000000000 O0000O0OADD SNMPCOMMUNITYOOOOO1190000
00000000000 000000O0O0viewersDOOOODODOO192.168.10.100 0000000
0192.168.10.100 000000000

ADD SNVP COVMUNI TY=vi ewer s MANACGER=192. 168. 10. 10 TRAPHOST=192. 168. 10. 10 O
s 00000000000 000000000000O0CREATE SNMP COMMUNITY 00000139

00000 ACCESSUOUOOOOOWRITEDODOOOOOOACCESSOODOOOOOOOoOoOoooo
O0O0O0OREADOOO M

CREATE SNVP COVMUNI TY=adm ns ACCESS=WRI TE MANACER=192. 168. 10.5 O
m 000 SNMPOOOOODOOODOOOOODOOOOODOOODOOOOODOOOOODOOOOOOOO

OSNMPOOOOOUOOOOODOOODOOOODDOOOOOOODOOODODOO OPEND open accessd OO
OooooyYESOOOOOODOOOOoooOoooo

e IIOOIDOOOUDOODO OPEN=YESOUOOOOODO OPEN=NOOOOOOO
CREATE SNVP COVMUNI TY=vi ewer s ACCESS=READ OPEN=YES [
e OUIOODOOODOODO SETSNMPCOMMUNITYOOOODO2790000000000O

SET SNVP COMMUNI TY=vi ewer s OPEN=YES [

s SNMPOOOOOOOOOOOSHOWSNMPOOOOO381000MMSHOW SNMP COMMUNITY
ooooo3s4ooooooooon

SHOW SNWVP [
SHOW SNVP COMMUNI TY=vi ewers [
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m J00000/00000000000000O00O0000O0O00O00O0O0DO0OOO0ODOOOOOOO
OO0 O0O0O0OOENABLE INTERFACELINKTRAPOO OO O206 0000000000000 0O000O0OO
ODportxMxOOOOoOoOooOoOOooooooooon

ENABLE | NT=port1 LI NKTRAP [

s VLIANOOOOOOOOOOOD0O0O0000000000000000000000ENABLE INTER-
FACELINKTRAPOODOO206000000O0OVLANDOOOODOOvVIan-whitetOOOODOOOOOOO
oooooooooooo

ENABLE | NT=vl an10 LI NKTRAP [

0 VLANOOOOOOOOOOOoooooOoooooooooooooooooooooooooooooooo
OOVLANOOOOOO 100000000000000000 VLANOOOOOOOOOOoOOoooooo
0000000000000 000OVLANDOOOOOOUOOO00o0000O0o0o00SHOW INTERFACED O
o0o0344000000000000

m 0000000000000 0000 SHOW INTERFACECO O OoOoOo344 o0oouoooooaod
O ifLinkUpDownTrapEnabled OO OEnabled0 DO OOO0OO0O0OO0OOOOOOO

SHOW I NT=portl O

m 0000000000system.ssysNameOOO OO OOOO SETSYSTEMNAMEOOOOO28400
oooooogo

SET SYSTEM NAME=KkSwi t ch [

0000000000000 000000000TELNETOD DO OO41500000000000000
0000000000000 000000000000000kKkkSwitch.examplecomOOOoooOoOoOO
TELNETOOOOO415000000TELNET bulbulD OO OO0O0OOD0O0O0OO0O0OO0O00OOObulbuldO
000 0Oexample.comO O 0O 0O O [ bulbul.example.comO OO OO DNSOOOOODOOOO

m 000000000system.sysLocation.00O 000000 SETSYSTEM LOCATION OO 0O 0 283
goooooogoo

SET SYSTEM LOCATI ON="8F, TTC Bl dg" O

m J000000000system.sysContact.000 000000 SETSYSTEM CONTACT O OO O 0O282
oooooooooo

SET SYSTEM CONTACT="Tar o ARAI DO (Ext 2602)" 0O

m JOOOOSNMPVIOOOOO SNMPVIOOSNMPv2cOOOOO SNMPv2cOODOOOOOOOO
ooooSNMPOOOOUOOOOOOODOOOOOODOOODOOOOOOOOOOOODOOODOOODOO
O0oo0oooooUoo0ooooooooovioveDODO0OOOOOOODOODOOOOODOODOOOO
00 00OCREATESNMP COMMUNITY O OO DODO1390 00 M ADD SNMP COMMUNITY O OOO
011900000 TRAPHOSTO OO O VITRAPHOSTM V2CTRAPHOSTO OO OOOOOOOOO
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00000192.168.10.1000 SNMPv1 OO OO O0OOOOO0OD192.168.10.2000 SNMPv2cO O OO OO
poooooooooobooooboon

ADD SNVP COVMMUNI TY=vi ewer s TRAPHOST=192. 168. 10. 10
V2CTRAPHOST=192. 168. 10. 20 O
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NTP

NTPO Network Time ProtocolDD 0 0000000000000 NTPOOOOOODOOOODOODOOOO
0000o000o0o00oo0ooo0ooo00oo000o000o0o00D0o0000O00ONTP
pcooooooooooo

oood

NTPOOOOOOOOOOOODODOOOO0OOO0OO0OO0O0OOO0O0O0000000O0O00O0O0000000
ooooliPOOoOOOODOOOO0OOOOOOO

NTPOOOOO IPOOOO 192.168.10.5
oooooooutcooooooooo JSTO +9:00:000

1. NTPOOOODODOOOODOOO

ENABLE NTP O

2. NTPOOOOO IPOOOOOOOOOUOOOOOUOODIO0OOOOOOOOOO

ADD NTP PEER=192.168.10.5 [

3. JooUoooouTCOUOUOUoOOoooUoOooOoONTPOODOOOOOOOOO UTCODOODO
oooo0ooo0oooooOoooooooooooooooolsTog uTCcoo 9ooooon
oooooooooooboogd

SET NTP UTCOFFSET=+9: 00: 00 [

coboboooooboooooooooooooooooooooooooooodg

SET NTP UTCOFFSET=JST 0O

4, JOOONTPOOOODODOOOODDOOOODODOOO

RESET NTP 0O

oooooooooo
0000000000 NTPOOOOOOOOOOOOOODOOOOOOODOOOOOOOOODOOOOO
oooo

m 00000 SHOWTIMEOOOOO39 00000000000

Manager > SHOW Tl VE

Systemtinme is 11:17:41 on Tuesday 03-Jul -2001.

s NTPOOOOOOO SHOWNTPOOOOO3700O0OOOOOoOOoOO

86 | CentreCOM 98000000 DODOOODDOOO 2.6 gooogd
J613-M6933-01 Rev.G



NTP

Manager > SHOW NTP

St at us ENABLED

Host Address 192. 168. 10. 169

UTC of f set +09: 00: 00 (JST)

Last Updat ed 11:19: 38 on 03-Jul -2001
Last Delta +0. 94

Confi gured Peer

192.168.10. 5

Count ers

Packet s Sent 0000000002
Packet s Received 0000000002
Packets w head error : 0000000000
Packets w data error : 0000000000

ggoobobboooobooog

ASIA +8:00 Asia
ACDT +10:30 Australian Central Daylight Time
ACST +9:30 Australian Central Standard Time
AEDT +11:00 Australian Eastern Daylight Time
AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time
CHINA +8:00 China
GMT +0:00 Greenwich Mean Time
UK +0:00 Greenwich Mean Time
HK +8:00 Hong Kong
JST +9:00 Japan Standard Time
MET +1:00 Mid-European time
NzZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore

googn CentreCOM 98000 000 ODOOOOOOOODO 2.6
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NTP

TAIWAN +8:00 Taiwan

uTC +0:00 Universal Coordinated Time
CDT -5:00 US Central Daylight Time
CST -6:00 US Central Standard Time
EDT -4:00 US Eastern Daylight Time
EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -
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Secure Shell

Secure Shell

Secure ShellDSSHO O OO OOOOODOODOOODOOOOOODOODOODOOOOOOODOOOOOOOO
coooooooboooooooooooooobobooooooooboooobooboooooooboooon
ooooooooooooon

oooooSsHOOOOO 101500000000000000000000DO00O0OOOO IPV4O0O
0MmOoo00o0ooooooooooDbESOO0OUO0OO0OUOUOO RSADDOOOOOUOOOOOO

0O sSSHOOOOoOOooOooooooooooo AT-FL-10000000

ooooOoooOooSsHOOOOOoOoOOoUOoOOoOooooooooooooooooooSsHO IPvan
oooooooolipvADOOODDOOOODODOOOOODOOOO
sSHOOOOOOOOOoOooooooooooooooooooo

e JOUIOODOODOODOSSHOODOOO 101.50

e OUIOOOOUDODESOO

e OUIOOOOUDOODOOORSAOOODOOOO

e JOUOORSAUODOOOUOOOOUIOOOOOUOOOOOOOUOOUODOOOO
e SSHOOODODODODO TelnetDODOODOODODOOOODIPVA/ZIPVE OO0

oooooooooooooooooooooooooooooooooooooooooooooooO A
O0o00oo0o0oo0oBORSAODOOODOOOOODOOOOO

goooooo

00000000 SSsHOOODOOODOODODOOO00O0oO0oo00oo0o000O0000oDoSecurity Officer O
0000000 Osecoff0 SSHOODOODODODOODOODOODODOOOOIPVAOODODODODOODOOOO
oooood

1. 000000000000 000000000000 Security Officer00000000O00OO0O
ooo

ADD USER=secof f PASSWORD=Passwor dS PRI VI LEGE=SECURI TYOFFI CER [
2. SSHOOOOOOOOOOHostKeyOODOOOO10O0OOOOOOOOOOOOO 1024000000

CREATE ENCO KEY=1 TYPE=RSA LENGTH=1024 DESCRI PTI ON="host key" 0O

0 RSAOOODUOOODOOOOOODOD M RSA Key generation process completed.0 00000000
goboobboobOoooobooboo

U 0Do0ooooo0oo0o0O0o0oo0oO0ooo0oO0o000o0o0o0o0o0o0ooo0o0oooooo0oon
oooooooood
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Secure Shell

0O 00oOooooessssoooiouooionooooooo0ooooooooooooooooooo
O0OO0O0OO0OODO0OO0ODESCRIPTIONODOOODOOOODOODOOOOOOOOOOOOOOODOOOOO
00000000000 SHOWENCOKEY D OO ODO327000000000000

3. SSHOUOOUOUOOOOOODOServerKeyD OO OOO20000000000000000O0OOO 512
O00000o0o0o00oooo0oOoD 1280000000000000000O0O0000O0OO0O 768
oooodd

CREATE ENCO KEY=2 TYPE=RSA LENGTH=768 DESCRI PTI ON="server key" 0O

0 RSAOOODUOOODOOOOOODOD M RSA Key generation process completed.0 00000000
goboobboobOoooobooboo

U 0Do0ooooo0oo0o0O0o0oo0oO0ooo0oO0o000o0o0o0o0o0o0ooo0o0oooooo0oon
oooooooood

4. SSHOOOOOOOOOOOOOOOOOODO2030000000000000000000000
oooo

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 [J

O sSHOOOODOODOOOOOOOOOoOoO TelnetD OOOOOOOODDOODOOOOOOOOIPV4A/ZIPVE
OD0MOoOoooposSsHOOOOO TelnetOOODOODODOOOOODOOOODOOOO

5. SSHOOOOOsecoff00DODOOOO

ADD SSH USER=secof f PASSWORD=Passwor dS 0O

0O SSHOOODOOOoOoOoOooOooouoooooooooooU0o0o00000UADDUSEROODOOL25
00o000o0o0o000o0o0o0o00oo0o0o000o0o0oo0oo0o0o000oo0o0oDoooog SSH
00o00o0o0oooo0oSsHOOODOOO0OO0OO0OoOO0o0o0oo00oO0o0o0oo0oooooooooooo
000000000USEROO0ODOOO0O0O0O00O0O000O00000OD00000000000000O0
omoooooooooo0ooooooOoOoOoO0oOobobooOO00000

0 0000000000000 00000000000D0ADDUSERD OO0 O0125000000000
ooo0oooooooosSsHoOOOOooOOooOo0oOoo0ooOoo0ooUoo0oooooooOooooo
0000000000000 00000ADDSSHUSERO O OO O12100000 PASSWORD 00
o0oo00o0ooo0oo0oooOooosSsHOOOoDOooOooUoOooOooooooooooooao

6. SecurityOfficer0 00000000000 OOOOODODOO
LOA N secof f O

7. 00000oOO0o0O0oOoOo0oooOoOo0oooOoOo0oOoOoO00oOoOoO00LOoOoO0ooooO00n
ooooooooogd

ENABLE SYSTEM SECURI TY_MODE [J

8. D0OOUOUDOOUOOOUDOOSETCONFIGOOODOO280 0000000000000 0OO
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Secure Shell

00000000oOoooOOsshservefg0 OO0 OO0OODO0ODOOOOODO

CREATE CONFI G=sshserv.cfg O
SET CONFI G=sshserv.cfg O

0 00000000000 SETCONFIGOOODOO258 0000000000 Warning: Config
file MUST add a user with SECURITY OFFICER privilege. Do you wish to proceed with setting
config?(y/n) 00 0000000000000 OO0OOOOOOOO Security Officer0000O0On
Osecoff D000 O0O0O0O0MmMyOoO0OOoOoOooooQ

m 000000000 SHOWENCOKEYODDOOOO32700000O0OoooooO

SHOW ENCO KEY [
SHOW ENCO KEY=1 [

s (000000000000 000000000000000000000OENABLE SSH SERVERD
000021800000 SETSSHSERVERD OO O O28000000 EXPIRYTIMEOOOOOODO OO
0000000000000 000O0EXPIRYTIMEOODOODOOOOOOOD O OOOOOOOOOOOO
ooooooSssHOOOOOoOOoOOooOooooo24000100000000000oo0ooooooooo

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 EXPI RYTI ME=24 [

000000000000 0000000000SETSSHSERVERO DO OO2800 000000000
SET SSH SERVER EXPI RYTI ME=24 [
m SSHOOOOOS0000000000000000000000000O0000O0O0OO0OO0OO

O0o0oooUoo0o0oo0o0o0o0ooo0o0o0oo0oo0oo0oDO0n ENABLESSH USERD
oooOo21900000000o0ooooooo

ENABLE SSH USER=car el essuser 0O

m SSHOOOOOOOOOOO SHOWSSHUSEROOOOO30O0OOO0oooooooo

SHOW SSH USER [
SHOW SSH USER=car el essuser 0O

m SSHOOOOOOOOOOOO IPOOOUOOOOOOOO0OO0OOOO0OOOOOOOOOADD SSH
USERODOOOO0O121000MMSETSSHUSERO OO OO281 00000 IPADDRESSO MASKO O OO
ooooooooiPOOOUOOOOOOOOOOOSSHOOODOOOOOOOOOOOOoOOoOSSHOO
OO00Osecoff D0 0D00IPODO0O 192168101000 0000000000000000O0O0O0O0OO

ADD SSH USER=secof f PASSWORD=Passwor dS | PADDRESS=192. 168. 10. 100 O

0000000000000 0000000 192.168.100/24000000000000000000
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ADD SSH USER=secof f PASSWORD=Passwor dS | PADDRESS=192. 168. 10. 0
MASK=255. 255. 255. 0 O
m SSHOOOODOOO SHOWSSHODODOOO38OoOoooooooooo

SHOW SSH [

m SSHOOOOOOOOO SHOW SSHSESSIONSOOOOO038900000oooooon

SHOW SSH SESSI ONS [

m SSHOOOOOOOOOSSHOOOOOOOoOoooooooooo

e SSHOODOOUOODOODOOOOO
e SSHOOUDOOUOOODOOUOO
e SSHOODOOUOODOODOOOOO

RSAOOO SSHOODOODOOOODOOODOODODOODODOOODOOOODOODOO Security Officer 000
O00O00OOsecoff0 SSHOOODODOODOODOODOODOODOODOOIPVMAOODODODODODOODOOOO
oooo

O0000000Osecofft0 RSAODDOOOPCOOODODOODOODOOOOODODODOOOOTRFTPOO
000192.168.10.13000 00000 0secoffkeyD 000000000 DOO0OODOOOODO

1. 00000000000 D0000000000000 Security Officer00000000O00OO0O
ooo

ADD USER=secof f PASSWORD=Passwor dS PRI VI LEGE=SECURI TYOFFI CER [
2. SSHOOOOOOOOOOHostKeyOOOOOO10O0OOOUOOOOOOOOOO 1024000000
CREATE ENCO KEY=1 TYPE=RSA LENGTH=1024 DESCRI PTI ON="host key" 0O

0 RSAOODODUOOODOOOODOODOD M RSA Key generation process completed.0 00000000
goboobboobOoooobooboo

U 0Do0ooooo0oo0o0O0o0oo0oO0ooo0oO0o000o0o0o0o0o0o0ooo0o0oooooo0oon
oooooooood

0O 00oOooooesssstoooiouooionooooooo0ooooooooooooooooooo
O0OO0O0OO0OODO0OO0ODESCRIPTIONODOOODOOOODOODOOOOOOOOOOOOOOODOOOOO
00000000000 SHOWENCOKEYOD OO DOO3270000000000oog

3. SSHOUOOUOUOOOOOOServerKeyD OO OOO20000000000000000O0OOO 512
O00000o0o0o00ooooOoOoD 1280000000000000000O0O0000O0OO0O 768
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Secure Shell

oooodd

CREATE ENCO KEY=2 TYPE=RSA LENGTH=768 DESCRI PTI ON="server key" 0O

0 RSAOOODUOOODOOOODOODOD M RSA Key generation process completed.0 00000000
goboobboobOoooobooboo

U 0Do0ooooo0oo0o0O0o0oo0oO0ooo0oO0o000o0o0o0o0o0o0ooo0o0oooooo0oon
oooooooood

4. SSHOOOOOOOOOOOOOOOOOODO203000000000000000000000
oooo

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 [J

O sSHOOOODOODOOOOOOOOOoOoO TelnetOOOOOOOOODDOODOOOOOOOOIPV4A/ZIPVE
OD0MOoOoooposSsHOOOOO TelnetOOODOODODOOOOODOOOODOOOO

5. D0O0O0O0secoffi0 RSAOODOODOO TFTPOOODOODOODOOOOODOOODOOOOOOO
O00O0.keyOOOOOOOODOODOODOODOODOODODOO SSHOODOOOOODOOOOOO

LOAD FI LE=secof f. key SERVER=192. 168.10. 130 O

6. D0O0OO00Osecoffi0 RSADODOOODOODOOOOODOOODODOOODINIOOO0OODODOOO

CREATE ENCO KEY=101 TYPE=RSA FI LE=secof f . key FORVAT=SSH
DESCRI PTI ON="secoff’s public key" 0O

U 0Do0ooooo0oo0o0O0o0oo0oO0ooo0oO0o000o0o0o0o0o0o0ooo0o0oooooo0oon
oooooooood

7. SSHOOOOOsecoff (DO ODOODODOKEYIDOOODDO 60000000000000O0DOOO0O
oooogd

ADD SSH USER=secof f KEYI D=101 O

0O SSHOOODOOOOoOoOooOooooooooooooooU00o00000UADDUSEROODODOL25
00o000o0o0o000o0o0o0o00oo0o0o000o0o0oo0oo0o0o000oo0o0oDoooog SSH
00o00o0o0oooo0oSsHOOODOOO0OO0OO0OoOO0o0o0oo00oO0o0o0oo0oooooooooooo
000000000USEROODOOO0O0O0O00O0O000O00000OD000000000000000
omoooooooooo0ooooooOoOoOoO0oOobobooOO00000

8. SecurityOfficer0 00000000000 DOOOOODODOO
LOA N secof f O

9. JOO0UO0OOOUOO0OO0OOO0OOUOO0DOO0OOODOO0OOODOO0OOODOOODOODOOOO
ooooooooogd
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Secure Shell

ENABLE SYSTEM SECURI TY_MODE [J

10, OO0O0O0OO0OUOOOOOOSETCONFIGOOODOO280 0000000000000 0OO
0000000oooOoooOgsshservefg0 OO0 OO0OODO0ODOOOOODO

CREATE CONFI G=sshserv.cfg O
SET CONFI G=sshserv.cfg O

0O 00000000000 SETCONFIGOOODOO258 0000000000 Warning: Config
file MUST add a user with SECURITY OFFICER privilege. Do you wish to proceed with setting
config?(y/n) U0 0000000000000 OOOOOOOOOO Security Officer0000O0On
Osecoff 00000000 MmMyOoO0OOooOooooQ

s (000000000000 000O000000000000000000OENABLE SSH SERVERD
000021800000 SETSSHSERVERI OO O O28000000 EXPIRYTIMEOOOOOODO OO
00000000000 0000O00EXPIRYTIMEOOOODOOOOOOO O OOOOOOOOOOOO
ooooooSssHOOOOOoOOOOooOooooo2400010000000000000D00DO00o0oOo

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 EXPI RYTI ME=24 [
000000000000 0000000000SETSSHSERVERO OO OO2800 000000000
SET SSH SERVER EXPI RYTI ME=24 [

m SSHOOOOOS00000000000000000000000000000O0O0OOO0OO0OO

O0o0o0ooo0o0oo0o0o0o0ooo0o0oO0oo0oo0oO0oDO0n ENABLESSH USERD
oooOo2190000000000oouoooo

ENABLE SSH USER=car el essuser 0O

m SSHOOOOOOOOOOO SHOWSSHUSEROOOOO30O0OOO0oooooooo

SHOW SSH USER [
SHOW SSH USER=car el essuser 0O

m SSHOOOOOOOOOOOO IPOOOUOOOOOOOO0OOOOO0DOOOOOOOOOADD SSH
USERODOOOO0O121000MMSETSSHUSERO OO OO281 00000 IPADDRESSO MASKO O OO
ooooooooiPOOOUOOOOOOOOOOOSSHOOODOOOOOOOOOOOOoOOoOSSHOO
OO00Osecoff D0 0D0D0IPODO0O 192168101000 0000000000000000O0OOO0OO

ADD SSH USER=secoff KEYI D=101 | PADDRESS=192. 168. 10. 100 O
0000000000000 0000000 192.168.100/24000000000000000000

ADD SSH USER=secoff KEYI D=101 | PADDRESS=192. 168. 10. 0 MASK=255. 255.255.0 O

CentreCOM 98000000 ODDOOOOOODOO 2.6 gooogd
J613-M6933-01 Rev.G



Secure Shell

m SSHOOOOOOOO SHOWSSHOOOOO38 U o oooooooooo

SHOW SSH [

m SSHOOOOOOOOO SHOW SSHSESSIONSO OOOO038900000ooooooon

SHOW SSH SESSI ONS [

m SSHOOOOOOOOOSSHOOOOOOOoOoooooooooo

e SSHOODOOUOODOODOOOOO
e SSHOOUDOUOOODOOUOO
e SSHOODOOUOODOODOOOOO

ooooOoooOooSssHOOOOOoOoOOoUOoOoOoooooooooooooooooSSHO IPvan O
oooooooliPvd0O0O0OO0DODOOOODDOOOODODOOO
SSHOOUOOOOOOoOOoooOooooooooooooooooooo

e JOUIOODOODOODOSSHOODOOO 101.50

e OUIOOOOUDODESOO

e OUIOOOOUDOODOOORSAOOODOOO

e JOUOORSALIODOOOUOOOOOUOOOOOUOOOOUOUOOODOOOO

gooboood

oooooooossHOoooooOoOoooooooooooooooooooooossHoooo
0 192.168.10.10 0 Security Officer D0 OO0 0000 Osecoff COODODODOOO0OOODODOIPVAOOODOO
oooooOooooooooooossHooooooooooooooooooooooooooooo
ooo

1. Jo00oOoooOoooooOooooosSsHOooOooooooooo

SSH 192. 168. 10. 1 USER=secof f PASSWORD=Passwor dS [

2. JOoOosSSHOOOOOOOOOOOOOOOOOOOOOO0OO0OO00oOO0oooooooo

Host key not recognised - saved as ssh. key

SSH. Session cl osed.

oooooooooooSssHOooOoooooooooooooooSssHooooooooooooo
cooboooooooooooooooooobooooooooooooobooooooooogn

0000000000000 0000000D00000000O00sshkeyD OO0 O0O0OoO0ooOO
ooo
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Secure Shell

3. SSHOOOUOOOOOUoOooOoooooooooolooooooooooo

CREATE ENCO KEY=10 TYPE=RSA FI LE=ssh. key DESCRI PTI ON="SSH server’s
host key" FORVAT=SSH [

U 0Do0ooooo0oo0o0O0o0oo0oO0ooo0oO0o000o0o0o0o0o0o0ooo0o0oooooo0oon
oooooooood

0O 00oOooooesssstoooiouooionooooooo0ooooooooooooooooooo
O0OO0O0OO0OODO0OO0ODESCRIPTIONODOOODOOOODOOOOOOOOOOOOOOOOODOOOOO
00000000000 SHOWENCOKEYOD OO DOO32700000000000g

4, JOo0oO0oO00OooOoOoO0oOoOoOoO0oO0oOOOO0O0boOOO0O0oOOO0O0oOOOOoOobOoOOOobDOoOOO
oooo

SSH 192. 168. 10. 1 USER=secof f PASSWORD=Passwor dS [

m 000000000000 0000b0000o0oo0ooooooooooooooooooboon
oooO0ooooooUooU0ooooooooooSsHOoOoOooOooooooooooooooooo
ooooooooooooooobobooobobooboobooooobooooboogd

1. 000000000000 000000000000 Security Officer00000000O00OO0O
ooo

ADD USER=secof f PASSWORD=Passwor dS PRI VI LEGE=SECURI TYOFFI CER [

2. SecurityOfficer0 00000000000 DOOOOOODOO
LOG N secoff 0O

3. Joooooooooooooooooooon
ENABLE SYSTEM SECURI TY_MODE [

4, OU00O0OOO0DOOUODOOOOOSETCONFIGOOOOO28000000000000O0000OO
0000000000O0OO0sshelicfgD 00000000 OODOOO

CREATE CONFI G=sshcli.cfg O
SET CONFI G=sshcli.cfg O

0O 00000000000 SETCONFIGODOOOO2580000000000 MM Warning: Config file MUST
add a user with SECURITY OFFICER privilege. Do you wish to proceed with setting config?(y/n)0 0 O
0000000000000000000000 Security Officer0 0000000 Osecoff 00000000
O0MydoooOoDOoOoooo
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Secure Shell

RSAOOO SSHOOOOOOOOOOOOOOOOOOOOOOO00OO00o00O0SSHOOO OO 192.168.10.10
O Security Officer 00000 0OO00O0secoff CODOODOODOODOOIPVAO0ODDOOODOOOOO
OooooooooossHooooooooooooooooUuooooooooooooooooooo
TFTPOOOOOOOO192168.101300000000000000000O

1. SSHOOOOOsecofftOODDOODODOOODOODO20000000000

CREATE ENCO KEY=20 TYPE=RSA LENGTH=1024 DESCRI PTI ON="secoff’s
aut henti cati on key" 0O

0 RSAOOODUOOODOOOOOODOD M RSA Key generation process completed.0 00000000
goboobboobOoooobooboo

U 0Do0ooooo0oo0o0O0o0oo0oO0ooo0oO0o000o0o0o0o0o0o0ooo0o0oooooo0oon
oooooooood

0O 00oOooooesssstoooiooooionooooooo0ooooooooooooooooooo
O0OO0O0OO0OODOO0ODESCRIPTIONODOOODOOOODOODOOOOOOOOOOOOOOODOOOOO
00000000000 SHOWENCOKEY D OO DO327000000000000

2. 000000000000 0000OOsecoffkeyDODOOOOOODKEYDODOO10O0O0OOOO
O0O0OO0OFILEOOOOOOOOODOODOO0OODOO0O0ODOODODO0O0OOD0OODOkeyOOOOOOOO
FORMATOO SsSHOOOOOOO

CREATE ENCO KEY=20 TYPE=RSA FI LE=secof f. key FORVAT=SSH [

3. 000000000000 OsecoffkeyD 0 TFTPOODOOODOODOOOODOOOOOOO TRTP
00000 IPOOOODO 192168101300 0000

UPLOAD FI LE=secof f. key SERVER=192.168. 10. 130 O

000000 SSHOOOOOsecoff 0 0000O0OOODOODO
oooooooooooooooooossHooooooooooo

SSH 192. 168. 10. 1 USER=secoff KEYI D=20 0O

6. JO0OSSHOOOOOOOOOOOOOOoOOoOoOooooooooooooooooooo

Host key not recognised - saved as ssh. key

SSH. Sessi on cl osed.

oooooooooooSssHOooOoooooooooooooooSssHooooooooooooo
cooboooooooooooooooooobooooooooooooobooooooooogn
0000000000000 0000000D00000000O00sshkeyD OO0 O0O0OoO0ooOO
ooo

goooo CentreCOM 98000000 ODDOOOOODODOO 2.6
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Secure Shell

7. SSHOOOUOOOOOOOOOOOOOooOooooolooooooooooo

CREATE ENCO KEY=10 TYPE=RSA FI LE=ssh. key DESCRI PTI ON="SSH server’s
host key" FORVAT=SSH [

U 0Do0ooooo0oo0o0O0o0oo0oO0ooo0oO0o000o0o0o0o0o0o0ooo0o0oooooo0oon
oooooooood

8. J0O0OUO0OOOUOOOOUOOOOOUOODOO0OOODOO0OOODO0OOOOOODOODOOOO
oooo

SSH 192. 168. 10. 1 USER=secof f KEYI D=20 0O

m 000000000000 0000b0000o0oo0ooooooooooooooooooboon
oooOooOoooooUooU0oooooooooosSsHOoOoOooOooooooooooooooooo
ooooooooooooooobobooobobooboobooooobooooboogd

1. 000000000000 000000000000 Security Officer00000000O00OO0O
ooo

ADD USER=secof f PASSWORD=Passwor dS PRI VI LEGE=SECURI TYOFFI CER [

2. SecurityOfficer0 00000000000 DOOOOOODOO
LOA N secof f O

3. JooUoOooooooooooooooooooo

ENABLE SYSTEM SECURI TY_MODE [J

4, OD00O0OO0DOOUODOOOOOSETCONFIGOOOOO280000000000000000OO
0000000000O0OO0sshelicfgD 00000000 OODOOO

CREATE CONFI G=sshcli.cfg O
SET CONFI G=sshcli.cfg O

0O 00000000000 SETCONFIGODOOOO2580000000000 MM Warning: Config file MUST
add a user with SECURITY OFFICER privilege. Do you wish to proceed with setting config?(y/n)0 0 O
0000000000000000000000 Security Officer0 0000000 Osecoff 0000000
O0MydoOooOoODOoOoooo
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oooogooogon

Dobooooggnd

oooo
DISABLEHTTP SERVER . . . . . . . . 180
EDIT 201
ENABLEHTTP SERVER . . . . . . . . e 205
HELP . . . 226
LOGIN . . o 231
LOGOFF . . 232
RESET CPU UTILISATION . . . . . . e e e 245
RESTART . . . . e 251
SETHELP . . . 261
SETSYSTEM CONTACT . . . . . o 282
SET SYSTEM LOCATION . . . . . 283
SETSYSTEM NAME . . . . . . 284
SET SYSTEM RPSMONITOR . . . . . . . e 285
SETTIME . . . 287
SHOW BUFFER . . . . . . 313
SHOW CPU . . . . 322
SHOW DEBUG . . . . . . 323
SHOW EXCEPTION . . . . . . 329
SHOW HTTP SERVER . . . . . . . e e 340
SHOW STARTUP . . . . 392
SHOW SYSTEM . . . . . 393
SHOW SYSTEM SERIALNUMBER . . . . . . . . . .. 396
SHOW TIME . . . . . 398

cooooooboooooon

ACTIVATE FLASH COMPACTION . . . . . . e e 105
ADD CFLASHDIR . . . . 110
CLEARCFLASH . . . . 128
CLEARFLASH TOTALLY . . . . . e 129
CLEARNVS TOTALLY . . . s 130
COPY . 132
DELETECFLASHDIR . . . . . e 158
DELETEFFILE . . . . . 159
DELETEFILE . . . . . 160
RENAME . . . . 241
SETCFLASHDIR . . . . . 256
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SHOW CFLASH . . . . . 314

SHOW CFLASH COUNTERS . . . . . . . . e 316
SHOW CFLASHFILE . . . . . 317
SHOW FFILE . . . . 332
SHOWFILE . . . . 334
SHOW FLASH . . . . 337
SHOW FLASHPHYSICAL . . . . . e 339
SHOW NVS . . 372
SHOW NVSFREE . . . . . . . 374

oooooooooo

CREATE CONFIG . . . . . . e 133
SETCONFIG . . . 258
SHOW CONFIG . . . . . . e 320

oooooooooo

ADD ALIAS . . 109
DELETE ALIAS . . . e 157
SHOW ALIAS . . . 305

pcooooooooooo

ADD USER . . . . . 125
DELETEUSER . . . . . . . 171
DISABLE USER . . . . . . e 198
ENABLEUSER . . . . . e 223
PURGEUSER . . . . . 239
RESETUSER . . . . . . e 250
SETPASSWORD . . . . . 277
SETUSER . . . 303
SHOW USER . . . . 408
oooooo
ADD RADIUSSERVER . . . . . . 116
DELETERADIUSSERVER . . . . . . . . . 166
SHOW RADIUS . . . . 376

cooooooboooooon

LOAD . . . 229
RESET LOADER . . . . . e 248
SET LOADER . . . . . 264
SHOW LOADER . . . . . 349
UPLOAD . . . . 418
oooooo
DELETE INSTALL . . . . . 161
DESTROY PATCH . . . . . e e 175
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DISABLE FEATURE . . . . . . . 179

DISABLE RELEASE . . . . . . . 188
ENABLEFEATURE . . . . . . . . 204
ENABLE RELEASE . . . . . . . e 213
SETINSTALL . . . . 262
SHOW FEATURE . . . . . . 330
SHOW INSTALL . . . . 342
SHOW PATCH . . . . 375
SHOW RELEASE . . . . . . 377
ooooo
DELETEMAIL . . . . 164
DISABLE MAIL DEBUG . . . . . . . . 186
ENABLE MAIL DEBUG . . . . . . . . 211
MAIL . . 233
SET MAIL . . . 273
SHOW MAIL . . . 367
ooooooo
ADD USERRSO . . . . . . 127
DELETEUSERRSO . . . . . . . 172
DISABLE SYSTEM SECURITY_MODE . . . . . . .. .. .. . . . 195
DISABLEUSER RSO . . . . . . . 199
ENABLE SYSTEM SECURITY_MODE . . . . . .. .. ... . . . i 220
ENABLEUSERRSO . . . . . . . e 224
SET MANAGERASYN . . . . . 274
SHOW MANAGER ASYN . . . . . 369
SHOW USERRSO . . . . . . 411
oo
ADD LOG OUTPUT . . . . e s 111
ADD LOG RECEIVE . . . . . 113
CREATE LOG OQUTPUT . . . . . . e e 136
DELETE LOG OUTPUT . . . . . . . e e 162
DELETELOGRECEIVE . . . . . . . e 163
DESTROY LOG OUTPUT . . . . . . e e e e 174
DISABLELOG . . . . . . 182
DISABLE LOG GENERATION . . . . . . . . e 183
DISABLELOG OUTPUT . . . . . . e e e e e 184
DISABLELOG RECEPTION . . . . . . . . e 185
ENABLELOG . . . . . . e 207
ENABLE LOG GENERATION . . . . . . . e 208
ENABLE LOG OQUTPUT . . . . . . e e e 209
ENABLE LOG RECEPTION . . . . . . . . e 210
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FLUSH LOG OQUTPUT . . . . . . e e e e e e e 225

PURGE LOG . . . . . . 236
SETLOG OUTPUT . . . . . e e 266
SET LOG OUTPUTFILTER . . . . . . . e e 268
SETLOGRECEIVE . . . . . . 270
SETLOG UTCOFFSET . . . . . . e 271
SHOW LOG . . . . . 351
SHOW LOG COUNTER . . . . . . . 355
SHOW LOG OQUTPUT . . . . . e e e e 358
SHOW LOG QUEUE . . . . . . . e 361
SHOW LOGRECEIVE . . . . . . e 363
SHOW LOG STATUS . . . . . e 365
ooooo
ACTIVATE SCRIPT . . . . 106
ADD SCRIPT . . . 118
DEACTIVATE SCRIPT . . . . . e e e 156
DELETESCRIPT . . . . . e 167
IFTHENELSEENDIF . .. . .. . 228
SET SCRIPT . . . . 278
SHOW  SCRIPT . . . . 378
WAIT 420
oooo
ACTIVATE TRIGGER . . . . . . e 107
ADD TRIGGER . . . . . 123
CREATETRIGGER CPU . . . . . . . e 141
CREATE TRIGGER FIREWALL . . . . . . . e 143
CREATE TRIGGER MEMORY . . . . . . . . 145
CREATE TRIGGER MODULE . . . . . . . . . . e 147
CREATE TRIGGER PERIODIC . . . . . . .. . . e 150
CREATE TRIGGER REBOOT . . . . . . . . 152
CREATETRIGGERTIME . . . . . . . . 154
DELETETRIGGER . . . . . . . 170
DESTROY TRIGGER . . . . . . . 177
DISABLETRIGGER . . . . . . . 197
ENABLETRIGGER . . . . . . . 222
PURGETRIGGER . . . . . . . 238
SETTRIGGER CPU . . . . . . 288
SET TRIGGER FIREWALL . . . . . . 290
SET TRIGGER MEMORY . . . . . . 292
SETTRIGGERMODULE . . . . . . . . e 294
SET TRIGGERPERIODIC . . . . . . . e 296
102 | CentreCOM 98000000 OODOOODOOOOO 2.6 ooooo

J613-M6933-01 Rev.G



SET TRIGGER REBOOT . . . . . . . 298

SETTRIGGERTIME . . . . . . e 300
SHOW TRIGGER . . . . . . 399
SNMP
ADD SNMP COMMUNITY . . . . e 119
CREATE SNMP COMMUNITY . . . . . e 139
DELETESNMP COMMUNITY . . . . . . e 168
DESTROY SNMP COMMUNITY . . . . . e e 176
DISABLE INTERFACE LINKTRAP . . . . . . . e 181
DISABLESNMP . . . . . 189
DISABLE SNMP AUTHENTICATE_TRAP . . . . . . . . o 190
DISABLE SNMP COMMUNITY . . . .. e 191
DISABLE SNMP COMMUNITY TRAP . . . . . . . e 192
ENABLE INTERFACE LINKTRAP . . . . . . e 206
ENABLESNMP . . . . e 214
ENABLE SNMP AUTHENTICATE.TRAP . . . . . . . . e 215
ENABLE SNMP COMMUNITY . . . . . . e e 216
ENABLE SNMP COMMUNITY TRAP . . . . . . . e e 217
RESET INTERFACECOUNTERS . . . . . . . . . e 247
SET INTERFACE TRAPLIMIT . . . . . . e 263
SETSNMP COMMUNITY . . . . . . e e 279
SHOW INTERFACE . . . . . . e 344
SHOW SNMP . . . 381
SHOW SNMP COMMUNITY . . . .. e e 384
NTP
ADD NTPPEER . . . . . . 115
DELETENTPPEER . . . . . . . 165
DISABLENTP . . . . o 187
ENABLENTP . . . . 212
PURGE NTP . . . . 237
RESET NTP . . . . e 249
SET NTPUTCOFFSET . . . . . . e 275
SHOW NTP . . 370
oooooo
CONNECTPORT . . . . o 131
DISABLE ASYN . . . . 178
ENABLE ASYN . . . . e 203
PURGE ASYN . . . . e 235
RESET ASYN . . . e 242
RESET ASYN COUNTERS . . . . . . . . e 243
RESET ASYN HISTORY . . . . . . e e 244
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SET ASYN . . o 253

SHOW ASYN . . . 306
SHOW ASYN COUNTER . . . . . . e e 310
SHOW ASYN HISTORY . . . . . . 312

ooooooooo

DISABLE TELNET SERVER . . . . . . . . . . e 196
DISCONNECT . . . . e 200
ENABLE TELNET SERVER . . . . . . . . . . e 221
RECONNECT . . . . . e 240
SETTELNET . . . . . 286
SET TTY 302
SHOWSESSIONS . . . . . 380
SHOW TELNET . . . . . . 397
SHOW TTY . . 404
TELNET . . o 415

Secure Shell

ADD SSHUSER . . . . . . 121
CREATEENCOKEY . . . . . 134
DELETESSH USER . . . . . . . e 169
DESTROY ENCOKEY . . . . . . e e e 173
DISABLESSH SERVER . . . . . . . . 193
DISABLESSHUSER . . . . . . . 194
ENABLESSH SERVER . . . . . . . 218
ENABLESSHUSER . . . . . . . 219
RESET ENCO COUNTER . . . . . . . e 246
SETENCOKEY . . . . . 260
SETSSHSERVER . . . . . . 280
SETSSHUSER . . . . . 281
SHOWENCO . . . . . 324
SHOW ENCO COUNTERS . . . . . . . 325
SHOWENCOKEY . . . . . 327
SHOW SSH . . . 386
SHOW SSH SESSIONS . . . . . . 389
SHOWSSHUSER . . . . . . 390
SSH L 413
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ACTIVATE FLASH COMPACTION

ACTIVATE FLASH COMPACTION

00000000000 /0000000000000

ACTI VATE FLASH COVPACTI ON

g0

googooooooboooboboooboobbobbooboobnbooooboo
0000000000000 000000000OFlash compaction successfully completed. 00 00O 00O
goomoobobooboobbooobooooboob bbb bbb boub b o
goooooogoobooooboooboobbobbooboobobooboboobboobbobbooo
gooo

gooooggon

Manager > activate flash conpaction

Info (1031260): Flash conpacting. ..
DO NOT restart the switch, or power down until conpaction is conpleted.

Manager >
Info (1031261): Flash conpacti on successfully conpl et ed.

goooogn

coooooobooooooooboogooooobooooooobooooooooboooooooboogg
cooooooooooooogo
pobobooooobooobooooooodooooboooboooooooooboooobobooooboooog
coooooooboooboooobobooon

goooog

SHOW FFILEO 3320000
SHOW FLASHO 3370000
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ACTIVATE SCRIPT

ACTIVATE SCRIPT

ooooo0oooooo /00000

ACTI VATE SCRI PT=fi | ename [ OUTPUT={LOG}] [ paraneters]

filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device:0 OO0 flash:0 OO0 000000 0O.scp O.cfgO
parameters: 0000 0000000000000 000 800000000000 OOO%10%80 000000

g0

ooooooooooooogd
goooog
SCRIPT 00000000 0DOO0DOOO.scpOOD.cfgl0O00OO0OOOOO.scpOOO0OOOO

OUTPUT 0OO0OOO0OO0O0O0OOO0OOO0OOO0OOOOOOOOOLOGLOOOOOOODOOOOOOOOO
OooooTTYDOOoOOoOOoOOoooooooo

o
000200000000 sendmail.scpd0 00000

ACTI VATE SCRI PT=sendnai | . scp "soneone@onewhere. conf' "war ni ng"

goooogn

OUTPUT=LOGUOOOOOOOOOOOOOSHOWLOGUOOOODOOOOOoOoooooooooo
0000000000000 0000000000O0SEVERITYOD 2000000000000000O
ooooooooooo30ooooioooooooooooooooooLoooooooooOn

goooog

ADD SCRIPTO 1180 00O
DEACTIVATE SCRIPTO 156 0O O O
DELETE SCRIPTO 1670000

SET SCRIPTO 2780000

SHOW SCRIPTO 3780 000
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ACTIVATE TRIGGER

ACTIVATE TRIGGER

00o0ooO0oooooo /0000

ACTI VATE TRI GGER=tri gger-id

trigger-id: 00 00 000101000

g0

oooooooooboooooboooo
O0OOOO0OOOODISABLE TRIGGERO OO ODOOOODOOOOOOOOOOOODOOOOOOODOOO
O0o0oo0o0ooU0ooooOSCRIPTOOOOOOOODOOOOOOOOOOOOOOOOOODO
pooooooooobobooooboobooooboooooooooooooooooooooobogm
O0000oooooo0o00oooooO0O00ooooO0O000000 REPEATOOODOOOOOOOO
ooooooooood

googgg
TRIGGER 000000
o

0000020000000

ACTI VATE TRI GCER=2

goooogn

0000000000000 0D00O0000CREATETRIGGER .00 OO0OO0OOOSET TRIGGER ...0O
OTEST=ONO O OOOOOOOOOOOO

goooog

CREATE TRIGGER CPUDO 1410000
CREATE TRIGGER FIREWALLO 1430000
CREATE TRIGGER MEMORYO 1450 00
CREATE TRIGGER MODULEO 1470000
CREATE TRIGGER PERIODICO 1500 0 0O
CREATE TRIGGER REBOOTO 152 00 00
CREATE TRIGGER TIMEO 1540 0 0

goooo CentreCOM 98000000 ODDOOOOOODOO 2.6 107
J613-M6933-01 Rev.G



DISABLE TRIGGERO 1970 00 O
ENABLE TRIGGERO 2220 00O
SHOW TRIGGERO 399000 O
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ADD ALIAS

ADD ALIAS

00000000000 /0000000000

ADD ALI AS=al i as STRI NG=stri ng

alias: 0000000101200 0000000000000D0000DOOOOODOO0OODOOODD
string: 0 000101320000000000000000D00O0O0OD

g0

oooooooooboooobooooood
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooooooooooooooooboooooooooboooobooooooooobooom

goooog

ALIAS 000000
STRING OO0O0OO0O0OOO0OOOOOO

g
m00000000000000O00O0Is0000000

ADD AL| AS=l s STRI NG="show file"

goooog

ADD ALIASO 1090000
DELETE ALIASO 1570000
SHOW ALIASO 3050000
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ADD CFLASH DIR

ADD CFLASH DIR

00000000000 /0000000000000

ADD CFLASH DI R=di r nane

dirname: 00000000

g0

coobooooobooooooooooooooboooooooooboooobooooboooooboobooon
goooog

DIR 0O0OOOO0OO0oooO

g
00000000 O0subdirc00ooon

ADD CFLASH DI R=subdi r

goooog

DELETE CFLASHDIRO 158 0 0 0O O
SET CFLASH DIRO 256 0 O OO
SHOW CFLASHO 3140000
SHOW CFLASH FILEO 3170000
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ADD LOG OUTPUT

ADD LOG OUTPUT

00ooooOoooooo /00

ADD LOG QUTPUT={TEMPORARY|PERVANENT |out put -id} [ FI LTER=entry-i d]
[ ACTI ON={PRCCESS|I GNORE}] [ALL] [ DATE=[ op] date] [ DEVI CE=[ op] devi ce]
[FILE=[ op] fil enane] [ MASK=i padd] [ MSGTEXT=[ op]stri ng]
[ MODULE=[ op] nodul e-i d] [ ORI G N=i padd] [ REFERENCE=[ op] stri ng]
[ SEVERI TY=[ op] severity] [SOURCELI NE=[ op]!|i ne-num
[ SUBTYPE=[ op] subtype-id] [TIME=[op]tinme] [TYPE=[op]type-id]

output-id: 00O OO 1DO 10200

entry-id: D0 000000100

op: 00000 M<MO0NDDOD>MO00IDNMDOD0O000 DN MOD0OOD%MO 000000000
date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
device: DO OOOO

filename: 00 00001012000

ipadd: IPOO0O000OOOOOOOO

string: 00O

module-id: 0000000000000 OOODOOO2550

severity: 0000000070

line-num: 0000100

subtype-id: DO OO0O0O0OO0O0OO0OOOOOOOO ID

time: 000 hh:mm:ssO0000OhhO00O0002300mm 00 0005900 ss 0000059

type-id: 000000 ODOOOOOOOO ID

g0

coobooooobooooooooooooooboooooooooboooobooooboooooboobooon
CREATELOGOUTPUT LU OOOOOOOOUOOODOOOOODOOODOOOOODOOOOOOOOOOO
cooooooboooobooooooooooobooon

goooog

OUTPUT 0OOOOOIDO10200000000000000000OTEMPORARYRAMIOOO
OPERMANENTIO NVSO O OOOOO

FILTER 000000000000 OOOO0000O0O0000000000000O0O00O000O0DOOO
OnO0000D00000O0DO0000010Nn0O00@MO0O0O00000000000N+1000
Oooooooooo0oooo0mn+l000000000O0O0O0O000O000000O0O0O0O
cooboooooooooooooooooobooooooooooooobooooooooogn
oooooooooooloooooooooo

ACTION 00000000 O0O00O00O0OO00OO0O0O0O0O0O0O0O0O0O0OO00O0OPROCESSOOOOO
OOOIGNORED O UODOOOOOOOOO PROCESSO

ALL 0O00000O0O0O0OO0O000O0OO0O000O0OO0OO000O0O0OO000DOOO00DOOO0O0OOO0OODOO
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ADD LOG OUTPUT

DATE 0O0OO0O0O0O0OO0O0O0O0DOOO0O0OOO0OO0OOO00O

DEVICE 0000000000 0O0O0OO0O0O0OO0OO0OOOOOO

FILE DO0OO00O0DO0OO0O0DO0O0O0O0OO0O0O0OO0OO0O0DOOO0OOlogmainec@OO0OoooOoooSHOW
LoGUOUOo0OO rRULLOOODOOODOOOOO0ODOOO0OO0O0ODOO0OO0OOoOOOoOoOOO
oooo

MASK 00000000000 0OOO0OO0IPOOOOOOOORIGINDOOOODDOOOODOOOOO
00000000 255.255.255.2550 0 0 00 0

MSGTEXT 000000000000 OO0O0OO0OO0OOOO0OO0OOO0OO0OOO0OOOOO

MODULE 000000000000 O0O0O0O00O0O0000O00O000O0O0O0OOO00O0O0

ORIGIN O0O0OO0O0OO0OOIPOOOOOMASKOOOODOOOODOOOOOOOOOOOOOOOOOOO
oooooiiPoOOODDOOOODOOO

REFERENCE 0OO0O0O0O0O0O0O0OO0O0O0O0OO0OOOOOOOOOOOOO

SEVERITY O0O0O0O00O0O0O0OO0O0OO0OOOOOOOOOOOOOOOODOOOO

SOURCELINE 0000000000 OO0O0OO0OO0OOOOO0OOOOOOO0O0OO0OO0OOOOOOO
ooo

SUBTYPE 0OOO0OU0OO0O0OO0O0OOOO0OO0OOOOOOOOOOOOOO0OOOOOOOOOOOOOOOOO

TIME 0O00O0OO0O0O0O0OOOO0O0OOOOOOOOOOOOO

TYPE 00000000000 O0DOOOOOOOOOOOOOOODOOOOODOOOOODOO0OO0

g
s 0000000000000000000000O0000O00O00O0O0O0O0OODO30000000

ADD LOG QUTPUT=3 MODULE=FI REWALL

s 0000600000000 OOO0ODOODOODOOOOOOODOODOODOOODOODOOD40DOODOOO

ADD LOG QUTPUT=4 SEVERI TY=>6

goooog

CREATE LOG OUTPUTO 136 D O OO
DELETE LOG OUTPUTO 1620000
SET LOG OUTPUTO 266 000 0O
SHOW LOG OUTPUTO 358 0 0 0O O
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ADD LOG RECEIVE

ADD LOG RECEIVE

00ooooOoooooo /00

ADD LOG RECEI VE={i padd|ANY} [ MASK=i padd] [ ALLOM{YES|NO}] [PROTOCOL={ALL|
BOTHNEWOLD|SYSLOG}] [ PASSWORD={passwor d|NONE}]

ipadd: IPOO00CO0O0OOOOODO
password: 0000001016000 0000000000000DO0OO0DOOOUOODOOOOOOOODDO

g0

oooooooooboooobooooood
o0ooooooooooIiPOO0O0OOO0O0OOOOO0DOOOOODOOOOOOOOOO0OOO0OOO0O0O
00o0o00o0o00oooooooooo IPOOOO/00DOO0O0OOOOOOODOOOOOOOOOOOOO
oooo
oooooowpoOoOooOO0oOOO0OOO0O0OOO0O0DOO0OOOO0DOO0O0OOOOOOOO0DOOO
poooooooooooooooobooooboooobooooooboooooooobooooobooboom

goooog

RECEIVE 0OOOOOOIPOOOOOMASKOOOOOOUOOOOOODUOOOOOOUOOANYDO 0.0.0.0
oooooIiPOOOOOOOO

MASK RECEIVEOOUOOOOOOOOOOOOOOOOOOOOOIPOOOOOOOOOOOOODOO
O0000ORECEIVE=EANY O OO RECEIVE=0.00000000000000000O0OORECEIVE
0000 IPO0OOOOOOOD AUBOCOOOODOOODUOODODODOOODODOOOOOOOOOOO
0000 255.255.255.2550 0000000000

ALLOW RECEIVE/ZMASKOOOOO IPOOODOOOOO0O0OO0OOOODDOOOOOOYESOOOOO
OONOOUOOODOOODOUOOD YESO

PROTOCOL RECEIVE/MASKOOOOOIPOOODODOOOOOOOOOOOOOOOOOOOOO
0000 0O OLDO Net Manage Message Protocol (D NEWDO SRLPII SYSLOGO BOTHO OLD O
NEWL ALLO OLDO NEWO SYSLOG U OOoooooooooooooo BOTHO

PASSWORD SRLPOOOO0OO0OO0OO0OO0OU0OOCOOOOOOOOO0OO0OOO0OOOOOOOOOOOOOO
0000000000000 000000000SRLPOOOOOOOOPROTOCOL=NEWOOO
BOTHOALLO OO M

g
mIPO0OO0O 19216811 000000000000000 SRLPOOOOOO

ADD LOG RECEI VE=192. 168. 1. 1 PROTOCOL=NEW
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googod

DELETE LOG RECEIVED 1630000
SET LOG RECEIVEO 2700 00O
SHOW LOG RECEIVEO 3630 000
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ADD NTP PEER

ADD NTP PEER

00000O0ooooo /ZNTP

ADD NTP PEER=/ padd

ipadd: IPO OO0

g0

0000000 NTPOOOOOD IPOOOOOOOOOONTPOOOOO10D0000O0DO00O0O
goooog

PEER NTPOOOOOIPODOOO

g
s NTPOOOOD0192168.10500000000000000000000000OJST +09:000

ENABLE NTP

ADD NTP PEER=192. 168. 10. 5
SET NTP UTCOFFSET=JST
RESET NTP

goooog

DELETE NTP PEERO 1650 00 O
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ADD RADIUS SERVER

ADD RADIUS SERVER

00o00oo0oOoooo /000000

ADD RADI US SERVER=/ padd SECRET=secret [PORT=port] [ACCPORT=port]

ipadd: IPO OO0

secret: 0000000106300 00000000000O0DOO0OOOOUUOOOOOUUUOOOOOOOOOY
gobooobooooobooboooo

port: UDP O OO 0O 0000655350

g0

0000000000 RADIUSO Remote Authentication Dial InUser Server0 0000000000
RADIUSOOODO0OOOOODOODOODOODOODOO0ODDOODO0ODO0ODODODOO0DogOoDoooOgo
gooooooooooooa

goooog

SERVER RADIUSOOOOO IPOOOOO

SECRET RADIUSOOOOOOOOOOOOOOOOOOO

PORT RADIUSOOOOOOOOUDPOOOOOOOOODOOOOOOORADIUSOOOOOOOO
O0o000o0o0o0o0oooo0o0ooo0oOooo0ooo0oDo0ooO 164500000

ACCPORT RADIUSOUOOOOOOOOOOOOOUDPOOOOOOOOOOOOOOOURADIUS
O00o0o0o0oo0o0oo0o0o0o0oo0o0oo0o0oo0oo0ooooOo0ooOoOnoo 1646
ooooo

g

000000000 RADIUSODODN 1921681050 00000000000 1812/UDPO0OOODO
00000000 1813/UDPO 000 OO OO pORSGAII

ADD RADI US SERVER=192. 168. 10. 5 PORT=1812 ACCPORT=1813 SECRET=pOR8&d
s RADIUSOOOO0OOOOO0OO0O0O00O00000O0000oPORTOOOOODOOOODOODOOO

ADD RADI US SERVER=192. 168. 10. 5 PORT=0 ACCPCRT=1813 SECRET=pOR8Cd

goooogn

RFC28650RFC2866 D 00 00 OO 1812018130 RADIUSO O OOOOOOOOOOOOOOOOO
0000000000 00OPORTOACCPORTOOOOOOOODOOOOOO
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googod

DELETE RADIUS SERVERO 166 0 0 0O O
SHOW RADIUSO 376 D O OO
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ADD SCRIPT

ADD SCRIPT

O00oo0ooooooo /00000
ADD SCRI PT=fil enane TEXT=string [LINE=/ine-num
filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device:0 OO0 flash:0 OO0 000000 0O.scp O.cfgO

string: 000010127000
line-num: 0000100

g0

cooooooooboooobooooooooon
goooog
SCRIPT 0000000 OO0DOOODOOO.cfgO.scp

TEXT ODOO0OO0OO0OOO
LINE 0000000000000 000000000O00000O0DO0000O

g
00000000 O0handmadescp0 00000000000

ADD SCRI PT=handnade. scp TEXT="show fil e"

goooogn

oo0oooooooooooooooo0oo0o EDITOOOOOOOOOOOOOODODOOOOODOOO
PC/WSOOOOODOOOODOOODOODO TFTPOOODOODOOODOODOO
cooooooobooooooooboooooobobooooboooobooooboooooooooboooon
ooo.cCrGOOUOO00OUOOoooUoOoooUoOoooUooooOo

goooog

ACTIVATE SCRIPTO 106 D OO O
DEACTIVATE SCRIPTO 156 0O O O
DELETE SCRIPTO 1670000

SET SCRIPTO 2780000

SHOW SCRIPTO 3780 000
WAITO 4200000
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ADD SNMP COMMUNITY

ADD SNMP COMMUNITY

000o0oOooooog /ZSNMP

ADD SNVP COVMUNI TY=conmuni ty [ MANAGER=/ padd] [ TRAPHOST=/ padd]
[ VITRAPHOST=/ padd] [ V2CTRAPHOST=i padd]

community: SNMPOOODO0O0OO00O0101500000000000000000000000000O00O0
ipadd: IPO OO0

00

SNMPOOOOODOODOOOOOOOOOOOODOOODOODOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

MANAGER SNMPOOOOOOO0OOO0OU0OOOOOOOOOOOOOOOOOOOMANAGERODO
0000000000000 SNMPOOOOOOOOOOOUOOOSNMPOUOOOOOOO OPEN
0000000 YESOODODOOMANAGEROOOOOOODOODODOOOOOOOODOO SNMPO
ooooogd

TRAPHOST SNMPv1OOOOUOOOOOOOOOOOOOOOOOOOOSNMPVIOOOOOOO
ooooogd

VITRAPHOST SNMPv1OOOOOOOOOOOOTRAPHOSTOOOOOOOOOO

V2CTRAPHOST SNMPv2cOOOOOOOOOOOOOOOODOOOOOOOO SNMPv2cOOODO
cooooooood

g
s SNMPOOODOOOOOOpublicCOOOOOODOOOOODOOOO

ADD SNVP COVMUNI TY=publ i ¢ MANAGER=192. 168. 20. 5

goooogn

SNMP OO O0OOOENABLE SNMP COMMUNITY TRAPOOOOODOOOOODOOOOODOOOOO
coooooooooooobooooobooooboooo
TRAPHOSTO O OO VITRAPHOSTO O V2CTRAPHOSTO U OO OOUOOOOOOOO

goooog
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ADD SNMP COMMUNITY

CREATE SNMP COMMUNITYO 139000 O
DELETE SNMP COMMUNITYO 168 00 00O
DESTROY SNMP COMMUNITYO 176 DO OO
DISABLE SNMP COMMUNITYD 1910 00O
DISABLE SNMP COMMUNITY TRAPO 1920000
ENABLE SNMP COMMUNITYO 216 0 O OO
ENABLE SNMP COMMUNITY TRAPO 2170000
SET SNMP COMMUNITYO 2790000

SHOW SNMP COMMUNITYDO 384 000 O
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ADD SSH USER

ADD SSH USER

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

ADD SSH USER=user name {PASSWORD=passwor d|KEYl D=key-i d} [| PADDRESS=i padd]
[ MASK=/ padd]

username: 0000001015000
password: 0000001031000
key-id: O 0 0 000655350

ipadd: IPOO0O0O0O0OOOOOOO

g0

ssHOOOOOoooooo

O0o0oooooooo0ooooU0ooooU0oOoo RSAOOOOOOODODO
ooooooossHOoOoOUOoOOoOooOooooooooooooooooooosSsHOoOoOoo 1000
ooooooooooooooooo SssHOoOoooooooooooo
ooo0ooooooUooU0oooooo0o0ooooooooUOoUooooosSSHoooooooo
oooooooOooooU0oooUooOo0ooU0oooooooooooooooooo SSsHooooo
OO0 USEROOOOOOOOOOOO0OOO0OO0OO0OO0O0O0mMOooooooooooooooooo
oooooogo

goooog

USER SSHOOOOOO

PASSWORD SSHOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
000000000 oo0o0ooooOKEYIDODOOODODOOOOOOOOODOO

KEYID 0O0OO0OO0O0O RSAOOOOOOCREATEENCOKEYOOOOOOOOOOOOOOMMRSAODO
O0o000o0oOoooOooPASSWORDOOOOOOOOOOOOOOOO

IPADDRESS 0 0OO0OO0OO0OOSSHOOOOOOOOIPOOOOOMASKOOOOOOOOOOOoOoOO
cooooooooooobooooooooon

MASK 0OO0OO0OO0OOOOIPADDRESSOOOO0OOOOOOOOOOOOOOOOOOOOOOOOODO
ooo

g

m Manager 00000 00000adminD0 SSHOODOOODOODOOODOORSAOOMOODOOO RSA
OOOOOENCOOUOOOOOOOOI0OOOOUOOoooooo

goooo CentreCOM 98000000 ODDOOOOOODOO 2.6 121
J613-M6933-01 Rev.G



ADD SSH USER

ADD USER=admi n PASSWORD=j ogef oge PRI VI LEGE=MANAGER
ADD SSH USER=admi n KEYI D=10

m00000sshuser0 0000000000000 OOOOODO

ADD SSH USER=sshuser PASSWORD=sshpasswd

goooog

CREATEENCOKEYO 1340000
DELETE SSH USERO 1690 0 0O
SETSSHUSERO 2810000
SHOW SSH USERO 3900 000
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ADD TRIGGER

ADD TRIGGER

00o0ooO0oooooo /0000

ADD TRI GGER=tri gger-id SCRI PT=fil enane... [ NUMBER=/ ndex]

trigger-id: 00 00 000101000
filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device: 0 OO0 flash:0 OO0 000000 O.scp O.cfgO
index 000000001050

g0

cooooooooooooogo

goooog

TRIGGER 0OOOOOO

SCRIPT 000000 OOOOOscpO0OD.cfglDSCRIPTOOOOOODO1I00000DOO0ODOODO
o00oooo0ooooo0ooooo0ooloooooo0oooooOoo0oooOooooooOsS500

NUMBER 00000000 O0OO0O0OOOOO0ODOOO0O0OOOOO0OOOOO0OOOOO

o
» 00000200000000000 step.scp O jump.scp 000000

ADD TRI GGER=2 SCRI PT=st ep. scp SCRI PT=j unp. scp

goooog

CREATE TRIGGER CPUDO 1410000
CREATE TRIGGER FIREWALLO 1430000
CREATE TRIGGER MEMORYO 1450 00
CREATE TRIGGER MODULEO 1470000
CREATE TRIGGER PERIODICO 1500 0 0O
CREATE TRIGGER REBOOTO 152 00 00
CREATE TRIGGER TIMEO 1540 0 0
DELETE TRIGGERO 17000 0O

DISABLE TRIGGERO 1970000

ENABLE TRIGGERO 2220 00O

SET TRIGGER CPUL 288 00 00O

SET TRIGGER FIREWALLO 29000 OO

goooo CentreCOM 98000000 ODDOOOOOODOO 2.6
J613-M6933-01 Rev.G

123



ADD TRIGGER

SET TRIGGER MEMORY 292 00 O O
SET TRIGGER MODULEO 2940000
SET TRIGGER PERIODICO 296 0 O O O
SET TRIGGER REBOOTO 298 0 0 O [
SET TRIGGER TIMEO 3000 0 OO
SHOW TRIGGERO 3990 00O
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ADD USER

ADD USER

00000000000 /000000000000

ADD USER=/ ogi n- name PASSWORD=passwor d [ LOG N={TRUE|FALSE|ON|OFF| YES|NO}]
[ DESCRI PTI ON=st ri ng] [ PRI VI LEGE={USER/MANAGER|SECURI TYOFFI CER}]
[ TELNET={YES|NO}]

login-name: 00000010640 000000000000000000000O0OOOOOOO0O

password: 00000010320 0000000000000000000000000O00O0OO0OOOOOOO0O
ooooobooood

string: 00001024000

g0

ooooooooboooooooooood
goooog

USER 0OO0O0O00O0O0O0OO00O0OOO0OOOOO

PASSWORD 0OO0OO0OO0OO0O0OO0O0OO0O0O0OOOOOOOO

LOGIN USEROOOOOOOO0DOOO0OO0OOO0O0OO0O0OOO0ODOOOO0DOOO0OOOOoOoOoo
OUOOUOOOPRIVILEGEOODOOODOOOODOOOOOOOPRIVILEGEOOODOODOO USERO
cooooooood

DESCRIPTION OOOOOOOOOOOO

PRIVILEGE 0000000000000 USEROD O MANAGERISecurity Officell SECURITYOFFICERD
O0o00oU0o0ooooUSEROOOO

TELNET 000000 TelnetOODOOODOODOOODOOODODODOOOOTELNETOODOOOOODOO
O0o00oo0ooooooooon NOoOo

g
m Manager D000 OO0OHIYOOOOOOOODOOOOOOOIOvEba7

ADD USER=HI YO PASSWORD=i | OvEba7 PRI VI LEGE=MVANAGER

m Security Officer 0000 OO0 Osuperd 000000

ADD USER=super DESCRI PTlI ON=" super user” PASSWORD=ur eBus
PRI VI LEGE=SECURI TYOFFI CER
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ADD USER

goooog

DELETEUSERO 1710000

DISABLE SYSTEM SECURITY_MODEO 1950000
DISABLE USERI 198 00 O O

ENABLE SYSTEM SECURITY_MODED 220000 O
ENABLE USERO 2230000

PURGEUSERO 2390000

RESET USERO 2500 00 O

SET USERO 3030000

SHOW USERI 408 00 00O
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ADD USER RSO

ADD USER RSO

00o00o0o0ooOoooo /0000000

ADD USER RSO | P=i padd [ MASK=i padd]

ipadd: IPOO00D0CO0O0OOOOODO

g0

000000000000 Security Officer000 TelnetO OO OOOOOODOO IPOOOOORSOOO
0 0O O RSO=Remote Security Officer0 OO0 00 O
goooooogobooooboooboobbobboobogbbooboboobboobbobbooo
00 Security Officer0 000 TelnetOOOOOOOOOO

goooog

IP RSOOOOOOOOOOOOOOOOOOO
MASK 00000000000 000O00D0000000000000255.255.255.25500000000
ooooooooooooon

o
m 000 172.16.10.6 O Remote Security Officer0 000000

ADD USER RSO | P=172. 16. 10. 6

m 000000 192.168.200.0/24 0 00 0 00O Remote Security Officer0 000000

ADD USER RSO | P=192. 168. 200. 0 MASK=255. 255. 255. 0

goooog

DELETEUSERRSOO 1720000

DISABLE SYSTEM SECURITY_MODEO 1950000
DISABLE USERRSOO 199 00 00O

ENABLE SYSTEM SECURITY_MODED 220000 O
ENABLE USERRSO0 2240000

SHOW USERRSOO 4110000
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CLEAR CFLASH

CLEAR CFLASH

00000000000 /0000000000000

CLEAR CFLASH

g0

oooooooooboooobooooood
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
goboooooobooobooooooboooooooobooooon

goooogn

coooooboobobodobobooooooooooooooobooooooooooooooooon
ooo

goooog

SHOW CFLASHO 3140000
SHOW CFLASH FILEO 3170000
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CLEAR FLASH TOTALLY

CLEAR FLASH TOTALLY

00000000000 /0000000000000

CLEAR FLASH TOTALLY

g0

ooooooooboooooooooood

goooogn

coooboboooooooobooooooooooooobooooooooooooooboooooooog

goooog

SHOW FLASHO 3370000
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CLEAR NVS TOTALLY

CLEAR NVS TOTALLY

00000000000 /0000000000000

CLEAR NVS TOTALLY

g0

OooooooooNvSOoooooooooo

goooogn

NvSOOOoOooooooooooooooooooooooooooooooooooooo

goooog

SHOW NVSO 3720000
SHOW NVSFREEO 3740000

130 | CentreCOM 98000000 ODO0O0DDOOOO0O 2.6 gooogd
J613-M6933-01 Rev.G



CONNECT PORT

CONNECT PORT

00o00oo0oOoooo /000000

CONNECT PORT=asyn- nunber

asyn-number: 00000000000

g0

ooooooooooobooooooboooooooood
oooooooooooboooooobooooooboooooooboooooooooooobooon
coboooooooooooobooboooooooooooooooooooboobooboooooooooon
0000000000000 000000BreakM TelnetD 0O O0O0ODO0OOODOODOOCrI-POOODOOO
0000000000000 0000000000000000SETASYNOOODOO ATTENTIONOO
0000000000000 000000000ODISCONNECTOOODOOOOOOOOOOOoooooo

googgg
PORT OOOOOOOO

goooog

DISCONNECTO 2000 00O
SHOW SESSIONSO 3800 00 O
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COPY

COPY

00000000000 /0000000000000

COPY src-filenane dst-fil enane

src-filename: 00O 000 00O OO [device:]filename.ext 0 OO O device:0 O 00O flash:00oooOOd
dst-filename: 00000 00O O O O [device:]filename.ext 0 O 0 Odevice: 0 OO0 flash:00O0 0000

g0

ooooooooood
coooooboobobodoboboooooooooooooboobooooooooooonooooooon
ooo

g

m00000000000000 curcfgd curbakcfg0 OO OOO0OOODOOODO

COPY cur.cfg curbak.cfg

s0000000oboboooooooooboooooboooooOodtestscpb0ooooooooOon
ooooogd

COPY cf:test.scp flash:test.scp

goooog

RENAMED 2410000
SHOW FILEO 3340000
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CREATE CONFIG

CREATE CONFIG

00000000000 /0000000000

CREATE CONFI G=fi | enane

filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device:0 OO0 flash:0 OO0 000000 0O.scp O.cfgO

g0

coboooooooooooooooooooboboobooooooboooon
goooog

CONFIG OO0OU0O0OO0OO0OO0O0OOOUOOOOoOoO.CRGOUO.SCPMOUIOODOOOOOOOOOO
coobooooooooooooooooooboooooogn

g
m 0000000 basicefgOO0ODOO0OOOOODOOODOOODOODOOODOODOOO

CREATE CONFI G=basi c. cfg
SET CONFI G=basi c. cfg

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooooooo

goooog

RESTARTO 2510000
SET CONFIGO 2580000
SHOW CONFIGO 3200000
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CREATE ENCO KEY

CREATE ENCO KEY

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

CREATE ENCO KEY=key-id TYPE={RSA} FORVMAT={SSH} [ DESCRI PTI ON=stri ng]
[ FI LE=fil enane] [LENGTH=2..2048]

key-id: O 0 0 000 655350
string: 00 0010250000000000000000000000
filename: 0000000000 .keyOd

g0

RSAOOOOOOOOOOOOOOOOOOOOOODOOOOODOOO
O0000O0O0O0O0OU0DO0OO0O0OOOCREATECONFIGO DD ODOOOODODOOOOODOOOOOOOO
coooobooooooooboogoooobobooooboooooooboboooooooboooooooodg
coooooooooooboooooooooboooo

goooog

KEY 00O

TYPE OUOO0OU0OO0OOUOOUOOOOO RSAORSAOUOUOUORSAODOOOOUOOUOOLENGTHO
OO0 FILEDOOOODOOOOOFILEDOOOOODOOKEYDOOOOOOOOOOODOO0O0O0O
coobooooooooooooooooooooooooooooooobooooooooogg
O00OKEYOOOOOOOOOODOOOOOOOOOOO0DO0O0O0000000000FILEDO O
OO0 LENGTHOOOOOOOUOOOOOOOOOOO RSAODOOOOOOOOOOOoOoOo

FORMAT RSAOODO0OO0O0OO0OOOODOOOOODOOODOOODO SSHOSecureShellDOOOOO
OUOOOFILEOOODOODOOOOODOOUOO0ODO0OO0OOFORMAT=SSHOOOODOOOOO

DESCRIPTION OOOO0OO0OOOOOOO

FILE RSAOOOODOUODOOOOOODOkKeyD0DOODODOOODO0ODO0OOOOO0ODOOODO FORMAT
0000000000000 0000KEYODODOOOOOOOOO RSAODOOOOOOOOOFILE
oo0oooo0oooooooooo0boooooO0oooO0o0oo0DO0O000OOKEYDDOODO
0000000ooooo0O0O0OFILEDOOODODODOOOOOOOO0O0ODOOO0O00000000
coooooooooooon

LENGTH 0OO0O0OO0OO0OOO0OO0OORSAOOOOOOOOOOOOOOOORSAOOOOOOD 32000
000000000000 00000D 25%02480000SSHOOO0OOOODOOO 51202048
ooooogd

g

e SSHOOOOOOOOOOOOOOO0oO0ooooooooooooooooooooooooooooo
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CREATE ENCO KEY

sshkeyOOOOOOOODOOODODOOOODOODODOOODOOOOOOOOOO0OODOOO0OOOO FORMAT
OossHoOoOoOooo

CREATE ENCO KEY=100 TYPE=RSA FI LE=ssh. key FORVMAT=SSH

s RSAO0OO0OO0O0OOOOOUOOOOO0O0OO 256020480000

CREATE ENCO KEY=3 TYPE=RSA LENGTH=1024 DESCRI PTI ON="mny key pair"

mJ000RSAODOOODOODOSSHOOOOOOOOOOO mypublickeyOOOOGO0O

CREATE ENCO KEY=3 TYPE=RSA FI LE=nypublic. key FORVAT=SSH

s ]00000000000000 hispubkeyOOOQOO04000000000000

CREATE ENCO KEY=4 TYPE=RSA FI LE=hi spub. key FORMAT=SSH DESCRI PTI ON="Hi s
public key"

goooog

DESTROY ENCO KEYO 1730000
SETENCOKEYO 260000
SHOW ENCO KEYO 3270000
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CREATE LOG OUTPUT

CREATE LOG OUTPUT

00ooooOoooooo /00

CREATE LOG OUTPUT={TEMPORARY|PERMANENT|out put - i d} DESTI NATI ON={EMAI L |
MVEMORY|NVS|ROUTER|SYSLOG} [ MAXQUEUESEVERI TY=severity] [ MESSAGES=count]
[ PASSWORD={passwor d|NONE}] [ QUEUEONLY={YES|NO}] [ SECURE={YES|NO}]
[ SERVER=/ padd] [TO=enmil-addr] [ZONE={ti ne-zone|utc-offset}]

output-id: 0O 00O 1DO 10200

severity: 0000000070

count: 0 00100

password: 00 00001016000000000000000000000O0O0O0OOOOOOOOOOOOO
ipadd: IPO OO0

email-addr: 0OO0O0O0OO0OOOO

time-zone: OO O OO OO

utc-offset: 000D DD OUTCOOOOOOODOOO+23:59:590-23:59:5900

g0

pcooooooooooo
OoooooooUoADDLOGOUTPUTOOOOOOOOOOOOOODOOOODOOOOOOODOOOO
oooooooooooboogd

goooog

OUTPUT O0OO0OO0OO0 IDO1O20000000000000000O00O0OTEMPORARYRAMOOOO
0OPERMANENTIONVSOO O OO OOTEMPORARY 0000000 OMAXQUEUESEVERITYO
QUEUEONLYOSECUREOD D 0000 DOODODOOODESTINATIONO MEMORY OO O
O0O0OUOUOOOOOPERMANENTOOOOOOOOODESTINATIONO NVSOOOoOOoooQO
ONVSOOOOoooooooooooooooom

DESTINATION 00000O0OO0OOOOOOEMAILOTOOOOOOOOOOOOOOOOOOOOOO
OO0O0OODMMEMORYORAMOOOOOOUTPUTOOOOOOO TEMPORARYD O OO OOO
OO000@MNVSOOOOOoooooooooooUTPUTOOO OO OO PERMANENTOOOO
O000O000mMROUTEROSERVERO OO ODOOOODOOOOOODODO Secure Router Logging
Protocol (SRLP) 00 OO0 O MMSYSLOGOSERVERD D OO ODOOOODODO syslogOoooonO
O0000o00O0syslogOOO00oOOoOOoooOOoOooooOoOOooO

MAXQUEUESEVERITY QUEUEONLY O OOOOUOO YESOOOOOOOOODOOOOOOOO
gooooooooboobooboooooboboboboooobo bbb bobobooo
00 QUEUEONLY O YESOO OO OMAXQUEUESEVERITY OO OUDOOODODOODOOOOO
O0000o0ooooOo MESSAGESOOUOOOUOOODOOOUOOOUOoOoOoooooooooao
MAXQUEUESEVERITYO OO OOOOOOOUOOOUOOooOoooooooooooooooon
g000O0oO0oOooooooooouUTPUTOOOOOOO TEMPORARYDOOOOOOOOOOO
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CREATE LOG OUTPUT

0000o00oooooooooooooo700000000000000D0OO00O0OOODOO
goooooogooooobooobbobbooboobnbooooo

MESSAGES DESTINATIONO NVSO MEMORY O OO OGUOOOOOOOOOOOOOOOOOOO
O0000000oooooooo0o0o00uooouoDESTINATIONDO EMAILOOOOOOO
000000000000 uooDESTINATIONO MEMORYODOOOOOOOOO 2000 EMAIL
0000 1000NVSOOOO 200

PASSWORD SRLPOOOCUOO0OO0O0U0O0OOOOOOOOUOO00OO0OOOOOOODOOUDESTINATION
O ROUTEROOOOOOOUOOUOUOOUOUOODOOOOOOOOOOoUOoo MDSoooooono
goooobogobooobobooobboobboobuooo

QUEUEONLY 0000000000000 O0O00O0OOU0O0OO0O0O0OD0OOO0OO0OOUTPUTO TEMPO-
RARYOOUOOOOOOOODODOODDOOODODOOOOOODOOOOOOOO NOO

SECURE 0O00C0UOO0O00O0OO0O0OOOU0O0OOOOOONOOOOOUOODODUOOOOOOOUOOOOoOoO
O000U00oo0ooouooogoOUTPUTO TEMPORARY DO ODOUOODOOOOOUOOOOO
0000000 UODESTINATION O ROUTERO PASSWORD O OO UOODUOOUOouUooouoQoQ
DESTINATION O MEMORY O NVSOOUOOOOUOOOO YESOOOOODOOoOoOOooOoOoOO
NOO

SERVER DESTINATION O ROUTER O SYSLOGU OO OOODOOODODOOOOIPOOOOOODO
00 O0OROUTER OO OO OSRLPO Secure Router Logging Protocold O O O O O UDP 5023 00 [T
SYSLOGOOOO syslogOD OO OOUDPS400000000O

TO DESTINATIONO EMAILOOOOOOOOO0OOOO0OOOOOOO0OOoOoooOog

ZONE OO0OO0O0OOO0OOOOoOouUTCOOOOOOOoOoOooooon

g
m 000000 syslogO OO0 192.168.1.2000

CREATE LOG QUTPUT=1 DESTI NATI ON=SYSLOG SERVER=192. 168. 1. 2
ADD LOG QUTPUT=1 FILTER=1 ALL

goooogn

ODESTINATION=ROUTERD D OO O0OO0OO0O0OO0OO0OO0OOO0OOODOOOOOOOOOOOOOOOO
poooooobooboooooooooooooboooooooooooobooom

goooog

ADD LOGOUTPUTO 1110000
DELETE LOG OUTPUTO 1620000
DESTROY LOG OUTPUTO 174000 O
DISABLE LOG OUTPUTO 184000 O
ENABLE LOG OUTPUTO 2090000
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SET LOG OUTPUTO 266 0 OO O
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CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY

000o0oOooooog /ZSNMP

CREATE SNVP COMMUNI TY=conmuni ty [ ACCESS={READWRI TE}] [ MANAGER=/ padd]
[ TRAPHOST=/ padd] [ VITRAPHOST=i padd] [ V2CTRAPHOST=i padd] [ OPEN={ON|/OFF|
YES|NO TRUE|FALSE}]

community: SNMPOOODO0O0OO00O0101500000000000000000000000000O00O0
ipadd: IPOOOO

00

SNMPOOOOOOOOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

ACCESS 0000000000000 O0OOUOUOREADDOOOOOOOOOOOOOOOOUOWRITE
ooooooooboooooon

MANAGER SNMPOOOOOOO0OOO0OU0OOOOOOOOOOOOOOOMANAGEROOOOOO
oooUoooooo SNMPOOOUOOOOOOOOOOOSNMPOOOODOOOO OPENOOOO
000 YESOOOOOMANAGEROOOOOOOOOOOOOOOOODOOO SNMPOOOOOO
oooU0oo0oo0oooooooooooodooooooooon ADD SNMP COMMUNITY
oooodd

TRAPHOST SNMPvliOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOO
O0O00O000OCREATESNMP COMMUNITYOOOOOO 10000000000000OO
OoooU0ooooooooooooooooooo ADDSNMPCOMMUNITYOOOOOOO
ooo

VITRAPHOST SNMPv1OOOOOOOOOOOOTRAPHOSTOOOOOOOOOO

V2CTRAPHOST SNMPv2cOOOOOOOOOOOOOOOOOOOOOOOO SNMPv2cOOODO
cooooooood

OPEN SNMPOOUOOOOOOOOOOOOOOOOOOOOOOOOOONODOOOOOOOO
MANAGEROOOOOOOOOOOOOOOOO0OOOOOOOODOOOYESOOOOOOOOOO
OSNMPUOOOOUOOOOONOYESOTRUEO OO OFFONOOFALSEO OO OODOOOOO

g
s SNMPOOOOOOOOpublichOOOOOO

CREATE SNWVP COVMUNI TY=publ i c
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CREATE SNMP COMMUNITY

00000000 SNMPOOODOOOOadminsDO 0000000000 DO0OOO0ODOOOOODO

00 1722011000000

CREATE SNVP COVMUNI TY=admi ns ACCESS=WRI TE MANACGER=172.20.1.1

TRAPHOST=172.20. 1.1

goooogn

SNMP OO O0OOOENABLE SNMP COMMUNITY TRAPOOOOODOOOOODOOOOOOOOOO

coooooooooooobooooobooooboooo

goooog

ADD SNMP COMMUNITYDO 1190000

DELETE SNMP COMMUNITYO 168 00 00O
DESTROY SNMP COMMUNITYO 176 DO OO
DISABLE SNMPO 1890 00 O

DISABLE SNMP COMMUNITYD 1910 00O
DISABLE SNMP COMMUNITY TRAPO 1920000
ENABLE SNMPO 2140000

ENABLE SNMP COMMUNITYO 216 0 O OO
ENABLE SNMP COMMUNITY TRAPO 2170000
SET SNMP COMMUNITYO 2790000

SHOW SNMP COMMUNITYDO 384 000 O
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CREATE TRIGGER CPU

CREATE TRIGGER CPU

00o0ooO0oooooo /0000

CREATE TRI GGER=tri gger-id CPU=1.. 100 [ DI RECTI ON={UP|DOANANY}]
[ AFTER=t i ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-list}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ SCRI PT=fil enane. . .]
[ STATE={ENABLED|DI SABLED}] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 00 0Ohh:mmO000hh 000002300 mm 00000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 0O 00 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
gobooobOooooboooboono

string: 00 001040000000000000000000O0O0OOO

count: 0 00O 1042949672940

filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device: 0 OO0 flash:0 OO0 OO0O0OO00OOO.scp O.cfgO

g0

cPuOoOoooOoooo
cPuOOOUOOCPULOOOOOODOOOOODOUOUODOOOOODIRECTIONODOOODOODOOO
cobooooooooooooooooooooooobodboooooooooboooooooooooon
OUo0o0ooooooowboOoM»iooODM%NOooooomw»Soooooooooooooo

goooog

TRIGGER 0OOOOOO

CPU OO0OO0OCPUDOOOOOOOOOOODOOOOO

DIRECTION OO0OO0OO0OOUPODOOOOOOOODOOOOOOOOOMDOWNOOOOOOOOOOOO
O000O0mMANYOOODDOOOODODOOOOOOOO ANYD

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOOO0OOODOOOOOOOOOOOOOOOOOOD BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OO0O0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOOOOOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
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CREATE TRIGGER CPU

O0O000O00OONOO ONCEOOOODOODODOOODOOODOOOODOODOOODDOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

SCRIPT 00000000000 OOOOOOOOOODOOOOOOSCRIPTOOOOOOOOIOOO
0000000000000 o0o00o0o0oo000oO0oADD TRIGGERODOOOOOOOODO
ooooooooooooolooooooooooooooooooOoooosS0O0

STATE 000000000000 O0O00OO0O0OO0O0O00 ENABLEDD OOOODOOOOOOOOOOO
OOOOUOO0OOOACTIVATE TRIGGERO ODUOOOOOOOOOOOOOO

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO D OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo
O0ooooooooo Noo

g
s CPUOOODO 80%OOO0OO0cpuwarnscp 0000 CPUOOODOOIODOOOOOO

CREATE TRI GGER=1 CPU=80 DI RECTI ON=UP SCRI PT=cpuwar n. scp

goooog

ACTIVATE TRIGGERO 107 00O O
ADD TRIGGERO 1230000
DESTROY TRIGGERO 1770000
DISABLE TRIGGERO 1970000
ENABLE TRIGGERO 2220 00O
SET TRIGGER CPUL 288 00 00O
SHOW TRIGGERO 3990 00O
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CREATE TRIGGER FIREWALL

CREATE TRIGGER FIREWALL

00o0ooO0oooooo /0000

CREATE TRI GGER=t ri gger-i d Fl REWALL={ALL|DOSATTACK|FRAGATTACK|HOSTSCAN|
PORTSCAN|SMURFATTACK|SYNATTACK|TCPATTACK} [ MODE={START|END|BOTH}]
[ AFTER=t i ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-/ist}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ SCRI PT=fil enane. . .]
[ STATE={ENABLED|DI SABLED}] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 00 0hh:mmO000hh 000002300 mm 00000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
gobooobOooooboooboono

string: 00 001040000000000000000000O0OO0O

count: 0 00O 1042949672940

filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device: 0 OO0 flash:0 OO0 000000 0O.scp O.cfgd

00

pooooooooooboooooon
coooooooboooooooobooboooobobooooodooooooboooooooooboooon
000oo0oooo0ooooooo0oooooooUooooO0o0oooooO0oooooDoOoOOo%boOO
OM%»TUo0m%NoOOODooomwSooooooooooooooooooooooooooooo
000000000000 20000000000 10%1000000000000000000 20 %20
oooooIiPOOOOO

goooog

TRIGGER OOOOOO

FIREWALL OOO0O0OO0O0O0OO0OO0OO0OOOOO0O0O0O0O0OO0O0O0O0O0O0O0OOO000000000000O
ooMODEOODOOOOOOODOOOOODOOOOOOOOOODOOOOOO

MODE 000000000000 0O00O0O0O0DO0O0D0O00O0O0OOSTARTOOUOOOOOENDDODO
oooooBOTHOUOOOOOOOOOOODOOOOODOODOOOOODOOOOO BOTHO

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 20000000000000

BEFORE 0O0O0O00O0O0OO0OOO0OOOOOOOO0OOODOOOOOOOOOOODOOOOOOOD BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OO0O0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOODOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
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CREATE TRIGGER FIREWALL

0000000000000 ALLODATEODOOODOOOOODOOOO

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 00000000O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00OO00O00OONOO ONCEODOOODOOUODOOODODOODOOOODOOOOOODOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

SCRIPT 00000000000 OOOOOOOOOODOOOOOOSCRIPTOOOOOOOOIOOO
0000000000000 o0o00o0o0oo000oOOo0ADD TRIGGEROOOOOOOOOO
o00ooooooooooolooooooooooooooooooOoooosS0O0

STATE 000000000000 O000OO0O0O0OO0O00 ENABLEDD OOOODOOOOOOOOOOO
OU0OOOUOO0OOOACTIVATE TRIGGERO ODUOOOOOOOOOOOOOOO

TEST 0000000000000 O0O00O00OO0O0O000O0OO0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO O OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo
O0oOoooooooo NoOo

g

s00d0o0o0ooobooooooooobooooooooogoooooooooooboooobooon
ooooooooooooOooooOoooo IiPOOO0DOOOOODOOODODOOOODODOOOOO

CREATE TRI GCER=1 FI REWALL=PORTSCAN MODE=START SCRI PT=pscans. scp

m 000000 pscans.scpd 000

MAI L TO=adm n@xanpl e. com SUBJECT="Portscan from% (Policy: ©9%)"

goooog

ACTIVATE TRIGGERO 107 00O O

ADD TRIGGERO 1230000

DESTROY TRIGGERO 1770000

DISABLE TRIGGERO 1970000

ENABLE TRIGGERO 2220 00O

SET FIREWALL POLICY ATTACKID O OOoOoooooo 820000
SET TRIGGER FIREWALLO 29000 OO

SHOW TRIGGERO 3990000
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CREATE TRIGGER MEMORY

CREATE TRIGGER MEMORY

00o0ooO0oooooo /0000

CREATE TRI GGER=tri gger-i d MEMORY=1..100 [ DI RECTI ON={UP|DOAN/ANY}]
[ AFTER=t i ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-/ist}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ SCRI PT=fil enane. . .]
[ STATE={ENABLED|DI SABLED}] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 00 0Ohh:mmO000hh 000002300 mm 00000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 0O 00 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
gobooobOooooboooboono

string: 00 001040000000000000000000O0O0OOO

count: 0 00O 1042949672940

filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device: 0 OO0 flash:0 OO0 OO0O0OO00OOO.scp O.cfgO

g0

oooooooooooooon
O000o0o0oo0ooo0ooo00o0o0o0o0o0ooO0o00O0ODIRECTIONODOOOOO
cooooooobooboooooooooooobooooooooobooooboooooooooboooon
000000000000 000000%D000M%T0O0mM%NOODOO000m%Soooooooo
oooood

goooog

TRIGGER OOOOOO

MEMORY O0O0OO0O0O0O0O0OO0OOOOOOOOOOOOOOOOOO

DIRECTION OO0OO0OO0OOUPODOOOOOOOODOOOOOOOOOMDOWNOOOOOOOOOOOO
O0000MANYOOODDOOOODODOOOOOOO0OO ANYD

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOOO0OOODOOOOOOOOOOOOOOOOOOD BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OOO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME O0OO0O0OO0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOOOOOOO0OOOO0O0DOO0OO0OO
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CREATE TRIGGER MEMORY

000000000000 0000O0000O0YESO FOREVEROOOOOOOOOOOOOOO
O00OO00O00OONOO ONCEOOOODODOUODOOODOOODOOOODOOODOOODOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

SCRIPT 000000000 U0OOOOOOOOOOODOOOOOOSCRIPTOOOOOOOOIOOO
0000000000000 o0o00o0o0oo000oOO0ADD TRIGGERODOOOOOOOOO
o00ooooooooooolooooooooooooooooooOoooosS0O0

STATE 000000000000 O000OO0O0O0OO0O00 ENABLEDD OOOODOOOOOOOOOOO
OOOOUOO0OOOACTIVATE TRIGGEROODUOOOOOOOOOOOOOO

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO O OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo
O0oOoooooooo NoOo

g
000000000 2% 000000memwarnscp0 0000000000000 10000000O

CREATE TRI GCGER=1 MEMORY=20 DI RECTI ON=DOWN SCRI PT=nemwar n. scp

goooog

ACTIVATE TRIGGERO 107 00O O
ADD TRIGGERO 1230000
DESTROY TRIGGERO 1770000
DISABLE TRIGGERO 1970000
ENABLE TRIGGERO 2220 00O

SET TRIGGER MEMORY 29200 0O O
SHOW TRIGGERO 3990000
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CREATE TRIGGER MODULE

CREATE TRIGGER MODULE

00o0ooO0oooooo /0000

CREATE TRI GGER=tri gger-i d MODULE=npdul e- nane EVENT=event
[ nodul e- paraneters...] [AFTER=tine] [BEFORE=tine] [{DATE=dat e|
DAYS=day-Iist}] [NAME=string] [ REPEAT={YES|NOONCE|FOREVER|count }]
[ SCRI PT=fi | enane. ..] [ STATE={ENABLED|DI SABLED}] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

module-name: 000000

event: 0 0O 0OOO0O0OODOOO

module-parameters: 00 000000000000

time: 00 0Ohh:mmO000hh 000002300 mm 00000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 0O 00 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
gobooobOooooboooboono

string: 00 001040000000000000000000O0OO0O

count: 0 00O 1042949672940

filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device: 0 OO0 flash:0 OO0 000000 0O.scp O.cfgO

g0

ooooooooooooogd
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O0%DOO0MM%TO00mM%NOODOooDoo0mw»SOooooooooooooon
cooooooobooooooooooooooboboooooooooooobooboooooooboooon
coooooooooooooooooooon

goooog

TRIGGER OOOOOO

MODULE OOOOOO

EVENT 0000000000000

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOOO0OOODOOOOOOOOOOOOOOOOOOD BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OO0O0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO
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CREATE TRIGGER MODULE

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 00000000O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODODOODOOODOOODOOOODOOODOOODDOOOOOOO
0000000 o0o0o0oooo0o0ooo0oonDo FOREVERD

SCRIPT 000000000 U0OOOOOOOOOOODOOOOOOSCRIPTOOOOOOOOIOOO
0000000000000 o0o00o0o0oo000oO0oADD TRIGGERODOOOOOOOODO
o0ooooooooooolooooooooooooooooooOoooosS0O0

STATE 000000000000 O0O00OO0O0OO0O0O00 ENABLEDD OOOODOOOOOOOOOOO
OOOOUOO0OOOACTIVATE TRIGGERO ODUOOOOOOOOOOOOOO

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGEROD OO O OOODOOUOOOOOOOOOOOOOOOOO0OOoOoooooo
O0ooooooooo Noo

ooodo DOooooo oooooogo oooo

SWITCH LINKDOWN PORT oooooooooooooon
LINKUP PORT oooooooooooooon

BGP MEMORY od oooooooooBGPOOOOO
PEERSTATE PEER, BGPSTATE, BGPOOUDOOOOOOOOOO

DIRECTION

PING DEVICEDOWN POLL oooooooboooooon
DEVICEUP POLL oooooooboooooon

VRRP DOWNMASTER  VRID ooobooooobooobooooood
UPMASTER VRID ooobooooobooobooooood

025:00000000000000000000O00O0DOOO

g
0000001 0000000000O0downscp0 0000000000000 O1I0000O

CREATE TRI GGER=1 MODULE=SW TCH EVENT=LI NKDOWN PORT=1 SCRI PT=down. scp

goooog

ACTIVATE TRIGGERO 107 00O O
ADD TRIGGERO 1230000
DESTROY TRIGGERO 1770000
DISABLE TRIGGERO 1970000
ENABLE TRIGGERO 2220 00O
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SET TRIGGER MODULEO 294 0000
SHOW TRIGGERO 399000 O
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CREATE TRIGGER PERIODIC

CREATE TRIGGER PERIODIC

00o0ooO0oooooo /0000

CREATE TRI GGER=tri gger-id PERI ODl C=ni nut es [ AFTER=ti ne] [ BEFORE=ti ne]
[ {DATE=dat e|DAYS=day- 1 i st}] [ NAME=string] [ REPEAT={YES|NOONCE|FOREVER|
count}] [SCRIPT=filenane...] [STATE={ENABLED|DI SABLED}] [ TEST={YES|NOON|
OFF}]

trigger-id: 00 00 000101000

minutes: 00 010143900

time: 00 0hh:mmO000hhD0O0O 0002300 mm 00000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
gobooobOooooboooboono

string: 00 001040000000000000000000O0OOO

count: 0 00O 1042949672940

filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device: 0 OO0 flash:0 OO0 OO0 0000 0O.scp O.cfgO

g0

oooooooooooooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O000o000%bO0O0mM%To0omM%NOoDOooDoomu»Soooooooooooooon

goooog

TRIGGER 0OOOOOO

PERIODIC O00OO0OO0O0OO0O0O0OO0OOOOOOOO

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOO0OOODOOOOOOOOOOODOOOOOOODO BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OO0O0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOOOOOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOOUODOOODOOODODOOODOOODOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD
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CREATE TRIGGER PERIODIC

SCRIPT 00000000000 OOOOOOOOOODOOOOOOSCRIPTOOOOOOOOIOOO
0000000000000 o0o00o0o0oOo000oOoADD TRIGGERODOOOOOOOOO
oo0ooooooooooolooooooooooooooooooOoooosS0O0

STATE 000000000000 O000OO0O0O0OO0O00 ENABLEDD OOOODOOOOOOOOOOO
OOOOUOO0OOOACTIVATE TRIGGEROODUOOOOOOOOOOOOOOO

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO D OOODOOUOOOOOOOOOOOOOOOOO0OOoOoooooo
O0oOoooooooo NoOo

g
m300000 patrolscp0 000000000000 O1I0000O

CREATE TRI GGER=1 PERI ODI C=180 SCRI PT=patrol.scp

goooog

ACTIVATE TRIGGERO 107 00O O
ADD TRIGGERI 1230000
DESTROY TRIGGERO 1770000
DISABLE TRIGGERO 1970000
ENABLE TRIGGERO 2220 00O

SET TRIGGER PERIODICO 296 0 O O O
SHOW TRIGGERO 3990000
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CREATE TRIGGER REBOOT

CREATE TRIGGER REBOOT

00o0ooO0oooooo /0000

CREATE TRI GGER=t ri gger - i d REBOOT={RESTART|CRASH/ALL} [ AFTER=ti ne]
[ BEFORE=t i ne] [ {DATE=dat e|DAYS=day-!ist}] [ NAME=string] [REPEAT={YES|NO
ONCE|FOREVER|count }] [ SCRI PT=fil enane...] [ STATE={ENABLED|DI SABLED}]
[ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 00 0Ohh:mmO000hh 000002300 mm 00000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 0O 00 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
gobooobOooooboooboono

string: 00 001040000000000000000000O0O0OOO

count: 0 00O 1042949672940

filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device: 0 OO0 flash:0 OO0 OO0O0OO00OOO.scp O.cfgO

g0

cooooooboooooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O0000%DO00O0M%TO00M%NOOODoOo0mM%S0o0oooooooonoon

goooog

TRIGGER OOOOOO

REBOOT 0000000000000 OOOOOOOOOOOOCRASHOOOOOOOOOOOOO
RESTARTOOOOOOOOOOOOOOOOODOOOOOOALLODOODOOOOOOOO

AFTER 0000000000 O0OO0O0O0O000OO00DO0O0O0DO0O000O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OOO0OOOOOOOO0OOODOOOOOOOOOOODOOOOOOOD BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OO0O0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOODOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOOOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOOUODOOODOOODODOOODOOODOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD
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CREATE TRIGGER REBOOT

SCRIPT 00000000000 OOOOOOOOOODOOOOOOSCRIPTOOOOOOOOIOOO
0000000000000 o0o00o0o0oOo000oOoADD TRIGGERODOOOOOOOOO
oo0ooooooooooolooooooooooooooooooOoooosS0O0

STATE 000000000000 O000OO0O0O0OO0O00 ENABLEDD OOOODOOOOOOOOOOO
OOOOUOO0OOOACTIVATE TRIGGEROODUOOOOOOOOOOOOOOO

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO D OOODOOUOOOOOOOOOOOOOOOOO0OOoOoooooo
O0oOoooooooo NoOo

g
m 0000000000 crashscp0 000000000000 DOOO0OOOODO0ODIO0OOO

CREATE TRI GGER=1 REBOOT=CRASH SCRI PT=cr ash. scp

goooog

ACTIVATE TRIGGERO 107 00O O
ADD TRIGGERI 1230000
DESTROY TRIGGERO 1770000
DISABLE TRIGGERO 1970000
ENABLE TRIGGERO 2220 00O
SET TRIGGER REBOOTO 298 0 0 O [
SHOW TRIGGERO 3990000
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CREATE TRIGGER TIME

CREATE TRIGGER TIME

00o0ooO0oooooo /0000

CREATE TRI GCER=trigger-id TI ME=tine [ {DATE=dat e|DAYS=day- /i st}]
[ SCRI PT=fil enane...] [NAME=string] [ REPEAT={YES|NOONCE|FOREVER| count }]
[ STATE={ENABLED|DI SABLED}] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 00 0Ohh:mmO000hh 000002300 mm 00000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
gobooobOooooboooboono

filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device:0 OO0 flash:0 OO0 000000 O.scp O.cfgO
string: 00 001040000000000000000000O0OO0O

count: 0 00O 1042949672940

g0

pcooooooooooo
pobooooooboobooooooodbooooboooooobooooooobooooooboooboooog
wWDOOODM%»TOOOM%NOOODOOoOMmM%Sooooooooooooon

goooog

TRIGGER 0OOOOOO

TIME 0O00O0OO0OO0OO00O0O0OO0OO0OO0O0OOO0OOO0O0OOOO0O0OOOS0O0000000000000O0O
ooos500000000000000

DATE 0000000000000 OO0OOO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOOO0OOUOOO0OOO0OOOUOOOOOOOOODOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

SCRIPT 00000000000 OOOOOOOOOODOOOOOOSCRIPTOOOOOOOOIOOO
0000000000000 o0o00o0o0oo000oOOo0ADD TRIGGEROOOOOOOOOO
oo0ooooooooooolooooooooooooooooooOoooosS0O0

NAME 0O0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 00000000O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOOUODOOODOOODODOOODOOODOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

STATE 000000000000 O0O00OO0O0OO0O0O0O0O ENABLEDD OOOODOOOOOOOOOOO
OOOOUOO0OOOACTIVATE TRIGGEROODUOOOOOOOOOOOOOO
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CREATE TRIGGER TIME

TEST 0000000000000 O0O00O00OO0O0O000O0OO0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO O OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo
O0oOoooooooo NoOo

g
m 0001100 ppponscp0 0000 PPPOOOOOOOOOOODODOOOOI0OO0O

CREATE TRI GGER=1 TI ME=23: 00 SCRI PT=pppon. scp

goooog

ACTIVATE TRIGGERO 107 00O O
ADD TRIGGERO 1230000
DESTROY TRIGGERO 1770000
DISABLE TRIGGERO 1970000
ENABLE TRIGGERO 2220 00O
SET TRIGGER TIMEO 3000 0 OO
SHOW TRIGGERO 3990 00O
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DEACTIVATE SCRIPT

DEACTIVATE SCRIPT

ooooo0oooooo /00000

DEACTI VATE SCRI PT=fi | enane

filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device:0 OO0 flash:0 OO0 000000 0O.scp O.cfgO

g0

cooooooooooooogo
goooog

SCRIPT OOOOOOOOOO

g
e 00000000Crunrunscp 0000000

DEACTI VATE SCRI PT=runr un. scp

goooog

ACTIVATE SCRIPTO 106 D OO O
ADD SCRIPTO 1180 00O
DELETE SCRIPTO 1670000
SET SCRIPTO 2780000
SHOW SCRIPTO 3780 00 0O
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DELETE ALIAS

DELETE ALIAS

00000000000 /0000000000

DELETE ALI AS=al i as

alias: 0000000101200 0000000000000D0000DOOOOODOO0OODOOODD

g0

oooooooooboooobooooood
goooog

ALIAS 000000

g

m00000IsD000000

DELETE ALI AS=l s

goooog

ADD ALIASO 1090000
SHOW ALIASO 3050000
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DELETE CFLASH DIR

DELETE CFLASH DIR

00000000000 /0000000000000

DELETE CFLASH DI R=di r nane [ RECURSE={YES|NO}]

dirname: 00000000

g0

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
goooog

DIR 0O0OOOO0OO0oooO

RECURSE O0OU0OO0O0O0O0O0O0O0OOOOOOOOOOOOOO0OOOOO0OOOOODOODOO0OOOOOO
O0oO0oO0ooOooOoNOOOoOOoODIROOODOOOOOOOOOOOODODOODOODOOOOO
ooooUooooooUoooU0ooU0oo0ooUooO0oOoO0LOOo0LOo0LOoOYESOOOOO
O0ooooooooooooooobiROOOOOO0O0O0O000OO00OO0O0DO0O0O0O
0000000 o0ooo0o0oooooooooO NoO

g
0000000000 O0subdirc00ooon

DELETE CFLASH DI R=subdi r

00000000 Omorediri 0000000000000 0ODOO0OO0ODOOOOODO

DELETE CFLASH DI R=nor edi r RECURSE=YES

goooog

ADD CFLASHDIRO 1100000
SET CFLASH DIRO 256 0 O OO
SHOW CFLASHO 3140000
SHOW CFLASH FILEO 3170000
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DELETE FFILE

DELETE FFILE

00000000000 /0000000000000

DELETE FFI LE=fi | enane

filename: DO 0O 0O Ofilenameext D OO0 00000000000 OOO

g0

cooooooooooooooooocooooboooo
goooog

FFILE OO0O0OO0OO0OOO0OOO0OOOO0O*O000000O0000163000000000000000O0
083poUiooooooooo

goooog

SHOW FFILEO 3320000
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DELETE FILE

DELETE FILE

00000000000 /0000000000000

DELETE FI LE=fi | enane

filename: O 0O O O O O [device:]filename.ext DO 0O Odevice:O O OO flash.oOoDOoDOoOoOoOoO0OO0oO0oOoOoOooOOO
ogo

g0

oooooooooo

goooog

FILE OO0OO0DOO0OO0O0O0DO0O00O*0O0000
g

m noneed.cfg0 00000

DELETE FI LE=noneed. cfg

(000 xtoooooooooogoon

DELETE FI LE=*. t xt

goooogn

config.insO prefer.insO release.licl feature.licO longname lffn 0 000 0000000000000 OOO
gooooooooboooboo
gooooooooboooboooboobbobboobooboboobDbobooboobbobbooo
gooooo

gooooooooooooooooooboobbooboobgbboboboobo

goooog

RENAMED 2410000
SHOW FILEO 3340000
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DELETE INSTALL

DELETE INSTALL

00o00oo0oOoooo /000000

DELETE | NSTALL={TEMPORARY|PREFERRED|DEFAULT}

g0

cooooooooooooooooocooooboooo
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O0o0o0oooooooU0oo0oo0o0o0o0ooO0oO00oO0000Oo0TEMPORARYODDODODO
0000000000000 000MMPREFERREDOOODOOOOOOOOOOMmMDEFAULTODOOO
oooOooooooooEPROMUOOOOOOOOOOOOOOOOOOOO

goooog

INSTALL OO0O0OO00O0OO0O0OO0O0O0O0O000O0O0O0ODEFAULTOOOOOOOOOOOOOOOOOO
oooooooooooo

goooog

SET INSTALLO 2620000
SHOW INSTALLO 3420000
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DELETE LOG OUTPUT

DELETE LOG OUTPUT

00ooooOoooooo /00

DELETE LOG OUTPUT={TEMPORARY|PERVANENT|out put - i d} FI LTER={ALL|entry-id}

output-id: 00O 00O 1DO 10200
entry-id: JO0O000000100

g0

oooooooobooooooooooooooooboooooooog
ooooooooooooOo0ooooooooo0 100000000 ooo00n

goooog

OUTPUT 0OOOOOIDO102000000000000000000OTEMPORARYRAMIOOO
OPERMANENTIO NVSO O OOOOO

FILTER 0OO0OO0O0OO0OO0OOO0OO0OOO0OOOOOOOOO0OO0OO00OO000 SHOW LOG OUTPUT
0000 RULLOOOOOODOOOO0DOO0OOOO0DODOO0OO00ODO000000DODO0O0O
OOALLOOO0OOOOOOOOOO00O0O0DOO00O0O0DO0O0O000O0OO0OO0OO0O0DOO

g
s 0000000010 00000000000O00000O00020000000

DELETE LOG QUTPUT=1 FI LTER=2

s 00000000200000000000000000O00O000O000O000OO

DELETE LOG QUTPUT=2 FI LTER=ALL

goooog

ADD LOGOUTPUTO 1110000
SHOW LOG OUTPUTO 358 0 0 0O O
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DELETE LOG RECEIVE

DELETE LOG RECEIVE

00ooooOoooooo /00

DELETE LOG RECEI VE={i padd|ANY}

ipadd: IPO OO0

g0

coooooooboooboooobobooon
goooog

RECEIVE 0000000000000 OOOOIPOOOODOOODOOOANYDOOO0O0OOODOOIP
coooooooooooooooo

g
mIPO0OO0O 192168110 00000000000000000000O

DELETE LOG RECEI VE=192.168.1.1

goooog

ADD LOG RECEIVED 1130000
SET LOG RECEIVED 2700 00O
SHOW LOG RECEIVED 3630 0 00O
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DELETE MAIL

DELETE MAIL

ooooo0oooooo /00000

DELETE MAI L=/ d

id 000000001600 000 ffffo

g0

ooooooooboooooooooood
goooog

MAIL 0O00O000O0O0OSHOWMAILOODOOOoOoooo

g
0000000008300 DD0DOnO

DELETE MAI L=8c3f

goooog

MAILO 2330000
SET MAILO 2730000
SHOW MAILO 3670000
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DELETE NTP PEER

DELETE NTP PEER

00000O0ooooo /ZNTP

DELETE NTP PEER=/ padd

ipadd: IPO OO0

g0

NTPOOOOO IPOOOODODOOOODO
goooog
PEER NTPOOOOOIPODOOO

goooog

ADD NTPPEERO 1150000
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DELETE RADIUS SERVER

DELETE RADIUS SERVER

00o00oo0oOoooo /000000

DELETE RADI US SERVER=/ padd

ipadd: IPO OO0

g0

00000000000 RADIUSO Remote Authentication Dial InUser Server0 OO0 O0O0O0O0OO0O
goooono

SERVER RADIUSOOOOO IPOOOO

o

00000000000 RADIUSOOODO 192.168.105000000

DELETE RADI US SERVER=192. 168. 10. 5

goooog

ADD RADIUS SERVERDO 116 0 0 O O
SHOW RADIUSO 376 D O OO
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DELETE SCRIPT

DELETE SCRIPT

ooooo0oooooo /00000

DELETE SCRI PT=fil enane [ LI NE=/i ne- num

filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device:0 OO0 flash:0 OO0 000000 0O.scp O.cfgO
line-num: 0000100

g0

ooooooooooooooooooooobooobooooooboooobooooooooon
LINEOODOOOODOOOO0DOO0O0oooooooooooooooooooooooooooooooooo

goooog

SCRIPT OOOOOOOOOO
LINE 00000000000 000000000ooooooo0ooooooooooooooooo

o
m basiccfgO 500000000

DELETE SCRI PT=basi c.cfg LI NE=5

m advanced.cfgO 0o o000

DELETE SCRI PT=advanced. cfg

goooog

ACTIVATE SCRIPTO 106 D OO O
ADD SCRIPTO 1180 00O
DEACTIVATE SCRIPTO 156 0O O O
DELETEFILED 1600000

SET SCRIPTO 2780000

SHOW SCRIPTO 3780 000
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DELETE SNMP COMMUNITY

DELETE SNMP COMMUNITY

000o0oOooooog /ZSNMP

DELETE SNMP COVMUNI TY=conmuni ty [ MANAGER=/ padd] [ TRAPHOST=/ padd]
[ VITRAPHOST=/ padd] [ V2CTRAPHOST=i padd]

community: SNMPOOODO0O0OO00O0101500000000000000000000000000O00O0
ipadd: IPO OO0

00

SNMPOOOOUOOUOOOOOOOOOOOOODOOOOODOOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

MANAGER SNMPOOOUOUOOOOOOO0OOOOOOOO0OOOOOOOO0OOOOOOOMANAGER
O0000ooo0oooooooSNMPOOOOODOOOOODODOOOSNMPOOOOOOOO
OPENOUOUOUOOO YESOODODOOMANAGERODOOOOOOODODOOOOOOOOOOO
SNMPOOOOOOOO

TRAPHOST SNMPv1iOOOOOOOOOOO

VITRAPHOST SNMPv1OOOOOOOOOOOOTRAPHOSTOOOOOOOOOO

V2CTRAPHOST SNMPv2cOOOOOOOOOOO

goooog

ADD SNMP COMMUNITYDO 1190000
CREATE SNMP COMMUNITYO 139000 O
DESTROY SNMP COMMUNITYO 176 DO OO
DISABLE SNMP COMMUNITYD 1910 00O
ENABLE SNMP COMMUNITYO 216 0 O OO
SET SNMP COMMUNITYO 2790000
SHOW SNMP COMMUNITYDO 384 000 O
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DELETE SSH USER

DELETE SSH USER

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

DELETE SSH USER=user nane

username: 00 00001015000000000000

00

ssHOOOOOoOooooo
googgg
USER SSHOOOOO

goooog

ADD SSHUSERO 1210000
SETSSHUSERO 2810000
SHOW SSH USERO 3900 00O
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DELETE TRIGGER

DELETE TRIGGER

00o0ooO0oooooo /0000

DELETE TRI GGER=tri gger-i d NUMBER=/ ndex

trigger-id: 00 00 000101000
index 000000001050

g0

oooooooooboooooboooo
goooog

TRIGGER OOOOOO
NUMBER 0OO0OO0OOO0OOO

goooog

ADD TRIGGERO 1230000

CREATE TRIGGER CPULO 1410000
CREATE TRIGGER FIREWALLO 1430000
CREATE TRIGGER MEMORYO 1450 00
CREATE TRIGGER MODULEO 1470000
CREATE TRIGGER PERIODICO 1500 0 0O
CREATE TRIGGER REBOOTO 152 00 00
CREATE TRIGGER TIMEO 1540 0 0
DESTROY TRIGGERO 1770000

SET TRIGGER CPUL 288 00 00O

SET TRIGGER FIREWALLO 29000 OO
SET TRIGGER MEMORY 29200 0O O

SET TRIGGER MODULEO 2940000

SET TRIGGER PERIODICO 296 0 O O O

SET TRIGGER REBOOTO 298 0 0 O [

SET TRIGGER TIMEO 3000 0 OO

SHOW TRIGGERO 3990000
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DELETE USER

DELETE USER

00000000000 /000000000000

DELETE USER=/ ogi n- nane

login-name: 00000010640 0000000000000000DDO0OODOOOOODOOO

g0

coooooooooooboooooboobooooogo

goooog

USER 0O0O0O000O0O0O0O0O0O0O0OO0OOOOOO

o
" 0000 flyoooooo

DELETE USER=fly

goooog

ADD USERO 1250000
DISABLE USERI 198 00 O O
ENABLE USERO 2230000
PURGEUSERO 2390000
RESET USERO 2500 00 O
SET USERO 3030000
SHOW USERO 408 00 00O

ooooo
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DELETE USER RSO

DELETE USER RSO

00o00o0o0ooOoooo /0000000

DELETE USER RSO | P=i padd

ipadd: IPO OO0

g0

000000000000 Security Officer000 TelnetO OO OOOOOODOO IPOOOOORSOOO
0 0O O RSO=Remote Security Officer0 OO0 00 O

000000000000 O0RSO0DO0OOOOOOOODOOOOOOO Security Officer 0000 Telnet
goooooogoo

goooog

IP RSOOOOOOOOOOOOO

goooog

ADD USERRSOU 1270000
DISABLE USERRSOO 199 00 00O
ENABLE USERRSO0 2240000
SHOW USERRSOO 4110000
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DESTROY ENCO KEY

DESTROY ENCO KEY

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

DESTROY ENCO KEY=key-id

key-id: 0 0 0 000 655350

00

ooooooooood
cooooooobooooooooboooooooooooooooooooboooooOooooboooon

goooog
KEY 00O

goooog

CREATEENCOKEYO 1340000
SETENCOKEYO 2600000
SHOW ENCO KEYO 3270000
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DESTROY LOG OUTPUT

DESTROY LOG OUTPUT

00ooooOoooooo /00

DESTROY LOG OQUTPUT={TEMPORARY|PERVANENT]| out put - i d}

output-id: 00O 00O 1DO 10200

g0

oooooooooooooon
goooog

OUTPUT 0OOOOOIDO10200000000000000000OTEMPORARYRAMIOOO
OPERMANENTIO NVSO O OOOOO

g
s 0000000010 000000

DESTROY LOG QUTPUT=1

goooog

CREATE LOG OUTPUTO 136 0 O OO
SHOW LOG OUTPUTO 358 0 0 0O O
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DESTROY PATCH

DESTROY PATCH

00o00oo0oOoooo /000000

DESTROY PATCH=fi | enane

filename: O 0 O 0O 0O O [device:]filename.ext 0 O O O device:0 OO0 flash:00o0ooOgd

g0

oooooooooboooooboooo
goooog

PATCH O0OOOO0OOOO

goooog

DELETEFILED 1600000
LOADO 2290000
SHOW PATCHO 3750000
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DESTROY SNMP COMMUNITY

DESTROY SNMP COMMUNITY

000o0oOooooog /ZSNMP

DESTROY SNVP COVMUNI TY=conmuni ty

community: SNMPOOOOOO000O1015000000000000000D00000000DODOOO0OOD

g0

SNMPOOOOOOOOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

goooog

ADD SNMP COMMUNITYDO 1190000
CREATE SNMP COMMUNITYO 139000 O
DISABLE SNMP COMMUNITYD 1910 00O
ENABLE SNMP COMMUNITYO 216 0 O OO
SET SNMP COMMUNITYO 2790000
SHOW SNMP COMMUNITYDO 384 000 O
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DESTROY TRIGGER

DESTROY TRIGGER

00o0ooO0oooooo /0000

DESTROY TRI GGER=trigger-id

trigger-id: 00 00 000101000

g0

oooooooooo

goooog

TRIGGER 0OOOOOO

goooog

ADD TRIGGERO 1230000

CREATE TRIGGER CPUDO 1410000
CREATE TRIGGER FIREWALLO 1430000
CREATE TRIGGER MEMORYO 1450 00
CREATE TRIGGER MODULEO 1470000
CREATE TRIGGER PERIODICO 1500 0 0O
CREATE TRIGGER REBOOTO 152 00 00
CREATE TRIGGER TIMEO 1540 0 0
DELETE TRIGGERO 17000 0O

DISABLE TRIGGERO 1970000

ENABLE TRIGGERO 2220 00O

PURGE TRIGGERO 2380 0 0O

SHOW TRIGGERO 3990000

ooooo
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DISABLE ASYN

DISABLE ASYN

00o00oo0oOoooo /000000

DI SABLE ASYN=asyn- nunber

asyn-number: 00000000000

g0

oooooooooboooooboooo
goooog

ASYN 00000000

goooog

ENABLE ASYNO 2030000
PURGE ASYNO 2350000
RESET ASYNO 2420000
SET ASYNO 2530000
SHOW ASYNO 306 D OO0
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DISABLE FEATURE

DISABLE FEATURE

00o00oo0oOoooo /000000

DI SABLE FEATURE={f eat ur enane|i ndex }

featurename: 00 0000001012000
index 000000000100

g0

pooooooooooboooooon
goooog
FEATURE 0OOO0OO0OOOOOO SHOWFEATUREOODOOOOOOOOOOOODOOOO

goooog

ENABLE FEATURED 204 0 00O O
SHOW FEATUREO 330000 O
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DISABLE HTTP SERVER

DISABLE HTTP SERVER

00o0ooO0oooooo /0000

Dl SABLE HTTP SERVER

g0

HTTPOOOOOOOOOOOOO0ODOOOO0O0OO
O0o0ooooUooHTTPOOOOOODOOOOOOOOOOOOODOOOOOOIPOOOO TCPODO
os8ooUo0UiooUooUo0ooooUooooooo0ooo0oooOUoOoOUDOoUOOdTTPOOODO
ooooooooon

goooog

ENABLE HTTP SERVERO 2050 0 0O
SHOW HTTP SERVERO 340000 O
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DISABLE INTERFACE LINKTRAP

DISABLE INTERFACE LINKTRAP

000o0oOooooog /ZSNMP

DI SABLE | NTERFACE={i fi ndex|i nt er face} LI NKTRAP

ifindex: 000000000 O0COOOOOMIBO iflndexd
interface: J 00000000

g0

000000000000 0ooooo0o/Z0000000000000000000000O0O0O0000
gooooooooooobom
O0000000000 SHOW INTERFACED OO0 00O OO0 OO ifLinkUpDownTrapEnable™

goooog

INTERFACE 0OO0ODODOO0O0OODO ifindexO000000000000O00O00OOIfIndexOOOOO
O000000O0O0OSHOW INTERFACEDOODODOOOOOOOooOoooooooooooooo
O000portXMDXOODOODODODMVLANDOOOOOODODOOODOODODOOODOOOvlanXm X
O VLANIDOOOOO

g
s (]00000010000000/000000000000000DO0000O0

Dl SABLE | NTERFACE=port 1 LI NKTRAP

goooogn

VLANOOOOODOOODOOODOOOoOooOooifOoperStatusd0 0000000 100000000000
O000UpM@lOooOoOoO0OoooOoOoooooddbDownDOOOO

goooog

DISABLE SNMP COMMUNITY TRAPO 1920000
ENABLE INTERFACE LINKTRAPO 206 D O OO
ENABLE SNMP COMMUNITY TRAPO 2170000
SET INTERFACE TRAPLIMITO 2630000

SHOW INTERFACED 34400 0O
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DISABLE LOG

DISABLE LOG

00ooooOoooooo /00

DI SABLE LOG

g0

oooooooooboooobooooood

goooog

DISABLE LOG GENERATIONO 1830 000
DISABLE LOG OUTPUTO 1840000
DISABLE LOG RECEPTIONO 1850000
ENABLE LOGO 2070000
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DISABLE LOG GENERATION

DISABLE LOG GENERATION

00ooooOoooooo /00

Dl SABLE LOG GENERATI ON

g0

pcooooooooooo
cooooooobooooooooboooooooooooooooooooboooooOooooboooon

goooog

DISABLE LOGDO 182000 O

DISABLE LOG OUTPUTO 184000 O
DISABLE LOG RECEPTIONO 1850000
ENABLE LOG GENERATIONDO 208 0 O O [
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DISABLE LOG OUTPUT

DISABLE LOG OUTPUT

00ooooOoooooo /00

DI SABLE LOG QUTPUT[ ={TEMPORARY|PERVANENT]| out put - i d}]

output-id: 00O 00O 1DO 10200

g0

coooooooooooboooooboobooooogo
goooog

OUTPUT 0OOOU00O0OO0OO0OOOO0O0OO0O0OOOOOOOOO0O0OOOOTEMPORARY O PERMANENT
ooboooooobooobooooobood

goooog

DISABLE LOGDO 182000 O

DISABLE LOG GENERATIONO 1830 000
DISABLE LOG RECEPTIONO 1850000
ENABLE LOG OUTPUTO 2090000
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DISABLE LOG RECEPTION

DISABLE LOG RECEPTION

00ooooOoooooo /00

DI SABLE LOG RECEPTI ON

g0

O00000000syslogh SRLPO Net Manage Message ProtocolD DO OO OO0
goooooboooobooooboooboobbobbuoobogoo

goooog

DISABLE LOGDO 182000 O

DISABLE LOG GENERATIONO 1830 000
DISABLE LOG OUTPUTO 184000 O
ENABLE LOG RECEPTIONO 2100 00O
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DISABLE MAIL DEBUG

DISABLE MAIL DEBUG

ooooo0oooooo /00000

DI SABLE MAI L DEBUG

g0

pooooooooooboooooon

goooog

ENABLE MAIL DEBUGDO 211 0000
SHOW MAILO 3670000
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DISABLE NTP

DISABLE NTP

000000oooooo /ZNTP

DI SABLE NTP

g0

NTPOOOODOOOOODOOOOODOOOOODOO

goooog

ENABLE NTPO 2120000
PURGE NTPO 2370000
RESET NTPO 2490000
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DISABLE RELEASE

DISABLE RELEASE

00o00oo0oOoooo /000000

DI SABLE RELEASE=f| | enane

filename: 0O O O O O O [device:]filename.ext 0 0 O Odevice:O O 0O O flash:0 OO OO 0O Odevice:D ckOO OO0
ogo

g0

ooooooooooobooooooboooooooood
goooog
RELEASE 0OOOO0OOOOOO

goooog

ENABLE RELEASEO 2130000
SHOW RELEASEO 3770000
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DISABLE SNMP

DISABLE SNMP

000o0oOooooog /ZSNMP

DI SABLE SNWP

g0

SNMPOOOOOOUOOOOOODOOOOOOOOO

goooog

DISABLE SNMP COMMUNITYD 1910000
ENABLE SNMPO 2140 00O

ENABLE SNMP COMMUNITYO 216 0 O OO
SHOW SNMPO 3810000

SHOW SNMP COMMUNITYDO 384 000 O

ooooo
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DISABLE SNMP AUTHENTICATE_TRAP

DISABLE SNMP AUTHENTICATE _TRAP

000o0oOooooog /ZSNMP

DI SABLE SNVP AUTHENTI CATE_TRAP

g0

SNMPOOOOOOODOOOOODOOOOOOOOOODOO

goooog

DISABLE SNMPO 1890 00 O

ENABLE SNMPO 2140 00O

ENABLE SNMP AUTHENTICATE_TRAPO 2150000
SHOW SNMPO 3810000
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DISABLE SNMP COMMUNITY

DISABLE SNMP COMMUNITY

000o0oOooooog /ZSNMP

DI SABLE SNVP COMMUNI TY=conmuni ty

community: SNMPOOOOOO000O1015000000000000000D00000000DODOOO0OOD

g0

oooOoSNMPOOOOOOOODOOOOODOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

goooog

DISABLE SNMPO 1890 00 O

ENABLE SNMPO 2140000

ENABLE SNMP COMMUNITYO 216 0 O OO
SHOW SNMPO 381000 O

SHOW SNMP COMMUNITYDO 384 000 O
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DISABLE SNMP COMMUNITY TRAP

DISABLE SNMP COMMUNITY TRAP

000o0oOooooog /ZSNMP

DI SABLE SNVP COMMUNI TY=conmuni ty TRAP

community: SNMPOOOOOO000O1015000000000000000D00000000DODOOO0OOD

g0

OooOoSNMPOOUOOOOOODOOOOOOODOOOOODOOOOODOOOOODOOOO
goooog

COMMUNITY SNMPOOOOOOOO

g

s 0000000publicc00000000000O0O00O0O0OO

DI SABLE SNVP COVMUNI TY=publ i ¢ TRAP

goooog

ENABLE SNMP COMMUNITY TRAPO 2170000
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DISABLE SSH SERVER

DISABLE SSH SERVER

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

DI SABLE SSH SERVER

g0

SSHOOUOOOOOOoOooooooooooooo

goooog

ENABLE SSH SERVERO 218000
SET SSH SERVERO 2800 0 O O
SHOW SSHO 386 0 0 OO
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DISABLE SSH USER

DISABLE SSH USER

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

DI SABLE SSH USER=user nane

username: 00 00001015000000000000

00

oooossHOooOooOoooooooooo
ADDSSHUSEROUOOOOUOOOOOUOOOUOOOOOUOOOOOOS0000000000000O
000000000000 O0O0O0O00O0O0OENABLESSHUSEROOOOOOOOOOOOoOoOooooo
ooosSsHOoOoooOooooooooo

goooog

USER SSHOOOOO

goooog

ADD SSHUSERO 1210000
DELETE SSH USERO 1690 0 0O
ENABLE SSHUSERO 2190 00O
SETSSHUSERO 2810000
SHOW SSH USERO 3900000
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DISABLE SYSTEM SECURITY_MODE

DISABLE SYSTEM SECURITY_MODE

00o00o0o0ooOoooo /0000000

DI SABLE SYSTEM SECURI TY_MODE

g0

ooooooooooooooobooboooboooboobooooobooooboogd
cobooooooboobooooooboooooobooooooooobooooboooooooooboooon
ooo

goooog

ADD USERO 1250000

ENABLE SYSTEM SECURITY_MODED 220000 O
SET USERO 3030000

SHOW SYSTEMO 3930 00O

SHOW USERO 408 00 00O
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DISABLE TELNET SERVER

DISABLE TELNET SERVER

00o0o00o0ooooo /000000000

DI SABLE TELNET SERVER

g0

TelnetOOOODOODOOOOODOOOOOOOOOOOO

goooog

ENABLE TELNET SERVERO 2210000
SHOW TELNETO 3970 00O
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DISABLE TRIGGER

DISABLE TRIGGER

00o0ooO0oooooo /0000

DI SABLE TRI GGER|[ =t ri gger-i d]

trigger-id: 00 00 000101000

g0

cooooooooooboooooobooooboobooboooooobooooogon
0000000000000 0000000000000U0OSTATE=DISABLEDOODOOOOOOOOO

goooog

TRIGGER 0OU0OO0OO0O0OO0U0OO0OOO0OOOOOOOOOOOOOOO

goooog

ACTIVATE TRIGGERO 107 00O O
DELETE TRIGGERO 17000 0O
DESTROY TRIGGERO 1770000
ENABLE TRIGGERO 2220 00O
PURGE TRIGGERO 2380 0 0O
SHOW TRIGGERO 3990 00O
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DISABLE USER

DISABLE USER

00000000000 /000000000000

DI SABLE USER=/ ogi n- nane

login-name: 00000010640 0000000000000000DDO0OODOOOOODOOO

g0

coooooooooooboooooboobooooogo
goooog

USER 0OO0OO0OOO

goooog

ADD USERO 1250000
DELETEUSERO 1710000
ENABLE USERO 2230000
PURGE USERO 2390000
RESET USERO 2500 00 O
SET USERO 3030000
SHOW USERO 408 00 00O
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DISABLE USER RSO

DISABLE USER RSO

00o00o0o0ooOoooo /0000000

DI SABLE USER RSO

g0

O00000000000000 Security Officer00 000 TelnetOOODDODOO0OODOOODOOOOOOO
0000000000 TelnetO DO ODOOOO Serucity Officer0 0000000000 OO Security
Officer0 000000

goooog

ADD USERRSOU 1270000
DELETEUSERRSOO 1720000
ENABLE USERRSO0 2240000
SHOW USERRSOO 4110000
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DISCONNECT

DISCONNECT

00o0o00o0ooooo /000000000

DI SCONNECT 1..5

g0

oooooooooooooon
O0o00oooDOO0O0U0O0O0ooU0o0ooUOoOSHOWSESSIONSO OO oOoooooo

g

0000000 2000000

DI SCONNECT 2

goooog

CONNECT PORTO 1310000
RECONNECTO 2400000
SHOW SESSIONSO 3800 00 O
TELNETO 4150000
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EDIT

EDIT

00o0ooO0oooooo /0000

EDIT [ fil enane]

filename: O 0 O 0O 0O O [device:]filename.ext 0 O O O device:0 OO0 flash:00o0ooOd

g0

oooooooooboooobooooood

00o0o0oooooooo cri/CO000O0O0OO Cul/K, Cri/XOOODODODOOD0ODOOO0O0DO0ODO0OOO

ooo

od

Ctrl/0

ocurlD0D 0000000 oOo0o0ooooooooCriZJEOOm Ctrio0 O
oooooooeE0OO0O0ODOOOOODOOOOO

Ctrl/0, Ctrl/o

OCtri/OODCtri/o DOOODOO0OMCrIO0D0D0OODO0OO0OOO0OOOODOO
000ooooctri/K, Cirl/XD O M Ctri/KOD Cri/XO OO0 o000 0O
oooood

googooo
+ 0oo Ctri/z 100000
1 0oo Ctri/ZX 100000
- loooooo
- loooooo
Ctrl/B gooooooon
Ctrl/D 00000000000 TelnetoOOOOOO Cri/DO0OOOOOODOOO

googoooooboooboo
Ctri/A googn
Ctrl/E googn
Ctrl/U loooooo
Ctrl/v loooooo
Ctrl/F loooooo
od

Delete0 00 Backspace O OO0O0ODOOO0OOOOOOO
Ctrl/y googoo
Ctri/T 10000

googooo

Ctrl/K, Ctrl/B

oooooooooo

Ctrl/K, Ctrl/D

ooooo

oooooooooo
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EDIT

Ctrl/K, Ctrl/U gooooooooooooo
Ctrl/K, Ctri/C gooooood
Ctrl/K, CtriZY googooo
Ctrl/K, Ctri/Vv goooboooobooooooooo

od
CtrI/K, Ctri/F 00
Ctrl/L gooo

googoo
CtrI/K, Ctri/X gooooooon
Ctrl/C gooooooon

goboooboogo

Ctrl/1 gooooooooboo
Ctrl/70 googoo

ogo
Ctrl/wW googoo
Ctrl/K, CtrI/H goooboooobooooooooo
Ctrl/K, Ctrl/0 googooo

026:Edit00D00000DDOO0

g
s 00000000000 BASICCFGOUODOOOO

EDI T BASI C. CFG

goooogn

000 WindowsOOOOOOOOOOOOOoOooDOooooooooo

goooog

DELETEFILED 160000 O
LOADO 2290000
SHOW FILEO 3340000
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ENABLE ASYN

ENABLE ASYN

00o00oo0oOoooo /000000

ENABLE ASYN=asyn- nunber

asyn-number: 00000000000

g0

cooooooooooooogo
goooog

ASYN 00000000

goooog

DISABLE ASYNO 178 0 00O
PURGE ASYNO 2350000
RESET ASYNO 2420000
SET ASYNO 2530000
SHOW ASYNO 306 D OO0
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ENABLE FEATURE

ENABLE FEATURE

00o00oo0oOoooo /000000

ENABLE FEATURE=f eat ur ename PASSWORD=passwor d

featurename: 00 0000001012000
password: 0000 001600000000-9, A-FaflDO0O 16000

g0

pooooooooooboooooon
goooog

FEATURE OOOOOOO
PASSWORD OO0OUOOO0OO0O0OOOOOOOOOO

goooog

DISABLE FEATUREO 1790000
SHOW FEATUREO 330000 O
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ENABLE HTTP SERVER

ENABLE HTTP SERVER

00o0ooO0oooooo /0000
cooooooooooooogo

ENABLE HTTP SERVER

g0

HTTPOOOOOOOOOOOOO0ODOOOO0O0OO
O0o0ooooUooHTTPOOOOOOOOOOOOOOOOOOODOOOOOOIPOOOO TCPODO
080000000 oO0000DO000o0Doo0O0000ODODISABLEHTTPSERVEROOOODODO
OO0OoOodHTTPOOODOOOOODOOOOO

goooog

DISABLE HTTP SERVERO 1800 00 [
SHOW HTTP SERVERO 340000 O
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ENABLE INTERFACE LINKTRAP

ENABLE INTERFACE LINKTRAP

000o0oOooooog /ZSNMP

ENABLE | NTERFACE={i fi ndex|i nt er face} LI NKTRAP

ifindex: 000000000 O0COOOOOMIBO iflndexd
interface: J 00000000

g0

000000000000 0ooooo0o/Z00000000000000000000000O0O000O0
gooooooooboooom
O0000000000 SHOW INTERFACED OO0 00O OO0 OO ifLinkUpDownTrapEnable™

goooog

INTERFACE 0OO0ODODOO0O0OODO ifindexO000000000000O00O00OOIfIndexOOOOO
O000000O0O0OSHOW INTERFACEDOODODOOOOOOOooOoooooooooooooo
O000portXMDXOODOODODODMVLANDOOOOOODODOOODOODODOOODOOOvlanXm X
O VLANIDOOOOO

g
s (]00000010000000/000000000000000DO0000O0

ENABLE | NTERFACE=port 1 LI NKTRAP

goooogn

VLANOOOOODOOODOOODOOOoOooOooifOoperStatusd0 0000000 100000000000
O000UpM@lOooOoOoO0OoooOoOoooooddbDownDOOOO

goooog

DISABLE INTERFACE LINKTRAPO 181 00 00O
SET INTERFACE TRAPLIMITO 263 0000
SHOW INTERFACED 3440 00O
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ENABLE LOG

ENABLE LOG

00ooooOoooooo /00

ENABLE LOG

g0

oooooooooboooobooooood

goooog

DISABLE LOGO 182000 O

ENABLE LOG GENERATIONDO 208 0 O O
ENABLE LOG OUTPUTO 2090000
ENABLE LOG RECEPTIONO 2100 00O
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ENABLE LOG GENERATION

ENABLE LOG GENERATION

00ooooOoooooo /00

ENABLE LOG GENERATI ON

g0

coooooooboooboooobobooon

goooog

DISABLE LOG GENERATIONO 1830 000
ENABLE LOGO 2070000

ENABLE LOG OUTPUTO 2090000
ENABLE LOG RECEPTIONO 2100 00O
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ENABLE LOG OUTPUT

ENABLE LOG OUTPUT

00ooooOoooooo /00

ENABLE LOG QUTPUT[ ={TEMPORARY|PERVANENT]| out put - i d}]

output-id: 00O 00O 1DO 10200

g0

cooooooobooooooboooooooooon
goooog

OUTPUT 0OOOU00O0OO0OO0OOOO0O0OO0O0OOOOOOOOO0O0OOOOTEMPORARY O PERMANENT
ooboooooobooobooooobood

goooog

DISABLE LOG OUTPUTO 184000 O
ENABLE LOGO 2070000

ENABLE LOG GENERATIONDO 208 0 O O [
ENABLE LOG RECEPTIONO 2100 00O
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ENABLE LOG RECEPTION

ENABLE LOG RECEPTION

00ooooOoooooo /00

ENABLE LOG RECEPTI ON

g0

O00000000syslogh SRLPO Net Manage Message ProtocolD DO OO0 OO0 O00O0O0OO0O0OO

goooog

DISABLE LOG RECEPTIONO 1850000
ENABLE LOGO 2070000

ENABLE LOG GENERATIONDO 208 0 O O [
ENABLE LOG OUTPUTO 2090000
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ENABLE MAIL DEBUG

ENABLE MAIL DEBUG

ooooo0oooooo /00000

ENABLE MAI L DEBUG

g0

ooooooooboooooooooood
ooooooooooooooooooooobooobooooooboooobooooooooon

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooboooooooooon
goooog

DISABLE MAIL DEBUGO 186 D 0 OO
SHOW MAILO 3670000
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ENABLE NTP

ENABLE NTP

00000O0ooooo /ZNTP

ENABLE NTP

g0

NTPOOOODOOOOODOOOOODOOOOODOO

goooog

DISABLE NTPO 1870000
PURGE NTPO 2370000
RESET NTPO 2490000
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ENABLE RELEASE

ENABLE RELEASE

00o00oo0oOoooo /000000

ENABLE RELEASE=fi | enanme NUMBER=r el ease- nunber [ PASSWORD=passwor d]

filename: 0O O O O O O [device:]filename.ext 0 0 O Odevice:O O 0O O flash:0 OO OO 0O Odevice:D ckOO OO0
ogo

release-number: 000000 0OxyOOOOXxO major000000y 0O 65536 % interimO 00 OO +minord 0
oooo

password: 00000160 000000000000O0OOO

g0

coooooooooooboooooboobooooogo
goooog

RELEASE 0000000000000 O0O0D0O0O0O0O00O0O0O0O0OO0O0OOO0OOO0sbh-rrr.rez000 sb-rrr.rel
O00000000O0wezOOODODOODODOOOOOOwelOOOODOOODOOOOOOOTrrO
major000000minor000000InterimO0000000000O0O0O0O0O0OOO0O

NUMBER 00000O00OxyOOOOxO major000000y0O 65536 interim 00 00O O+minor
O0000000000000000000000 2.0.10000x=20y=655360065536x 10 0)00
NUMBER=2.65536 0 0 O O

PASSWORD 0O00O000O0O0O0OO0O0OOOOO

goooog

DISABLE RELEASED 188 00 O O
SHOW RELEASEO 3770000
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ENABLE SNMP

ENABLE SNMP

000o0oOooooog /ZSNMP

ENABLE SNWP

g0

SNMPOOOOOOUOOOOOODOOOOOOOOO

goooog

DISABLE SNMPO 1890 00 O

DISABLE SNMP COMMUNITYD 1910 00O
ENABLE SNMP COMMUNITYO 216 0 O OO
SHOW SNMPO 3810000

SHOW SNMP COMMUNITYDO 384 000 O

214 | CentreCOM 98000000 DOOODDDODOOOO 2.6 gooogd
J613-M6933-01 Rev.G



ENABLE SNMP AUTHENTICATE_TRAP

ENABLE SNMP AUTHENTICATE _TRAP

000o0oOooooog /ZSNMP

ENABLE SNVP AUTHENTI CATE_TRAP

g0

SNMPOOOOOOODOOOOODOOOOOOOOOODOO

goooogn

O00o0o0ooooooo0o0o0oooooooooooUoo0odooADD SNMP COMMUNITY
TRAPHOST=ipaddD 000000000000 OENABLE SNMP COMMUNITY TRAPO O OO

goooog

DISABLE SNMPO 1890 00 O

DISABLE SNMP AUTHENTICATE.TRAPO 190000 O
ENABLE SNMPO 2140 00O

SHOW SNMPO 3810000
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ENABLE SNMP COMMUNITY

ENABLE SNMP COMMUNITY

000o0oOooooog /ZSNMP

ENABLE SNMP COVMMUNI TY=conmuni ty

community: SNMPOOOOOO000O1015000000000000000D00000000DODOOO0OOD

g0

OO0oO0oSNMPOUOOOOOUOOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

goooog

DISABLE SNMPO 1890 00 O

DISABLE SNMP COMMUNITYD 1910 00O
ENABLE SNMPO 2140000

SHOW SNMPO 381000 O

SHOW SNMP COMMUNITYDO 384 000 O
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ENABLE SNMP COMMUNITY TRAP

ENABLE SNMP COMMUNITY TRAP

000o0oOooooog /ZSNMP

ENABLE SNMP COMMUNI TY=community TRAP

community: SNMPOOOOOO000O1015000000000000000D00000000DODOOO0OOD

g0

O0o0O0SNMPOOUOOOOOOOOSNMPOOOOOOOOODOOOOOOOOOODOOOO
O0o00oo0o0ooo0o0oooUOoOOooOTRAPHOSTOOOOOOOO

goooog
COMMUNITY SNMPOOOO0000
g

s 0000000publicc0000O00O000O0O0OOO0OO

ENABLE SNMP COMMUNI TY=publ i ¢ TRAP

goooogn

coooooooooooooooooooooboooooooooooobooooooooooa
O00000o00oo0o0oo00oo00oo00oo00o0o0o0o0O00DOUOENABLE INTERFACE
LINKTRAPOOOOOOOOOO
SNMPOOOOUOUOOODOOUDOOOOUOORESTARTOOODOOOOODOREBOOTO OO OOOOO
0000ooooDmsSwWITCHOOOOOODOOODOO0ODOO0o0OoO0oOoooooooooooo coldstart
Oooooooo0oO0OwamStart DOOOOORESETIPOOOOO0OOODOOOOOOOOOO

goooog

DISABLE SNMP COMMUNITY TRAPO 1920000
ENABLE INTERFACE LINKTRAPO 206 D O OO
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ENABLE SSH SERVER

ENABLE SSH SERVER

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

ENABLE SSH SERVER HOSTKEY=key-i d SERVERKEY=key-id [ EXPl RYTI ME=hour s]
[ LOG NTI MEQUT=seconds]

key-id: O 0 0 000 655350
hours: 0 0O
seconds: 00 OO0

g0

SSHOOUOOOOOOooOooooooooooooo
SSHOOUOOUOOOUOUOOOOOOOHostKeyD DOOOOOOServer KeyDO OO 200 RSAODOO
000000000000 000000 CREATEENCOKEYOODOOOOOOOOOOOoOooOOO

goooog

HOSTKEY 0000000000 O0OO000DO0OO0OO0DO 10240000CREATEENCOKEYDOODODO
00 000OTYPE=RSA

SERVERKEY 0000000000000 O0OO0OOOO0OO0OOO12800000000000R0 512
000000000 UO0OUOOOOCREATEENCOKEY D DOOOOOOOOOTYPE=RSA

EXPIRYTIME 00000000000 OO0OMOOOOOO0DOOO0OOO00OOODOOOOOO0O0O00DOO
ooooooUooOoOoO0oOoooO0LOoooOooOoooOo oo

LOGINTIMEOUT 000000000000 MOO00O00O0O0O0O0OO0OO0OO0O000on
Oooooooooooooooo0ooooooooooooeodO

goooogn

SSHOOOOODOOODOODOOOOOOO TelnetOOOODOODOOOOODOOOOODOOTCPOOOODO
oooo

goooog

DISABLE SSH SERVERO 1930000
SET SSH SERVERO 2800 0 O [
SHOW SSHO 386 0 0 OO
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ENABLE SSH USER

ENABLE SSH USER

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

ENABLE SSH USER=user nane

username: 00 00001015000000000000

00

ooooossHooOooooooooo
ADDSSHUSEROUOOOOUOOOOOUOOOUOOOOOUOOOOOOS0000000000000O
ooo0o0ooooooooooooUooooooooooooooooooooooo SsSsHOooOo
ooooooooo

goooog

USER SSHOOOOO

goooog

ADD SSHUSERO 1210000
DELETE SSH USERO 1690 0 0O
DISABLE SSHUSERO 19400 00O
SETSSHUSERO 2810000
SHOW SSH USERO 3900000
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ENABLE SYSTEM SECURITY_MODE

ENABLE SYSTEM SECURITY_MODE

00o00o0o0ooOoooo /0000000

ENABLE SYSTEM SECURI TY_MODE

g0

coooooooobooobooooobooooboooboooooon
00000000000000000000000 Security Officer 0 000 00O 0O O Security Officer
pooooooooboooooooooooooboooooogon

goooog

ADD USERO 1250000

DISABLE SYSTEM SECURITY_MODEO 1950000
SET USERO 3030000

SHOW SYSTEMO 3930 00O

SHOW USERO 408 00 00O
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ENABLE TELNET SERVER

ENABLE TELNET SERVER

00o0o00o0ooooo /000000000

ENABLE TELNET SERVER

g0

TelnetOOOODOODOOOOODOOOOOOOOOOOO

goooog

DISABLE TELNET SERVERO 196 0 0 O O
SHOW TELNETO 3970 00O
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ENABLE TRIGGER

ENABLE TRIGGER

00o0ooO0oooooo /0000

ENABLE TRI GGER[ =t ri gger-i d]

trigger-id: 00 00 000101000

g0

pobooooooooooooooboobooooooobooooooooo
0000000000000 0000000000000U0OSTATE=DISABLEDOODOOOOOOOOO

goooog

TRIGGER 0OU0OO0OO0O0OO0U0OO0OOO0OOOOOOOOOOOOOOO

goooog

ACTIVATE TRIGGERO 107 00O O
CREATE TRIGGER CPUDO 1410000
CREATE TRIGGER FIREWALLO 1430000
CREATE TRIGGER MEMORYO 1450 00 O
CREATE TRIGGER MODULEO 1470000
CREATE TRIGGER PERIODICO 1500 0 0O O
CREATE TRIGGER REBOOTO 152 00 00
CREATE TRIGGER TIMEO 1540 0 0
DELETE TRIGGERO 17000 0O

DESTROY TRIGGERO 1770000
DISABLE TRIGGERO 1970000

PURGE TRIGGERO 2380 0 0O

SET TRIGGER CPUL 288 00 00O

SET TRIGGER FIREWALLO 29000 OO
SET TRIGGER MEMORY 292 00 0O O

SET TRIGGER MODULEO 2940000

SET TRIGGER PERIODICO 296 0 O O O

SET TRIGGER REBOOTO 298 0 0 O [

SET TRIGGER TIMEO 3000 0 OO

SHOW TRIGGERO 3990 00O
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ENABLE USER

ENABLE USER

00000000000 /000000000000

ENABLE USER=/ ogi n- nane

login-name: 00000010640 0000000000000000DDO0OODOOOOODOOO

g0

oooooooooboooobooooood
goooog

USER 0OO0OO0OOO

goooog

ADD USERO 1250000
DELETEUSERO 1710000
DISABLE USERI 198 00 O O
PURGE USERO 2390000
RESET USERO 2500 00 O
SET USERO 3030000
SHOW USERO 408 00 00O
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ENABLE USER RSO

ENABLE USER RSO

00o00o0o0ooOoooo /0000000

ENABLE USER RSO

g0

0000000000000 000Security Officer00000000 TelnetOODOOODOOOOO
O0o00oU0o0o0o0ooo0ooooooOU0OoOOoOADDUSERRSOODODOOOOOOO IPOOOOOODOO
OO0 Security Officer DO D ODODO0OO TelnetOODOODOODD0DOO0OODOODOODOOODOOOOOO
00000000000 Security Officer0 00000000 TelnetDOOODOOOOODO

goooog

ADD USERRSOU 1270000
DELETEUSERRSOO 1720000
DISABLE USERRSOO 19900 00O
SHOW USERRSOO 4110000
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FLUSH LOG OUTPUT

FLUSH LOG OUTPUT

00ooooOoooooo /00

FLUSH LOG OUTPUT[ ={TEMPORARY|PERVANENT|out put - i d}]

output-id: 00O 00O 1DO 10200

g0

pobooooooooooboooooboooobooboboooooobooon
goooog
OUTPUT 0OOOOIDOOOOOOTEMPORARYLDOODOOOODOOOODOOOODOOOODOOOO

o0oooooooooooooooo0oooooo0 IDOOOOO0OO0OO0O0O0OOOO0O00O000
oobobooooobooobooogooooooooooooooon

goooog

PURGE LOGO 2360000
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HELP

HELP

00o0ooO0oooooo /0000

HELP [ t opi c]

topic: DO O OOQOQO

g0

oooooooooooooon
Oooo0oooOooooOo SETHELPOOOOODOOOOOOODOOOOOODOOOOOOOOOODOO
SHOW SYSTEM O OO OOOOODOOO

gooooggoo

Manager > hel p

9800 OO0 DOOUOOODO - V2.5 Rev.01 2003/ 10/ 20

This online help is witten in Japanese (Shift-JIS).

goooooooooooooooodao
0000000000000 000000"HELP OPERATION' 0O "H O'OUOOOMmI
(#0000DDO0O00DOO0ODDOOODOO)

Hel p Qperation ooooo

Hel p Switch oooooo

Help I P P

Hel p |1 PV6 # | Pv6

Hel p I PMul ti cast IPOOOOOOO
Hel p 1 PV6Mu # IPv6OOOOOOO
Hel p Firewal | # 00000000
Help Vrrp VRRP

Hel p Dhcp DHCPO O OO
Hel p Keybi nd oooooo

Manager > help switch

9800 OO0 DOOUOOODO - V2.5 Rev.01 2003/ 10/ 20

oooooo

Hel p Switch General oooooo
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HELP

Hel p Switch Port ooo

Help Switch Vlan 00000 LAN

Help Switch Stp goboooboOoooobono
Hel p Switch Fdb gobooooooobooo
Help Switch Classifier ooooooo

Hel p Switch Qos Ooooooo QS

Help Switch Hwfilter gooboooboooooboooo

g
e(0000000o0o00oooooon

HELP

s 000000000 IPOOOOOO

HELP I P

goooog

SETHELPO 2610000
SHOW SYSTEMO 3930 00O
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IF THEN ELSE ENDIF

IF THEN ELSE ENDIF

ooooo0oooooo /00000

| F stringl {EQNE} string2 THEN conmands [ ELSE conmands] ENDI F

stringl: 00 00000010255000
string2, 000 0000010255000
commands: 00000

g0

2000000stringlOstring2000 0000000000000 0OO0O0O0DOO00OO0OOO0O0OOO0OOO
oooooooooo

OU00OEQU 2000000000 DOOUOONED 200000000000 DOOO0DOOODOODOODODO
ooooooooooooon

00 O 0Ostringl {EQINE} string20 0 000 00 THEN OO THEND ENDIF O 00O THENO ELSED O
00000000 ENDIFODOOOODDOOOODOOO

OU0000O0OO0O0OO0OELSEOODOODO ELSEODELSEDENDIFOOODOO0DOO0O0OO ENDIFODOOOO
oooooooooooooon

00000000000 ELSEDODOODOOOOOOOD ENDIFOODOOOO

goooogn

oooooooooooooon

goooog

WAITO 4200000
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LOAD

LOAD

00000000000 /0000000000000

LOAD [ METHOD=TFTP] [ SERVER={host nane|i padd}] [FILE=filenane]
[ DESTFI LE=dest fil enane] [ DESTI NATI ON={FLASHNVS}] [ DELAY=seconds]

LOAD
[ METHOD={HTTP|VEB|WW\}] [ SERVER={host nane|i padd}] [ SERVPORT={1.. 65535
DEFAULT}] [FILE=fil enanme] [DESTFI LE=destfilenane] [ DESTI NATI ON={FLASH|
NVS}] [ HTTPPROXY={host nane|i padd}] [ PROXYPORT=1.. 65535]
[ USERNANVE=user nane] [ PASSWORD=passwor d] [ DELAY=seconds]

LOAD
[ METHOD=ZMCDEM [ ASYN=asyn- nunber] [FILE=filenane] [ DESTI NATI ON={FLASH|
NVS}] [ DELAY=seconds]

LOAD [ METHOD=CFLASH| [ FI LE=fi I enang]
[ DESTI NATI ON={FLASH|NVS}] [ DELAY=seconds]

hostname: OO OO

ipadd: IPO OO0

filename: 00 000010100000
destfilename: 00 OO0 00163000
seconds: 0 0 0004294967295 00 O
password: 000001060000
username: 00 00001060000
asyn-number: 00000000000

00

0000000000000 OTFTPOHTTPOZMODEM O OO ODOOO/00000000OO
000000000000 00000O0SETLOADERODOOOOOOOOOOOOOODOOOOOO

goooog

METHOD O0O0O0O0OO0O0OOTFTPOHTTPO WEBOWWW O0O0OMMZMODEMOCFLASHOOOOO
Oooooooo S-Format0 0000000000000 0OOOO0OO0OOO0OOOOOOOOOO
oooo

SERVER TFTP/WebODOODOODOODOODOOODOFEDNODOODO IPOOOOOMETHODO TFTPO
HTTPO O OO WEBODWWWOOOOOODOOOOODOOFREDNOOOOODOOOADD IP DNS
00000 DNSOUOOOOOooOoOoooooooo

SERVPORT WebOODOOOO TCPOOOODOOMETHOD O HTTPOO OO WEBDWWWOOOOO
O0oooooooooooo 8o

FILE OO0O0OO0OO0O0D0O0O000DO000000O000000000

DESTFILE OOOO0OO0OO0OO0OOOOOOO
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LOAD

DESTINATION O0O0000000O00O00O00O0OO0OO0O0ONVOOOO0OOO0DO00O FLASHIO
00000oo0000ooooo0oooo0ooo FLASH

HTTPPROXY HTTPOUOUOOOOOOOOUOOOFEDNOOOO IPOOOOOMETHODO HTTP
0000 WEBOWWWOOOOOOOUOOOODOORQDNOOOOOOOOADDIPDNSOOOO
ODNSOOOOOOoOOooooooooo

PROXYPORT HTTPOOOOOO TCPOOOOOOMETHOD O HTTPO O OO WEBOWWWOO
O0o000oooOooodTTPPROXYODUDOOOOOOODOOOOOOOOO 80

DELAY 000000000000 O00OO0O0O0O0OO0O0O0O0

USERNAME HTTPBasicOOODOO0OOOOOOMETHOD O HTTPOO OO WEBOWWWOOOOO
ooooogd

PASSWORD HTTPBasicOOOODOOOOOOMETHODO HTTPOO OO WEBOWWWOOOOO
ooooogd

ASYN 0OO00OO0OO0OOOUOOMETHODO ZzMODEMOUOOOOOOOOOO

g
m TFTPOOO0O 192.168.10.1030 00000 0basiccfg0 0000000000

LOAD METHOD=TFTP SERVER=192. 168. 10. 103 FI LE=basi c.cfg

m Web O O 0O 0O0Owww.example.comO O O 0O 0O 0O 0O0Oexample-0001l.cfg0 0 HTTPO OO OO OO
O0ex000lcfgO D ODOODODOOOODODODOOODODOOOODODOOOODODOODODURLODOOOOOO
0 http://www.example.com/confdir/example-0001.cfg0 0 0 O O

ADD | P DNS PRI MARY=192. 168. 10. 5
LOAD METHOD=HTTP SERVER=www. exanpl e. com FI LE=/ conf di r/ exanpl e- 0001. cfg
DESTFI LE=ex0001. cfg

goooogn

HTTPOUOOOOOOOOOOOOHTTPPROXY O PROXYPORTO SETLOADEROIOODOOOOOO
ooooooooooooon

goooog

SET LOADERO 2640000
SHOW LOADERO 3490000
UPLOADO 4180000
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LOGIN

LOGIN

00o0ooO0oooooo /0000

LOA N [/ ogi n- nane]

login-name: 00000010640 0000000000000000DDO0OODOOOOODOOO

g0

gooooboogobooobooboo

login-name 0 00D 0O000000000O000O0O0OO0OO0O0O0OOOOOOOOIogin:O0O login-name 00O
goooooboobooobgobooboboboobbo™@ooobobbobooobobobobboboboo
000000000000 UdO LOGOFFO OO OOOUOLOGONDO OO

goooogn

cooooooboboooobooooboobooooobooooooooobobooboboooobooognog
Telnet OO OODODOOO0OODODOOOO0OOTelnetDOOODO0ODOOOOOOOOOOOO

goooog

LOGOFFO 2320000
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LOGOFF

LOGOFF

00o0ooO0oooooo /0000

LOGOFF

g0

oooooooooooooooooooLroGouToono

goooog

LOGINO 2310000
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MAIL

MAIL

ooooo0oooooo /00000

MAI L TO=enmi |l - addr {FI LE=fi| enane|MESSAGE=string} [ SUBJECT=stri ng]
[ ETRN=domnai n- nane]

email-addr: 000000000

filename: O 0 O 0O 0O O [device:]filename.ext 0 O O O device:0 OO0 flash:00o0ooOd
domain-name: 0 00 00

string: 000010131000

00

cooooooooooooogo
000 SETMAILOOOOOOOOOOOOOOOOOOOOOOO

goooog

TO 0OO0O0O0O0O0O00O00user@domain.com 0000 user@[192.168.100510 0000000000
OO00O0ODNSOOOOOODOOUOUOOADDIPDNSOOOO M OOoo IPOOOOoOOoOoooO
000000000 ooooooMXm

FILE 000000000000 000000000000OMESSAGEOD O ODOOOOOOoOoooooon

MESSAGE 0O00000OO0O0OOOFILECDOOOOOO0OO0OOO0OOOOOooo

SUBJECT OO0OOOOOGOO

ETRN TOUOOUOUOOOUOODOOODOOODOOETRNOOOOOOOODOOOOOOOOOOOOOOO
goooooogooo

o
m admin@example.com 00000000

MAI L TO=admi n@xanpl e. com SUBJECT="test" MESSACE="This is a test."

goooogn

user@domain.com 000 0000000000000 0ODNSOOOO0ODDOOOODOdomain.comdd
MXOOOOOODODOoOooooooooooooooooooooooooooooooooooooon
MXOOOOOOOOoDODoOOooooooooooooooooooooooooooooooooooon
O0000IPOOD0ODOOOODOOOODOuser@[ipaddress]J0 0000000000000 OOOO0O
oono
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googod

ADDIPDNSMIPO DO 1180000
DELETE MAILO 1640000
SETMAILO 2730000

SHOW MAILO 3670000

234 | CentreCcOM 98000000 ODOOOOODODODO 2.6
J613-M6933-01 Rev.G

ooooo



PURGE ASYN

PURGE ASYN

00o00oo0oOoooo /000000

PURCGE ASYN={asyn- number |ALL}

asyn-number: 00000000000

g0

cooooooooboooboooooboooobooooogog
goooog

ASYN 0OO00O00O0OO00OO0ALLOOOO0OOO0OOO0OOO0OO0OOOOOOOOOOOOO

goooogn

oooooooooboooobooooood

goooog

RESET ASYNO 2420000

RESET ASYN COUNTERSO 2430000
RESET ASYN HISTORYO 2440000
SET ASYNO 2530000

SHOW ASYNO 306 D OO0
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PURGE LOG

PURGE LOG

00ooooOoooooo /00

PURGE LOG ={TEMPORARY|PERVANENT |out put - i d}]

output-id: 00O 00O 1DO 10200

g0

coooooobooooooooooooooobooooboooooooobobooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
coooooobooooooooooooooobooooboooooooobobooon

goooog
LOG 0OO000OoOoO00oO0o0ooOoO0ooU0ooOo0ooOo0oOooooOo0ooooooooooOn
coobooooboooooooooooooobooooooooooooobooooooooogn

coobooooboooooooooooooobooooooooooooobooooooooogn
cooooooood

goooogn

oooooooooboooobooooood

goooog

DISABLE LOGDO 182000 O
ENABLE LOGO 2070000
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PURGE NTP

PURGE NTP

000000oooooo /ZNTP

PURCGE NTP

g0

NTPOOOOOOOOOOOOOO

goooogn

0000000000000 NTPOOOOODOOOOOODOOOOOOOOOOOOOOOODOOO0OO
cooooooooboooooboooo

goooog

DISABLE NTPO 187000
ENABLE NTPO 2120000
RESET NTPO 2490000

goooo CentreCOM 98000000 000OOOO0OODO 2.6 | 237
J613-M6933-01 Rev.G



PURGE TRIGGER

PURGE TRIGGER

00o0ooO0oooooo /0000

PURCE TRI GGER

g0

pooooooooooboooooon
goboooooobooobooooooboooooooobooooon

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
pooooooooooboooooon

goooog

CREATE TRIGGER CPULO 1410000
CREATE TRIGGER FIREWALLO 1430000
CREATE TRIGGER MEMORYO 1450 00 O
CREATE TRIGGER MODULEO 1470000
CREATE TRIGGER PERIODICO 1500 0 0O O
CREATE TRIGGER REBOOTO 152 00 00
CREATE TRIGGER TIMEO 1540 0 0
DELETE TRIGGERO 17000 0O

DESTROY TRIGGERO 1770000
DISABLE TRIGGERO 1970000

ENABLE TRIGGERO 2220 00O

SET TRIGGER CPUL 288 00 00O

SET TRIGGER FIREWALLO 29000 00O
SET TRIGGER MEMORY 292 00 0O O

SET TRIGGER MODULEO 2940000

SET TRIGGER PERIODICO 296 0 O O O

SET TRIGGER REBOOTO 298 0 0 O [

SET TRIGGER TIMEO 3000 0 OO

SHOW TRIGGERO 3990000
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PURGE USER

PURGE USER

00000000000 /000000000000

PURCE USER

g0

MANAGEROOOOUOOOOOUOOOOOUOOOOOUOOOOOOOO
MANAGERO OO OODOOODOODODOO friend0O000O

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
pooooooooooboooooon

goooog

ADD USERO 1250000
DELETEUSERO 1710000
DISABLE USERI 198 00 O O
ENABLE USERO 2230000
RESET USERO 2500 00 O
SET USERO 3030000
SHOW USERO 408 00 00O
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RECONNECT

RECONNECT

00o0o00o0ooooo /000000000

RECONNECT 1..5

g0

oooooooooboooobooooood
00000000 SHOWSESSIONSOOOOoOoooooo

g

s 0000000000000 20000000

RECONNECT 2

goooog

CONNECT PORTO 1310000
DISCONNECTO 2000 00O
SHOW SESSIONSO 3800 00 O
TELNETO 4150000
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RENAME

RENAME

00000000000 /0000000000000

RENAVE src-fil enane dst-filenane

src-filename: OO0 0000 00O O [device:]filename.ext 0 O OO device:0 O 00O flash:00o0ooOO
dst-filename: 0000 00O OO O [device:]filename.ext 0 0 OO device:O 0O OO flash:.ooooooO

g0

ooooooooood

0000000000000 00000000o0o0OflashOnvsOcf00 000000000 ODOOOO
ooo
coooooboobobodobobooooooboooooooboooooooboooooonooooooon
ooo

g

s ]00000000000000 curcfgd curbakcfg0 OO OOO00OO0OO0OOO

RENAME cur.cfg curbak.cfg

s000000000000000000000000000000 testsscp U testorg.scpd 0 o0
ooo

RENAME cf:test.scp cf:testorg.scp

goooog

copPYD 1320000
DELETEFILED 1600000
SHOW FILEO 3340000
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RESET ASYN

RESET ASYN

00o00oo0oOoooo /000000

RESET ASYN =asyn- nunber ]

asyn-number: 00000000000

g0

oooooooooooooon
goooog

ASYN 0O0O0O00O0OO0U0OOO0OOO00OOO0oOoUOOoOooOoooUoooooooo

goooog

PURGE ASYNO 2350000

RESET ASYN COUNTERSO 2430000
RESET ASYN HISTORYO 2440000
SET ASYNO 2530000

SHOW ASYNO 306 D OO0
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RESET ASYN COUNTERS

RESET ASYN COUNTERS

00o00oo0oOoooo /000000

RESET ASYN[ =asyn- number] COUNTER[ ={DI AGNOSTI C|I NTERFACE|RS232}]

asyn-number: 00000000000

g0

oooooooMIBOODODOOOOODOOOOO
goooog

ASYN 0O0O0O00O0OO0U0OOO0OOO00OOO0oOoUOOoOooOoooUoooooooo
COUNTER MIBOOOUOOOOOOOOOOUOOOOUOOOOOOOOOOOO

goooog

RESET ASYNO 2420000
RESET ASYN HISTORYO 2440000
SHOW ASYNO 306 D O OO
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RESET ASYN HISTORY

RESET ASYN HISTORY

00o00oo0oOoooo /000000

RESET ASYN =asyn- nunber] H STORY

asyn-number: 00000000000

g0

ooooooooooooTTYDOOoOOoOoOOoooooooooooooooooooooooo
goooog

ASYN 0O00O00O0O0O0OO00O00OO0OO0OU0OO0O00OO0OOoOoOoUoUOoOoOOoooUOoOoo
ooooogd

goooogn

ooooo0oo0oooOoooooooOo/000000000000O00OO000OO

goooog

RESET ASYNO 2420000
RESET ASYN COUNTERSO 2430000
SHOW ASYNO 306 D O OO
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RESET CPU UTILISATION

RESET CPU UTILISATION

00o0ooO0oooooo /0000

RESET CPU UTI LI SATI ON

g0

cPuOOOdOOUOOOOUOOOOUOO

goooog

SHOwW CPUO 3220000
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RESET ENCO COUNTER

RESET ENCO COUNTER

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

RESET ENCO COUNTER={DES|RSA}

g0

OOOENCOOOUOOOOODOOOOOOOOOoOoOooooo
goooog
COUNTER 0OO0OO0OO0OOOOODESORSAOOOOOOO

goooog

SHOW ENCO COUNTERSO 3250 00 O
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RESET INTERFACE COUNTERS

RESET INTERFACE COUNTERS

000o0oOooooog /ZSNMP

RESET | NTERFACE[ ={i fi ndex|i nt er face}] COUNTERS

ifindex: 000000000 O0COOOOOMIBO iflndexd
interface: J 00000000

g0

ooooooooMIBOODOOOOODOOOO
goooog

INTERFACE 00000000000 00000O0IIndexOOODODODOOOOOOODODOOOOODOOO
0000000000000 000SHOW INTERFACE DO OO OO O iflndext OO O O Interfaced
O000oo00oooooooo0oDoo0ooo0d0portXM XOOODODOOMMVLANDOO
0000000000 oooooooOvianXmXo VLANIDOODOOOOoooooooooo
cooboooooooooooooooooobooooooooooooobooooooooogg
cooobooooood

goooogn

0000000000000 00OSHOW INTERFACED DO OO COUNTERSO OO OOOOOOODO
ooooooooMIBOOOOOOOOOODOOOOMIBOOOOOODODOOOoooooooooooo
oooooooooooooooooMIBOOOOOOOOOOOOOO

goooog

SHOW INTERFACED 3440 00O
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RESET LOADER

RESET LOADER

00000000000 /0000000000000

RESET LOADER

g0

O0o00oo0oooo0 LOADEROODOOOOOOOOODODO
cooooooobooooooooooooooboboooooooobooooboooooooooboooon
pooooooooooboooooon

goooog

LOADO 2290000
SET LOADERO 2640000
SHOW LOADERO 3490000
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RESET NTP

RESET NTP

000000oooooo /ZNTP

RESET NTP

g0

NTPOOOOOOOOODOOOO
O0o00o000o0o0o0oo0o0o0o0o0ooooo0oO NVSOODOOOoOoONTPOOOODO
oooood

goooog

DISABLE NTPO 1870000
ENABLE NTPO 2120000
PURGE NTPO 2370000
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RESET USER

RESET USER

00000000000 /000000000000

RESET USER] =/ ogi n- nane] COUNTERS[ ={ALL|GLOBAL|USER}]

login-name: 00000010640 0000000000000000DDO0OODOOOOODOOO

g0

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooo

goooog

USER 0O0O00000O000O0O0OO00O00O00O0O0O00O0O0O0OO0OO0OO0OOOoOO0o

COUNTERS 0O0O0O00O0OO0O0OO0OO0DOOOOUSEROOOOOOOODOOOOOOOOOOODODOOO
ALLOOOO0O0OO0O000O0MMGLOBALD D OO ODOOOOOODMUSERDODODOOOOoOoOoo
000000000000 00USEROOODOODOO0O0OO0OOO0ODO0ODO0OO0O0OO0OCOUNTERSOO
000000 USERODOOOOOO0O0OO0OO0O0O0O0O0oO0ooooooooooooo

goooog

ADD USERO 1250000
DELETEUSERO 1710000
DISABLE USERI 198 00 O O
ENABLE USERO 2230000
PURGE USERO 2390000
SET USERO 3030000
SHOW USERO 408 00 00O
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RESTART

RESTART

00o0ooO0oooooo /0000

RESTART {REBQOT|SW TCH} [ CONFI G={f i | enane|NONE}]

filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device:0 OO0 flash:0 OO0 000000 0O.scp O.cfgO

g0

ooooooooood
goooog

REBOOT 000000 OO0OOOOOO0OOOOO0DOOODOOOOOOOOOOCONFIGOOOOOOO
ooooogd

SWITCH 0000000000000 0000000000000CONFIGOOOODOOOOooO
coooboooooooooooooo

CONFIG 0O0OU0O0OO0O0O0O0OO00OO0O0O0O0UOOO0OO0OODOOOOOOOoOoOoSWITCHOOOOOoOOoOO
OU00O0OO0O0OO0OO0OONONEOOOOOOOOOOOOOOOOOOO0ODOO0O0OOOOOOoOOOO
O00Mo0o000000o0000000O00OSETCONFIGOOOODOOODOOOOOOOOO
cooooooood

o
" 00000000000

RESTART SW TCH

ml00000000000000

RESTART SW TCH CONFI G=NONE

w1000 TEMPCFGOOUOOOOOOO

RESTART SW TCH CONFI G=TEMP. CFG

e(0000000o0o00oooooon

RESTART REBOOT
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RESTART

goooogn

SNMPUOOUOOOOUOOOOUOOODOOOOREBOOTOOOOOOOOOOOOODOOOMSWITCHOO
0000000000000 000000000ooo0oOO coldStartD 000000 OOOOwarmsStart
OUOOOOORESETIPOOOOOODOOOOODOOODOOOO

goooog

SHOW CONFIGO 3200000
SHOW EXCEPTIONO 3290000
SHOW STARTUPLO 3920 00O
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SET ASYN

SET ASYN

00o00oo0oOoooo /000000

SET ASYN[ =asyn- nunber] [ ATTENTI ON={BREAK|" P[NONE}] [ CDCONTROL={CONNECT]|
| GNORE|ONLI NE}] [ DATABI TS={5|6|7|8}] [ DTRCONTROL={CONNECT|OFF|ON}]
[ ECHO={ON|OFF|YES|NO|TRUE|FALSE}] [ FLOW:{ CHARACTER|HARDWARE|NONE} ]
[ H STORY=0. . 99] [ | NFLOW:{CHARACTER HARDWARE|NONE}]
[ MAXOQLEN=0. . 214783647] [ NAME=string] [ OUTFLOW:-{CHARACTER/HARDWARE|
NONE}] [ PAGE={4.. 99|CFF}] [ PARI TY={EVENMARK|/NONE|ODD|SPACE}]
[ PROVPT={st r i ng|DEFAULT|OFF}] [ SECURE={ON|OFF|YES|NO TRUE|FALSE}]
[ SPEED={AUTO|75|110|134. 5|150|300|600|1200|1800|2000|2400|4800|9600|
14400|14. 4K|19200|19. 2K|28800|28. 8K|38400|38. 4K|57600|57. 6K|115200)
115. 2K}] [ STOPBI TS={1|2}] [ TYPE={DUMB|VT100}]

asyn-number: 00000000000
string: 00 001015000000000000000000000O0

g0

coooooooobooobooooobooooboooboooooon
cooooooooooooooooocooooboooo

goooog

ASYN 0O0OO0O00O0OO00O0O0OO0O0OO0OO0O0OoOOO0Oo0oOOoO0OoOooOoOoooooooOn

ATTENTION 0O000O00O0O0O0OD0O0O00DO0O0OO0DO0000O0O0 TelnetOOOOODOOOODOO
cooboooooooooooooooooobooooooooooooobooooooooogn
0000000000000 OOCONNECTPORTOOOODOOOOODOOOOOOOODOOOO
00000 BREAKM BreakO OO M Telnet OO OOOOTELNETO OO ODODOOOOODOOOO
O00ooOoo'PCtrl/PODOOMMSPEED DO DOODO AUTOO OO OODOOOOODOOOO
0000 BREAKOOOOOODOOOOODOOOOOOOOOOOOOO

CDCONTROL DCDOOOOOOOOOOOUOOUDOOUDOOODOOOCONNECTOOOOOOO
ooooOoooOoooOooooooooooobDCbOo0oOooooooooooooooooon
000000000000 O0OO0ONLINEOODOOODDOOODOOODOOO0OO0OOoOooooooooo
oooobDCDOO0OO0OOO0OO00DDOOO0OO0O0DOOO0O00DOOUO0O0OOIGNOREODODDDOOOO
ooooOoooOoooOooooooooooobDCbOo0oOooooooooooooooooon
IGNORELC

DATABITS 0OO0OO0OO0OO0OOO0OOO010000000O000O000OO00OOO0DOOO0OOOOO
0o 80

DTRCONTROL DTROUOOOOOOOUOOOOOOOOOOOOOOOOCONNECTOOOOOO
0000000 DTROODOOOOOOOOOODOOOOO0ODOO0OO0OO0O0OO0OOONDOOO OFF
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SET ASYN

O0o00oooDTROOODOOOOOOOOOODOOOOO0ODOOOOO0ODOOOOO ONO

ECHO 0OU0OO0OO0OO0O0O0O00OOO0OOOOOoOOoONODOOOODOOOODOODOODOOOOOOOoOoOO
O0o0oooo0oUOoOFFOOO0OOOOOOODOODO0ODOOOODOODOOOODOODOOOO
O000000000oO0ooooO ONO

FLOW 0000000000 O0O0O0OO000O000O00000000000000ONONEDODDOOOO
000000000000000000000000000 RTS/CTSOOOOOOOOOOOOO
0000000000000 000000000000CHARACTERDOOODODOOODOOOOO
O00D0O0O0O0OO0OXON/XOFFOOOODOODOODODO0ODOO0OODODOHARDWAREDDOOOO
0000000000000000RTS/CTSOOOO0OO00DO0OO0OOOOO0ODO0OOOOOOO
O0o0O0U0oOO0o0oOoOOOoOINFLOWOOO OUTFLOW O OO ooOoooooooooooooo
cooboooooooooooooooooood

HISTORY 0OU0OOO0O0O0OO0OOO0OOO0OOOOOOOOOOOOOOO9UIO0O0OODOOHISTORY
coobooooboooooooooooooobooooooooooooobooooooooogg
OUOOOOOORESET ASYNHISTORY OOOOOOOOOOOOOO 300

MAXOQLEN 0O0O0O0O0OO00O0OO00OO0O0OO0O0OO00O0O00OO0O0OO0O0OOO0bOOoOOoOooDo
ooooboooobooooooooooooooboooooooooooooooooooooogn
o0 woooooUooooUooooooobooooooooo

NAME 0000000000000 000000000000Asyn#10#00000000000
O0O00O0OO0OSHOWASYNOOOOOOoooooo

PAGE 000 100000000409 000000000000000 200FFO000O0O0OOOO
ooooooooooooobooooogod

PARITY OU0O0O0O0OO0O0OOOOOOOOOO0DOOO0OOO0OO0OO0OO0OO0O0O0O0O00 NONEDOO
oooootd

PROMPT 0O0OOOOOOOODEFAULTOOOOODOOOOODOOOOO

SECURE 000000000000 OOO0OO0OOOOOOOOOOO0OODOOO0OOOOOOOOOOOOO
0O ONO

SPEED 000000 O0OO0O0OO0O0DAUTOLOOODOOODOOOODOOODOOOOOOATTENTIONLDO
00000000 BREAKOODOOOOOODDOOODmMOOODOODOODODO 19200bps0 0000
cobobooooboooooooooooooobooooooooooooobooooooooogg
cobobooooboooooooooooooobooooooooooooobooooooooogg
O0o000o0oooooooooooooon 9s00d

STOPBITS 0O0OO0O0O0OO0OOO0OOOOO1000000O00O0O0OO0OO0DOOOODOOODOOOOOOOO
o000 10

TYPE O0UOO0OO0OO0O0OO0O0OO0OOOOOOOVTIOODVTIOOOODOD DuMBOOOOoooOoooooO
Oooooo vriooo

g

s000o00ooooooooooooooooogn
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SET ASYN PACE=0

googod

RESET ASYNO 2420000
SETTTYO3020 000
SHOW ASYNDO 306 0 O OO
SHOW TTYD 4040000

ooooo
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SET CFLASH DIR

SET CFLASH DIR

00000000000 /0000000000000

SET CFLASH DI R=di r pat h

dirpath 00 000000000000 DOOOOOD

g0

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooooom

goooog

DIR 000000D0DOD0O0O0OO0OODODOO0OOODOOOO\DDDO/000000000DODOOOO0OO
coboboooooboooooooooodgooooooobooobooooooooboooobooogon
l00o0ooooooooooooooooou.muooo 2000000000

g

s ]000000000000000000000O00OO0O/Ztestefg/rip/200308200 0000000000
oom

SET CFLASH DI R=/testcfg/rip/ 20030820

m 00000000 Ztestefg00 0000000000 Ztestefg/rip/2003082000 0 0 000000000 M

SET CFLASH DI R=ri p/ 20030820

ml000000000000000O0

SET CFLASH DI R=. .

s(00000000o0o0o0oo0d

SET CFLASH DI R=/

goooogn

000000000000 /Z000000o0ooo\0o00000D0o0o0000oLOo0oD0DooooooOo
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SET CFLASH DIR

00000000 000o0ooooooo\o0bDoDoOoooDooOo

oogo0oooooooo.00oooo0o0oUooom./Z.000 . /otherdirD DO OO OOOOO

ooooogd

ooo0ome3nooooo.ooooioUioooooooooo0o0oo0ooomMADIROODOOOO

oooooooooboooooboooo

goooog

ADD CFLASHDIRO 1100000
SHOW CFLASHO 3140000
SHOW CFLASH FILED 3170000

ooooo
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SET CONFIG

SET CONFIG

00000000000 /0000000000

SET CONFI G={fi | enane|NONE}

filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device:0 OO0 flash:0 OO0 000000 0O.scp O.cfgO

g0

cooooooobooooooooooooooooooobooooooooobooon
goooog

CONFIG 000000000000 .cfg000.scpNONEO DD ODODODOODDOODODOOOOOODO
000000000000000 bootcfgODDODODOO0ODOOODOODODOODOOOOODOOOODO
ooooo

g
s 00000000000000 basicefgD0O0O0O0OD0O0OOOOOOOODO

SET CONFI G=basi c. cfg

e ]000000000000000 testcfgOO 0000000000000 Otestcfg0OODOODO
ooooooooboooooooooooa

SET CFLASH DI R=/
SET CONFI G=test.cfg

goooogn

ooooooooooocCcrFOOOU0OO0OOoUOoO0OOU0OOCFOOOODOOOOODOOODOOOOOD
gooUooooooUoOooOocCcrFOOOOOOOOOOOOOODOODOODOODOOOOOOOOOOOOo
O0OOO0OOSETCFLASHDIR=/000000000000000000O000O0OOO0OOOOOOOO
pooooooooooo

goooog

CREATE CONFIGD 1330 000
RESTARTO 2510000
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SHOW CONFIGO 3200000

goooo CentreCOM 98000 000 OOOOOOOOODO 2.6 | 259
J613-M6933-01 Rev.G



SET ENCO KEY

SET ENCO KEY

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

SET ENCO KEY=key-i d [ DESCRI PTI ON=st ri ng]

key-id: 0 0 0 000 655350
string: 000010250000000000000000000000

00

cooooooboooooon
goooog

KEY 00O
DESCRIPTION O0OO0OO

goooog

CREATEENCOKEYO 1340000
DESTROY ENCOKEYO 1730000
SHOW ENCO KEYO 3270000
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SET HELP

SET HELP

00o0ooO0oooooo /0000

SET HELP=fi I enane

filename: O 0 O 0O 0O O [device:]filename.ext 0 O O O device:0 OO0 flash:00o0ooOgd

g0

HELPOOOOOOOOOOOOOOOOOOOOOO
O0oO0oo0 SHOWSYSTEMOUOOOOOoOOooooo

googgg
HELP 00000000
o

0000000000 22201 HLPOOOOOOOOOO

SET HELP=222-01. HLP

goooog

HELPO 226 000 0O
SHOW SYSTEMO 3930 00O
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SET INSTALL

SET INSTALL

00o00oo0oOoooo /000000

SET | NSTALL={TEMPORARY|PREFERRED|DEFAULT} [ RELEASE={fi | ename|EPROM}]
[ PATCH] =fi | enane] ]

filename: 0O O O O O O [device:]filename.ext 0 0 O Odevice:O O 0O O flash:0 OO OO 0O Odevice:D ckOO OO0
ogo

00

cooooooooooooooooocooooboooo
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O0o00o0o0o0ooU0o00o0o0o00o0o0O00O0000000OTEMPORARYODDOODODO
0000000000000 00MMPREFERREDOOOOOOOOOOOOOMmMDEFAULTOODDOOO
OO0o0oooU0oOooOEPROMOOOOOOOOOOOOOOOOOOOO

goooog

INSTALL O0OO0OO0OO0OO0O0OOO0O

RELEASE 00000000000 0Osh-244rez00 M DEFAULTOOOOOODOOOO EPROMOO
oooo

PATCH 0O0OO0O0O0O0O0OD0OOOsh244-02.paz0

g

m 00000000 sh-244rezD00000D0O0 sh244-02paz0 000000000000 0O0OOOODO
ooooogoooon

SET | NSTALL=PREFERRED RELEASE=sh-244.rez PATCH=sb244-02. paz

goooogn

oooooOoUooooUoooOoUoooOo0ooooooUoooooCFO0bOOooooooooooDo
oooooogooboooooooo

goooog

DELETE INSTALLO 1610000
SHOW INSTALLO 3420000
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SET INTERFACE TRAPLIMIT

SET INTERFACE TRAPLIMIT

000o0oOooooog /ZSNMP

SET | NTERFACE={j fi ndex|i nt er f ace} TRAPLI M T=1.. 60

ifindex: 000000000 O0COOOOOMIBO iflndexd
interface: J 00000000

g0

l00oooooooooooooooUoooooooooLUoDoooLooDoooDooOooonO SHOW
INTERFACEO OO OOOOODOOO

goooog

INTERFACE 0O0O0OO0O0OODOO0O iflndexODODODOOODODODOOONfindexOOOOODODODOOOOO
OOSHOWINTERFACEO OO OOODOOOODOOOO0OOOOOODOO0ODOO0OD0O0O0OODOportXd
OXOODODODODODmMVLANOOOOODOODOODOOOODOooDOooooOvlanXm X O VLAN IDOO
ooo

TRAPLIMIT 100000000O00000O00000O0O00OO0O0OOO 200

g
s 0000000 10000000001000010000000000

SET | NTERFACE=port1 TRAPLI M T=10

goooog

DISABLE INTERFACE LINKTRAPO 181 00 00O
ENABLE INTERFACE LINKTRAPO 206 D O OO
SHOW INTERFACED 3440 00O
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SET LOADER

SET LOADER

00000000000 /0000000000000

SET LOADER [ METHOD={HTTP|TFTP|VEB|WANZMODEMDEFAULT}] [ SERVER={host nane|
i padd|DEFAULT}] [ SERVPORT={1.. 65535|DEFAULT}] [FI LE=fil enane]
[ DESTI NATI ON={FLASH|NVS|DEFAULT}] [ HTTPPROXY={host name|i padd |DEFAULT}]
[ PROXYPORT={1. . 65535|DEFAULT}] [ ASYN={asyn- number |DEFAULT}]
[ USERNAMVE={user nane|DEFAULT}] [ PASSWORD={passwor d|DEFAULT}]
[ DELAY={seconds|DEFAULT}]

hostname: DO OO

ipadd: IPO OO0

filename: DO O OO

asyn-number: 00000000000
username: 00 00001060000
password: 000001060000
seconds: 0 0 0004294967295 00 O

g0

LoADOOOOOOU0OO0ooUooooUooooUooooooooouoooo
LoADOOOU0OOUOO0OOOOO0OOoOOooooooooooooooooooooUoooUooOooo
oooood

goooog

METHOD O0OO0OOO0OOOTFTPOHTTPO WEBOWWW O OOMMZMODEMOUOOOOOOOOOO
DEFAULTOOOOOO0OOO0O0OO0OO0O0O0 TFTPOOO

SERVER TFTP/WebOOOODOOODOOODOOOODRRDNOOOO IPOODOODOREDNOOOOOOODO
ADDIPDNSOOOOODNSOOUOOOOODOOODOOOOOOODEFAULTOOOOOODOO
ooooooooooooon

SERVPORT WebOOOOO TCPOUOOUOUOODEFAULTOODOOOODODOOOODODO80DODOO

FILE OOO0O0DOO0OO0OO0O0DO0O0O0

DESTINATION O0O0000000O00O00O00O0OO0OO0O0ONVOOOOOO0DO00O FLASHIO
000000000000 000ODEFAULTOOOOO0OO0OO0DO0OOOO FLASHOOO

HTTPPROXY HTTPOOOUOOOOOOOUOOOOFQDNOOOO IPOOOOOFRQDNOOOOOO
OOADDIPDNSOOOOO DNSOOOOOOOOODOOODODOOOODEFAULTOOOOOO
ooooooooooooodgd

PROXYPORT HTTPOOOOOO TCPOOOUOOODEFAULTOOOOODOOOOOODODOO 80O
od

ASYN 0O00O0OO0O0O0OO0O0OZMODEMOUOOOOOOOOOOOOUODEFAULTOOOOOOODOO
oooooooooooo
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SET LOADER

USERNAME HTTPBasicOOOOOOOODOOODEFAULTOOOODOOODOODOOOODDOODOOO
od

PASSWORD HTTPBasicOOOUOOOOODOOODEFAULTOOOOOOOOODOOOODOODOOO
od

DELAY O0OO0OO0OLOADOUOOOOOOOOOOOOOOOOOODOOOOOMDEFAULTOOODO
ooooooooooooon

goooog

LOADO 2290000
SHOW LOADERO 3490000
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SET LOG OUTPUT

SET LOG OUTPUT

00ooooOoooooo /00

SET LOG OUTPUT={TEMPORARY|PERVANENT |out put -i d} [ DESTI NATI ON={EMAI L|
MEMORY|NVS|ROUTER|SYSLOG}] [ MAXQUEUESEVERI TY=severity] [ MESSAGES=count]
[ PASSWORD={passwor d|NONE}] [ QUEUEONLY={YES|NO}] [ SECURE={YES|NO}]
[ SERVER=/ padd] [TO=enmil-addr] [ZONE={ti ne-zone|utc-offset}]

output-id: 0O 00O 1DO 10200

severity: 0000000070

count: 0 00100

password: 00 00001016000000000000000000000O0O0O0OOOOOOOOOOOOO
ipadd: IPO OO0

email-addr: 0OO0O0O0OO0OOOO

time-zone: OO O OO OO

utc-offset: 000D DD OUTCOOOOOOODOOO+23:59:590-23:59:5900

g0

oooooooooooooon
goooog

OUTPUT 0O0OO0OO0OO0 IDO1O2000000000000000O00O00OOTEMPORARYMRAMOOOO
0OPERMANENTIONVSOO O OO OOTEMPORARY 0000000 OMAXQUEUESEVERITYO
QUEUEONLYOSECUREOD D 0000 DOODODOOODESTINATIONO MEMORY OO O
O0O0OUOUOOOUOOPERMANENTOOOOOOOOODESTINATIONO NVSOOOoOOoooO
ONVSOOOOoooooooooooooooom

DESTINATION 00000O0OO0OO0OOOOOEMAILOTOOOOOOOOOOOOOOOOOOOOOO
OO0O0OODMMEMORYORAMOOOOOOUTPUTOOOOOOO TEMPORARYD O OO OOO
OO000M@MNVSOOOOoooooooooooUTPUTOOO OO OO PERMANENTOOOO
O000O000mMROUTEROSERVERO OO OODOOOODOOOOOODODO Secure Router Logging
Protocol (SRLP) 00 OO0 O MMSYSLOGOSERVERD D OO ODOOOODODO syslogOoooonO
O0000000syslogOOO0oOOOOoooOOoOooooOoOOooOO

MAXQUEUESEVERITY QUEUEONLYOOOOOUOO YESOOOOOOOOODOOOOOOOO
gooooooooboobooboooooboboboboooobo bbb bobobooo
00 QUEUEONLY O YESOO OO OMAXQUEUESEVERITY OO OUDOOODODOODOOOOO
O000o0o0ooooOo MESSAGESOOUOOOUOOODOOOUOOOUOoOoOoooooooooao
MAXQUEUESEVERITYO OO OOOOODOOUOOOUOOooOoooooooooooooooon
g000O0oO0oooooooooouUTPUTOOOOOOO TEMPORARYDOOOOOOOOOOO
000o000oooooooooooooo700000000000000D0OO0O0DOOODOOO
goooooogooooobooobbobbooboobnbooooo
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SET LOG OUTPUT

MESSAGES DESTINATIONO NVSO MEMORY O OO OGUOOOOOOOOOOOOOOOOOODOO
O0000000oooooooo0o0o00uooouoDESTINATIONDO EMAILOOOOOOO
000000000000 uooDESTINATIONO MEMORYODOOOOOOOOO 2000 EMAIL
0000 1000NVSOOOO 200

PASSWORD SRLPOOOCUOO0OO0O0U0O0OOOOOOOOUOOO0OOOOOOOODOOUDESTINATION
O ROUTEROOOOOOOUOUOUOUOOOUOOODOOOOOOOOOOooo MDSoooooono
goooobogobooobobooobboobboobuooo

QUEUEONLY 00000000000 00O0C00O0OO00OO0O0O0OD0OOO00OOUTPUTO TEMPO-
RARYOOUOOOOOOOODODOODDOOODOOODOOOOOOOOOOO NOO

SECURE 0O00C0UOO0O00O0OC0OOO0OO0OOOOOONOOOOOUOODODUOOOUOOOOUOOOOOO
O000U0o0ooo0ooouoooogOUTPUTO TEMPORARY DO OO ODOOOOOUOOOOO
0000000 UODESTINATION O ROUTERO PASSWORD O OO UOODUOOUOoOUOUoOoGoQoQ
DESTINATION O MEMORY O NVSOOUOOOOUOOOO YESOOOOODOOOoOOoOoOoOO
NOO

SERVER DESTINATION O ROUTERO SYSLOGU OO OOOoOOoOUOOoooo IPOOOOoOoOOoOooO
ROUTER 0O O O 0O OSRLPO Secure Router Logging ProtocolJ0 0O 0 OO0 UDP 5023 O [ISYSLOG
O00O0OsyslogOOOOOUDPS40000000OO

TO DESTINATIONO EMAILOOOOOOOOO0OO0OOOOOOOOOOOOOOOO

ZONE OO0OO0O0OO0OOOOoOouUTCOOOOOOOoOoOooooon

goooog

CREATE LOG OUTPUTO 136 D O OO
DESTROY LOG OUTPUTO 174000 O
SHOW LOG OUTPUTO 358 0 0 0O O
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SET LOG OUTPUT FILTER

SET LOG OUTPUT FILTER

00ooooOoooooo /00

SET LOG OUTPUT={TEMPORARY|PERMANENT |out put -i d} FI LTER=entry-id
[ ACTI ON={PRCCESS|I GNORE}] [ALL] [ DATE=[ op] date] [ DEVI CE=[ op] devi ce]
[FILE=[ op] fil enane] [ MASK=i padd] [ MSGTEXT=[ op]stri ng]
[ MODULE=[ op] nodul e-i d] [ ORI G N=i padd] [ REFERENCE=[ op] stri ng]
[ SEVERI TY=[ op] severity] [SOURCELI NE=[ op]!|i ne-num
[ SUBTYPE=[ op] subtype-id] [TIME=[op]tinme] [TYPE=[op]type-id]

output-id: 00O OO 1DO 10200

entry-id: D0 000000100

op: 00000 M<MO0NDDOD>MO00IDNMDOD0O000 DN MOD0OOD%MO 000000000
date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
device: DO OOOO

filename: 00 00001012000

ipadd: IPOO0O000OOOOOOOO

string: 00O

module-id: 0000000000000 OOODOOO2550

severity: 0000000070

line-num: 0000100

subtype-id: DO OO0O0O0OO0O0OO0OOOOOOOO ID

time: 000 hh:mm:ssO0000OhhO00O0002300mm 00 0005900 ss 0000059

type-id: 000000 ODOOOOOOOO ID

g0

cooooooooooboooooobooooboobooboooooobooooogon
goooog

OUTPUT 0OOOOOIDO102000000000000000000OTEMPORARYRAMIOOO
OPERMANENTIO NVSO O OOOOO

FILTER 0OO0O0OO0O0OO0OO0OOO0OO0OOO0OOOOOOOOO0OO0OO00OO000 SHOW LOG OUTPUT
gooooRULLODOOOOOOOOOOODOOOOOOOOOOOOOOO0O0O0O0O0000O
ooo

ACTION 00000000 O0O00O00O0OO00OO0O0O00O0O00OO0O0O0O00O0O0O0OPROCESSOOOOO
OOOIGNOREDOUODOOOOOOOOO PROCESSO

ALL 0O00000O0O0O0OO0O000O0OO0O000O0OO0OO000O0O0OO000DOOO00DOOO0O0OOO0OODOO

DATE 00000000000 DOOO0O0OOO0OO0OOO0O0O

DEVICE 0000000000000 O0OO0OO0OO0OOOOOO

FILE DO0OO00O0DO0OO0O0DO0O0O0O0OO0O0O0OO0OO0O0DOOO0OOlogmainec@OO0OoooOoooSHOW
LoGUOUOo0OO rRULLOOODOOODOOOOO0ODOOO0OO0O0ODOO0OO0OOoOOOoOoOOO
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SET LOG OUTPUT FILTER

oooo

MASK 000000000000 OO0O0OO0IPOOOOOOOORIGINDOOOODOOOODOOOOO
00000000 255.255.255.2550 0 0 00 0

MSGTEXT 000000000000 OO0O0OO0OO0OOO0OO0ODOO0OO0OOOOOOO

MODULE 000000000000 O0O0O0OO0O0O0O000O00O0O00O0O0OOO0O0O0O0

ORIGIN O0O0OO0O0OO0OOIPOOOOOMASKOOOODOOOODOOOOOOOOOOOOOOOOOOO
oooooiiPoOOODDOOOODODOO

REFERENCE 000000000 O0O0O0OO0OOOOOOOOOOOOO

SEVERITY 0O0O0O0OO0O0O0O0OOO0OOOOOOOOOOOOOOOOODOOOO

SOURCELINE 0000000000 OO0O0OO0OO0OOOOO0OOOOOOO0O0OOO0OOOOOOOOO
ooo

SUBTYPE OOO0OO0OO0OO0O0OOOO0OO0OO0OO0OOOOOOOOOO0OOOOOOOOOOOOOOOO

TIME 0O00O0OO0O0O0O0OOOO0O0OOOOOOOOOOOOO

TYPE 00000000000 O0DOOOOOOOOOOOOOOODOOOOODOOOOODOO0OO0

goooog

ADD LOG OUTPUTO 1110000
CREATE LOG OUTPUTO 136 D O OO
DESTROY LOG OUTPUTO 174000 O
SHOW LOG OUTPUTO 358 0 0 0O O
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SET LOG RECEIVE

SET LOG RECEIVE

00ooooOoooooo /00

SET LOG RECEI VE={i padd|ANY} [ MASK=i padd] [ ALLOW={YES|NO}] [ PROTOCOL={ALL|
BOTHNEWOLD|SYSLOG}] [ PASSWORD={passwor d|NONE}]

ipadd: IPOO00CO0O0OOOOODO
password: 0000001016000 0000000000000DO0OO0DOOOUOODOOOOOOOODDO

00

oooooooooboooobooooood
goooog

RECEIVE 0OOOOOOIPOOOOOMASKOOOOOOUOOOOOODUOOOOOOOOANYDO 0.0.0.0
oooooIiPOOOOOOOO

MASK RECEIVEOOOUOOOOOOOOOOOOOOOOOO0OOOOOOORECEIVEEANY O OO
RECEIVE=0.0.000 0000000000

ALLOW RECEIVE/ZMASKOOOOO IPOOODOOOOO0O0OO0OOOODDOOOOOOYESOOOOO
OONOOOOOOoOoOo

PROTOCOL RECEIVE/MASKOOOOOIPOOODODOOOOOOOOOOOOOOOOOODOOO
0000 0O OLDO Net Manage Message Protocol (D NEWDO SRLPITI SYSLOGO BOTHO OLD O
NEWL ALLO OLDO NEWO SYSLoGooooooooooono

PASSWORD SRLPOOOOOO0OO0OO0OU0OOCOOOOOOOOOOOO0OOOOOOOOOOOOOO
0000000000000 000000000SRLPO O OO OO OOPROTOCOL=NEWOOO
BOTHOALLO OO M

goooog

ADD LOG RECEIVED 1130000
DELETE LOG RECEIVEO 1630000
SHOW LOG RECEIVED 3630 00O
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SET LOG UTCOFFSET

SET LOG UTCOFFSET

00ooooOoooooo /00

SET LOG UTCOFFSET={ti ne- zone|ut c- of f set }

time-zone: DO 0O0OOOO

utc-offset: D00 DD OUTCOUODDOOOODDO+23:59:5900 -23:59:590)

g0

ooooooooooouTChboooooooo

goooog

UTCOFFSET OOOO0OO0OO0OOOO0OOOO0OOOO0DOO0OOOO0DOOO0O0OOO0OO0DOOOOOOOO
oooooooooooooouTCcOooooooooooooo+00bO0oooooooooo

oo-oooogo

ASIA +8:00 Asia

ACDT +10:30 Australian Central Daylight Time

ACST +9:30 Australian Central Standard Time

AEDT +11:00 Australian Eastern Daylight Time

AEST +10:00 Australian Eastern Standard Time

AWST +8:00 Australian Western Standard Time

BST +1:00 British Standard Time

CHINA +8:00 China

GMT +0:00 Greenwich Mean Time

UK +0:00 Greenwich Mean Time

HK +8:00 Hong Kong

JST +9:00 Japan Standard Time

MET +1:00 Mid-European time

NzZDT +13:00 New Zealand Daylight Time

NZST +12:00 New Zealand Standard Time

SING +8:00 Singapore

TAIWAN +8:00 Taiwan

uTC +0:00 Universal Coordinated Time

CDT -5:00 US Central Daylight Time

CST -6:00 US Central Standard Time

EDT -4:00 US Eastern Daylight Time
googn CentreCOM 98000 000 ODOOOOOOOOO 2.6
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SET LOG UTCOFFSET

EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -
NONE - -
027:000000000
o

sUTCOOOOOOOOOODOOOOODOOOOOMm

SET LOG UTCOFFSET=JST

sUTCOOOOOOOOOODOOOOOOOM

SET LOG UTCOFFSET=+9: 00: 00

goooog

SHOW LOG STATUSO 36500 0O
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SET MAIL

SET MAIL

ooooo0oooooo /00000

SET MAI L HOSTNAME=host nane

hostname: 00 OO

g0

cooooooooboooboooooboooobooooogog
ooooooosSMTPOOOOOOOOOOSMTPO HELOOOOOOOOOOOOOOOOOOODOO
OOMAILOODOOOOOOO0OO0O0OOO0OO0O0OOOO00DOOO0O00DODO0O00OO0O000O

goooog

HOSTNAME 000000000000 0OOFQDN=Fully Qualified Domain NameJ O OO o o0
D00000000 NONEOOOOOO

g
0000000000000 0000O0OwhiteexamplecomOOOO00O0O

SET MAI L HOSTNAME=whi t e. exanpl e. com

goooog

ADD IPDNSMI IPO O 1180000
SHOW MAILO 3670000
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SET MANAGER ASYN

SET MANAGER ASYN

00o00o0o0ooOoooo /0000000

SET MANAGER ASYN={asyn- nunmber |[NONE}

asyn-number: 00000000000

g0

cooooooboobooboooooobooooobooon
O000o0o0oooooooo0od MANAGERD OO OOOOOOOODOOOOOSETASYNOODO
OO0 SECUREOOOOOOOOFFOOOOMOOOODOOOOOD 10000OOo0oon

goooog

ASYN 0000000000000 00000O0OOOOOOOO0000OO0O0O00000OO0O0o
cooboooooooooooooooooobooooooooooooobooooooooood
OUOOOOO0OMMNONEOOOOODOOOOOOOOOOOOoOOoooooooo

goooog

LOGINO 2310000
SET ASYNO 2530000
SHOW MANAGER ASYNO 3690 00O
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SET NTP UTCOFFSET

SET NTP UTCOFFSET

000000oooooo /ZNTP

SET NTP UTCOFFSET={ti ne- zone|ut c- of f set }

time-zone: DO 0O0OOOO

utc-offset: D00 DD OUTCOUODDOOOODDO+23:59:5900 -23:59:590)

g0

oooOoooooooouTCooOoUOOoUoONTPOOODOOOOOOOOUTCODOOOOOOOODO

oooooooooooo

goooog

UTCOFFSET OOOO0OO0OO0OOOO0OOO0OO0OOOO0DOO0OOOO0DOOO0O0OOO0OO0DOOOOOOOO
oooooooooooooouTCcOoooooooooooooo+00o0ooooooooon

oo-oooogo

ASIA +8:00 Asia

ACDT +10:30 Australian Central Daylight Time

ACST +9:30 Australian Central Standard Time

AEDT +11:00 Australian Eastern Daylight Time

AEST +10:00 Australian Eastern Standard Time

AWST +8:00 Australian Western Standard Time

BST +1:00 British Standard Time

CHINA +8:00 China

GMT +0:00 Greenwich Mean Time

UK +0:00 Greenwich Mean Time

HK +8:00 Hong Kong

JST +9:00 Japan Standard Time

MET +1:00 Mid-European time

NzZDT +13:00 New Zealand Daylight Time

NZST +12:00 New Zealand Standard Time

SING +8:00 Singapore

TAIWAN +8:00 Taiwan

uTC +0:00 Universal Coordinated Time

CDT -5:00 US Central Daylight Time

CST -6:00 US Central Standard Time
googn CentreCOM 98000 000 ODOOOOOOOOO 2.6

J613-M6933-01 Rev.G

275



SET NTP UTCOFFSET

EDT -4:00 US Eastern Daylight Time
EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -

028000000000

g
sUTCOOOOOOOOOODOOOOODOOOOOMm

SET NTP UTCOFFSET=JST
sUTCOOOOOOOOOODOOOOOOOM

SET NTP UTCOFFSET=+9: 00: 00

goooog

SHOW NTPO 3700000
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SET PASSWORD

SET PASSWORD

00000000000 /000000000000

SET PASSWWORD

g0

ooooooooooooogd
ooooooooooo0oooo0ooooU0oOooo0oOoLDOo0oOoLDOo0 200000000

gooooggoo

Manager > set password

O d password: abcabc 000000000000 OOOO0O0ONO0ONO0O00O0000000000
New password: xyzxyz 0000000000000

Confirm xyzxyz 000000000000000000O0O0OO0
0000000000000000000Enter0000

goooog

ADD USERO 1250000
SET USERO 3030000
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SET SCRIPT

SET SCRIPT

ooooo0oooooo /00000

SET SCRI PT=fil enanme LI NE=/ine-num [ AFTER=I | ne- nun] [ BEFORE=!/i ne- nun
[ TEXT=stri ng]

filename: O 0 O 00O O [device:]filename.ext 0 0 OO device: 0 OO0 flash:0 OO0 000000 O.scp O.cfgO
line-num: 0000100
string: 000010127000

00

pooooooooooboooooon
coooooooobooobooooobooooboooboooooon

goooog

SCRIPT OOOOOOOOOO

LINE 000000000

AFTER OOUOUOOOOLINEODODOUOOOOOAFTERODOOOODOOOOODOOO
BEFORE OOUOOOOLINEOOOUOOOOOBEFOREODOOOOODOOODOODOO
TEXT OOO0OO0OO0OOO

o
m basic.scpd 2000 0resetppp=00 000000

SET SCRI PT=basi c.scp LI NE=2 TEXT="reset ppp=0"

madvanced.scpd 100000 70000000000

SET SCRI PT=advanced. scp LI NE=10 BEFORE=7

goooog

ACTIVATE SCRIPTO 106 D OO O
ADD SCRIPTO 1180 00O
DEACTIVATE SCRIPTO 156 0O O O
DELETE SCRIPTO 1670000
SHOW SCRIPTO 3780 00 0O
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SET SNMP COMMUNITY

SET SNMP COMMUNITY

000o0oOooooog /ZSNMP

SET SNVP COMMUNI TY=communi ty [ ACCESS={READWRI TE}] [ OPEN={ON|OFF|YES|NO
TRUE|FALSE}]

community: SNMPOODOOOO0000O101500000000000000D0D00000000DODOOOOD

00

SNMPOOOOUOOOOOOOODOOODOODOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

ACCESS U0OUO0OUO0UOUOUOUOUOUOUREADODOUOOOOOOOOOOOgetOget-nextdOd
OODODOOWRITEOODOOOOOOgetOget-nextOsetD 000000

OPEN SNMPOOUOOOOOOOOOOOOOOOOOOOOOOOOOONODOOOOOOOO
MANAGEROOOOOOOOOOOOOOOOOOOOOOOODOOOYESOOOOOOOOOO
OSNMPUOOOOUOOOOONOYESOTRUEO OO OFFONOOFALSEO OO OODOOOOO

goooog

CREATE SNMP COMMUNITYO 139000 O
DESTROY SNMP COMMUNITYO 176 DO OO
SHOW SNMP COMMUNITYDO 384 000 O
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SET SSH SERVER

SET SSH SERVER

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

SET SSH SERVER [ HOSTKEY=key-i d] [ SERVERKEY=key-i d] [ EXPI RYTI ME=hour s]
[ LOG NTI MEQUT=seconds]

key-id: O 0 0 000 655350
hours: 0 0O
seconds: 00 OO0

g0

ssHOOOOOOooooooooo
goooog

HOSTKEY 0000000000 O0OO000DOOO0OO0DO 10240000CREATEENCOKEYDOODODO
00 000OTYPE=RSA

SERVERKEY 0000000000000 O0OO0OOOO0OO0OOO12800000000000R0 512
000000000 UO0OUOOOOCREATEENCOKEY D DODOOOOOOOOTYPE=RSA

EXPIRYTIME 00000000000 OO0OMOO0OOOO0OOO0OOO00OOODOOOOOO0O0O00O0DOO
ooooooUioOoOoO0oOoooO0boOoooOooOoooOo oo

LOGINTIMEOUT 000000000000 MOO00O00O0O0O0O0O0OO0O0O000on
O0oooooooooooooo0ooooooooooooeodn

goooog

DISABLE SSH SERVERO 1930000
ENABLE SSH SERVERO 218 00 0O
SHOW SSHO 386 0 0 OO
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SET SSH USER

SET SSH USER

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

SET SSH USER=user nane {PASSWORD=passwor d|KEY| D=key-i d} [ | PADDRESS=i padd]
[ MASK=/ padd]

username: 00000010150 00000000000
password: 0000001031000

key-id: O 0 0 000655350

ipadd: IPOO0O0O0O0OOOOOOO

g0

sSHOOOOOOOooooooo
goooog

USER SSHOOOOOO

PASSWORD SSHOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
000000000 oo0o0ooooOKEYIDODOOOODOOOOOOOOODOO

KEYID 0O0O0OO0O0O RSAOOOOOOCREATEENCOKEYOOOOOOOOOOOOOOMMRSAODO
O0o0O00o0ooooOooPASSWORDOOOOOOOOOOOOOOOO

IPADDRESS 0 0OO0OO0OO0OOSSHOOOOOOOOIPOOOOOMASKOOOOOOOOOOOoOoOO
cooooooooooobooooooooon

MASK 0OO0OO0OO0OOOOIPADDRESSOOOO0ODOOOOOOOOOOOOOOOOOOOOOOOOO
ooo

goooog

ADD SSHUSERO 1210000
DELETE SSH USERO 1690 0 0O
SHOW SSH USERO 3900 00O
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SET SYSTEM CONTACT

SET SYSTEM CONTACT

O00oooooooo /0000
SET SYSTEM CONTACT=stri ng
string: 0000102550000000000000000000000!7#$%&()*+,-.7/:;<=>@[\]1>"_
‘{|}00000000000000000000000000000000000000000000000000

ooooOoooooOo”d0o0o0ooo0o0oo0o0oo0o0ooo0o0ooo0ooo0oooo0ooooooon
0o0?00000000

g0

O0oooooooooooMIBOOOOOO sysContactD 0D OO OOoOQO
goooog

CONTACT 0OO0OOOOOUOOOOOsysContactO

o
msysContact 0 0 OO0

SET SYSTEM CONTACT="adm n@sys. exanpl e. conf

goooog

SET SYSTEM LOCATIONDO 2830000
SET SYSTEM NAMEO 284 0 0 0O O
SHOW SYSTEMO 3930 00O
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SET SYSTEM LOCATION

SET SYSTEM LOCATION

O00oooooooo /0000

SET SYSTEM LOCATI ON=stri ng

string: 0000102550000000000000000000000!7#$%&()*+,-.7/:;<=>@[\]1>"_
‘{|}00000000000000000000000000000000000000000000000000

ooooOoooooOo”d0o0o0ooo0o0oo0o0oo0o0ooo0o0ooo0ooo0oooo0ooooooon
0o0?00000000

g0

00000oO0oo0oooooMIBOOODOOO sysLocationOD O OO0 O0O00O
goooog

LOCATION 00000000 OsysLocationO

o
m sysLocationO0 OO OO0

SET SYSTEM LOCATI ON="8F, TTT Bl dg."

goooog

SET SYSTEM CONTACTO 2820000
SET SYSTEM NAMEO 284 0 0 0O O
SHOW SYSTEMO 3930 00O
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SET SYSTEM NAME

SET SYSTEM NAME

00o0ooO0oooooo /0000

SET SYSTEM NAME=stri ng

string: 0000102450 000000000000000000000!"#$%& ()*+,-./:;<=>@[\]1>"_
‘{|}D0000000000000000000000000000000000000000000000000
0000000000700 00000000000000000000000000000000000000000
00?00000000

g0

OoooooooooMIBOOOOOOsysNameO OOOOoOGOO

goooog

NAME 0O00O0O0O0OsysNameDOOOOOOOO0OO0O0OO0O0OO0OOO0O0OOOOODOO
g

msysName OO OO OO

SET SYSTEM NAME="whi t e. exanpl e. cont

goooogn

sysName OO OO OOOODO0OOD0OO0OOOOO0O0O000O000000000000O00O0OOOOTELNET
0000000 U0ooooooooooooOoO0 IPOOOOODNSOODOOOOD M ODUOUOOOoooOoOoO
0000000000000 0oDo00ooo0o00o0ooooooooooooOnodosysName
0 O myswitch.example.comOO OO OO OO OOMMTELNET hispcOOO00OO0OO0OO0O0O0ODOOOOOO
O hispc.example.comO OO OO DNSOOOODOOOOO
O0OODHCPOOOODODDOOOOOOOSsysName OO OO DHCP Discover/Request0 00000
HostNameO O OO OOOOOOOUOOOOOODHCPO IPOOOOOOOOO ISPOOOOOHostName
0000000000000 /000000000000000000O0000O0OOO ISsPOOOOOOO
goooooogoboooooo

goooog

SET SYSTEM CONTACTO 2820000
SET SYSTEM LOCATIONDO 2830000
SHOW SYSTEMO 3930 00O
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SET SYSTEM RPSMONITOR

SET SYSTEM RPSMONITOR

00o0ooO0oooooo /0000

SET SYSTEM RPSMONI TOR={ON|OFF}

g0

O0oO0ooooOoooRrRPSOOOOODOOOOODOOOOO

O000OO00OO0OSHOWSYSTEMOOOOO RPSOOOOOOOOOOOOOODOODOO LEDOOOOOO
ooooooooon

goooog

RPSMONITOR 0OO0OO0OO0O0OO0O0O0OO

goooog

SHOW SYSTEMO 3930 00O
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SET TELNET

SET TELNET

00o0o00o0ooooo /000000000

SET TELNET [ TERMIYPE=string] [|NSERTNULL={ON|OFF}] [LI STENPORT=port]

string: 000103100 000000000D00000OO0O0DD
port: TCP OO OO0 0010655350

g0

TelnetOOOODOOOTelnetOOOOD0OODOOOOOOOODO
goooog

TERMTYPE TelnetOOOODOOODOOOO0OODOODOOOODODOO0OODOO0OOOOOOOOOO UNKNOWN O
ooooo

INSERTNULL CRUOOOUOOOOOOOO0OODOOODOODOOOOOO OFFO

LISTENPORT TelnetOOOOOOOOOO TCPOUOODOOODODOO 23

goooog

ENABLE TELNET SERVERO 2210000
TELNETO 4150000
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SET TIME

SET TIME

00o0ooO0oooooo /0000

SET [TI ME=tine] [DATE=dat €]

time: J0O0Ohh:mm:issO0000hhO000023M mm OO0 O0059Mss 0000059
date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000

g0

cooooooooooooogo
goooog

TIME OO
DATE OO

g
s 000000020010 8090190000000

SET DATE=9- Aug- 2001 TI ME=19: 00: 00

s JOgogooooo

SET TI ME=19: 02: 00

goooogn

NTPOOOODOOOOODOOOOODOOOOO

goooog

ADD NTPPEERO 1150000
SHOW TIMEO 398 0 0 OO
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SET TRIGGER CPU

SET TRIGGER CPU

00o0ooO0oooooo /0000

SET TRIGGER=trigger-id [CPU =1..100]] [ DI RECTI ON={UP|DOWN|ANY}]
[ AFTER=ti ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-/ist}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 00O0Ohh:mmOO0OOO0hhO0O0023M mm OO 000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0OO0O

count: 0 00 1042949672940

g0

cPuOOO0OOUOOOOOODOODOOOOOO
goooog

TRIGGER OOOOOO

CPU OOOO0OCPUDOOOOOOOOODOODOOOOO

DIRECTION OO0OO0OO0OOUPODOOOOOOOODOOOOOOOOOMDOWNOOOOOOOOOOOO
O0000MANYOOODDOOOODODOOOOOOO0OO ANYD

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOOO0OOODOOOOOOOOOOOOOOOOOOD BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OO0OO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOOO0OOUOOO0OOO0OOOUOOOOOOOOODOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOOOOOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOOUODOOODOOODODOOODOOODOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO D OOODOOUOOOOOOOOOOOOOOOOO0OOoOoooooo

288 | CentreCOM 98000000 DO0O0ODOOOOO 2.6 gooogd
J613-M6933-01 Rev.G



O0o0Ooooooooo Noo

goooog

ACTIVATE TRIGGERO 107 00O O
ADD TRIGGERO 1230000
CREATE TRIGGER CPULO 1410000
DESTROY TRIGGERO 1770000
DISABLE TRIGGERO 1970000
ENABLE TRIGGERO 2220 00O
SHOW TRIGGERO 3990 00O

ooooo

SET TRIGGER CPU
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SET TRIGGER FIREWALL

SET TRIGGER FIREWALL

00o0ooO0oooooo /0000

SET TRI GGER=tri gger-id [ Fl REWALL[ ={ALL|DOSATTACK|FRAGATTACK|HOSTSCAN|
PORTSCAN|SMURFATTACK|SYNATTACK|TCPATTACK}] ] [ MODE={START|END|BOTH}]
[ AFTER=t i ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-/ist}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 0O00Ohh:mmOO0OOO0hhO0O00023M mm OO 000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 0O 00 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0O0OOO

count: 0 00 1042949672940

g0

ooooooooooobooooooboooooooood
goooog

TRIGGER 0OOOOOO

FIREWALL OOO0O0OO0O0O0OO0OO0OO0OOOOO0O0O0O0O0OO0O0O0O0O0O0O0OOO000000000000O
ooMODELOODOOOOOOODOOOOODOOOOOOOOOODOOOOOO

MODE 000000000000 0O00O0O0O0DO0O0D0O00O0O0OOSTARTOOUOOOOOENDDODO
oooooBOTHOUOOOOOOOOOOODOOOOODOODOOOOODOOOOO BOTHO

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOO0OOODOOOOOOOOOOODOOOOOOODO BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OO0OO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOOO0OOUOOO0OOO0OOOUOOOOOOOOODOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOOOOOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOOUODOOODOOODODOOODOOODOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
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cboobooooooobobooooobooobooboboooooooOobboooooooboboooboon

SET TRIGGER FIREWALL

ACTIVATE TRIGGERO OO D OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo

O0oOoooooooo NoOo

goooog

ACTIVATE TRIGGERO 107 00O O

ADD TRIGGERI 1230000

CREATE TRIGGER FIREWALLO 1430000
DESTROY TRIGGERO 1770000

DISABLE TRIGGERO 1970000

ENABLE TRIGGERO 2220 00O

SHOW TRIGGERO 3990000

ooooo
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SET TRIGGER MEMORY

SET TRIGGER MEMORY

00o0ooO0oooooo /0000

SET TRI GGER=trigger-id [ MEMORY[ =1..100]] [ DI RECTI ON={UP|DOANANY}]
[ AFTER=ti ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-/ist}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 00O0Ohh:mmOO0OOO0hhO0O0023M mm OO 000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0OO0O

count: 0 00 1042949672940

g0

cooooooooboooobooooooooon
goooog

TRIGGER OOOOOO

MEMORY O0O0OO0O0OO0O0OO0O0OOOOOOOOOOOOOOOOOO

DIRECTION OO0OO0OO0OOUPODOOOOOOOODOOOOOOOOOMDOWNOOOOOOOOOOOO
O0000MANYOOODDOOOODODOOOOOOO0OO ANYD

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOOO0OOODOOOOOOOOOOOOOOOOOOD BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OO0OO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOOO0OOUOOO0OOO0OOOUOOOOOOOOODOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOOOOOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOOUODOOODOOODODOOODOOODOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO D OOODOOUOOOOOOOOOOOOOOOOO0OOoOoooooo
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O0o0Ooooooooo Noo

goooog

ACTIVATE TRIGGERO 107 00O O

ADD TRIGGERO 1230000

CREATE TRIGGER MEMORYO 1450 00
DESTROY TRIGGERO 1770000
DISABLE TRIGGERO 1970000

ENABLE TRIGGERO 2220 00O

SHOW TRIGGERO 3990 00O

ooooo

SET TRIGGER MEMORY
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SET TRIGGER MODULE

SET TRIGGER MODULE

00o0ooO0oooooo /0000

SET TRI GGER=trigger-id [ MODULE] [ nodul e-paraneters...] [AFTER=ti ne]
[ BEFORE=ti ne] [ {DATE=dat e|DAYS=day-!ist}] [ NAME=string] [REPEAT={YES|NO
ONCE|FOREVER|count }] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

module-parameters: 00 000000000000

time: 00 0Ohh:mmOO000hhO0 0002300 mm 00000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDOALLO OO OO
gobooobOooooboooboono

string: 00 001040000000000000000000O0OO0O

count: 0 00O 1042949672940

g0

coooooooooooboooooboobooooogo
goooog

TRIGGER 0OOOOOO

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOO0OOODOOOOOOOOOOODOOOOOOODO BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OOO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOOO0OOUOOO0OOO0OOOUOOOOOOOOODOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOOOOOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEOOOODODOUODOOODOOODOOOODOOOOOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO O OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo
O0ooooooooo Noo
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goooog

ACTIVATE TRIGGERO 107 00O O

ADD TRIGGERI 1230000

CREATE TRIGGER MODULEO 1470000
DESTROY TRIGGERO 1770000
DISABLE TRIGGERO 1970000

ENABLE TRIGGERO 2220 00O

SHOW TRIGGERO 3990000

ooooo

SET TRIGGER MODULE
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SET TRIGGER PERIODIC

SET TRIGGER PERIODIC

00o0ooO0oooooo /0000

SET TRI GGER=trigger-id [ PERI ODI C[ =mi nut es]] [AFTER=ti ne] [BEFORE=ti ne]
[ {DATE=dat e|DAYS=day- 1 i st}] [ NAME=string] [ REPEAT={YES|NOONCE|FOREVER|
count}] [ TEST={YES|NOONCOFF}]

trigger-id: 00 00 000101000

minutes: 00010143900

time: 00O 0Ohh:mmOO0OOO0hhO0O0023M mm OO 000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDOALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0OO0O

count: 0 00 1042949672940

g0

coooooooboooboooobobooon
goooog

TRIGGER 0OOOOOO

PERIODIC O00OO0OO0O0OO0O0O0OO0OOOOOOOO

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOO0OOODOOOOOOOOOOODOOOOOOODO BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OOO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME O0OO0O0OO0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOOOOOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOODODOOODOOODOOOODOOODOOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO O OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo
O0ooooooooo Noo
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goooog

ACTIVATE TRIGGERO 107 00O O

ADD TRIGGERI 1230000

CREATE TRIGGER PERIODICO 1500 0 0O O
DESTROY TRIGGERO 1770000
DISABLE TRIGGERO 1970000

ENABLE TRIGGERO 2220 00O

SHOW TRIGGERO 3990000

ooooo

SET TRIGGER PERIODIC
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SET TRIGGER REBOOT

SET TRIGGER REBOOT

00o0ooO0oooooo /0000

SET TRI GGER=tri gger-id [ REBOOT[ ={RESTART|CRASH|ALL}]] [ AFTER=ti ne]
[ BEFORE=t i ne] [ {DATE=dat e|DAYS=day-!ist}] [ NAME=string] [REPEAT={YES|NO
ONCE|FOREVER|count }] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 00O0Ohh:mmOO0OOO0hhO0O0023M mm OO 000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0OO0O

count: 0 00 1042949672940

g0

cooooooobooooooboooooooooon
goooog

TRIGGER OOOOOO

REBOOT 0000000000000 OOOOOOOOOOOOCRASHOOOOOOOOOOOOO
RESTARTOOOOOOOOOOOODOOOOODOOOOODOALLODOODOOOOOOOO

DATE 0000000000000 OO0OOO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOO0OOODOOOOOOOOOOODOOOOOOODO BEFORE
ooobooooboooooooooogoo

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOOOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOOUODOOODOOODODOOODOOODOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO D OOODOOUOOOOOOOOOOOOOOOOO0OOoOoooooo
O0ooooooooo Noo
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goooog

ACTIVATE TRIGGERO 107 00O O

ADD TRIGGERI 1230000

CREATE TRIGGER REBOOTO 152 00 00
DESTROY TRIGGERO 1770000
DISABLE TRIGGERO 1970000
ENABLE TRIGGERO 2220 00O

SHOW TRIGGERO 3990000

ooooo

SET TRIGGER REBOOT
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SET TRIGGER TIME

SET TRIGGER TIME

00o0ooO0oooooo /0000

SET TRI GGER=trigger-id [TINME[=tine]] [{DATE=date|DAYS=day-!i st}]
[ NAVE=st ring] [ REPEAT={YES|NOONCE|FOREVER|count}] [ TEST={YES|NOON|
OFF}]

trigger-id: 00 00 000101000

time: 00O0Ohh:mmOO0OOO0hhO0O0023M mm OO 000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 0O 00 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDOALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0OO0O

count: 0 00 1042949672940

00

coooooooboooboooobobooon
goooog

TRIGGER OOOOOO

TIME 0O00O0OO0OO0O0O0O0O0OOOO0O0OOO0OOO0O0OOOOO00OOOO0S0O0000000000000O0O
ooos500000000000000

DATE 0000000000000 OO0OOO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOOO0OOUOOO0OOO0OOOUOOOOOOOOODOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME O0OO0O0O0OOOSHOWTRIGGEROODOOOOOOOODOOOOODOOOOOOO

REPEAT 00000000O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOODODOOODOOODOOOODOOODOOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO O OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo
O0ooooooooo Noo

goooog

ACTIVATE TRIGGERO 107 00O O
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ADD TRIGGERO 1230000

CREATE TRIGGER TIMEO 1540 0 0
DESTROY TRIGGERO 1770000
DISABLE TRIGGERO 1970 00 O
ENABLE TRIGGERO 2220 00O
SHOW TRIGGERO 399000 O

ooooo
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SETTTY

SETTTY

00o0o00o0ooooo /000000000

SET TTY [HI STORY=0..99] [PAGE=4..99] [PROVPT={string|DEFAULT|OFF}]
[ TYPE={DUVB|VT100}]

string: 000101500 000000000000000000DD

00

00000 Telnet0ODOOODODOOOOO0ODOOOOOOOOOTTYOOODODOOOOODOOOOOOO
goooog

HISTORY 0OU0OOO0O0O0OO0OOO0OOO0OOOOOOOOOOOOOOO9UIDO0O0OODOOHISTORY
coobooooboooooooooooooobooooooooooooobooooooooogg
OOOOOOORESET ASYNHISTORY O OOOOOOOOOOOOO 300

PAGE 000 100000000409 000000000000000 200FFO000O0O0OOOO
ooooooooooooobooooogod

PROMPT 0O0OOOOOOOODEFAULTOOOOODOOOOODOOOOO

TYPE OU0OOO0O0OOO0OOOOOOOOOvVTIIO0OODOOOOOOOOOoOOvriecooooooooo
ooooooooobuMBOOOOOOOOOvVTIOOODOOOOOOOOOODOOOOOOOO
O0ooooooooooooo vriood

goooog

SET ASYNO 2530000
SHOW ASYNO 306 D OO0
SHOW TTYD 4040000
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SET USER

SET USER

00000000000 /000000000000

SET USER=/ ogi n- nane [ LOG N={TRUE|FAL SE|ON|OFF|YES|NO}]
[ DESCRI PTI ON=string] [ PASSWORD=passwor d] [ PRI VI LEGE={USER|MANAGER|
SECURI TYOFFI CER}] [ TELNET={YES|NO}]

SET USER [ LOG N={TRUE|FAL SE|ON|OFF|
YES|NO}] [LOG NFAI L=1..10] [LOCKOUTPD=0..30000] [ MANPWDFAI L=1. . 5]
[ SECUREDELAY=10. . 600] [ M NPWDLEN=1. . 23]

login-name: 00000010640 000000000000000000000O0OOOOOOO0O

string: 00001024000

password: 00000010320 0000000000000000000000000O00O0OOOOOOOOO0O
ooooobooood

g0

coooooooobooooboooboobooooooooomobooooobooboooobonboonn
cooooooooboobooooboobooooobooooooooobooom

goooog

USER 0000000000 OOOO0OO0O0OO0OOO0O0O0O0DOO0OO0DOO0DOO0OOO0OOOOOn
coooboooboobobodoobobooooooboooboboooboboooooooboooboooooag
ooo

LOGIN USEROOOOOOOO0DOOO0OOU0OOO0OO0O0OOO0ODOOO0OOO0OOOOoOoOoo
O00000OUSEROOOOOO0DOODOOO0OO0ODOO0O0OOO0OO0DO0O0O0O0DO0ODoOO0n USER
OoooooooOooLroGINODoDoooooooooo

DESCRIPTION OOOOOOOOOOOO

PASSWORD 0OO0OO0OO0OO0O0OO0O0O0O0O0OOOOOOOO

PRIVILEGE 0000000000000 USEROD O MANAGERISecurity Officell SECURITYOFFICERD
ooooogd

TELNET 0OO0OO0OO0OO TelnetOODOOODOODODOOO0ODOOODOODOOOD TELNETOODOOOODOO
ooooooooogd

LOGINFAIL 0O0OO0O0O00O0O0O0OO0O0O0OO0OO0O00DO0DO0S0000000000000 LOGINFAIL
O0o00o00o0oo0oo0oo0oo0o0o0oo0oooo0ooooo0ooo0ooOon LockouTPDO OO
O00O0TelnetOOODOOODOODOOOOODOO0OOOODOOD TelnetD OO LOCKOUTPD O
ooooogd

LOCKOUTPD LOGINFAILOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOOOOO
000000000 MmMTelnetOOO0OOO0OOO0O0OO0DOOODOOODOODOOOO TelnetDOOOOO
Ooooooooooeono
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SET USER

MANPWDFAIL 000000000 OOOADDUSEROOOOODELETEUSER OO OO OPURGE
USERO OOOOSET MANAGERASYNOOOOOSETUSEROOODOOODOOOOOOOOO
O0oooooooooooooooooo 30

SECUREDELAY OO0OO0O0OO0O0OO0O0O0OO0OOOOOOOOOOOOOOOeGOOO

MINPWDLEN 0OO0OO0O0O0OO0OO0O0O0OO

g
m000 secadmin0 00000000000

SET USER=secadmi n PASSWORD=newpass

m1000000000000000O00000OO0O0O0O0

SET USER M NPWDLEN=10

goooog

ADD USERO 1250000

DELETEUSERO 1710000

DISABLE SYSTEM SECURITY_MODEO 1950000
DISABLE USERI 198 00 O O

ENABLE SYSTEM SECURITY_MODED 220000 O
ENABLE USERO 2230000

PURGEUSERO 2390000

RESET USERO 2500 00 O

SHOW USERT 408 00 OO
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SHOW ALIAS

SHOW ALIAS

00000000000 /0000000000

SHOW ALI AS

g0

pooooooooooboooooon

gooooggoo

Manager > show ali as
Alias ....... I's
String .... showfile
Alias ....... nmv
String .... renane
goodoo

ADD ALIASO 1090000
DELETE ALIASO 1570000

ooooo
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SHOW ASYN

SHOW ASYN

00o00oo0oOoooo /000000

SHOW ASYN[ =asyn- nunber |ALL] [ SUMVARY]

asyn-number: 00000000000

00

ooooooooooooooooooTTYOOOOOODDOOOO
goooog

ASYN 0000000000000 0D0000O00000DO000O0000OTelnet00OO0OOOO0DOO
oooooooo0oooooooo T TTYODOOOOOODOOOOOODODOALLOOOOOO0O0O0O
O0o0oU0o0o0oo0o0oooooo0boo0bOuUSEROODO0OO0O0OoOoooooooooon
coooboooooooooooooooooobooooooooooooobooooooooogn
ooobooooobooobooooood

SUMMARY 0O0O000O0O0O0O0O0OO0OO00OOOOO0OOOOOOOOOOOOOOO

gooooggoo

Manager > show asyn
ASYN 0 : 0000002204 seconds Last change at: 0000000000 seconds
ASYN i nfornmati on
Name ............ ... ...... Asyn 0O
Status ... enabl ed
Mode . ........ ... Char
Data rate ................. 9600
Parity .................... none
Data bits ................. 8
Stop bits ........ ... ... ..., 1
Test node ................. no
In flow state (node) ...... on (Hardwar e)
Qut flow state (node) ..... on (Hardwar e)
Aut obaud node ............. di sabl ed
Max tx queue length ....... 16
TX queue length ........... 0
Transmt frane ............ none
RX queue length ........... 0
Control signals
DTR (out) ............... on on 1
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SHOW ASYN

RTS (out) ............... on - 1
CD (in) ....... .. ...... n/a ignore O
CTS (in) ............... on - 0
RNG (in) ............... n/a - -
TTY information
Instance .................. 16
Login Name ................ nanager
Description ............... Asyn 0
Secure ... yes
Connections to ............
Current connection ........ none
In flow state ............. on
Qut flow state ............ on
TYype . VT100
Service ....... .. none
Pronmpt .................... def aul t
Echo ......... .. ... ... ..... yes
Attention ................. br eak
Manager . ...........o.ooao.. yes
Edit mode ................. i nsert
Hi story length ............ 20
Page size ................. 22
Manager > show asyn sunmary
Asyn Nane Modul e Mbde Data Format Attn Secur Myr Service
000 Asyn O TSER  Char 9600, N,8,1 brk vyes yes -
Name oooo
Status O000O0O000enabled D00 disabled
Mode oo0ooooooo
Data rate oooo
Parity oooooog
Data bits l10000000000000000
Stop bits 1000000000000 00000d
Test mode Oooooooooo

In flow state (mode)

0000000 o0o0ooooooooooUonDUUofftOOnOonOOOOn
goooooooooooobooooboooboboddnone0o0ooon
O (IO hardware RTS/CTSI XON/XOFFO O OO OO

Out flow state (mode)

0000000000 00oO0oooogOin flow state0 000

Autobaud mode

ooooo

oooooooooooobooooooooooooooooobooooon
O00000Osearching OOOO0OODO0OO0OO0OO0OOfoundlOOOOOO

oooo
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SHOW ASYN

Max tx queue length

oooooooboooooooooobooooooobooboboooooooon
pobobooooooooboboooooooooooobooooooooon

Tx queue length

poooooooboooboooobooooon

Transmit frame

oooboooooboooboboooboodooooodidnoned

Rx queue length

cooobooooobobooodoooooooooooooooooogon
od

Control signals

coboboooobooboobobomoooooooobooogoobooooogd
oooooooooooooobTROCDOOOOOOOOOOOOOOO
ooooo

Instance O00o0ooooooo TTYODDODOOooDoooooooo
Login name goooobooobooobobooooboooboooboboo
Description ooooooo

Secure SECUREOOOOOOO

Connections to

oo0ooooooooo TTYOOOoDOoOOoOO

Current connection

oooooooooooo TTYOOoooooooooooooooooo
0 nonedd

In flow state

O0ooooooo TTYDOOOOOOOO0O0O

Out flow state

O0ooooooo TTYDOOOOOOOO0O0O

Type 000000dumbd VT1000

Service Oo0ooooo

Prompt 00 00 00 defaultOoffOloginOpassword OconfirmOencapsulationO0 O
goooobood

Echo 0000000000 yesdnod

Attention 0000000000000 noned breakd char(l

Manager 0000 MANAGEROUOUOOOOOOOOOOOOOyesdnoO

Edit mode 00 00 00?0 insertd overstrikeD

History length

ooooooooooooooooooooo 30

Page size loo00oooooo
0 29:
Asyn ooooo
Name oooo
Module djdoooooooooooboooooono
Mode ooooo

Data Format

poboooooobooobooooboooooooooobooooooooon

Attn

000000000000 -00 brkdd chrm

Secur SECUREDOOOODOOOODDOOOOOYyesOnod
Mgr 0000 MANAGER OO UOOOOOyesdnod
Service O0o0oooooooooooooooo
0 30: SUMMARYOOGOGOUO
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googod

RESET ASYNO 2420000

RESET ASYN COUNTERSO 2430000
RESET ASYN HISTORYO 2440000
SET ASYNO 2530000

SET MANAGER ASYNO 2740000
SETTTYO3020000

SHOW TTYD 4040000

ooooo
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SHOW ASYN COUNTER

SHOW ASYN COUNTER

00o00oo0oOoooo /000000

SHOW ASYN[ =asyn- nunber |[ALL] COUNTER[ ={DI AGNCSTI C|I NTERFACE|RS232}]

asyn-number: 00000000000

g0

oooooooooboooobooooood
USEROD O OOOO0OO0OO0OOoOooooooooooooo

goooog

ASYN 0O00O0OO00O0O0OO00OOO0OOO00OOUOOO0OOUOOOUOoOUOOALLOOOODO
o0ooU0o0o0oo0o0o0ooOooo0oo0bOOo0bouUSERDODO0OoO0OOooooooooon
cooboooooooooooooooooobooooooooooooobooooooooogg
cooooooood

COUNTER 000000000000 OOOOOOOOODOOODOOOOOODIAGNOSTICOOOO
O0ooooooo0oMIBOOOOOOOOODOOOOOOOODOOOOINTERFACEDOOO
Ooooo0oooooooMIBOOOOOODOOOORS232000000000RS-232MIBO
ooooogooon

gooooggoo

Manager > show asyn counter
ASYN 0: 3071 seconds Last change at: 0 seconds
RS-232 M B Counters
Recei ve:
ParityErrs 0
Fram ngErrs 0
OverrunErrs 0
Di agnosti c Counters
Recei ve: Transm t:
i nCharacters 1094 out Characters 41808
inBuffers 766 outBuffers 905
fcsErrors 0 dr oppedBuffers 0
pPppErrors 0 lostlnterrupts 0
slipErrors 0
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SHOW ASYN COUNTER

General :
di sconnects 0
ParityErrs goooboooooooobooobobooooboo
FramingErrs goooooooooooboooobooobobo
OverrunErrs goooooogobooobooboon
inCharacters oo0ooooooo
inBuffers goooboooooooobooobobooooboo
fcsErrors FCSOOOOODODOODOOO
pppErrors ooooo
slipErrors ooooo
outCharacters oo0ooooooo
outBuffers goooooooobooobooboobobooboo
droppedBuffers goooooogobooobooboobboboboooboo
disconnects oo0oono

0 31:

goodoo
RESET ASYNO 2420000
RESET ASYN COUNTERSO 2430000
RESET ASYN HISTORYD 2440000
SET ASYNO 2530000
SET MANAGER ASYNO 2740000
SETTTYD3020000
SHOW TTYD 4040000
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SHOW ASYN HISTORY

SHOW ASYN HISTORY

00o00oo0oOoooo /000000

SHOW ASYN[ =asyn- nunber |ALL] H STORY

asyn-number: 00000000000

g0

ooooooooboooooooooood

0000000000 Entercommand number0 0 0000000000000 0OO0OO0ODOOOO
OO0O0OEner0 0000000000000 OO0DODOOO0DODO0O0O00O0O000000000O0 Enterd
cooooooooooooogo

goooog

ASYN 0O00O0OO0O0O0O0OO00OOO0OOO00OOUOOO0OOUOOOUOoOUOOALLOOOODO
ooooU0o0o0oo0o0oo0ooOooo0oOo0boOo0bouUSERDODO0OoO0oOooooooooon
cooboooooooooooooooooobooooooooooooobooooooooogg
cooooooood

goooog

RESET ASYNO 2420000

RESET ASYN COUNTERSO 2430000
RESET ASYN HISTORYO 2440000
SET ASYNO 2530000

SET MANAGER ASYNO 2740000
SETTTYD3020000

SHOW TTYD 4040000
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SHOW BUFFER

SHOW BUFFER

00o0ooO0oooooo /0000

SHOW BUFFER

g0

coooooooooooboooooboobooooogo

gooooggoo

Buf fer |evel

Buf fer |evel 3
Buf fer level 2

Manager > show buffer

Memory ( DRAM ) .......... 131072 kB
Free Menory .............. 40 %
Free fast buffers ........ 0

Total fast buffers ....... 0

Free buffers ............. 26741
Total buffers ............ 61337

........... 125 (don't process input franes)
........... 250 (don’t do nonitor or command out put)
........... 500 (don’t buffer up | og nessages)

Memory ( DRAM
)

Ooooooo DRAMOOOODOOOO

Free Memory

DRAMOOOOOO0OOO%O

Free fast buffer

oooooooooooOooooooooooooUooooUUooooO
O0000OOFree buffers0000000000OO0

Total fast buffer

ooooooooooooooooooooo0oo0ooodObDRAMODOOOO
ooboooooobooobooooboooooooooooooobooooogd
ooboooooobooobooooboooooooooooooobooooogd
ooboooooobooobooooboooooooooooooobooooogd
000000000000000000TTotal fast buffer0 00000

Free buffers

ooooooooooooon

Total Free buffers

cooooooooooo

Buffer level n

oobobooooooooboooobooooooooboobooooobooooogd
cooooooooooooboogo

ooooo

0 32

CentreCOM 98000000 ODDOOOOOODOO 2.6
J613-M6933-01 Rev.G

313



SHOW CFLASH

SHOW CFLASH

00000000000 /0000000000000

SHOW CFLASH

g0

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooo

gooooggoo

Manager > show cfl ash

Conpact Fl ash

Current Directory: \

Nunmber of files .................. 8
Nunber of directories ............ 10
Bytes used ............ ... ... ..... 2842

Card Information:

Hardware detected ............... Yes

Serial Number.................... SST41202030000001318

Size .. 125056 KB

Used ..ot 14514 KB ( 31 files)

Free ... ... . . .. .. . .. 110542 KB

A obal State .................... None
Current Directory ooooooooooo
Number of files 000oo0oOooooooooooooonoon
Number of directories O000O00ooOoOooooooooooooooon
Bytes used 0000oO0bOooooooooooooooooooooog
Card InformationC 000 O 000000O0o0ooooooooooooooooa
Hardware detected 0000000000 o00o00oooooooooooooooog

00000000 YesOOOOOOOOOOOOOODODOODOOOO
000000000 Yes(nvalidOCOOOOODOOOODOOO NoO
ooooo
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SHOW CFLASH

Serial Number ooooooooooooobooooogod

Size oooooooooooooooo

Used coooboooobooooooooobooooooooon

Free oooobooooobooobooooood

Global State 00000000000000000000000O0ONonedReadingd

WritingO Loadingd TestingO Erasing O 0 O

0 33:
ooooon
SET CFLASH DIRO 256 0O OO
SHOW CFLASH FILEO 3170000
ooooo CentreCOM 98000 000 O0O0O0O0OO0OOO 2.6 315

J613-M6933-01 Rev.G



SHOW CFLASH COUNTERS

SHOW CFLASH COUNTERS

00000000000 /0000000000000

SHOW CFLASH COUNTERS

g0

ooooooooooobooooooboooooooood

gooooggoo

Manager > show cflash counters
Conpact Flash Counters

Sucessful operations ................. 9

Read Errors ...........ciiiiuini. . 0

Wite Errors ......... . 0

Bad Clusters ........... ... ... 0

Inconplete Custers .................. 0

Hardware Errors ...................... 0

FAT entries not found ................ 0

Sectors out of range ................. 0

Qperations retried ................... 0
Sucessful operations ooooooooooo
Read Errors oooooooooo
Write Errors oooooooooo
Bad Clusters oooooooon
Incomplete Clusters Ooooooooooooooo
Hardware Errors O00o000o0ooooooooooooooooooon
FAT entries not found FATOOOOOOOOOOOOOoOoooOo
Sectors out of range O00o0oo0oooooooooooooooon
Operations retried oooooooooo

0 34:

ogoooon

SHOW CFLASHO 3140000
SHOW CFLASH FILEO 3170000

316 | CentreCOM 98000000 DOOODDOOOOO 2.6 gooogd
J613-M6933-01 Rev.G



SHOW CFLASH FILE

SHOW CFLASH FILE

00000000000 /0000000000000

SHOW CFLASH FI LE

g0

coooboboooooooobooooooooooooobooooooooooooooboooooooog

gooooggoo

Manager

Nare Attr
DOTDI R 2 ----d--
DOTDI R 1 ----d--
VWH TEI " 1 ----d--
SPACEI " 1TXT ----- a-
OVER16™ 1TXT ----- a-
APPLED 1 ----d--
DRSS TXT ----- a-
Bl NARY ----d--
S- FORVAT ----d--
ATAR'1 TXT ----- a-
JOGEFOGEDI R ----d- -
A DR ----d--
VERYVE 1TXT ----- a-
SHORT  TXT ----- a-
LONGLO 1 ----d--
JOGEFOGE ----d--
CF CFG ----- a-
JOGERI "OTXT ----- a-
SYSTEM TXT r-s--a-
NOATTR TXT -------
ARCHI VE TXT ----- a-
H DDEN TXT -h---a-
READONLYTXT r----a-

> show cflash file

6279
6279
6279
6279
6279

Cl uster

226
224
223
222
221
220
219

34
27
20
13

Sect or

Cr eat ed

19- Aug- 2003:
19- Aug- 2003:
19- Aug- 2003:
19- Aug- 2003:
19- Aug- 2003:
19- Aug- 2003:
19- Aug- 2003:
18- Aug- 2003:
18- Aug- 2003:
19- Aug- 2003:
19- Aug- 2003:
19- Aug- 2003:
19- Aug- 2003:
19- Aug- 2003:
19- Aug- 2003:
19- Aug- 2003:
18- Aug- 2003:
18- Aug- 2003:
22- Aug- 2003:
22- Aug- 2003:
22- Aug- 2003:
22- Aug- 2003:
22- Aug- 2003:

. 176
.19
. 114
. 114
. 84
. 116

. 103
.61
. 178
. 69
.12
.12
.91
. 198

. 125
. 68
.62
.62
. 150

ooooo
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SHOW CFLASH FILE

Name FATOOOOOO83O0OMoUoOoooooooooooooooooooo
oooooo.ocooooooon
Attr FATOOOMOODOOODODmMhoOoOOO000D MO oooooooomddon

cobobo0madboooboooooboobobooooboooooooooobooon
00000000o0ooo-0000000oO00o0ooO0oooooodooo
oobooooooboooboogooood
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SHOW CFLASH FILE

Size gooooooooooa
Cluster gooooooooooooa
Sector gooooooooooooa
Created oooooooo

0 35:
goooono

SHOW CFLASHO 3140000

ooooo
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SHOW CONFIG

SHOW CONFIG

00000000000 /0000000000

SHOW CONFI G [ DYNAM ([ =npdul e- nane] ]

module-name: DO 0000

g0

ooooU0ooUoooUoooooOooobYNAMICOOOOOOOOOOOOOOODOOOOOOOO
cooooooooboooboooooboooobooooogog

goooog

DYNAMIC OOO0OOOOOOOOOOOOOOODOOOODOO0OOOOOOOODODODODOOOODOO
SHOW CONFIG DYNAMIC=IPO D OO0 OO0O0O0oO0oooooooooooon

gooooggoo

Manager > show config

Boot configuration file: kanashio.cfg (exists)
Current configuration: |3test.cfg

Manager > show confi g dynam c=vl an

#

# VLAN general configuration

#

create vl an="j oge" vid=10

add vl an="j oge" port=1-10
create vl an="j ogef oge" vi d=3000
add vl an="j ogef oge" port=20-24

#
# VLANRELAY configuration
#

Boot configuration file googoboooboboobobobooobooboobooobooboboom
00000000000 00o00oooo0gdmNotsetDDoooon
Current Configuration 0000000000000 OO0OO0O0OOOOO

0 36:
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googod

CREATE CONFIGD 1330 000
RESTARTO 2510000
SET CONFIGO 258 0 00 O

ooooo
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SHOW CPU

SHOW CPU

00o0ooO0oooooo /0000

SHOW CPU

g0

cPuOOOOOOOOOOO

gooooggoo

Manager > show cpu

CPU Uilisation ( as a percentage )

Maxi mum si nce router restarted ..... 53

Maxi mum over last 5 minutes ........ 22

Average since router restarted ..... 0

Average over last 5 mnutes ........ 0

Average over last mnute ........... 1

Aver age over last 10 seconds ....... 0

Average over last second ........... 12

Maximum since router restarted ooooo

Maximum over last 5 minutes oos500000000
Average since router restarted ooooo

Average over last 5 minutes oos500000000
Average over last minute O0l00000000
Average over last 10 seconds o0 l1000000000
Average over last second O0l00000000

0 37:
ogoooon

SHOW BUFFERO 3130000
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SHOW DEBUG

SHOW DEBUG

00o0ooO0oooooo /0000

SHOW DEBUG [ STACK]

g0

pcooooooooooo

goooog

STACK 0O0O0O00O0oO0oOoOooOooooooooooooon

goooog

SHOW EXCEPTIONO 3290000
SHOW LOGO 3510000

SHOW STARTUPLO 3920 00O
SHOW SYSTEMO 3930 00O

goooo CentreCOM 98000000 ODDOOOOOODOO 2.6
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SHOW ENCO

SHOW ENCO

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

SHOW ENCO

g0

OUOOENCOOOUOOODOOODOOOOOOoOoooo

gooooggoo

SecOfFf > show enco

ENCO Modul e Confi guration

Hardware ......... .. . ... i FALSE
Lowest valid channel ................... 1

Hi ghest valid channel .................. 2047
Conpression Statistics Enabled ......... FALSE
Diffie Hellman Priority ................ HI GH

SW Processes avail abl e
DES - DES Encryption for SSH
RSA - RSA Encryption
DH - Diffie Hellman
HVAC - Message Di gest

goooog

SHOW ENCO COUNTERSO 3250 00 O
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SHOW ENCO COUNTERS

SHOW ENCO COUNTERS

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

SHOW ENCO COUNTERS={DES|RSA}

g0

OOOENCOOOUOOOOOOUOOUOOoUooooooo

goooog

COUNTERS 0O0O0O00O0O0OOOOOOOOOODESODRSAOOOOOOO

gooooggoo

Manager > show enco counters=des

ENCO Process DES/ 3DES Counters:

confi gGood 9
confi gNoResour ce 0
badBuf f er 0
badLengt h 0
desJobs 645
3Desl nner Jobs 0
noHi st Jobs 0
badDesType 0
unknownJob 0
reset 0
comMi t Ti meQut 0
dat aQut Wai t Ti meQut 0
goodDecr ypt 310
badDecr ypt 0
Manager > show enco counters=rsa
ENCO Process RSA Counters:
goodPubl i cEncr ypt 0
goodPri vat eDecr ypt 18
goodPri vat eEncrypt 0
goodPubl i cDecr ypt 0

ooooo

confi gBad
confi gNot SSH
badAl i gn

nohi story
3Des2KeyJobs
d3DesCut er Jobs
desMacJobs
badJobType

error
conf Not Des
dat al nnWai t Ti meCQut

goodEncr ypt
badEncr ypt

badPubl i cEncrypt
badPri vat eDecr ypt
badPri vat eEncr ypt
badPubl i cDecrypt

O OO O oo oo

o o

335
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goodGener at eKey 2 badGener at eKey 0
badDat aLengt h 0 badKey 0
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SHOW ENCO KEY

SHOW ENCO KEY

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

SHOW ENCO KEY[ =key- i d]

key-id: 0 0 0 000 655350

g0

oooooooooo

goooog
KEY 00O00O00O0O0OO00O0OO0OO0O00OO0000O000000O0000O00O0000000OO000DO0O0

O0o0o0o0o0oo0oo0ooo0o00oU00oU00oUOENCOODOODOOODOODOOOOOOODOOOO
oooo

gooooggon

SecO'f > show enco key

ID Type Lengt h Di gest Descri ption Mod 1P
1 RSA-PRI VATE 1024 B18DFD5D My host _key - -
2 RSA-PRIVATE 768 E61EOF25 My server _key - -

101 RSA-PUBLIC 1024 4F7418F8 - - -

SecO'f > show enco key=1

1024

0x010001

0x961c0dc80c8728b6e48f a2362b6ac0b59ba569e28112bedc3e260bb359e0b651
2bdd539a5572529f 6aa190984f abcdb3f 19d6b9068e88f 86a41ee810ed499555
223025288091ebbe959596542235a5446a99600d969d9a3e9ec777f 726a0d4ae
8bf 542d7f 38ae249c¢898c5471ch59addc66f 79294494d39821828d9e2d647f d9

| P Address:
ID ooo
Type O00000RSA-PRIVATED RSA O OO MMRSA-PUBLICORSACODOOOOO
oad
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SHOW ENCO KEY

Length RSAOOOOODOOOO
Digest 0o0ooOoooooooooooa
Description O0OOO0OOCREATE ENCO KEY O OO OO DESCRIPTIONOOOOOOO
Mod ooooad
IP ooooad
0 38:
ooooon
CREATEENCOKEYO 1340000
DESTROY ENCO KEYO 1730000
SETENCOKEYO 26000 00O
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SHOW EXCEPTION

SHOW EXCEPTION

00o0ooO0oooooo /0000

SHOW EXCEPTI ON

g0

pcooooooooooo

gooooggoo

Manager > show exception
Spurious interrupts =0

Swi tch exception |ist

O fset/Type : $1100/ Exception

Ti me : 18:50:18 on 10-Jul -2001

Addr ess : $000b800c
Clock Log : 18:50: 17 on 10-Jul -2001

ooooo
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SHOW FEATURE

SHOW FEATURE

00o00oo0oOoooo /000000

SHOW FEATURE[ ={f eat ur enane|i ndex }]

featurename: 00 0000001012000
index 000000000100

g0

oooooooooboooobooooood
goooog

FEATURE 0OUOO0OO0OOOOOOO SHOWFEATUREOOOOOOOOOOOOOOOOOOOOOOO
cooboooooooooooooooooobooooooooooooobooooooooogg

gooooggon

Manager > show feature

The Speci al Feature Licences:

I ndex Feat ur eNane Li cence Peri od

The current valid features :

Secure Shell

FI REWALL

Index googoooooboobboboboon

FeatureName ooooooo

Licence O0000000MMFUIDOOOOO0O0 DO password incorrectd
goooooooooobobooobooboo

Period gooooooobooooboobooobooob-o

The current valid features OO00O0OO0O0O0OO00COCOOOOOO

0 39:
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googod

DISABLE FEATURED 1790 00O
ENABLE FEATURED 204 0 00O O
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SHOW FFILE

SHOW FFILE

00000000000 /0000000000000

SHOW FFI LE[ =fi | enane] [ CHECK]

filename: DO 00O Ofilenameext D OO0 00000000000 OOO

g0

Oo0o0ooo0ooooUoOoorFSO0O0O00OUOOUOoooUooooUooooUooooUoOoo
goooog

FFILE ODO0O000O0O0000OO0O000OOO00000OO0000O0O000O0O0O00O00O0O0O0O00ODOO
oooooooooooole3fooiooooUiooooOoooos3nooooooooon
CHECK OO0O0OO00OOoOoooooOoooooo

gooooggoo

Manager > show ffile
dev creator nane type si ze file date & tinme address check
flash inst feature lic 78 22-Cct-2002 15:08:23 7077D104 -
flash inst rel ease lic 64 22-Cct-2002 15:05:21 70773D74 -
flash | oad tenp cfg 1810 21-Cct-2002 13:37:51 70544B00 -
flash | oad Il ongnane | fn 60 21-Cct-2002 12:15:51 70544A84 -
flash | oad sb244-02 paz 57728 05- Nov-2002 16:11:46 70C96814 -
flash 1 oad sb-244 rez 2288352 22-Cct-2002 15:04:54 70545254 -
flash | oad 24401d1 scp 2735 28-Cct-2002 17:28:55 70C95D24 -
flash use:

files ..... 4968852 bytes (7 files)

gar bage ... 0 bytes

free ...... 10759788 byt es

total ..... 15728640 bytes
dev Oo0o0ooooooooooooon
creator oo0ooooooooooooon
name odooodUoooU0omouooole3ddiooooooouoooooon

0830Uooooooo
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SHOW FFILE

type gooogooooooo
size gooogooooooo
file date & time 00000000
address O00o0oo0ooooooleonon
check O00O0U00O0OUO0UOOCHECKOUOOODOoOoooooooooooo
files gobooboogoboooobooobboo
garbage gobooobooobobooboboooobooobooooo
free goboogbooooooooo
total goboobooobooooo
0 40:
goodoo

DELETEFFILED 1590 00O
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SHOW FILE

SHOW FILE

00000000000 /0000000000000

SHOW FI LE[ =fi | enane]

filename: 0O 0O O O O O [device:]filename.ext DO 0O Odevice:O O OO flash.oOoDOoOoOooOOoOoO0oO0oOoOoOooOOO
ogo

g0

cdoooooooooooooooooooobooooooooooooboooooogon
goooog

FILE OO0O0OO0O000O0O00O000000O00O0000OO000DOO00OO00ODOOO0DOOO0bOO
coobooooboooooooooooooobooooooooooooobooooooooogn
coobooooboooooooooooooobooooooooooooobooooooooogn
coobooooboooooooooooooobooooooooooooobooooooooogn
ooooooooO0oooooOooo0o0oo0o0ooooOooOo 8ooooUooooUoon
0000000000oooooOooooo longnamelf n000000000000O016.300000
oooOo83fooUooooooooon

gooooggoo

Manager > show file
Fi | enanme Devi ce Si ze Creat ed Locks
feature.lic flash 78 22-Cct-2002 15:08: 23 0
I ongnane. | fn fl ash 60 21-Cct-2002 12:15:51 0
release.lic flash 64 22-Cct-2002 15:05: 21 0
sb-244.rez flash 2288352 22-Cct-2002 15:04:54 0
sb244-02. paz flash 57728 05- Nov- 2002 16:11: 46 0
tenp.cfg flash 1810 21-Cct-2002 13:37:51 0
udnt. cfg flash 1029 12- Nov- 2002 07:59: 05 0
udnat . cfg flash 2614 08- Nov- 2002 08: 23: 55 0
config.ins nvs 32 12- Nov- 2002 07:59: 07 0
gui .ins nvs 64 22-Cct-2002 15:06: 43 0
random r nd nvs 3904 22-Cct-2002 10: 25: 36 0
Conpact Flash Current Directory is: \
archi ve. t xt cf 6279 22- Aug- 2003 11:28: 24 0
hi dden. t xt cf 6279 22- Aug- 2003 11: 28: 24 0
noattr.txt cf 6279 22- Aug- 2003 11: 28: 46 0
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SHOW FILE

readonl y. t xt cf 6279 22- Aug- 2003 11:28:10 0
sub\ cf <dir> 21- Aug- 2003 07:37: 16 0
systemt xt cf 6279 22- Aug- 2003 11:31:48 0

Manager > show fil e=longnane.|fn

short filenane device long filenane created si ze check
access™ 0. txt flash accesslist.txt 10: 55: 54 34 0
veryl o™ 0. cfg fl ash veryl ongfil enane. cfg 10: 48: 14 44 0
Filename ooooo
Device O000ooooooooooooodflashOnvsOcfOO OO0
Size oo0oooooooooo
Created oooooooo
0 41:
o

e 000000o0ooooooooooon

SHOW FI LE

s(00000000booooooooobooooboooobooooooooon

SHOW FI LE=cf: *. *

m000000.cfg0OO000n

SHOW FI LE=*. cf g

m 000000 ipcfg00O0O0nn

SHOW FI LE=i p. cfg

000001630 0000000083000000000O0

SHOW FI LE=l ongnane. | fn

goooog
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DELETEFILED 1600000
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SHOW FLASH

SHOW FLASH

00000000000 /0000000000000

SHOW FLASH

g0

O0o0oo0o0oooooOFFSO0OOO0OOooOoooon

gooooggoo

Manager > show fl ash

FFS i nfo:

gl obal operation ...... none
conpaction count ...... 3

est conpaction tinme ... 190 seconds

files ... ... ... ... ... 4968852 byt es
garbage ............... 0 bytes
free ...... ... .. ... ..., 10628716 bytes
required free block ... 131072 bytes
total ................. 15728640 bytes

di agnosti c counters:

event successes failures
get 0 0
open 0 0
read 2975 0
cl ose 19 0
conpl ete 7 0
wite 160828 0
create 7 0
put 1 0
del ete 0 0
check 9 0
erase 38 0
conpact 1 0
verify 0 0

(7 files)

global operation
verifyingO 000 0O

0000000000000 000noned restartingl erasingd compactingd

compaction count

ooooo

ooooooooooooboogo
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SHOW FLASH

est compaction time

oooooooooooooooooboooo

files goooooooooooo
garbage gooooooooooooooooa
free ooooo

required free block

ooooooooodod

total

ooooooooo

diagnostic counters

OO0 FFSODO0OO0O0ODOODOO/0000

goooog

0 42:

ACTIVATE FLASH COMPACTIONO 1050000
SHOW FLASH PHYSICALO 3390000
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SHOW FLASH PHYSICAL

SHOW FLASH PHYSICAL

00000000000 /0000000000000

SHOW FLASH PHYSI CAL

g0

oooooooooboooobooooood

gooooggoo

Manager > show fl ash physi cal

device type ........... unknown

devices ............... 1

location .............. built in

progranmmi ng power ..... of f

bl ock erase tine ...... 1000 m | liseconds

total erase blocks .... 120

erase block size ...... 128 kBytes

erase bit state ....... 1

page buffers .......... 1

size of page buffer ... 32 bytes

total size oooo

device type oo0oooooooooono
devices oooooooooog
location O0000000000000Mm SIMM stickd O O built inO

programming power

00000oO0oo0ooooOdOonO off

block erase time

oooooooooooo

total erase blocks oooooon

erase block size Ooo00oooooooooo
erase bit state oooooooo

page buffers ooooooooo

size of page buffer

oooooooooooooogd

0 43:
ooooon
SHOW FLASHO 3370000
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SHOW HTTP SERVER

SHOW HTTP SERVER

00o0ooO0oooooo /0000

SHOW HTTP SERVER

g0

HTTPOOOOOOODOOOOOOO0OO0OO0OO00OO0O0O0O0DO0O0OO0

gooooggoo

Manager > show http server
HTTP Server
Status ... Enabl ed
SSL Security ........ ... . ... OFF
SSL KeY ID oo -
Port ... 80
Listen port ....... ... . ... ... Open
Sessions opened ......... .. ... .. ... 77
Sessions closed ....................... 76
Received requests ..................... 1324
Unknown requests ................0...... 0
Transmitted replies ................... 1323
Aborted replies .......... ... ... ...... 0
Transmitted replies on bad session .... 1
Aut hori sation successes ............... 1317
Aut horisation failures ................ 7
Status HTTPO OO O OO OO Enabled OO0 Disabled
SSL Security ooooo
SSL Key ID ooooo
Port ooooo
Listen port ooooo
Sessions opened ooooo
Sessions closed ooooo
Received requests ooooo
Unknown requests ooooo
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SHOW HTTP SERVER

Transmitted replies ooooo

Aborted replies ooooo

Transmitted replies on bad session ooooo

Authorisation successes oooo0o

Authorisation failures oooo0o
0 44:

goooog

DISABLE HTTP SERVERO 180 0 0O [
ENABLE HTTP SERVERO 2050 0 0O

ooooo
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SHOW INSTALL

SHOW INSTALL

00o00oo0oOoooo /000000

SHOW | NSTALL

g0

cooooooooooooooooocooooboooo

gooooggoo

Manager > show install

I nstall Rel ease Pat ch U
Tenporary - - -
Preferred flash:sh-251.rez flash: sh251-13. paz -
Def aul t EPROM (86-1. 0. 4) - -

Current install

Preferred flash:sh-251.rez flash: sh251-13. paz -

Install history

No Tenporary rel ease sel ected

Preferred rel ease sel ected

Preferred patch sel ected

Preferred rel ease successfully installed
Preferred patch successfully installed

Install 0000000000 Temporaryd Preferredd Default 0 00 O 0O
Release oooooooo
Patch goooood
GUI gooog
Current install Oooooooooooo
Install history D000 INSTALLOOOOOOOOOO
0 45:
goodoo
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DELETE INSTALLO 1610000
SET INSTALLO 2620000
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SHOW INTERFACE

SHOW INTERFACE

000o0oOooooog /ZSNMP

SHOW | NTERFACE[ ={i fi ndex|i nt er face}] [ COUNTERS]

ifindex: 000000000 O0COOOOOMIBO iflndexd
interface: J 00000000

g0

ooooooooMIBOODODOOOOOO
goooog

INTERFACE 0OOO0DO0OO0O0ODO ifindexO000D000D00000O0O0O0OOIfindexOOODOOOO
goooooooOooOoOoODbODOO0OO0OO0ODOODOODDODOOOODDO0OOO0O0OpPOItXmMmXO
O0D0D0O0@MVLANDOODOOODODOUDDODOOOoOoOooOooOvianXo X O VLAN IDOOO
coobooooboooooooooooooobooooooooooooobooooooooogg
coooooooooooooooo

COUNTERS 00000000 O0O0OO0OOOO0OOODOOODOOOOOOOOOVLANDOOOOOO
ooooooooooocPUOOOOOOOOODOODOOOOOO

gooooggoo

Manager > show interface

Interfaces sysUpTi ne: 00:12: 58

Dynami cLi nkTraps. .. .. Di sabl ed

TrapLimt............ 20

Nurmber of unencrypted PPP/FR links..... 0

iflndex Interface i f Adm nSt at us i f Oper St at us i f Last Change

1 portl Up Down 00: 00: 00

2 port2 Down Down 00: 12: 17

3 port3 Up Down 00: 00: 00

4 port4 Up Down 00: 00: 00

5 port5s Up Up 00: 00: 03

6 port6 Up Down 00: 00: 00

7 port?7 Up Down 00: 00: 00

8 port8 Up Down 00: 00: 00

9 port9 Up Up 00: 00: 04
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SHOW INTERFACE

10 port 10 Up Down 00: 00: 00
11 portll Up Down 00: 00: 00
12 port 12 Up Down 00: 00: 00
13 port 13 Up Down 00: 00: 00
14 port 14 Up Down 00: 00: 00
15 port 15 Up Down 00: 00: 00
16 port 16 Up Down 00: 00: 00
17 vl anl Up Down 00: 04: 50
18 vl an100 Up Up 00: 04: 22
19 vl anl0 Up Down 00:12: 17
20 vl an20 Up Up 00: 04: 50

Interface.................. port9
iflndex.................. 9
PFMIU .. 1500
ifSpeed.................. 10000000
ifAdminStatus............ Up
ifQperStatus............. Up
i fLi nkUpDownTr apEnabl e. .. Di sabl ed
TrapLimt................ 20

Interface Counters

iflnCctets ................. 708051 ifQutQctets ................ 564645
iflnUcastPkts ................ 6156 ifQutUcastPkts ............... 5963
iflnNUcastPkts ................ 555 ifQutNUcastPkts ................. 0
iflnErrorCctets ................. 0 ifQutErrorOctets ................ 0

sysUpTime Oooooooooooo

DynamicLinkTraps ooooo

TrapLimit ooooo

ifindex 0000000000000 0000000iflndexO

Interface ooooooooo

ifAdminStatus 0000000000000 000000 M UplD DownlID Testingd O O

goo
ifOperStatus 0000000000000 000 MM Upo Downdd TestingD OO OO0
ifLastChange 0000000000000 000000000000 sysUptimeO O

046:000000000000
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Interface ooooooooo

ifiIndex 0000000000000 oOooooogifindexd
ifMTU ooooooooooooooooMTUOOOOOOOOOODODOO
ooooogo
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SHOW INTERFACE

ifSpeed

ooooogooooooooboooo

ifAdminStatus

0000000000000000000 M UpOn Downdd Testingd
ooooo

ifOperStatus

0000000000000 000 MM Updd DownI1l Testing
O UnknownID Dormant0 00 OO0

ifLinkUpDownTrapEnable

0ooooooooo/00

TrapLimit

100000000000 00000000

Interface Counters

ooooooooooooboooboooooon

ifInOctets

oooooooo

ifiInUcastPkts

ooooooooooooon

ifinNUCcastPkts

ooooooooooooon

ifinDiscards O00000o0oooooo

ifInErrors 0000000000

ifUnknownProtos goooooooooboboobobobbobbbobboooooogoouooo
googod

ifOutOctets goooooboog

ifOutUcastPkts gobooobobobobooon

ifOutNUcastPkts goboogboboobobooooo

ifOutDiscards goboobooboboboo

ifOutErrors gobooboboboboooboboooboooooboo

047:00000000000
Interface o0ooooooo
ifInOctets O0o0o0oon

ifiInUcastPkts

oobooogooooooon

ifinNUCcastPkts

ooooooooooooon

ifinDiscards O0o0o0oooooooo
ifiInErrors goobobobooooooboooooo
ifUnknownProtos goboboboboobooooboobooooooobooboobboobuoo
ifOutOctets gooooobooo
ifOutUcastPkts gobooboooboboboooo
ifOutNUcastPkts goobobobobobooooo
ifOutDiscards goboboobobooboboo
ifOutErrors gobobobobobboooboboooboooobooboo
0 48: COUNTERSO OO OO
gooooon

VLANOOOOODOODOOODODOOOoOooOooifOperStatus00 0000000 100000000000

O000UpM@lOooOoOoO0OoooOoOoooooddbDownDOOOO
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SHOW INTERFACE

goooog

DISABLE INTERFACE LINKTRAPO 181 00 00O
ENABLE INTERFACE LINKTRAPO 206 D O OO
RESET INTERFACE COUNTERSO 2470000
SET INTERFACE TRAPLIMITO 2630000
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SHOW LOADER

SHOW LOADER

00000000000 /0000000000000

SHOW LOADER

g0

LOADEROOOIOOOOODOOOOOOOOOOOODOOOOODOOODOOOOOOOoOOO

gooooggoo

Manager > show | oader

Loader Information

Def aul ts:
Method ............. TFTP
File ............... -
Server ............. -
HTTP Proxy ......... -
Proxy Port ......... Default ( 80 )
Asyn ... ... -
Destination ........ Fl ash
Delay (sec) ........ 0

Last Load:
Method ............. -
File ............... -
Destination ........ -
Delay (sec) ........ 0
Status ............. Idle
Last Message ....... -

Defaults LOADOOOOOUPLOADOOOOOOOOOOO

Current Load oobooboooooboooooooooooooooo

Last Load oobooboooooboooooooooooooooo

Method O0o0O0o0oOoTFTPO HTTPO WEBD WWWIM ZMODEM OO OO O
File ooooogooon

Server Ooooo IPOOODOOOOODOOOOTFTPOOO HTTPOODOOOOODO
HTTP Proxy HTTPOOOOOO IPOOOOOOOOOOOOMETHOD=HTTPOOOOO

cooooooood
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SHOW LOADER

Proxy Port HTTPOOOOOO TCPOOOOOOMETHOD=HTTPOOOOOOOOOO
googod

Asyn 0000000 uoMETHOD=ZMODEMOOOOOOOO

Destination O000000000000FLASHO NVS

Delay gobogoooboogooooobooobbobobooboobobooonoo

Status LOADERDO O OO OO ODOO IdleOWaitingOLoadinglLoad Completel]Load

Aborted 00000 0OSHOW LOADER OO OO O OLoad Completed O 0O O
OLoad AbortedD 0 OO0 DO0OO0OO0OOOOO SHOW LOADEROOOOODOO
StatusO O Idled 0 OO

Load Level O00000000000%MStatus LoadingOD O OO OooOOOnO

Last Message gooobooooooobbooodbbooodgbbDbooogbbo
OLoadingD O O-0000000O

0 49:
ooooon
LOADO 2290000
SET LOADERO 26400 00O
UPLOADDO4180 000
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SHOW LOG

SHOW LOG

00ooooOoooooo /00

SHOW LOJ =out put -i d] [ DATE=[ op] dat e] [ DEVI CE=[ op] devi ce]
[FILE=[ op] fil enane] [FULL] [ MASK=ipadd] [ MODULE=[ op] nodul e-id] [ MSGONLY]
[ MSGTEXT=[ op] string] [ORI G N=i padd] [ REFERENCE=[ op] stri ng]
[ REVERSE[ =count]] [ SEVERI TY=[ op] severity] [SOURCELI NE=[ op]!| i ne-nuni
[ SUBTYPE=[ op] subtype-id] [TAIL[=count]] [TINMe=[op]tine]
[ TYPE=[ op] t ype-id] [ZONE={ti ne-zone|utc- of fset}]

output-id: 00O 00O 1DO 10200

op: 00000 M<MDO0NDDOD>MO00IDNMDOD0O000 DD MOD0OOD%MO 000000000
date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
device: DO OOOO

filename: 00 0O 0001012000

ipadd: IPOO0O0O0O0OOOOOOO

string: 00O

module-id: 0000000000000 OOODOOO2550

count: 0 00O 100

severity: 0000000070

line-num: 0000100

subtype-id: D0 0O0O0O0OO0O0OO0OOOOOOOO ID

time: 000 hh:mm:ssO000O0hhO00O0002300mm 00 0005900 ss 0000059

type-id: 000000 OOOOOOOOO ID

time-zone: OO O OO OO

utc-offset: 000D DD OUTCOOOOOOODOOO+23:59:590-23:59:5900

g0

pobooooooooooboooooboooobooboboooooobooon

goooog

LOG OO0OO0OoOOIbbObOoood TEMPORARYORAMOOOODOOOOODOOOOO

DATE 00000000000 DOOO0O0OOO0OO0OOO0O0O

DEVICE 0000000000000 O0OO0OO0OO0OOOOOO

FILE DO0OO00O0DO0OO0O0DO0O0O0O0OO0O0O0OO0OO0O0DOOO0OOlogmainec@OO0OoooOoooSHOW
LoGUOUOo0OO rRULLOOODOOODOO0OOO0ODOOO0OO0O0OOO0OO0OOoOoOOoDoOOO
oooo

FULL OO0OO0OO0OO0O0O0OO0OO0OO0O0O0O0DOOO0000000O000000000000000RULLOODOOO
ooboboooooboooooooooooooooobooooooooon

MASK 000000000000 OOO0OO0IPOOOOOOOORIGINDOOOODDOOOODOOOOO
00000000 255.255.255.2550 0 0 00 0

MSGONLY 00000000 O0O00OoO0oOo0oOooOoooOooOoooooooon
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SHOW LOG

MSGTEXT 000000000000 OO0O0O0OO0OO0OO0OO0OOO0OO0OOO0OOOOO

MODULE 000000000000 O0O0O0OO0O0O0O0O000O0O0O0O00OO0O0OO0OO0OO0O0

ORIGIN O0O0OO0O0OO0OOIPOOOOOMASKOODOODOODOODOOOOOOOOOOOOOOOOOOO
oooooiiPoOOODDOOOODODOO

REFERENCE 0O0O0O0O0O0O0O00O0O0O0OOO0OO0O0O0OOO0OOO0OOOO0OOOOOOOOOOO

REVERSE 0000000 OO0OOOO0OO0OOOO0OO0O0O0OO0DO0DO0O0O0O0O000O REVERSED
oooooooooooo

SEVERITY 0O0O0O0O0O0O0O0OOO0OO0OOOOOOOOOOOOOOOODOOOOD

SOURCELINE 0000000000 OO0O0OO0OO0OOOOO0OOOOOOO0O0OO0OO0OOOOOOOO
ooo

SUBTYPE 0OUOO0O0O0OOO0OOOO0OO0OO0OO0OOOOOO0OOOOOOOOOOOOOOOOOOOO

TAIL 00000000000 OO0OO0OOOOO TAILOOOOOOOOOOO2000000000
0000oo0o0ooooooooo TAILOODOOOOO0O

TIME 0O00O0OO0O0O0O0OOOO0O0OOOOOOOOOOOOO

TYPE 00000000000 O0DOOOOOOOOOOOOOOODOOOOODOOOOODOO0OO0

ZONE 0OO0O0OO0O0OO0O0O0OO0OO0OOO

gooooggoo

Manager > show | og

Dat e/ Ti ne S Mbd Type SType Message

05 18:18:45 4 ENCO ENCO STAC STAC SWinitialised

05 18:18:45 7 SYS REST NORM Router startup, ver 2.1.5-00, 23-Mar-2001, d ock
Log: 18:18:05 on 05-Jul -2001

05 18:19: 07 3 TLNT AUTH K Tel net connection accepted from 172. 16. 28. 250
(TTY 17)

05 18:19:11 3 USER USER LON nmanager login on TTY17

05 18:21:53 4 CH MSG ERROR Paraneter "I3fitl" not recognised

05 18:23:51 4 CH MSG ERROR Paraneter "counter"™ not recognised

05 18:24:12 3 USER USER LOFF nmanager |ogoff on TTY17

05 18:28:30 3 TLNT AUTH K Tel net connection accepted from 172. 16. 28. 126

(TTY 17)
05 18:28:33 3 USER USER LON nmanager login on TTY17
05 18:50:54 4 CH MSG ERROR ADD USER, password required

05 18:51: 04 4 USER USER ADD A new user joge has been added to the user
dat abase

05 20:12:35 4 CH MSG ERROR Paraneter "counters" not recogni sed

05 20:12:36 4 CH MSG ERROR Paraneter "counters" not recogni sed

05 20:36:44 3 USER USER LOFF nmmnager |ogoff on TTY17

05 20:48:21 3 TLNT AUTH K Tel net connection accepted from 172. 16. 28. 126

(TTY 17)
05 20:48:24 3 USER USER LON rmanager login on TTY17

05 20:50:02 4 CH MSG ERROR Paraneter "str" not recognised
05 21:46:43 4 CH MSG ERROR No matching RI P nei ghbours found
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SHOW LOG

05 21:46:46 4 CH MSG ERROR Paraneter "rip" not recognised
05 21:46:51 4 CH MG ERROR Val ue not allowed on paraneter RIP

Date/Time O00o00o0oooooooooooolo3looooog

S gobooobobobobooon

Mod gobooobobobobooon

Type oooooooog

SType 0ooooo0oo0ooon

Message oooooono

0 50:

Date/Time go00ooooouoooouTCcogoooooooooo

S goboobooobooooo

Mod goboobooobooooo

Type oooooooog

SType oooo0ooooon

Dev 0000000 0oooooooooooooooooogo TTYODODOOoOoOo
ad

Origin O00000000000LecaD DOO0ODOO0DOOOOODOOOOOODOOSRLP
OsyslogO0OOoOoooooIPOOOO

MSGID ooooo ID

Source File/Line

ooboboooooooooooobobooooobooooooooooooon

Ref

000000000000 0OReference0 00000

Flags 00000000 FlagsOOOOOOLOCTIMED SECUREDCMDOUTO OO
Message oooooog
O5LFULLODODOOODDOO
o

s NVSOOOOOPERMANENTOOOOOO

SHOW L OG=PERVANENT

s00000000oo0oooooooocooon

SHOW LOG MODULE=FI RE

ooooo
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googod

PURGE LOGO 2360000
SHOW LOG STATUSO 3650000
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SHOW LOG COUNTER

SHOW LOG COUNTER

00ooooOoooooo /00

SHOW LOG COUNTER

g0

pooooooooooboooooon

gooooggoo

Manager > show | og counter
Log Counters
Idle 100p PasSeS . ...t 355
Transmt PaSSEeS ...ttt 11
Messages Generated ......... ... ... 103
Messages Received (Syslog) ....................... 0
Messages Received (O d protocol) ................. 0
Messages Received (New protocol, SRLP) ........... 0
Messages Rejected (Syslog) ....................... 0
Messages Rejected (Od protocol) ................. 0
Messages Rejected (New protocol, SRLP) ........... 0
Messages Rejected (Module disabled) .............. 0
Messages Rejected (CGeneration disabled) .......... 0
Messages Rejected (Reception disabled) ........... 0
Messages Rejected (Bad paraneters) ............... 0
Messages with invalid tinme ....................... 0
Messages Transmitted (Syslog) .................... 26
Messages Transmitted (New protocol, SRLP) ........ 10
Messages Retransnmitted (New protocol, SRLP) ...... 7
ACKs Sent (New protocol) ......................... 0
ACKs Sent (O d protocol) .............. ... ........ 0
ACKs Received (New protocol, SRLP) ............... 6
Message transm ssions failed (New protocol, SRLP) 0
Messages processed via OD 1 ................ 26 (Syslog)
Messages processed via OD 2 ................ 11 (Router)
Messages processed via ODTE ................ 15 (Menory)

ooooo
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SHOW LOG COUNTER

Idle loop passes O00000ooo0o0o0oooooooooon
gooboboooboobogoooo

Transmit passes gobbobobooboobooooo

Messages Generated ooooooooog

Messages Received (Syslog) syslogO OO0 OoOO0O0OoOoOO0OOOO

Messages Received (Old protocol) Net Manage Message Protocol 0000000
gooooobooo

Messages Received (New protocol, SRLP) SRLRA] Secure Router Log ProtocolDO OO 00O
goobobobooon

Messages Rejected (Syslog) syslogO 00O OO0O0O0OooOoOOoooO

Messages Rejected (Old protocol) Net Manage Message Protocol 0000000
goobooboobogoo

Messages Rejected (New protocol, SRLP) SRLR] Secure Router Log ProtocolDO OO 00O
goboboooboobogoooo

Messages Rejected (Module disabled) O00000ooo0o0o0ooooooooon
gobbobobooboobooooo

Messages Rejected (Generation disabled) O00000ooo0o0o0oooooooooon

ooobooooooooooooobooooooon
coooogoogd

Messages Rejected (Reception disabled) O00000ooo0o0o0ooooooooon
gobbobobooboobooooo
Messages Rejected (Bad parameters) O00000ooo0o0o0ooooooooon
gobobobbooboobooboboooo
Messages with invalid time Oo000ooooooooooooooooo
Messages Transmitted (Syslog) syslogO 00O OoOOOOooOoOOOO

Messages Transmitted (New protocol, SRLP) SRLPOOOOOOODOOOOOOO
Messages Retransmitted (New protocol, SRLP) SRLPOOOOOOOOOOOOOOO

ACKs Sent (New protocol) SRLPOOOODOOOOOOODDOOOOODODOO
ODOACKOOOO

ACKs Sent (Old protocol) Net Manage Message Protocol 0000000
O00o0o00ooDooooooACKOoDOoOO

ACKs Received (New protocol, SRLP) SRLPOOOODODOOOOOODDODOOOODODOO
ODOACKOOOO

Message transmissions failed SRLPOODOOOOODOOOOODOOOOOO

Messages processed via OD n O00o000oooo0oooooooooon

ooobooobooooooooooboooooon
0O DESTINATIONC
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googod

SHOwW LOGO 3510000

SHOW LOG OUTPUTO 358 0 0 OO
SHOW LOG QUEUED 3610000
SHOW LOG STATUSO 3650000

ooooo

0 52:
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SHOW LOG OUTPUT

SHOW LOG OUTPUT

00ooooOoooooo /00

SHOW LOG OUTPUT[ ={TEMPORARY|PERVANENT| out put - i d}] [ {FI LTER=ent ry-i d|
FULL}]

output-id: 0O OO 1DO 10200
entry-id: JO0O000000100

00

cooooooooooooogo

goooog

OUTPUT 0OOOOO IDODOOOOOO0OO0ODOOOOODOOOOODOOOO

FILTER 000000000000 OO0OO0O000OOO0000RULLOOOOOOOOOO0O00O0ODO0OO

ooooo
FULL OOO0OO0O00OO0OO0O0O00O0O0O0OO0O0OOFILTERODOOODODOOOODODOOOOODOOOOODOO

gooooggon

Manager > show | og out put

ob# Type Port Server Msg Zone Fnt Enmil Address ESQWP
PE NvVS 0020 Default YY- - -
TE Menory 0200 Defaul t YY---

Manager > show | og out put =tenporary

Qutput Definition ............ Tenporary

Enabled ............... ... ... Yes

TYype . Menory

Max Messages ................. 200

Time Zone .................... Not set

SecuUre ... Yes

OD# oooo IbD

Type 000000Memoryd NVSO Routerd Syslog 0 O 00O O

Server O000O00 IPOOOOOTypeO Routerd SyslogOOooooonO
CentreCOM 98000000 DOOODODODOODO 2.6 ooooo
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SHOW LOG OUTPUT

Msg

oobobooooooooboooooooooooooood

Zone

0000000 DefaultCGMTOUTCO-OODOO0 M OO0OOO0OOOO-23:59:59
0 +23:59:590

Email Address

0000000000000 00O0OTyped EmallO00OO0OOO

ESQMP

ENABLEDOSECUREOQUEUEONLYOMAXQUEUESEVERITYOPASSWORD
0000000000000 0ENABLEDD SECURED QUEUEONLY D O OO
YO YesOONO NoOO-0O0OOOO0OOOMAXQUEUESEVERITY O 00O

70000000O0PASSWORDOO-0OO0O0OO0OOO*OOODOOOOO

Output Definition

0000 IDO0OOOPEDPermanentl TE (Temporary) D0 000

Enabled

0000000000 Enabled O Disabled

Type

000000 Memoryd NVSO Routerf Syslog 0 0 00O O

IP Address (Server)

000000 IPOO0OOOTypeO Routerd Syslog0 0000000

Zone

0000000 DefaultOGMTOUTCONot set] O 0 O [1-23:59:590 +23:59:59
ooooooooogd

Secure

ooooooooooooon

Queue Only

ooooooooogd

Max Messages

ooooogoooooboooobooooobooooboogd

Filter #

ooooooooooooobooooboooboooooooooooooon
OALLOOODOO0OO0O0OO000000000000D000000000 Process

O lgnored 0000

Email Address

0000000000000 0000TypeD EmallD 0000000

Password

SRLPOOOOOOOOOOOOUOOOOODOOOODOOOOOOOOONONE

ooooogo

Max Queue Severity

ooooU0o0o0oooooooooooooooooDoOooo7ooon

g

s00000000oo0oooooooocooon

SHOW LOG QUTPUT

OS5 FULLOOOODOOOO

s 0000001000000000000

SHOW LOG OQUTPUT=1

s 0000001000000000000000O0DOO000OO0OO0O0DOO0O0OO

ooooo
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SHOW LOG OUTPUT

SHOW LOG QUTPUT=1 FULL

goooog

ADD LOGOUTPUTO 1110000
CREATE LOG OUTPUTO 136 D O OO
DELETE LOG OUTPUTO 1620000
DESTROY LOG OUTPUTO 174000 O
SET LOG OUTPUTO 266 000 0O
SHOW LOG STATUSO 36500 0O
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SHOW LOG QUEUE

SHOW LOG QUEUE

00ooooOoooooo /00

SHOW LOG QUEUE

g0

pooooooooboooooooooooooboooooogon

gooooggoo

Manager > show | og queue

NVS Messages Type

01 0000/ 0100 0000/ 0000 Sysl og
02 0003/ 0100 0000/ 0000 Rout er
TE 0007/ 0200 0000/ 0000 Menory

OD# Message | D Last Attenpt Attenpts Del ay

02 1 979 1 1
02 2 979 1 1
02 3 979 1 1

Queue

0000 IDbO010200000 TEDO TEMPORARYL PEO PERMANENTO

RAM Messages

00O RAMOOOODOOOODOODOOODOO/ZRAMOODOOOOODOOOOODO
od

NVS Messages

OO0ONVSOOOOOODODOODOoOOOoooO/NVSOOODoDOooooooooo
od

Type O0000000000000Memoryd NVSO Portd Routert Syslog O O O

o
OD# ooood Ib
Message 1D ooooo b
Last Attempt go00d000oOoooUooUooooooooooooooo
Attempts gooogooooooo
Delay goboooboooboboobobooobobooooo

0 55:
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googod

SHOwW LOGO 3510000
SHOW LOG OUTPUTO 358 0 0 OO
SHOW LOG STATUSO 3650000
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SHOW LOG RECEIVE

SHOW LOG RECEIVE

00ooooOoooooo /00

SHOW LOG RECEI VE[ ={i padd|ANY}] [ MASK=i padd]

ipadd: IPOO00D0CO0O0OOOOODO

g0

oooooooooboooooboooo

goooog

RECEIVE 0OOO0OO0OOOIPOOOOOMASKOOOOOOOOODOOOOODOOOOOOANYDOO0.000
oooooiPoOOODOOOO

MASK RECEIVEOOOOOOOOOOOOOOOOOOOOOOOOOOORECEIVE=EANYDOO
RECEIVE=0.0.000000000000O00

gooooggoo

Manager > show | og receive
Type I P/ Networ k Addr Net nask Pr ot ocol Passwor d
Allow 192.168.1.1 255. 255. 255. 255 OLD NEW - - -
Type 00000000000 ooooooooooooAllowd OO MReject] 000
IP/Network Addr OO00O0OO0OO0OOOIPOOOOOAnyOOOO0O0OIPOOOOOOO
Netmask IP/Network AddrO 0 OO0 O0oooOnO
Protocol OO0 IPO0000O0OO0O0O00OOOOOOOO0OOOOOOOLDO Net Manage
Message Protocol(T1 NEWO SRLPITI SYSO syslogD 0 30000 O
Password SRLPOOOUOUOUOOOUOOOOOoOooooog
0 56:
ogoooon

ADD LOG RECEIVED 1130000
DELETE LOG RECEIVEO 1630000
SET LOG RECEIVED 2700 00O
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SHOW LOG STATUSO 3650000
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SHOW LOG STATUS

SHOW LOG STATUS

00ooooOoooooo /00

SHOW LOG STATUS

g0

ooooooooooooogd

gooooggoo

Manager > show | og status

Log System Status

Log Module Status ..................... Enabl ed
Log Message Generation ................ Enabl ed
Log Message Reception (via network) ... Enabled
Log Message Qutput .................... Enabl ed
Local Time Ofset (fromUTQ .......... Not set
Next Message ID .......... ... ... ...... 59
Nurmber of CQutput Definitions .......... 2
Log Module Status Oooooooooo
Log Message Generation ooooooooog
Log Message Reception (vianetwork) OOOOO0OO0O00O0O0O
Log Message Output gooooooooo
Local Time Offset (from UTC) 000000000000 UuUTCOOOOOO+23:59:59
0-23:595900 Not seti 0000000
Next Message ID ooooooo ID
Number of Output Definitions ooooooooo
O 57:
ooooon

DISABLE LOGO 182000 O

DISABLE LOG GENERATIONO 1830000
DISABLE LOG OUTPUTO 184000 O
DISABLE LOG RECEPTIONO 1850000
ENABLE LOGO 2070000

goooo CentreCOM 98000000 ODDOOOOOODOO 2.6
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ENABLE LOG GENERATIONDO 208 0 O O [
ENABLE LOG OUTPUTO 2090000
ENABLE LOG RECEPTIONO 2100 00O
SHOwW LOGO 3510000
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SHOW MAIL

SHOW MAIL

ooooo0oooooo /00000

SHOW MAI L

g0

coooooooobooobooooobooooboooboooooon

gooooggoo

Manager > show mai |
MAI L
Host Nanme ............ kkSwi tch. t w. exanpl e. com
State ................ alive
Debug ................ di sabl ed
Mails Sent ........... 4
Dat e/ Ti me Id To Subj ect State Retries
5 11:11:15 0003 adnmin@s. exanpl e.com Connect 0
Host Name OOOOOOSETMAILOOOOOOOO
State 0000000000 aliveld OO O O name server not setl 0 00 - DNS
0000 DEAD - hostname notsettD 000 -000000000
Debug 000000000 enabledD OO O O disabledd
Mails Sent goboobooobobooobobooooboo
Date/Time goboobooobobooobobooooboo
Id OO00O00O IDODELETEMAILOODOOOODOOODOOODOOOOOODOOO
googod
To goboooboogo
Subject goooooo
State O00000D000000O0IntiRD 0000 MmMget MX-IPOMXOOOOO
OO0 get IPODNSOOO MM Connect0 SMTPOOOOOO TCPO OO O
S-hela1 HELO 0 00O 000 0O IS-frond MAIL FROM 0000 OO O [OJS-rept
ORCPTTODOUOOODODOIIS-datald DATA OO OO0 DO DS-header] O O
ODo0oooooomSfileOOOOODODOO0OO0OO0OODOOO0O0OOO M S-bufferon
ODo000o000o0M@S-last0 00 0000000000000 S-donell 00O
O000000@S-quitDQUITOODOOOODOOO
googno CentreCOM 98000 000 ODOOOOOOOOO 2.6 367
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SHOW MAIL

Retries cooooooood

goooog

ADD IPDNSIIPO O 1180000
DELETEMAILO 164000 O
DISABLE MAIL DEBUGO 186 D 0 OO
ENABLE MAIL DEBUGDO 211 0000
MAILO 2330000

SHOW MAILO 3670000
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SHOW MANAGER ASYN

SHOW MANAGER ASYN

00o00o0o0ooOoooo /0000000

SHOW MANAGER ASYN

g0

oooooooooooooooooooooboooboboogoobooooboooobooooon

goooog

LOGINO 2310000
SET ASYNO 2530000
SET MANAGER ASYNO 2740000
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SHOW NTP

SHOW NTP

000000oooooo /ZNTP

SHOW NTP

g0

NTPOOOODOOOOODOO

gooooggoo

Manager > show ntp

St at us . ENABLED

Host Address : 172.16.28.169

UTC of f set : +09: 00: 00 (JST)

Last Updat ed :11:19: 38 on 03-Jul -2001
Last Delta . +0.94

Confi gured Peer

172.16.28.1

Count ers

Packet s Sent ;0000000002
Packet s Received ;0000000002

Packets w head error : 0000000000
Packets w data error : 0000000000

Status NTPOOOOOODOOENABLED O DISABLEDO
Host Address NTPOOOOOOD IPOOOO
UTC offset gooooouTCooooooooo
Last Updated NTPOOODOOODOOOOOOO
Last Delta googoobooooooobooboo
Configured Peer NTPOOOOO IPOOOO
Packets Sent OO0 NTPOOOOD
Packets Received OO0 NTPOOOOD
Packets w/ head error O0NTPOOOOOOOODOOODOOOOODOOOOOOO
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Packets w/ data error OONTPOODOOOODOOOOODOOOODOOOOOO

0 59:
ogooooo
ADD NTPPEERO 1150000
SET NTP UTCOFFSETO 2750000
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SHOW NVS

SHOW NVS

00000000000 /0000000000000

SHOW NVS [ BLOCK=i d [ | NDEX=i ndex] ]

id 0000 IbDO1600D0O
index 0000000 0O0DO16000

g0

NvSOOOoooUooOoooooooooooooooooooo
goooog

BLOCK OOUOO ID
INDEX 0O0O0O0O0OO0O0O0DOO

gooooggoo

Manager > show nvs

Bl ock I ndex Si ze Creation Creator Bl ock

1D (bytes) Dat e 1D Addr ess
0000001a 00000003 0000001a 13-Sep-2002 00000012 ffeB82000
00000032 00000002 00000050 22-Cct-2002 00000022 ffe84c00
00000038 00000000 00000000 **-***.x=x%x (00000021 ffe80000
00000043 00000001 00000f78 22-Cct-2002 00000029 ffeB82200
00000043 00000002 00000078 22-Cct-2002 00000029 ffe84a00
00000047 000003fc 00001384 21-Cct-2002 00000026 ffe83200
00000047 000003fd 00000024 22-Cct-2002 00000026 ffe81e00
00000048 000003fc 00001384 13-Sep-2002 00000026 ffeB80800
00000048 000003fd 00000024 28-Cct-2002 00000026 ffe80400

Block ID Oooo IboleoO
Index goo0ooooooooleod
Size (bytes) 00000000000 1600
Creation Date Oo00o0oooom**»*>*>*O00000000000000000
Creator 1D Ooooooooooooooo ID
Block Address 00o0o0o0ooon
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googod

CLEARNVS TOTALLYD 1300 OO0
SHOW NVSFREEO 3740000
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SHOW NVS FREE

SHOW NVS FREE

00000000000 /0000000000000

SHOW NVS FREE

g0

NvSO OOoooooOooooooooooooon

gooooggoo

Manager > show nvs free

Nurmber of free sectors 986
Nurmber of bytes in free sectors 485112

goooog

CLEARNVS TOTALLYD 1300 OO0
SHOW NVSO 3720000
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SHOW PATCH

SHOW PATCH

00o00oo0oOoooo /000000

SHOW PATCH

g0

cooooooooooooogo

gooooggoo

Manager > show patch
Patch files
Nare Devi ce Si ze Ver si on
sb244-06. paz flash 281004 2.4-6
sbh251-13. paz flash 525540 2.5-13
Name oooooooo
Device g0o0obO0o0oooboooooobooooo
Size o0o0o0O0ooOoooooooooo
Version o0oooOOooooooooon
0 61:
ogoooon
DESTROY PATCHO 1750000
LOADO229 0000
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SHOW RADIUS

SHOW RADIUS

00o00oo0oOoooo /000000

SHOW RADI US

g0

0000000 RADIUSO Remote Authentication Dial InUser Server0 D0 OO0 000000000

gooooggoo

Manager > show radi us

Server Port AccPort Secret

192.168.10. 10 1812 1813 Fxxxxx

Server RADIUSOOOOO IPOOOO

Port Jooooooooooa

AccPort Jodoododoooooooboooa

Secret RADIUSOOOO0OO0OO0OO0OO0OO0OO0OO0OO0OOOOOOO0OOO0OO0OOOOOOOoOOooOOn
0 62:

ooooon

ADD RADIUS SERVERDO 116 0 0 O O
DELETE RADIUS SERVERO 166 0 0O 0O O
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SHOW RELEASE

SHOW RELEASE

00o00oo0oOoooo /000000

SHOW RELEASE

g0

ooooooooooobooooooboooooooood

gooooggoo

Manager > show rel ease
Rel ease Li cence Peri od
flash: |l oad\sh-251.rez full -
flash: |l oad\sh-244.rez full -
Release Jooooooooooooa
Licence OooooooooooofuloocO0o0oOoOoOooooOooon
Period Joodoooooooooboobooboo
0 63:
ooooon

DISABLE RELEASED 188 00 O O
ENABLE RELEASEO 2130000
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SHOW SCRIPT

SHOW SCRIPT

ooooo0oooooo /00000

SHOW SCRI PT[ =f i | enane]

filename: O 0 O 0O 0O O [device:]filename.ext 0 0 OO device:0 OO0 flash:0 OO0 000000 0O.scp O.cfgO

g0

ooooooooooooooobooboooboooboobooooobooooboogd
goooog

SCRIPT 00OO0U0O0O0OO0O0OOOOOOOOOOOOOOOOOOOOOOOOODOOOOOOOOOO
ooooogooon

gooooggoo

Manager > show scri pt

Configuration Scripts:

Fi | enane Devi ce Si ze Creat ed Locks
kanashi o. cfg fl ash 2643 03-Jul -2001 18:39: 17 0
| 3test.cfg flash 2918 05-Jul - 2001 18:18:41 0

General Scripts:

Fi | enane Devi ce Si ze Cr eat ed Locks

Manager > show scri pt=sendmail . scp
File : sendmail.scp

l:mail to=% sub=% nessage=9%38

Filename oooooooooo
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SHOW SCRIPT

Device 0000000O0oooOoooooognvsO flash
Size gooooooooooa
Created ooooooono
0 64:
o

s(l000000ooobooooooooobooooooon

SHOW SCRI PT

0000000000 myscriptscp0 000000000

SHOW SCRI PT=nyscri pt. scp

goooog

ACTIVATE SCRIPTO 106 D OO O
ADD SCRIPTO 1180 00O
DEACTIVATE SCRIPTO 156 0O O O
DELETE SCRIPTO 1670000

SET SCRIPTO 2780000
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SHOW SESSIONS

SHOW SESSIONS

00o0o00o0ooooo /000000000

SHOW SESSI ONS

g0

0000000000000 00000000000TelnetDOODOOO0OOOOOOOS00000000
O000000000000000000 TelnetOOOOOOOOOO
O0000000000000000000000CONNECTPORTIIIPOOOOOTELNET ipaddil O
00 OO0 TELNET hostnamelTl not connected0 00 0000000000000 000O0

gooooggoo

Manager > show sessi ons
Session information for Telnet 1

session 1 connected to Port 1
session 2 connected to NBSD
session 3 connected to 192.168.1.8
session 4 not connected

session 5 not connected

goooog

CONNECT PORTO 1310000
DISCONNECTO 2000 00O
RECONNECTO 2400000
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SHOW SNMP

SHOW SNMP

000o0oOooooog /ZSNMP

SHOW SNVP

g0

SNMPOOOOUOOUOOOOOOOO

gooooggoo

Manager > show snnp

SNMVP confi guration:

Status ... Enabl ed
Aut hentication failure traps .... Enabled
Community ............ . ... .... public

ACCESS ..ot read-only

Status ... Enabl ed

Traps ..o Enabl ed

Qpen acCessS ... No

SNVP counters:
inPkts ... 87 OUtPKES ... 87
inBadVersions ................... 0 outTooBigs ........... ... ... ...... 0
i nBadConmuni tyNanmes ............. 0 out NoSuchNanmes .................. 0
inBadConmuni tyUses .............. 0 outBadvalues .................... 0
inASNParseErrs .................. 0 outGenErrs ... ... 0
inTooBigs ....................... 0 outGetRequests .................. 0
inNoSuchNames ................... 0 outGetNexts ........ ... 0
inBadvalues ..................... 0 out SetRequests .................. 0
inReadOnlys ..................... 0 out Get Responses . ............... 78
inGenErrs ....... ... .. ... .. . 0 outTraps . ..o 9
inTotal ReqVars ................. 78
inTotal SetVars .................. 0
inGetRequests .................. 11
inGetNexts ........ ... ..., 67
inSetRequests ................... 0
inGetResponses .................. 0
inTraps ... 0
Status SNMPOOOOOOOOODOEnabled O Disabled

Authentication failure traps OOO0OO0O0OO0OO0O0OO0O0O0O

Community oooooooo

ooooo
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SHOW SNMP

Access 000000000000 00 read-onlyO read-write OO 000
Status 0000000000 0Enabled O Disabled
Traps gooooooooood

Open access

O000ooooO0SNMPOOOOOOOODOOOOOOODODO Yes
000 No

inPkts

OO0 SNMPOODOOO

inBad\ersions

ooooooooooooo0oo SNMPOOOOOOOOOO

inBadCommunityNames

oo0ooooooooooog SNMPOOOODOOOOOO

inBadCommunityUses

000000000 0oooooooo0obb000000 SNMPOO
oooooogo

inASNParseErrs ASN.100OO0OO0OO00O0O0O0O00ooooooo SNMPOOOOOO
gooo

inTooBigs O000000000000teoBigdOOOOOODOOO SNMPOO
gobooobogoo

inNoSuchNames O000000000000noSuchNameO O OO OOOO0OO SNMP
gooogoogoo

inBadValues O000000000O00badValueDOOOOOOOOO SNMP OO
gobooobogoo

inReadOnlys O000000000O0OreadOnly0 000000000 SNMPOO
gobooobogoo

inGenErrs 000000000000 genEMD00OOODOOOO SNMP OO

oooooogo

inTotalReqVars

0000 GetRequest 00 0 GetNextRequest DO OO OO0 OO0
oooooMIBOOOOODOoOoOOOO

inTotalSetVars O000 SetRequest 1 D000 O0OODOOOOOOO MIBOOOODO
googod

inGetRequests D000 GetRequest DO OO O OO0

inGetNexts 0000 GetNextRequest D DO OO OO0

inSetRequests 0000 SetRequestD O OO OO0

inGetResponses 0000 GetResponse D 0O OO0 OO

inTraps D000 SNMPOOOODOOO

outPkts OO0 SNMPOOOOO

outTooBigs 00000000000 0tooBigDODOOOOODOOOOO SNMP
goooooo

outNoSuchNames O000000000000noSuchNameO 00000000000

SNMPOOOOOOO

outBadValues

000000000 00O0badValueOOODOOOOOOOOO SNMP
ooooogd
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SHOW SNMP

outGenErrs 00000000000 0genEM0 00000000000 SNMP
ooooooo
outGetRequests D000 GetRequest DO O OO OO0
outGetNexts 0000 GetNextRequest DD OO OO OO
outSetRequests 0000 SetRequestD O OO O OO0
outGetResponses 0000 GetResponse D 0O OO0 OO
outTraps ooooSNMPOOOOOOO
O 65:
googoo

SHOW SNMP COMMUNITYDO 384 000 O

ooooo
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SHOW SNMP COMMUNITY

SHOW SNMP COMMUNITY

000o0oOooooog /ZSNMP

SHOW SNVP  COVMUNI TY=conmuni t y

community: SNMPOOOOOO000O1015000000000000000D00000000DODOOO0OOD

g0

SNMPOOOOUOOODOOOOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

gooooggoo

Manager > show snnp comuni t y=public
SNVP conmuni ty i nformation:
Name . ......... . public
ACCESS .ottt read-only
Status ... Enabl ed
Traps ..o Di sabl ed
QPEN ACCESS .. vt i i i No
Manager ......... ... .. 192.168.1.11
Manager ......... . ... 192.168.1.5
Manager .......... ... 192.168.1.2
Trap host ....................... 192.168.1.11
V2¢c Trap host ................... 192.168.1.11
V2¢c Trap host ................... 192.168.1.5
Name ooooooono
Access O0000000000000read-onlyd read-write 00 00 O
Status 0000000000 0Enabled O Disabled
Traps ooooooooooono
Open access O00000O0O0Oo SNMPOOOOOOOOOOODOOOOOOOYesOOO No
Manager g0000o0O0oO0oOoOoO0oOoO0OoO0OO0O0oO0oOO0OO0OO0OOOOODODOOOSNMPOOO
oooooiPOOOO
Trap host SNMPv1OOOOOGOOO IPOOOO
V2c¢ Trap host SNMPv2cOOOOOOOO IPOOOO
CentreCOM 98000000 DOOODODODOODO 2.6 ooooo

J613-M6933-01 Rev.G



J 66:

googod

SHOW SNMPO 3810000
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SHOW SSH

SHOW SSH

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

SHOW SSH [ COUNTERS]

g0

SssSHOOOOOOOOoOOoooooooooooooooooooooooo
goooog

COUNTERS SSHOOOOOOOOOOOOOOOOOOODOOSSHOOOOOOOoOoooOo

gooooggoo

Manager > show ssh

SSH Configuration

Version................... 1.5
Server Enabled............ TRUE
Port...................... 22

Host Key ID............... 1

Host Key Bits............. 1024
Server Key ID............. 2

Server Key Bits........... 768
Server Key Expiry(hours).. 1

Login Timeout(secs)....... 60

Aut hentication Avail abl e.. Password, RSA
Ci phers Available......... DES
Services Available........ Shel |, Cd

Manager > show ssh counters

Secure Shell Counters:

386 | CentreCOM 98000000 DO0O0ODOOOOO 2.6
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inCctets 16866 outCctets 43477
r x Pkt 743 t xPkt 785
r xPkt CheckFai | 0 txPktFail 0
rxVer sionl D 9 txVersionlD 9
r xMSGDi sconnect 4 txMSGDi sconnect 0
r xSMSGPubl i cKey 0 txSMSGPubl i cKey 9
r xCMSGSessi onKey 5 txCMBGSessi onKey 0
r xCVSGUser 5 txCvsGUser 0

ooooo




SHOW SSH

r xCMBGAuUt hRhost s 0 txCMBGAuUt hRhosts 0
r xCMBGAUt hRSA 8 t xCVBGAUt hRSA 0
r xSMS5GAUt hRSAChal | enge 0 txSMSGAuUt hRSAChal | enge 0
r xCMBGAUt hRSAResponse 0 txCVBGAUt hRSAResponse 0
r xCMBGAut hPasswor d 2 t xCVBGAuUt hPasswor d 0
r xCMBGAUt hRhost sRSA 0 txCVBGAUt hRhost sRSA 0
r xSMSGSuccess 0 txSMsCGSuccess 7
r xSMBGFai | ur e 0 txSMsGFailure 14
r xCMBGReqConpr essi on 0 txCVBGReqConpr ession 0
r xCMBGRegX11For war di ng 0 txCVBGRegXl1lForwarding 0
r xCMBGReqPor t For war di ng 0 txCVBGReqPort Forwar di ng 0
r xCMBGReqAgent For war di ng 0 txCVBGReqAgent For war di ng 0
r xCMSGRegPt y 1 txCVBGReqPty 0
r xCVBGW ndowSi ze 0 txCVBGW ndowSi ze 0
r xCMBGExecShel | 1 txCVBSGExecShel | 0
r x CMBGEx e c Cnd 0 txCVBGExecCnd 0
r xCVBGSt dI nDat a 708 txCMSGSt dl nDat a 0
r xSMSGSt dCut Dat a 0 txSMSGSt dCQut Dat a 746
r xSMSGSt dEr r Dat a 0 txSMSGSt dErr Dat a 0
r x CMSGECOF 0 txCVSCGEOF 0
r xSMSGEXi t St at us 0 txSMSGEXit Status 0
r xCMBGEXi t Confirmation 0 txCVBGEXitConfirmation 0
r xUnSuppor t edVsg 0

r xUnknownMsg 0

encodeSKSuccess 0 decodeSKSuccess 5
encodeSKFai | 0 decodeSKFai l 0
get Host KeyFai | 0 get Server KeyFai | 0
server KeyReGener at ed 0

encodeRSAChal | engeGood 0 decodeRSAChal | engeGood 0
encodeRSAChal | engeFai | 0 decodeRSAChal | engeFai | 0
get User KeyFai | 0

encoConfi gured 5 encoConfi gureFai l 0
encoDet ached 0 encoDead 0
encoEncodeSt ar t 767 encoDecodeStart 729
encoEncoded 767 encoDecoded 729
encoEncodeFai | 0 encoDecodeFai l 0
encoEncodeReset Done 0 encoDecodeReset Done 0
encoEncodeReset Fai | 0 encoDecodeReset Fai | 0
encoEncodeDi scar d 0 encoDecodeDi scard 0

Version oooooossHOOoooOoooooo

Server Enabled SSHOOOOOOoOooooooo

Port SSHOOOOO TCPOODOOOOO

Host Key ID oooooooo

Host Key Bits oooooooooo
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SHOW SSH

Server Key ID oo0ooooooo

Server Key Bits Ooooooooooo

Server Key Expiry (hours) OO0O0O0OO0OO00O0O000O0OO

Login Timeout (secs) Oo0ooooooooooo

Authentication Available O000000000Passwordd 000000000 RSAODRSATD OO
goo

Ciphers Available 0000000000000 0ODESOO

Services Available O00ooOooooosShelDODODODOOOOOOCmMdOOOOOOOO

067:00000COUNTERSOOOOOOOO

goooog

DISABLE SSH SERVERO 1930000
ENABLE SSH SERVERO 218000 O
SET SSH SERVERO 2800 0 O [

SHOW SSH SESSIONSO 389 0 0 O [0
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SHOW SSH SESSIONS

SHOW SSH SESSIONS

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

SHOW SSH SESSI ONS

g0

SSHOOOOOOoOooooooo

gooooggoo

SecOFf > show ssh sessions

Secure Shell Sessions

1D Type Dir Peer Address User State Cctets | n/Qut
1 Shell I'n 172.16. 28. 126 manager OPEN 00003606/ 00004497
2 Shel l Qut 172.16. 28. 185 secof f OPEN 00001065/ 00000613
1D ooooo b
Type O00O00oOoOOdShellDODODOODOODOOOOOOOOCMmdOOOOOOOO
gooo
Dir 000000000 o0oooo00ooooooo0ooooooooooog
oo OutooUoooooooooooooooooooooog
Peer Address ooooooooiPOOOO
User gobooboooobooobo-obbooooo
State OOOUOUOOOOOINITIALOOOOOMmM STARTINGODOOOOODOOO O

AUTHENDO O OUOOOOOOOMmMREQUESTU O OOODOOOODOOOOOOO
O0mMOPENODDOOOOODDOOOOODOOO
Octets In/Out ooooogooon

goooog

DISABLE SSH SERVERO 1930000
ENABLE SSH SERVERO 218000
SET SSH SERVERO 2800 0 O [
SHOW SSHO 386 0 0 O O
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SHOW SSH USER

SHOW SSH USER

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

SHOW SSH USER[ =user nane]

username: 00 00001015000000000000

00

sSHOOOOOOOooooooo
goooog

USER 0000 SSHOOOOOOOOOOOOOOOoOooOSSHOOODOOoOOoooOooooooooo
oooooooobooobooooobood

gooooggoo

Manager > show ssh user

Secure Shell User List

User | pAddr Aut henti cati on Keyl d St at us
adm n 0.0.0.0 RSA 100 enabl ed
manager 0.0.0.0 Passwor d 0 enabl ed

Manager > show ssh user=adm n

USer. ..., adm n

Status. ... .. Enabl ed

Aut hentication nethod..... RSA

RSA key ID................ 100

Shell..................... Yes

I pAddress. . ............... 0.0.0.0

MaskK. ... i 255. 255. 255. 255

Failed Logins............. 2

User SSHOOOOO

IpAddr oooooooooIPO0OODOo00000000

Authentication OO0000PasswordOOODOOOOOOOOO RSAORSAOOO
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SHOW SSH USER

Keyld RSAOODODOOOOOO0OOOOOOOO

Status O0000000OenabledDOO0O0O0OO disabledD O OO
069: 00000000

User SSHOOOOO

Status O000O0O0O0OOOEnabledd 0O O0ODOO DisabledD O OO

Authorisation method

O000O0Password0OOODOOO0O0OO0DOO0O RSAORSAOOO

RSA key ID RSAODOOOOOOOOOOODOO
Shell gooooooooooooo
IpAddress gooooOoooo IPOOOOOgoO0O0OOOOOO
Mask IpAddressO OO0 000000
Failed Logins oooooooo
070:0000000
googoo

ADD SSHUSERO 1210000
DELETE SSH USERO 1690 0 0O
DISABLE SSHUSERO 194000 0O
ENABLE SSHUSERO 2190 00O
SETSSHUSERO 2810000

ooooo

CentreCOM 98000000 ODDOOOOOODOO 2.6
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SHOW STARTUP

SHOW STARTUP

00o0ooO0oooooo /0000

SHOW STARTUP

g0

coooooooooooooooooooooboooobooo>gooo0d

gooooggoo

Manager > show startup

Router Startup Status Flag is 00400800, which neans:
31072k of RAM found
Router OK prior to this startup
Battery backed RAM battery OK
Battery backed RAM not corrupted
Real tine clock not corrupted
Real time clock, tine set
Rout er software downl oad OK
Rout er vector downl oad OK
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SHOW SYSTEM

SHOW SYSTEM

00o0ooO0oooooo /0000

SHOW SYSTEM

g0

pcooooooooooo

gooooggoo

Manager > show system

SysDescri ption
Cent reCOM 9812T version 2.5.1-13 14-Cct-2003
SysCont act

SysLocati on

SysNane

SysDi st Nane

SysUpTi me

8466 ( 00:01:24 )

Boot | mage : 98B104.fbr size 1024456 13- Sep-2002
Software Version: 2.5.1-13 14-Cct-2003

Rel ease Version : 2.5.1-00 13-Dec-2002

Patch Installed : Rel ease patch

Territory : japan

Help File : help.hlp

Mai n PSU e Mai n Fan e
RPS Mbni t or e RPS Connect ed . Yes
RPS PSU . On RPS Fan . On

Current Tenperature : 32 Celsius

Configuration
Boot configuration file: ip.cfg (exists)
Current configuration: ip.cfg

goooo CentreCOM 98000000 ODDOOOOOODOO 2.6
J613-M6933-01 Rev.G

Switch System St atus Ti me 03:58:46 Date 25-Aug-2003.
Board ID Bay Board Nane Rev Serial nunber
Base 186 9812T M2-3 49978871

Menory - DRAM : 131072 kB FLASH 16384 kB

393



394

SHOW SYSTEM

Security Mde Di sabl ed

Patch files

Nane Devi ce Si ze Ver si on

sb244-06. paz fl ash 281004 2.4-6

sbh251-13. paz fl ash 525540 2.5-13

Board ooooo

ID ooooooooiIiboo

Bay 0o000oo0oo0o0oooooooooOooooa
Board Name ooooo

Rev 000000000oooooDoOooooon

Serial number

ooooooooo

DRAM

Ooooooo  DRAMOOODOODOO

FLASH

ooooooooooooooooood

SysDescription

0000000000000 000MIB-I1O sysDescrt

SysContact

O00000MIB-11 O sysContactO

SysLocation

00000 MIB-I1 O sysLocation

SysName

OO00000MIB-11 0 sysNameO

SysUpTime

ooooooooooooooooood

Software Version

ooooooooobooooooon

Release Version

oooooooooooooon

Patch Installed

0000000000000 0O00O0OONONEOODOOOO

Territory 0 O O australiall chinall europel japanC koreall newzealand usall
Help File HELPOOOODOOOODODOODOOOOOO

Main PSU gooooooon

Main Fan 00o00ooooon

RPS Monitor O00o00o0oooooRPSOOOOOOOOOOO

RPS Connected OO0ORPSOOODOODOOOODOO

RPS PSU RPSOOOOOO

RSP Fan RPSOOOOOODO

Current Temperature

cpPUODO

Boot configuration file

ooooooooobooooooon

Current configuration

ooooooooobooooooon

Security Mode

0000000000000 00000Oenabled 000 disabled

Patch files

ooooooooooooooooobooooogo

Name

CentreCOM 98000000 ODDOOOOODODOO 2.6
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SHOW SYSTEM

Device O000000o0ooooooooooogdnvsO flash
Size Jodoooooooo
Version Jodoooooooooo
0o 71
ooooon

DISABLE SYSTEM SECURITY_MODEO 1950000
ENABLE SYSTEM SECURITY_MODED 220000 O
SETHELPO 2610000

SET SYSTEM CONTACTO 2820000

SET SYSTEM LOCATIONDO 2830000

SET SYSTEM NAMEDO 284 0 0 0O O

SET SYSTEM RPSMONITORO 285000
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SHOW SYSTEM SERIALNUMBER

SHOW SYSTEM SERIALNUMBER

00o0ooO0oooooo /0000

SHOW SYSTEM SERI ALNUVBER

g0

ooooooooooooogd

gooooggoo

Manager > show system seri al nunber
49978871

goooog

SHOW SYSTEMO 3930 00O
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SHOW TELNET

SHOW TELNET

00o0o00o0ooooo /000000000

SHOW TELNET

g0

TelnetOOOODOODOOODOODOOOOO

gooooggoo

Manager > show tel net

TELNET Modul e Configuration

Telnet Server .................. Enabl ed
Tel net Server Listen Port ...... 23
Telnet Ternminal Type ........... UNKNOWN
Telnet Insert Null’'s ........... O f
ooooon

DISABLE TELNET SERVERO 196 0 0 O O
ENABLE TELNET SERVERO 2210000
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SHOW TIME

SHOW TIME

00o0ooO0oooooo /0000

SHOW TI ME

g0

oooooooooooooon

gooooggoo

Manager > show tinme

Systemtinme is 21:59:55 on Thursday 05-Jul -2001.

goooog

SETTIMEO 2870000
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SHOW TRIGGER

SHOW TRIGGER

00o0ooO0oooooo /0000

SHOW TRI GGER{ =t ri gger-i d] [ {COUNTER/FULL|STATUS|SUMVARY}]

trigger-id: 00 00 000101000

g0

cooooooooboooboooooboooobooooogog

goooog

TRIGGER 0OU0O0OO0O0OO00O0O0OOO0OOOOO0OOOOOOOUOOOOOOOOOOOOO
COUNTER 0OO0OO0OO0O0O0OO0OO0OO0OOOO0OOODOOOOODOOOOOOOOOODOODOOOO
FULL OOO0O0O0OOO0OO0O0OOOO0O0OO0O0O00DO

STATUS 00000000000 0OO0OO0O0OOO0OOOOUOOoooOoooooUoO
SUMMARY 0000000000 O00O0O0O0O0O0O0O0OOOOOO

gooooggon

Manager > show trigger

Manager > show trigger counter

Tri gger Mdul e Counters

Polls (05 sec timer) ............... 28
Idle loop entry count .............. 0
Tinme trigger checks ................ 26
Tinme trigger queue rebuilds ........ 4
Trigger activations ................ 1
Tinme triggers activated today ...... 0
Periodic triggers activated today .. O
Interface triggers activated today . 0O
Resource triggers activated today .. O
Modul e triggers activated today .... O
ooooo CentreCOM 98000000 DODOODDOOOO 2.6
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TR# Type & Details Nare En Te Rept #Scr Days/Date
001 Reboot (AIl) Y N Yes 01 MIWIFSS
002 CPU (80 % UP Y N Yes 01 MIWFSS
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SHOW TRIGGER

Manager > show trigger=2 full

Trigger ......... .. 2
Name ............. . ... ....... -
Type and details ............ CPU (80 %9 UP
Days . ......coiiiii Dai |l y
Enabled ..................... Enabl ed
Test ... No
Repeat ...................... Yes
Created/Modified ............ 13-Jul -2001 16: 16: 02
Nurmber of Activations ....... 0
Last Activation ............. FR LRk kdkokok ok ok ek
Nurmber of scripts ........... 1
mai | . scp

Manager > show trigger status

Tri gger Mdul e Configuration

Gener al
Trigger Module ........... Enabl ed
Triggers configured ...... 2
Queued Commands .......... 0

Time Triggers

Configured ............... 0
Active ... 0
Activated today .......... 0

Periodic Triggers

Configured ............... 0
Active ... 0
Activated today .......... 0

Reboot Triggers
Configured ............... 1

Interface Triggers
Configured ............... 0

Resource Triggers

Configured ............... 1
Active ... 1
Activated today .......... 0

Modul e Tri ggers

Configured ............... 0
Activated today .......... 0
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SHOW TRIGGER

TR# oooodd

Type & Details ooooooooooooon

Name ooooogooon

En oooodd

Te cooooooood

Rept OO000oO000O0YesDOMNoOOOOOOOOOOODOOODODOOOODO
Oo00oooOoo0oONoOOOOOOODOOODOOOODODENODODOOOODO
oo NODOO

#Scr ooooooooooooon

Days/Date O000oooo0O00ooo0o0o00oooo0o00oOoMTWTRSSO OO OO

ooooogooo-00goooon

0 72:

Trigger

oooood

Name

ooooooooo

Type and details

oooooooooooooon

Other parameters

ooooooooooooooooon

Days 00000000000 WeekdaysO O 0O O 10 WeekendsO O O (10 Daily
O00DMoooooooooooodoDbDaysd Date0OooooooQd
googon

Date D000oo0oooooOdbaysO Date0 000000 OoooooOonO

Enabled gooooooooo

Test gooooooooo

Repeat D0oooooooYesOOMmMNoOOODOODODOOOOOOO

Created/Modified

oooooooooooooon

Number of Activations

oooooooooooooooooboooo

Last Activation

ooooooooobooooooon

Number of scripts

ooooooooooooogd

073 FULLOOODOO

GeneralDOOODO

oooooooooooooon

Trigger Module

oooooooooooon

Triggers configured

ooooo

Queued commands

ooooogooon

Time Triggers D 000 0O

ooooogoooooon

Periodic Triggers 0 OO 00O oooooooooooo

Reboot Triggers 0 0 000 Ooooooooooooo

Interface TriggersO 000 O Oo0oooooOooooooooooo

Resource TriggersO0 00 0O cPhUOOODOOOOOOOOOOODOOO
googno CentreCOM 98000 000 ODOOOOOOOOO 2.6
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SHOW TRIGGER

Module Triggers DO 00O Ooooooooooooooo
Configured ooooo

Active gobobobooboooo
Activated today oooooooon

0 74: STATUSOOOOO

Polls (05 sec timer) O0o0oooooooooooon

Idle loop entry count O000o0o0o0oooooooooooooooo

Time trigger checks O000o00000oooooooooooooooo

Time trigger queue rebuilds O00000000o000ooooooooooooooooo
gooooooobooooboobboooboobuooo

Trigger activations Oooooooo

Time triggers activated today O0o0oooooooooooon

Periodic triggers activated today OO0O0O0OO000O0O000O0O0O0O

Interface triggers activated today 000000000000 OO0O0OOOOOO
Resource triggers activated today CPUOOOO0OO0O0OOOOOOOOOOOOOO
Module triggers activated today O000o0o0oooooooooooo

0 75:COUNTEROOOOO

goooog

ACTIVATE TRIGGERO 107 00O O

ADD TRIGGERI 1230000

CREATE TRIGGER CPUDO 1410000
CREATE TRIGGER FIREWALLO 1430000
CREATE TRIGGER MEMORYO 1450 00
CREATE TRIGGER MODULEO 1470000
CREATE TRIGGER PERIODICO 1500 0 0O
CREATE TRIGGER REBOOTO 152 00 00
CREATE TRIGGER TIMEO 1540 0 0
DELETE TRIGGERO 17000 0O

DESTROY TRIGGERO 1770000
DISABLE TRIGGERO 1970000

ENABLE TRIGGERO 2220 00O

PURGE TRIGGERO 2380 0 0O

SET TRIGGER CPUL 288 00 00O

SET TRIGGER FIREWALLO 29000 OO
SET TRIGGER MEMORY 292 00 0O O

SET TRIGGER MODULEO 2940000

SET TRIGGER PERIODICO 296 0 O O O
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SET TRIGGER REBOOTO 298 0 0 O [0
SET TRIGGER TIMEO 3000 O O O
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SHOW TTY

SHOW TTY

00o0o00o0ooooo /000000000

SHOW TTY[ =t t y- nunber |ALL] [ {SUMVARY|DEFAULT}]

tty-number: 000 OOOO0DOOTTYOOO

g0

OooooooooTTYOOOOODOODOOO
0000000000000 000 TIYOOOOOOOOOTelnetDOOODOODOODODODOOODOOOO
oooooo T TTYOOOoooooooo

goooog

TTY 0000O0O0O0OO00000000OO00000000000O0000000000000ALLOOODO
O0ooU0o0ooo0o0o0ooo0ooo0bOo0bOO0O0OUSERDOOOOoOoooooooooon
cooboooooboooooooobooooobooooooooooooobooooboooootm

SUMMARY 000000000 10000000000000000

DEFAULT TelnetOOOOOODOOOODOOOOD0OOOOOOOOOODOOOOOOOOOOOOOODOOO
O0o0oooooogTTYOODODOOOOODOOOO0 ALLODOOODODOOOO0ODOO

gooooggoo

Manager > show tty=all
TTY information
Instance .................. 16
Login Name ................
Description ............... Port O
Secure ... yes
Connections to ............
Current connection ........ none
In flow state ............. on
Qut flow state ............ on
Attached nodule ........... Term nal server
Attached nodul e instance .. 0
TYype . VT100
Service ...... .. .. none
Pronmpt .................... I ogin
Echo ...... ... .. ... .. ...... yes
Attention ................. br eak
Manager ................... no
Edit nmode ................. insert
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Hi story length ............
Page size .................

TTY information

Instance ..................
Login Name ................
Description ...............
Secure ...
Connections to ............
Current connection ........
In flow state .............
Qut flow state ............
Attached nodule ...........
Attached nodul e instance .
Type ..
Service ...... ...
Pronmpt ....................
Echo ......... .. ... ... .....
Attention .................
Manager ...................
Edit mode .................
Hi story length ............
Page size .................

TTY information

Instance ..................
Login Name ................
Description ...............
Secure ...
Connections to ............
Current connection ........
In flow state .............
Qut flow state ............
Attached nodule ...........
Attached nodul e instance .
Type ..
Service ...... .. ..
Pronmpt ....................
Echo ...... ... .. ... .. ......
Attention .................
Manager ...................
Edit mode .................
Hi story length ............
Page size .................

SHOW TTY

ASYN Cal | Contro

1

ooooo

CentreCOM 98000000 ODDOOOOOODOO 2.6
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SHOW TTY

Instance gooooooooTTYOOoO

Login name googoooooboobboboboon

Description O000ooooooooog SETASYNOOOOO NAMEOOOO
BRN

Secure gooobooobooboboobboboobbobooobobbooobbo

odbobooooooooboooobooboooboooooboooboooog
pdoboooobooooobooboooooboooboooooooodg
O000O0OTelnet0OOOOOOODOOODOODOOODOO

Connections to

oooooooooooo

Current connection

ooooooooooooooooobooooooooodg

In flow state

oooooooooocoooon

Out flow state

oooooooooocoooon

Attached module

00000000000 00000000o0ooooon Terminal Server
ooooobooooooooogoo

Attached module instance

coooooooobooooooooooooon

Type O0000O0dumpdOO000000 VT100

Service gooobooooboooobooobooooo

Prompt 00000 O defaultDoffOloginOpasswordOconfirmOencapsulation
googoooooooooog

Echo gooooood

Attention goooobbooobooobboobuoobbooboobbinoned
breakOcharO O OO0

Manager MANAGERO O OOOOOGOOO

Edit mode 0000002000 Minsert0 00000 M overstrikeD OO OO0

od

History length

oooooooooooo

Page size 1000000000000 000000000O000 off
0 76:
TTY oooooooooTTYOoDOoOo
Description 00000000O000000 SETASYNOOOOO NAMEOOOODOOOO
OO00000OPort#10 000000 TelnetOODOOOOOODOO Telnet #J O
O00000oooooooooo0oooooonoo TelnetOOOO IPOOOO
User name ooooooooooo
Module O00o0oooooooooooooog
Inst O00o0oooooooooooooog
Mgr MANAGERO O OOOOOOOO
Connections ooooooooooog
0 77: SUMMARY O OGOQOQO
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SHOW TTY

History length

oooooooooooo

SET ASYNO 253000
SETTTYD3020000

Page length l000000000000000000O000000 off
Prompt 0 O 00 0 0O defaultD offd loginO password confirmO encapsulation O O
goboogoooooobooo
Type 000000dumpd 0000000 VT100
0 78 DEFAULTOOOODO
goodoo

O

SHOW ASYNO 306 D OO0

ooooo
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SHOW USER

SHOW USER

00000000000 /000000000000

SHOW USER[ =/ ogi n- nane] [ CONFI GURATI ON]

login-name: 00000010640 0000000000000000DDO0OODOOOOODOOO

g0

cdoooooooooooooooooooobooooooooooooboooooogon
goooog
USER 0OO0OO0OOO

CONFIGURATION 0000000000000 O0OO0O0O0O0OO0OO0OO0OO0OOUSEROOOOOOO
ooooooooooooogd

gooooggoo

Manager > show user

User Authentication Database

User nane: joge ()

Status: enabl ed Privilege: user Tel net: no

Logins: O Fails: O Sent: 0O Rcvd: 0
User nane: manager (Manager Account)

Status: enabl ed Privil ege: nanager Tel net: yes

Logins: 5 Fails: 1 Sent: 0O Rcvd: 0O

User Port/ Devi ce Location Login Tine

manager Tel net 1 172. 16. 28. 126 20: 48: 24 05-Jul - 2001

Manager > show user configuration

User nodul e configuration and counters

Security paraneters
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SHOW USER

login failures before lockout ............ 5 (LOG NFAI L)
lockout period .......... ... ... .. .. ...... 600 seconds ( LOCKQUTPD)
nmanager password failures before |ogoff .. 3 ( MANPWDFAI L)
maxi mum security comand interval ........ 60 seconds ( SECURDELAY)
m ni mum password length .................. 6 characters (M NPWDLEN)
TACACS retries ... 3 ( TACRETRI ES)
TACACS tineout period .................... 5 seconds ( TACTI MEQUT)

sem - per manent nanager port

Security counters
| ogi ns
nmanager PwdChanges
unknownLogi nNanes
total PwdFail s
nmanager PwdFai | s
securityCndLogoffs
| ogi nLockout s

dat abaseCl ear Total | ys
def aul t Acct Recoveri es
tacacsLogi nReqgs
tacacsLogi nRej s
tacacsReqTi meout s
tacacsReqFai |l s

O O O o+ O

User Authentication Database 0O 00O

ooooooooboooboogo

Number of logged in Security Officers

currently active

00000000 Security Officer0 00000000
000000000 000SECUREDELAYD OO OO
ooboooobooboooobooooobood

Username ooooo

Status goboboooboogoooo

Privilege 000000000000 Sec Off0 Security Officerd
managerd 00O Muserl 0o oooooobogad

Telnet O0000O0 TELNETOODODOODOOODOOO

Logins oooooooo

Fails gooooobooo

Sent goboboboboboboobooboboooboo

Revd goboboboboboboobooboboooboo

Active (logged in) UsersO O OO0

oobooooooooooooobooboogoon

User

ooooo

Port/Device

0000000000000 0Mm Asyn X Telnet xO
oobooooboooxooooooodd

Location gooooooboboboboobobooboboobo
O00000oooooooooodlecalldOOnOn
ooooooooooo IiPOO0O0OOOOOOOO

Login Time oooooo
0 79:
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SHOW USER

login failures before lockout

000000000000 O0O0OLOGINFAILODOOO
O0Mo00oooooooooooo0onoLoCK-
ouTpbUOOOOOOUOUOOOOOOOUOOOOOO

lockout period

LOGINFAILOOOOOOODOOOOODOOoOoooo
oooooooooooLockouTpDOOOOOODO

manager password failures before logoff

cooboooboooooobooooboobooooooon
O000O0OO0O0O0OMANPWDFAILOOOOOOO

maximum security command interval

ocoooboboobooooooooobdan
OSECUREDELAY DO OOOOO

minimum password length

000000000000 MINPWDLENOODOODOOO

semi-permanent manager port

oooooooooooon

logins

oooooooooooon

managerPwdChanges

Manager 0 0O O0O0O000000O0O

unknownLoginNames

oobooooooooooooobooboogoon

totalPwdFails

codoboooobooooooooobooooboooboogon
cooooooo

managerPwdFails

cooboooboooooobooooboobooooooon
cooooooo

securityCmdLogoffs

cooboooboooooobooooboobooooooon
Oo0oooO0o0O0OOManager0 00000000000
ooooogooooooon

loginLockouts

cooboooboooooobooooboobooooooon
oooodd

databaseClearTotallys

oooooooooooobooooboodgo

0 80: CONFIGURATION OO OOOOOO

goooog

ADD USERO 1250000
DELETEUSERO 1710000

DISABLE SYSTEM SECURITY_MODEO 1950000

DISABLE USERI 198 00 O O

ENABLE SYSTEM SECURITY_MODED 220000 O

ENABLE USERO 2230000
PURGEUSERO 2390000
RESET USERO 2500 00 O
SET USERO 3030000

410 | CentreCOM 98000000 OODOOO0DDOOO 2.6

J613-M6933-01 Rev.G

ooooo



SHOW USER RSO

SHOW USER RSO

00o00o0o0ooOoooo /0000000

SHOW USER RSO

g0

RSO Remote Security Officer0 00D 000000000
RSOODOOOOODOOODODOOODOOOODOODDOOOOOOODOSecurity Officerd 0000 TelnetOD
oo000ooo0o00U00UoUoUoooUoooooooooooOoRSOUDUIUOOUOODOUOOOOOO
00 Security Officer0 D 0000000000000 O0DOOOOODOO

gooooggoo

SecOfFf > show user rso

Renpote Security O ficer Access is enabled

Renote Security O ficer Log

Renote Security Oficer ... 172.16.28. 126/ 255. 255. 255. 255
Failed logins ............. 0

Last failed login ......... FR_FHX_ Kk XK kk o kk kK
Successful logins ......... 2

Last successful login ..... 10-Jul -2001 19: 32: 55

Illegal Login Attenpts

| P Addr ess Dat e/ Ti ne Attenpts
172.16. 28. 103 10-Jul -2001 19: 34: 58 2
172.16.28.1 10-Jul - 2001 19: 33: 47 1

Remote Security Officer Accessis RSOOO0O0OO0ODOOOOOOENABLE USERRSOOOOOO

ogno

Remote Security Officer RSOO IPOOOOOIPOOOO/O0DODOOOOO

Failed logins RSOOOOOOOOOO

Last failed login D0000D000000O*x*eaax e 0000000
gooboooboobooooo

Successful logins RSOOOOOOOOOO

Last successful login OD000000000 Q0 OO *x-Hexekx ks QO 00000

ooooooooogd
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SHOW USER RSO

Illegal login attempts RSOOOOOOOOODO Security Officer0 0000000
IP address TelnetOOODOODOOIPODOO
Date/time O0o0o0oon
Attempts oooo
0 81
goodoo

ADD USERRSOUO 1270000
DELETEUSERRSOO 1720000

DISABLE SYSTEM SECURITY_MODEO 1950000
DISABLE USERRSOO 19900 00O

ENABLE SYSTEM SECURITY_MODED 220000 O
ENABLE USERRSO0 2240000
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SSH

OOoOooooooooo / Secure Shell
00oo0ooooooooooOo AT-FL-1000 O

SSH i padd USER=user name {PASSWORD=passwor d|KEYl D=key-i d}
[ COMMAND=Sst ri ng]

ipadd: IPO OO0

username: 00000010150 000000
password: 0000001031000

key-id: O 0 0 000 655350

string: 00001080000

g0

SSHOOUOOOOOOoOooooooSSsHOOoOoOoooooooooooooo
oSssHOOOOOUOOOOOoOoOOooOoooOooooooooooooo
ossHOOOOOOOOoOOoOoooOoOooooOooooooooooooooooooooooooooo
OBreakOOOOOTelnetO DD ODOOO0OODODOODOOOOOOOOCr-POOODOOOOODOOOOODOO
0000000000000 000o0O00DO000O00O0O0OSETASYNOOODOO ATTENTIONDO O
ooooooooood

0000000000000 oooomcCrl-XOO0OOO0OoOooooooooooOoooooOm Enterd
O0O0O0OO0OO0O0OO0OSHOWSESSIONSO OO OOOOOO0OO0OOO0OOO0OODO0OORECONNECTOOOOODO
ooooo

goooog

USER 0OO0OO0OO0OO0OO0OOO

PASSWORD OO0OU0OO0OO0OOO0OO0OOOOOOOOOO

KEYID RSAOOOORSAOOOOOOOOOOOOOORSAOOOOOOOOOOOOOOOOOO
oooooooobooooooobooooon

COMMAND SSHOOOOOOOOOOOOOOOOOOOOOOO0OoOOoOoOoooOoooOooooo
oooooooo0o0o0oOooooo0o0ooooooooooooooosSsHoooooo
oooboooooooooooooogoo

g
m SSHOO OO 192168101 000000 rootD 00000 8nyaral 0O O0OOO00OO

SSH 192. 168. 10. 1 USER=r oot PASSWORD=8nyar a
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SSH

mSSHOOOO 192168101 000000 rootDRSAOD 100 00000000000

SSH 192. 168. 10. 1 USER=r oot KEYI D=10

m SSHOO OO 19216810100 0SHOW IP INTERFACED OO0 OO0 OO0O0OOO0OO0OOOOOOOO

SSH 192. 168. 10. 1 USER=r oot PASSWORD=8nyara COMVAND="show i p interface"

goooogn

00000000000 D000O00Hostkey not recognised -saved asssh.keyo OO0 00000 oonO
gooooooboobobobbobboboooooobobbobbobbbobbboboooU oL UL o
0000000000000 000000000O0sshkeyDOOOOODOODOODODOOOO0OO0OOOOOO
OO0OOCREATEENCOKEYDOOOOUOUOOODODOUOOUOODODOUODOUOOODOOOOO TYPEDO
RSAOFORMAT O SSHOO OO OO

goooog

CREATEENCOKEYO 1340000
SHOW SSH SESSIONSO 389 0 0 O [0
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TELNET

TELNET

00o0o00o0ooooo /000000000

TELNET {i padd|i p6add|host nane}

ipadd: IPv4 0 00O
ipéadd: IPv6 0O OO
hostname: 00 OO

g0

00000000 Telneto OO OO
cooooooobooooooooboooooobobooooooooboooooooooooooboooon
gogooocul-bO0O000D00OO0oOooooog

0000000000000 00000000o000oooo00oo00oo00Do00o0o0o0OUnBreakn
O00O0TelnetOODO0O0OO0ODOOOOODOOOOOOOCU-POODOOOOOOOOOOOODOOOOO
0000000000000 000000000O00OSETASYNOOOOO ATTENTIONOOOOOOO
oooood

0000000000000 oooomcCrl-XoO0OODooooooooooooOoooooOm Enterd
O0O0O0OO0OO0O0OO0OSHOWSESSIONSO OO OOOOOO0OO0OOO0OOO0OODO0OORECONNECTOOOOODO
ooooo

gooooggoo

Manager kkSwitch.joge.net> telnet afrika

Info (105327): Resolving host nane "afrika.joge.net" to | P address

Info (105328): Host nane resolved to 172.16. 28. 1.

Info (133256): Attenpting Tel net connection to afrika.joge.net, Please wait

Telnet OOOOOOOO
U*I X (afrika.joge.net) (ttyp2)

| ogi n: usouser

Passwor d:

[chknmai|] You have new nai l

i nbox © 6

ur gent .3

Total - o
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TELNET

- Conplete Switch reference manual

afrika:™> 000 Grl-POO0O0ODOOOOOOOODDOOO

Session 1 to afrika.joge.net paused

ooooooogo
Manager kkSwitch.joge.net> show ip int

Interface Type | P Addr ess Bc Fr PArp Filt RIP Met. SAVbde | PSc
Pri. Filt Pol . Filt Network Mask MIU VJC GRE OSPF Met. DBcast Ml
Local --- Not set - - - .- - Pass --
--- --- Not set 1500 - - - --- ---
vl anl Static 172. 16. 28. 160 1 n - --- 01 Pass No
--- --- 255. 255. 255. 0 1500 - --- 0000000001 No Rec
vl anl10# Static 0.0.0.0 1 n - --- 01 Pass No
--- --- 0.0.0.0 1500 - --- 0000000001 No Rec

oooooooooooo
Manager kkSwitch.joge. net> show session

Session information for Telnet 1
session 1 connected to afrika.joge. net
sessi on 2 not connected

sessi on 3 not connected

sessi on 4 not connected

session 5 not connected

CGrl-XOOOUOOOoOOoOoOoOoOooOoUOOoOOOEnter 00O
Manager kkSwitch.joge.net>reconnect 1 ( afrika.joge.net ) [Enter]

Info (136271): Reconnected to session 1 ( afrika.joge.net ).

Telnet 0000000000000 OUOODDOOODENter OO0

afri ka: "> | ogout

godooooooooooon
TELNET sessi on now CLOSED.
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TELNET

Manager kkSwitch.joge. net>

goooogn

O000000oooooouoooooo ADDIPDNSOOOOOOOOOOOoOOoOoOOooooooooo
000000000000 0000000U00UOoOrREDNOOOOOOUOUOOOOOOOUdSET SYSTEM
NAMEOOOOOOOUOOOOOOOOOOOODO0OORDNOODODOOOOUOOOoooooooon
OD00O0O0afriked00000O0O0OOOOO

DO0O00MmsysName O OO OO0 O0DO0DO0DO0D0DO0D00O0O0O0O0O0DO0O0OOOOOODOOOOOOO0OO0
000000000 00000O00000000 0sysName OO myswitch.example.comTl myswitch
0000000000 00000000000000MM TELNET hispcOO0ODOO0OOOOODOOOOOO
O hispc.example.comO OO OO DNSOOOODOOOOO

goooog

ADD IPDNSMI IPO O 1180000
ADD IPHOSTIIPO O 1240000
ADD IPV6 HOST IPv6O 0O 380 00O
CONNECT PORTO 1310000
DISCONNECTO 2000 00O
RECONNECTO 2400000

SET SYSTEM NAMEO 284 0 0 0O

SET TELNETO 286 00O O

SHOW IPHOSTI IPO O 3120000
SHOW SESSIONSO 3800 00 O
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UPLOAD

UPLOAD

00000000000 /0000000000000

UPLOAD [ METHOD={TFTP|ZMODEM}] [ FI LE=fil enane] [ SERVER={host nane|i padd}]
[ ASYN=asyn- nunber ]

filename: O 0O O 0O 0O O [device:]filename.ext 0 O O O device:0 OO0 flash:00o0ooOd
hostname: 0O 00O

ipadd: IPO OO0

asyn-number: 00000000000

00

TFTPOZMODEM O OO OOOOODOOOOOOO
000000000000 0000000OSETLOADEROODOIOOOOOOOOOOOOOOOOOOO

goooog

METHOD O0O0O0O00OO0OOTFTPOOOO SERVERODODOOOOOOOZMODEMOOOO ASYN
000o0oooooooog TFTPO

FILE OOO0O0DOO0OO0OO0O0DO0O0O0

SERVER TFTPUOUOOOOOOOOO IPOOODOODOO0OOOOODOODOOOUOADDIPDNSOO
OO0 DNSOOOOOOoOoooooooooooooo

ASYN zZMODEMOOOOOOOOODOOOOO

g

0000000000000 0D0000O0foobarscpOd TFTPO OO D 0192.168.1.10300000
ooooo

UPLOAD FI LE=f oobar. scp SERVER=192. 168. 1. 103

s ]000000000000000000Obasicefg00d 00000 asyn0O 00000 ZMODEM
ooooo

UPLOAD FI LE=basi c. cfg METHOD=ZMODEM ASYN=0

goooog

LOADO 2290000
SET LOADERO 2640000
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SHOW FILED 3340000
SHOW LOADERO 3490000
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WAIT

WAIT

ooooo0oooooo /00000

WAI T seconds

seconds: 00 00O

g0

oooooooobooooooooooooooooboooooooog

goooogn

oooooooooooooon

goooog

IF THEN ELSE ENDIFO 228 00 00O
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