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RADIUSOODOODDOOODOOOOUOODODODORADIUSODOODODOOOOOUODODODODODODOoOoooOOO
gooiiPOoOODOOoOOOOO

ADD IP INT=R IPADDRESS=192.168.10.5 MASK=255.255.255.0
RADIUSOODOOOOOOOOOIPOOOOOUDPOODOOODOODOODODOODODOODOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

goboogooooooboooobo
ENABLE PORTAUTH

0001000000000 00000O00SETPORTAUTHPORTODOOOO370000O0O
OPORTAUTH=AUTOO O OOOOOOOOOOOODI1I000O00 MACOOOOOODOOODOO
00000000 VLANDODOOOODDODDODOOOMM GUESTVLAN=200 0O 00 00O OVLAN
OBOOODOO VLANODOODOD

SET PORTAUTH=AUTO PORT=1 TYPE=AUTHENTICATOR MODE=SINGLE GUESTVLAN=20
VLANASSIGNMENT=ENABLED .J

[Multi-Supplicant 0 00 0O MODE=MULTIO DO ODOOO VLANOOODOOOOODO
WebOOOODOOOTCPOOODOOOODDOOO
SET WEBAUTHSERVER PORT=3000
CWebDOOODOODODODOTCPUOOODDODOWebGUIOODDOO HTTPOOODOODO TCPOOOOO

OSETHTTPLISTENPORTO O OO M ODOOODOOO 126000000000000000000OO
ooooososooooo

WebOOODODOOOODODODOOOO

ENABLE WEBAUTHSERVER ./

[CRADIUSOOO0OO0O00O0000O00OO0OAuthenticator0 000000000 0OOOSET PORTAUTH PORT

000003700000 TYPEOOODOOOO NONEOOODOOOOOOO
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ooooooo

DHCPOUOUOOOOOOO DHCPOOOODOOODOODOOOOO WebOOOOOOOOO

O000DHCPOOUDODOUDOODDODDOOUDOODDODOWebOODOODOO Supplicant0 000 IPOOO
o0000ooOoO0o0o000o0o00ooooOooODHCPOODOODODODODODODODODODODOODODOODDOODOO
O000DHCPOOOODD 2000000 1000000000WebODDOOODDOOODDOOO

O0000Supplicant0 000 IPOO0O0O0O0O0O0O0O0O0OODOD0OOWebOOOODODODODOOOOOOO
goooooo

[CO00 VLANOOOOOOO VLANOOOOOOOO0OO00oO0oo0ooo VLANODOOOOoooo VLANOO
ooooooo

m Supplicant0 000000000000

DHCPOOOUOODODOUOODOOUOOO Supplicant 0 Authenticator 0 00 O
Supplicant 00O Web O OO ODOODODODHCPOOOOOODOOODOOSET PORTAUTH DHCP-
PASSTHROUGH DO O ODO36000MOOODOD0D0OO0OO0OOO0OO VLANOODODOOO DHCP
O0000000O0SupplicantD IPOODOD0O0O0ODDO0OOOO

3. Supplicant 0 Web OO 0O 00 00O Authenticator0Web OO OO0 000000000 ODOO ID
O00D0DU00O0DUDUOOD0DORADIUSOODDOOODOODOOODOODOODOOO

4., Supplicant0 0000000000000 00O0 VLANDODOOOOOO

CRADIUSOOO0ODO0O0O00OO0OO0 VLANOOODODOOO VLANOOOOOODOOoVID=100) 00O
ooooooooo

5 Supplicant0 00000000 VLANOOOOOOOOOO

REAUTHENABLED=ENABLEDO O 0000000000 O0OOOOOOOOOREAUTHPERIOD OO
00000000000000000000000000000000000 2000 0Supplicantt 00
000 VLANOOODOODODOOO

m 0
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ooooooo

UO00000VLANO VLAN AT

Authenticator
WebO OO O OO
IPO0 00O D0192.168.10.50 0 0 0 O O O 3000

| P1L P8 P9 |
Web DHCP RADIUS
Supplicant oood gooo
192.168.10.130

[ I—

\
[ —

VLAN A (10) VLAN R (100)
00O VLAN 0000000VLAN

000000 VLANO VLAN RO

VLAN A (10) VLAN R (100)
000 VLAN 0000000VLAN

Authenticator
WebOOOODODO
IPO 000 D192.168.10.50 0 0 0 0 0O O 3000

| P1 P8 P9 |

Web DHCP RADIUS
Supplicant 00 00O oooo
192.168.10.130

m JO0O0O0OOO0ORADIUSOODODO0OOODODODOODODODODOOODOODDOOODOOODOOON

User-Name User-Password 0o
webuserA webpasswordA Web Supplicant0000000/00000
0 11

OO0OooDoOPAPOOODOODOO

m [0

1. VLANDOOOOOOO

20 | CentreCOMFSOOMO 000 0000000000 1.6.0

613-000325 Rev.F

gooood



ooooooo

CREATE VLAN=A VID=10
CREATE VLAN=R VID=100

2. DHCPOODODOO RADIUSOOODODOODOOODOOO 8090 VLANODROODODDUOUODODODO
ADD VLAN=R PORT=8-9 .

3. RADIUSOOODODOODOUOO0O0O0O00OoOoOORADIUSOD OO OO0O0DODODO0DOOOoOOOOODOO
gooiPoOo0OODOOoOOOOO

ADD IP INT=R IPADDRESS=192.168.10.5 MASK=255.255.255.0
4, RADIUSOOUOOOUOOOOOOIPOODODOD UDPOODODOODODOODODOODOOOODOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu

5. DO0O0oDoOooooooooood
ENABLE PORTAUTH

6. D00 l0000000O0ODOOOODOO

SET PORTAUTH=WEBBASED PORT=1 TYPE=AUTHENTICATOR MODE=SINGLE
GUESTVLAN=10 VLANASSIGNMENT=ENABLED .J

[Multi-Supplicant 0 00 0O MODE=MULTIO OO ODOOO VLANOOODOOOOODO
7. WebOOOOOODO TCPOOOOODDDOOOODDO
SET WEBAUTHSERVER PORT=3000
CWebDOOODOODODODOTCPUOOODDODOWebGUIOODDOO HTTPOOODOODO TCPOOOOO

OSETHTTPLISTENPORTO O OO M ODOOODOOO 126000000000000000000OO
ooooososooooo

8. WebOOOOOODOOOODOOO
ENABLE WEBAUTHSERVER ./
9. DHCPOODDODODODOODODDOODODDDODO

SET PORTAUTH DHCPPASSTHROUGH=ENABLED ./

[CRADIUSOOO0OO0O00O0000O00O0OAuthenticator0 000000000 0OOOSET PORTAUTH PORT
000003700000 TYPEOOODOOOO NONEOOODOOOOOOO

O0000O VLANOOO DHCPOOOOODOOOOOO WebOOOQOOooooQ
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ooooooo

00000 VLANODOO DHCPOOOOOODODOODOODOWebOODDODOOOODODODODOOODOOOO
gooon

e RADIUSOOOOOSupplicantODHCPO OO DODODODOOO VLANOOOOODOOOOOODOO
OVLANDOOODOOOO VLANOOODOOoOood

e RADIUSODODODODHCPUUDUOODODUOODODODODODODODODODODODODODOOOOOO

e SupplicantD 00000000000 OD0OO0ODODOODOOOODOOOOOOODOOOOODOOO
gboboogoboooobo

e JI0DOIUOUDDOUDDUODODOOUDDOO VLANODODOODDODOODOD

m 0

/ \
4 / \ O0O000OVLAN )
Web DHCP RADIUS

Supplicant 0000 0000 UPLINK

Groupl Group2 UPLINK

O0O0000 VLAN

000000 VLANDO Dynamic VLAN AssignmentD OORADIUS OO 00000 DO0O0OODOOOOO
0000o0oooo0Oo VLANODODODOoOoDoOoDoooo

0000000 Authenticator 000 0000000000000 VLANOOOOOOOOOODOOOO
O00000Authenticator 000000000 IPODODOO RADIUSOODOOODDOOOOODDOO
000000000 VLANODADODOOOODODUODODOORADIUSOOODOODODODDOOOOO VLANORO
00000000000 0ODODOODO0O0OD0O0O0OD0OD0OD0OD0ODORADIUSOODO0O0O0OOOODODO VLANODAD
goboodoooouoooo

00000000 1080 8021X0O0OODooDooOO0D0OO0ODUOOD 10800 UDUDO VLAND VLAN
default DO 0O O0DODO0OMMOODODRADIUSOOOODODOVLANDOROOODODOOOD QOO ODO0OOO0OOOOOO
gogbdoooooooo

CO0000008021IX 0000000000 UDOMACOODOOOWebDO OO ODODODODOODOOODO

m 0
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ooooooao

m [0

Authenticator

| P10 8 P9 |

’
7
’
’

802.1X Supplicant RADIUSO O OO
’ 192.168.10.130

e

VLAN default (1) VLANA (10)  VLAN R (100)
000 = 0000

ODOODUOORADIUSOOOODOODODOODODOODODOODOOOOODODOODOOOO

User-Name User- Tunnel-Type Tunnel- Tunnel- oo
Password Medium- Private-
Type Group-ID

userl passwordl VLANO 130  IEEE-802760 20 802.1X Supplicant O O
ooooo/000000
goboooodoooo
VLAN

0 12
m [0
1. VLANODOOODOOO

uon

CREATE VLAN=A VID=10
CREATE VLAN=R VID=100

RADIUSOODOOOOOOOOOO 90 VLANDOROOODDODDODOOOO

ADD VLAN=R PORT=9 .

RADIUSOOODUOOOOUODODODUODODUODODORADIUSOODODODODODODODOODODODODOOOODO
VLANOROO IPOOOODOOOOOOO

ADD IP INT=R IPADDRESS=192.168.10.5 MASK=255.255.255.0

RADIUSOOOOODOOOOOOIPOOOOOUDPOODDOOODOODODODOOODODOODOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

goboogooooooboooobo
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ooooooo

ENABLE PORTAUTH

6. 000 1080 802X 00000 DOODOOOOOSET PORTAUTHPORTO OO DDO370 00O
0 0PORTAUTH=8021X TYPE=AUTHENTICATORD OO O OODOOOODO 10 802.1X0O0O O
Authenticator 00000000000 M VLANASSIGNMENT=ENABLEDD 00000000
Oo0o0O0OVLANDOODODODODO

SET PORTAUTH=8021X PORT=1-8 TYPE=AUTHENTICATOR
VLANASSIGNMENT=ENABLED .J

[CRADIUSOOO0OO0O00O0000O00OOAuthenticator0 000000000 0OOOSET PORTAUTH PORT
000003700000 TYPEOOODOOOO NONEOOODOOOOOOO

s 000000 VLANODODOODODODOOOoooooo

e Supplicant0 0000000000000 OOOO VLANOADDVLANPORTOOOOMmMI OO
000 LANOD 13000000000 VLANOODODOOUOOoOoDoOoooooooooooooooo

e RADIUSOUODUODUODOO VLANDODOODODODDODODODODODODODOODDOO VLANDODODDODODO
goboobooobooobooboobbooboo

e RADIUSOUODUODUODOO VLANDODOODODODODODODODODODODODODODDOODO VLANDODDOO
goboooboooboooobooboobbooboo

e RADIUSOUODUOUO VLANOODODODDOODODDODODODODODODODODODODODOOO VLANDODDODOO
goboooboooboooobooboobbooboo

e JI0DUIUODOUOUDOUDOOUDODUDDOUODUUODOUODOODOODODOOD VLANDO
gobooboogooboooboobobobboobooboooboboooboboobo

e JIDDODODMMIODOCCONTROL=UNAUTHORISED OO0 O0O0OMM OO CONTROL=AUTHORISED
00o0o0O00ooo0oo0oO0ooooUoD0 VLANDODDOOoOoood

s J0J00000000 VLANOOOOUOOOOOOOooooADDVLANPORTOOOOMmMOODOO
OLANOD 130000000000000 VLANDODOOODODODOOODOoDoOoOoooooooooo
0000000000 VLANDOOODOD VLANDOOOooooooooo

e 00UDOO SupplicantO 000000 OOO
e [UOUIDUOUOUOUOO

e J0DODODDODOODOUDOOODISABLEPORTAUTHOODODODO310O0O O OO

000 VLAN

O00VLANDOOODOOODDOOOODDOOOO0OO0O0O Supplicant0 0000 VLANOOOOODOOO
000000000000000000000 802.1X Supplicant0 OVLANOBOOOODODOOOOO
O000D00O0O0OVLANODAOODOODODOOO

CO0000008021IX 0000 D0D0DOD0DUDOMACOODOOOWebDO OO ODODODODOODOOODO
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ooooooao

Authenticator

|P1P2P3P9|

\

802.1X Supplicant RADIUSCO O OO
192.168.10.130

VLAN B (20) VLAN A (10)
00 0VLAN

m JO0O0O0OO0OO0ORADIUSOODODOOOODODODOOODODODOOOOODOOODOOODOON

User-Name User-Password oo
userl password1 802.1X Supplicantl 000000000000
user2 password?2 802.1X Supplicant2 D0 00000 /00000
user3 password3 802.1X Supplicant3 0000000 /00000
0 13
m [0

1. VLANDOOODOOOO

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20

2. RADIUSOOOOOOODODOOOO 90 VLANDAOOODDODODOOO

ADD VLAN=A PORT=9 .

3. RADIUSODODUODOUOODODOODDUODODODODUOORADIUSOODODOODODODOODOODOODOOOOOO
VLANOAOO IPOO0OOOOOOOOO

ADD IP INT=A IPADDRESS=192.168.10.5 MASK=255.255.255.0

4, RADIUSOOUOOOUOOOOOOIPOODOOD UDPOODODOODODOODODOODOOOODOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. DO0O0oDoOooooooooood

ENABLE PORTAUTH
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ooooooo

6. 000 1030 8021X0 000000 DOOOOOOSET PORTAUTHPORTO OO DDO370000O
0 0PORTAUTH=8021X TYPE=AUTHENTICATORD OO O OODOOOODO 10 802.1X0O 0O O
Authenticator 0D 00000000 0MMGUESTVLAN=200 000000 OVLANOBOOOO
OVLANDOOODOD

SET PORTAUTH=8021X PORT=1-3 TYPE=AUTHENTICATOR MODE=SINGLE
GUESTVLAN=20 VLANASSIGNMENT=ENABLED .J

[Multi-Supplicant 0 00 0O MODE=MULTIO OO ODOOO VLANOOODOOOOODO

[CRADIUSOOO00DO0OO0DO0O00OO0O0Authenticator 000000000000 OSET PORTAUTH
PORTOOOOO3700000 TYPEOOODOOOO NONEOOOODOOOOOO

Supplicant MAC O OO O

00000000 MACOODODODOOOO0ODOD0O0O000D00000000000000 SupplicantO O
00000000 SupplicantMACOOOODOOOOODOOOOO

m Supplicant MACOOOOOOOOOOOOOOOSET PORTAUTH PORT SUPPLICANTMAC OO
oood4l10000000000

SET PORTAUTH PORT=5 SUPPLICANTMAC=00-00-F4-11-11-11 CONTROL=AUTHORISED .
m 00000 Supplicant MACO O DD ODOOO0O0OOOOOO DELETE PORTAUTH PORT SUPPLI-
CANTMACO OOOO300DOoooooooon

DELETE PORTAUTH PORT=5 SUPPLICANTMAC=00-00-F4-11-11-11 J
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ogbooboguodd

ooboogood

goooooo
ADD PORTAUTH PORT SUPPLICANTMAC . . . . . . . . o 28
DELETE PORTAUTH PORT SUPPLICANTMAC . . . . . . . . . ... oo 30
DISABLE PORTAUTH . . . . . . . e 31
DISABLE WEBAUTHSERVER . . . . . . . . 32
ENABLE PORTAUTH . . . . . 33
ENABLE WEBAUTHSERVER . . . . . . . . 34
SET PORTAUTH AUTHMETHOD . . . . . . . .. 35
SET PORTAUTH DHCPPASSTHROUGH . . . . . ... .. ... ... ... ... .... 36
SETPORTAUTHPORT . . . . . . e e 37
SET PORTAUTH PORT SUPPLICANTMAC . . . . . . . 41
SET WEBAUTHSERVER . . . . . . 43
SHOW PORTAUTH . . . . e 45
SHOW PORTAUTH PORT AUTHENTICATOR . . . . . . . . ... . . . 49
SHOW PORTAUTH PORT SUPPLICANT . . . . . . . . o 53
SHOW WEBAUTHSERVER . . . . . . . 55
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ADD PORTAUTH PORT SUPPLICANTMAC

ADD PORTAUTH PORT SUPPLICANTMAC

goooobooooo

ADD PORTAUTH PORT=port-number SUPPLICANTMAC=macadd [CONTROL=AUTHORISED]

port-number: 000 0000000100000000000O0
macadd: MAC 0O 0O O O O XX-XX-XX-XX-XX-xX 0 0 0

g

Supplicant MACO OO UOODO0OOOOOOOSupplicant MAC OO 00 00O OSingle-Supplicant O O
00 Multi-Supplicant 0O 000000000 10000000 10000000000
SET PORTAUTH PORT SUPPLICANTMACOOOOOODO

goooog

PORT 000000000000 ODOOODOOOOOOOOOOOO

SUPPLICANTMAC Supplicant MACOOOUOUOOOOOOODODO MACOOOOOODOOOOOO
gboboooboooooooboobbon

CONTROL 0O0OO0O0OO0OO Authenticator OO O0OUOOOAUTHORISEDOD OO OOODOOOOOOO
RN

gooooogono

Manager > add portauth port=1 supplicantmac=00-00-f4-11-11-11 control=authorised

Operation successful.

o
m Supplicant MACO OO OOOOOO0O0O

ADD PORTAUTH PORT=1 SUPPLICANTMAC=00-00-f4-11-11-11 CONTROL=AUTHORISED

goooogd

O000000000D0OOTYPED AUTHENTICATORDOOOCONTROLD AUTOOOOOOODOO
00000000000 VLANDOOOODODOODOOoooo VLANOODOODODOOOoooooOo VLAN
000000000000 00O0SupplicantMACOODOOOOOOODOOOO

go0od0oooo0oo0ooOoOoOoOoO00ODOOODOODODOODOODODOOODO MACOOOODODOO
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ADD PORTAUTH PORT SUPPLICANTMAC

ooooooooooorbDBOOOOODOOOO

0000 FDBOOOOODODOODOOODO0OO0DO0O0O0O00O00D0O00000000000O00 Supplicant
0O MACOOOOOOSupplicantMACOOOOODOOOOOOOOO

000000000000 TYPEDO AUTHENTICATOROOOODOODOODOOODOOCONTROL O
AUTODO 0000000000000 0o0oooo MACOODDODODDODDODODODODOOD FDBODODODDOODO
o0o0o0oooooo MACOOODUOODOO VLANOOODOODODODDODDODODODODOooooooooo
000000 UooOUooUoooo 3dUoUooooo

goooog

DELETE PORTAUTH PORT SUPPLICANTMACO 300000
SET PORTAUTH PORT SUPPLICANTMACO 410000
SHOW PORTAUTH PORT AUTHENTICATORO 490000

gooon CentreCOM FSOOOM O OO0 ODOO0OO0O0OOO0OOO 1.6.0
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DELETE PORTAUTH PORT SUPPLICANTMAC

DELETE PORTAUTH PORT SUPPLICANTMAC

goooobooooo

DELETE PORTAUTH PORT=port-number [SUPPLICANTMAC=macadd]

port-number: 000 0000000100000000000O0
macadd: MAC 0O 0O O O O XX-XX-XX-XX-XX-xX 0 0 0

g

Supplicant MACO OO DOO0OO0ODDOOO
ogooooo
PORT 0000000000000 O0OOOOOOODODOODOODO

SUPPLICANTMAC 0000 SupplicantMACOODOODOOODODOODODODO0DO0000D0D0D0000OO
0000 Supplicant MACOOOOOODOOOOO

gooooggon

Manager > delete portauth port=1 supplicantmac=00-00-f4-11-11-11

Operation successful.

g
0000000 Supplicant MACOOOOOODOOOOO

DELETE PORTAUTH PORT=1 SUPPLICANTMAC=00-00-f4-11-11-11

goooog

ADD PORTAUTH PORT SUPPLICANTMACO 280 00O
SET PORTAUTH PORT SUPPLICANTMACO 410000
SHOW PORTAUTH PORT AUTHENTICATORO 490000
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DISABLE PORTAUTH

DISABLE PORTAUTH

goooobooooo

DISABLE PORTAUTH

g

gobooboobooobooobooboobbo

gooooogono

Manager > disable portauth

Operation successful.

g
m 1 J00000oooooo

DISABLE PORTAUTH

goooog

ENABLE PORTAUTHO 330 O OO

SET PORTAUTH AUTHMETHODO 350000

SET PORTAUTH PORTO 370000

SHOW PORTAUTHO 450000

SHOW PORTAUTH PORT AUTHENTICATORO 490000
SHOW PORTAUTH PORT SUPPLICANTOS3 0000
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DISABLE WEBAUTHSERVER

DISABLE WEBAUTHSERVER

goooobooooo

DISABLE WEBAUTHSERVER

g

WebOOODODOOOODODOOODOOOOODOOO

gooooogono

Manager > disable webauthserver

Operation successful.

g
sWebDOOOOODDOOOODODO

DISABLE WEBAUTHSERVER

goooog

ENABLE WEBAUTHSERVERO 34 00 0 O

SET PORTAUTH AUTHMETHODO 350000

SET PORTAUTH PORTO 370000

SHOW PORTAUTHO 450000

SHOW PORTAUTH PORT AUTHENTICATORO 490000
SHOW PORTAUTH PORT SUPPLICANTOS3 0000
SHOW WEBAUTHSERVERO 550 0 0 O
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ENABLE PORTAUTH

ENABLE PORTAUTH

goooobooooo

ENABLE PORTAUTH

g

gobooboobooobooobooboobbo

gooooogono

Manager > enable portauth

Operation successful.

g
m 1 J00000oooooo

ENABLE PORTAUTH

goooogf

0 Authenticator DO 0O O Supplicant 0000 0000000000000 0D00OO0OOOOOOOOO

goooooo

0 Authenticator 00 00O Supplicant 000 0000000000000 DO0OOOOOOOO

0 Authenticator 00 00O Supplicant 00 0 0000000000000 O0O
000000000000 EAPODODODODOOODODO
O00000000000000 Authenticator 000D 0000000000000O
OAuthenticator 0 00 0000000000000 0D0O0OO0OOO

O Authenticator O OO 0O0O LDFOODOODOOOOOO

goooog

DISABLE PORTAUTHO 3100 OO

SET PORTAUTH AUTHMETHODO 350000
SET PORTAUTH PORTO 370000

SHOW PORTAUTHO 450000

SHOW PORTAUTH PORT AUTHENTICATORO 490000
SHOW PORTAUTH PORT SUPPLICANTOS3 0000

goooo CentreCOMFSOOOM OO OO O0OO0OOOOOOOO 1.6.0
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ENABLE WEBAUTHSERVER

ENABLE WEBAUTHSERVER

goooobooooo

ENABLE WEBAUTHSERVER

g

WebOOODODOOOODODOOODOOOOODOOO

gooooogono

Manager > enable webauthserver

Operation successful.

g
sWebDOOOOOODDODOODOOODODO

ENABLE WEBAUTHSERVER

goooog

DISABLE WEBAUTHSERVERO 32 0 0 0O O

SET PORTAUTH AUTHMETHODO 350000

SET PORTAUTH PORTO 370000

SHOW PORTAUTHO 450000

SHOW PORTAUTH PORT AUTHENTICATORO 490000
SHOW PORTAUTH PORT SUPPLICANTOS3 0000
SHOW WEBAUTHSERVERO 550 0 0 O
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SET PORTAUTH AUTHMETHOD

goooobooooo

SET PORTAUTH AUTHMETHOD=RADIUSEAP

g

gobooobogoboobobooboobbobboon

goooog

AUTHMETHOD RadiuseAP OO

gooooogono

SET PORTAUTH AUTHMETHOD

Manager > set portauth authmethod=radiuseap

Operation successful.

0
= 00000000 RadiusEAP 00000

SET PORTAUTH AUTHMETHOD=RADIUSEAP

goooog

DISABLE PORTAUTHO 3100 OO

ENABLE PORTAUTHO 330 0O OO

SET PORTAUTH PORTO 370000

SHOW PORTAUTHO 450000

SHOW PORTAUTH PORT AUTHENTICATORO 490000
SHOW PORTAUTH PORT SUPPLICANTOS3 0000
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SET PORTAUTH DHCPPASSTHROUGH

SET PORTAUTH DHCPPASSTHROUGH

goooobooooo

SET PORTAUTH DHCPPASSTHROUGH:{ENABLED|DISABLED}

g

OWebOOODODOOOO Supplicant0 IPOD 00000000000 ODHCPOODOOOODDOOO
gobooooobooobbooboo

goooog

DHCPPASSTHROUGH DHCPOOOOOOOOODOOOOODOOOOOOOODOOODODODOO

gooooogono

Manager > set portauth dhcppassthrough=enabled

Operation successful.

g
s DHCPOODOOODOOODOOODOODOO

SET PORTAUTH DHCPPASSTHROUGH=ENABLE

goooogf

ODHCPOOOUOODOODO Authenticator 0 D0 D000 WebODOOOODOODO

goooog

DISABLE PORTAUTHO 3100 OO

ENABLE PORTAUTHO 330 O OO

SET PORTAUTH PORTO 370000

SHOW PORTAUTHO 450000

SHOW PORTAUTH PORT AUTHENTICATORO 490000
SHOW PORTAUTH PORT SUPPLICANTOS3 0000
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SET PORTAUTH PORT

SET PORTAUTH PORT

goooobooooo

802.1X000MACODODDOOOWeb OO OODO

SET PORTAUTH=AUTO PORT={port-list|ALL} TYPE=AUTHENTICATOR [MODE={SINGLE]|
MULTI}] [CONTROL={AUTHORISED|UNAUTHORISED|AUTO}] [SERVERTIMEOUT=1..600]
[QUIETPERIOD=0..65535] [TXPERIOD=1..65535] [REAUTHPERIOD=1..86400]
[SUPPTIMEOUT=1..600] [MAXREQ=1..10] [REAUTHENABLED={ENABLED|/DISABLED}]
[PIGGYBACK=DISABLED] [GUESTVLAN={vlanname|l..4094|NONE}] [SECUREVLAN={ON|
OFF}] [VLANASSIGNMENT={ENABLED|DISABLED}]

802.1X 00 Authenticator J

SET PORTAUTH[=8021X] PORT={port-1list|ALL} TYPE=AUTHENTICATOR
[MODE={SINGLE/MULTI}] [CONTROL={AUTHORISED|UNAUTHORISED|AUTO }]
[SERVERTIMEOUT=1..600] [QUIETPERIOD=0..65535] [TXPERIOD=1..65535]
[REAUTHPERIOD=1..86400] [SUPPTIMEOUT=1..600] [MAXREQ=1..10]
[REAUTHENABLED={ENABLED|DISABLED}] [PIGGYBACK={ENABLED|DISABLED}]
[GUESTVLAN={vlanname|l. .4094|NONE}] [SECUREVLAN={ON|OFF}]
[VLANASSIGNMENT={ENABLED|DISABLED}]

802.1X [0 [0 Supplicant [l

SET PORTAUTH [=8021X] PORT={port-1ist|ALL} TYPE=SUPPLICANT
[AUTHPERIOD=1..300] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=Ilogin-name] [PASSWORD=password]

MaCcOOOOOO

SET PORTAUTH=MACBASED PORT={port-list|ALL} TYPE=AUTHENTICATOR
[MODE={SINGLE/MULTI}] [CONTROL={AUTHORISED|UNAUTHORISED|AUTO }]
[QUIETPERIOD=0. .65535] [REAUTHPERIOD=1..86400] [REAUTHENABLED={ENABLED|
DISABLED}] [GUESTVLAN={vlanname|l..4094NONE}] [SECUREVLAN={ON|OFF}]
[VLANASSIGNMENT={ENABLED|DISABLED}]

WEBLOOOO OO0

SET PORTAUTH=WEBBASED PORT={port-list|ALL} TYPE=AUTHENTICATOR
[MODE={SINGLE/MULTI}] [CONTROL={AUTHORISED|UNAUTHORISED|AUTO }]
[SERVERTIMEOUT=1..600] [QUIETPERIOD=0..65535] [REAUTHPERIOD=1..86400]
[REAUTHENABLED={ENABLED|DISABLED}] [GUESTVLAN={vlanname|l..4094|NONE}]

goooo CentreCOM FSOOOM O OO0 ODOO0OO0O0OOO0OOO 1.6.0 37
613-000325 Rev.F



SET PORTAUTH PORT

[SECUREVLAN={ON|OFF}] [VLANASSIGNMENT={ENABLED|DISABLED}]

oooooooo
SET PORTAUTH PORT={port-list|ALL} TYPE=NONE

port-list: 0000 0000001000000 [[Jo0OO[,]O00000000000O0O
login-name: 00000010630 00000000000O0O
password: 00000010630 000000000000

0

gobooobooooobooobooobo

goooog

PORTAUTH 8021X(802.1X 0 O)OMACBASED(MAC U 00 O 0O )OWEBBASEDI Web O O [DAUTO
ODO0OO0OO0DAUTOOODOOO0O0O0O0OTYPE=EAUTHENTICATOROOODODODOOOOOOMACOO
OD00OO0OWebOUDODOOOOODO PIGGYBACKO OO ODDODODODODUOOODODODODODODOOOO
82X DO DU ouuoooUooUAUTODODDOOO MACOOODDODOODOODOOooOO
D0000O08021XOOoUooooWeb DU ODDOOODOOOOOO 8021XOOOOOO

PORT 000000 DOOO0OODOOOODOOOODO ALLOALLOODOOODOOODOOOOOOOOOOOOO
good

TYPE 0000000000000 O0DOO0O0D00O0O0O0OMIAUTHENTICATORO802.1XODOO0OMO0O
MAC 0O 00000 Authenticator 0 0 O OWeb O 0O 0O Authenticator O U U [T SUPPLICANT
0802.1X 000 Supplicant DO O M NONED D OO O ODO0OOODO0DDOOOODOOOO

MODE Authenticator 0 0 0 00O O 00 Authenticator 0 O 0 [0 Supplicant 0 10000000000
0000000 Single-Supplicant 0 0 00 MODE=SINGLEO O OSupplicant0 00000000
000000000 Multi-Supplicant 0 0 0O O MODE=MULTIO O OO O Single-Supplicant O O
00000000000000000000 Supplicant0 0000000000 Multi-Supplicant
0000000000000000000000 SupplicantD 000000000000

CONTROL 0802.1X Authenticator DO OMACLUOOUOOOODODOWebOOODODOODODOOOOO
O Authenticator UD DO OODODAUTOO O OOOOO0OOOOOMMUNAUTHORISEDO OO OO
OMAUTHORISEDD O OOOOODOUOODODODOODOOODOOOO AUTOOOOO AUTOOOO
ggo

SERVERTIMEOUT [0802.1X Authenticator 0O O OWeb OO OOOORADIUSOO OO O Access-
Request DO OO OORADIUSOOOODOOODDOOODOOODOOOMODOODODODO 300

QUIETPERIOD 00802.1X Authenticator D 0O OMACUO O D00 OO0 O UOWeb OO 00O O OSupplicant
O000000000Supplicant0 000000000000 MMO0OO00O00000O0O EAPOLD
odooooooooooooooooednooodoooooooonooog

TXPERIOD [802.1X Authenticator 0 O O O Supplicant 0 EAPOL O 00000000 OD0OOOOMN
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SET PORTAUTH PORT

oooooo 300

REAUTHPERIOD 00802.1X Authenticator D OO CMACO 00000 DO MWeb O 0O OO 0O [Supplicant
D000000D0@MWwWebOOOODOUOOODOODOOOOOOOOOOUOODODODOODOoDOooooOooOoO
0000000000000 0oo0oooooooonO 36000

SUPPTIMEOUT 0 802.1X Authenticator 00 O OSupplicant 0 EAP-Request 00 0O O O O OSupplicant
000000000000 oooooo 300

MAXREQ [802.1X Authenticator 0 O O O Supplicant 0 0 00 EAPOL-Request 000000000
ooooooooo 20

REAUTHENABLED [802.1X Authenticator 0D O OMACO OO ODOODOO0OOWebOOODOODOO
Supplicant00 0000000000000 000O0O0ENABLED 0000000000 DISABLED
0000000000000 O00OWebOOOOOOUOOOOOOODODOODOOOODOODOOO
ENABLED OO OODOUOOOODISABLEDOODOODODODOODOOOOOODOOENABLED

PIGGYBACK [J802.1X Single-Supplicant Authenticator 0 O O [Single-Supplicant 0 O (1) MODE=SINGLED
0000000000000 SupplicantO 0000000000000 DDO00O0O0O0O0OOOOO0
OD00OD0D0D0DODO0DOODOOENABLEDOD OO ODOOO DISABLEDOOOOOOOOOOOOOOO
00 O DISABLED

GUESTVLAN [0802.1X Authenticator OO O OMACO DO D0OO0O0O0OOWebOODOODOOOODO
VLIANOOOOOOVLANOOODO VLANIDOOOOOONONEODOOOD VLANOOODOO
ODO00O0ODOOODOONONEDODODODODODODODOO VLANDODOOOODODOoDOooooo
0000 VLANODOOO VLANODODDOODDOODDOoOooDoDoooDooo VLANDOODODOD
0 O O Multi-Supplicant 0 0 0 (MODE=MULTI) OO NONEOOOODOOOOODOOODOOOOO
NONED

SECUREVLAN [0 802.1X Multi-Supplicant Authenticator 0 0 0 OMAC O 0O 0O O O Multi-Supplicant
Authenticator 0 0 O OWeb O O Multi-Supplicant Authenticator O 0 O O Multi-Supplicant 0 O
OO0OMODE=MULTIOODDOOOOO0OO0O VLANOOOOOOOOOO200000 Supplicantd O
00000000000000000ONDDODOOODO0O0DO0200000 Supplicant0 0000
000000 Supplicant0 00 VLANOOOOOOODODODOOOOOOFFOOOOOOOOOO
00000000000200000 Supplicant000000000000CO0O0O0O Supplicant O
00 VLANDOOOODOOOODDOOODDOO O Multi-Supplicant 00 0 (MODE=MULTI) O 0O O
O0ooooooooooo ONO

VLANASSIGNMENT 0802.1X Authenticator DO OMACO D000 O0OO0OOOWebOODOOOO
00000 VLANOOO/00000000000000000000O0 VLANDOOOOODOOOO
000000 ENABLEDDO Protected Port VLAN OO OO0 0000 ENABLEO D OOOOO

AUTHPERIOD [J802.1X Supplicant U O O 0O Authenticator 0 EAP-Response 0 0000000000
Authenticator 0 00000000000 O0O0000 300

HELDPERIOD [J802.1X Supplicant0 00 000000 DAuthenticator 0000000000000
ooooooeo00

MAXSTART [802.1X Supplicant 0 00 OEAPOL-Start 0 00000000000 Supplicant0 0 O
ODOEAPOL-Start 00000 MAXSTARTOOOODOOODODOODOODODODODODOOODOOOoOOO
oooooooooooo 30

STARTPERIOD 00802.1X Supplicant O U 0O O Authenticator 0 EAPOL-Start D 00000000 oOd
OU00moooooo 300
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SET PORTAUTH PORT

USERNAME [0802.1X Supplicant0 0000000000000 Supplicant0 0000000000
O00000000 PASSWORD OO OOOODOOOOOOoOoOoO

PASSWORD [802.1X Supplicant 00 000000000000 Supplicant0 0000000000
O000000U00 USERNAMEOD O OODODODOOOooOOooOoOOoO

gooooogono

Manager > set portauth port=1-8 type=authenticator

Operation successful.

o
00000 1080 AuthenticatorO OO0 OO0 O

SET PORTAUTH PORT=1-8 TYPE=AUTHENTICATOR

goooogd

0000000000000 0DD0U00D0DUO0D0UOO0 TYPESAUTHENTICATOROODOOODOODO
O0000000MmOo0oo0sSTPOOODDOO0O00O0O0O TYPEEAUTHENTICATOROTYPE=SUPPLICANT
gooooooo

0000 VLANDODODOODOODOOOOODODODOooooooDoooo VLANODODODOOOOOSHOW VLAN
O000000000SHOW SWITCHPORTOOOOOOOSupplicant00 000000000000
VLANDOODOODOOOoDoOO

OSupplicant 000 0000000000000 0O0O0O0O

0O Authenticator U0 000000000000 O0OOMulti-Supplicant 0 0 00 MODE=MULTIO O OO
00000000 VLANDOOOVLANASSIGNMENT=DISABLED O 0O0O0OO00O0O0O

goooog

DISABLE PORTAUTHO 3100 OO

ENABLE PORTAUTHO 330 O OO

SET PORTAUTH AUTHMETHODO 350000

SHOW PORTAUTHO 450000

SHOW PORTAUTH PORT AUTHENTICATORO 490000
SHOW PORTAUTH PORT SUPPLICANTOS3 0000
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SET PORTAUTH PORT SUPPLICANTMAC

SET PORTAUTH PORT SUPPLICANTMAC

goooobooooo

SET PORTAUTH PORT=port-number SUPPLICANTMAC=macadd [CONTROL=AUTHORISED]

port-number: 000 0000000100000000000O0
macadd: MAC 0O 0O O O O XX-XX-XX-XX-XX-xX 0 0 0

g

Supplicant MACO OO UOODO0OOOOOOOSupplicant MAC OO 00 00O OSingle-Supplicant O O
00 Multi-Supplicant 0O 000000000 10000000 10000000000
ADD PORTAUTH PORT SUPPLICANTMACOOOOOOO

goooog

PORT 000000000000 ODOOODOOOOOOOOOOOO

SUPPLICANTMAC SupplicantMACOUOOUOOOOOOOOOO MACOOUDOODOODOODOOOO
gobooooooboooboobbobboo

CONTROL 0O0OO0O0OO0OO Authenticator OO O0OUOOOAUTHORISEDOD OO OOODOOOOOOO
RN

gooooogono

Manager > set portauth port=1 supplicantmac=00-00-£f4-11-11-11 control=authorised

Operation successful.

o
m Supplicant MAC O O 0 0 0 00-00-f4-11-11-1100 000 O

SET PORTAUTH PORT=1 SUPPLICANTMAC=00-00-f4-11-11-11 CONTROL=AUTHORISED

goooogd

O000000000D0OOTYPED AUTHENTICATORDOOOCONTROLD AUTOOOOOOODOO
00000000000 VLANDOOOODODOODOOoooo VLANOODOODODOOOoooooOo VLAN
000000000000 00O0SupplicantMACOODOOOOOOODOOOO

go0od0oooo0oo0ooOoOoOoOoO00ODOOODOODODOODOODODOOODO MACOOOODODOO
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SET PORTAUTH PORT SUPPLICANTMAC

ooooooooooorbDBOOOOODOOOO

0000 FDBOOOOODODOODOOODO0OO0DO0O0O0O00O00D0O00000000000O00 Supplicant
0O MACOOOOOOSupplicantMACOOOOODOOOOOOOOO

000000000000 TYPEDO AUTHENTICATOROOOODOODOODOOODOOCONTROL O
AUTODO 0000000000000 0o0oooo MACOODDODODDODDODODODODOOD FDBODODODDOODO
o0o0o0oooooo MACOOODUOODOO VLANOOODOODODODDODDODODODODOooooooooo
000000 UooOUooUoooo 3dUoUooooo

goooog

ADD PORTAUTH PORT SUPPLICANTMACO 280 00O
DELETE PORTAUTH PORT SUPPLICANTMACO 300000
SHOW PORTAUTH PORT AUTHENTICATORO 490000
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SET WEBAUTHSERVER

SET WEBAUTHSERVER

goooobooooo

SET WEBAUTHSERVER [PORT=port] [REDIRECTURL=string] [MESSAGEl=string]
[MESSAGE2=string] [MESSAGE3=string] [MESSAGE4=string] [MESSAGE5=string]

port: TCPOOOODO

string: 000000 URLOODOOWeb OO DODOODODOODOODO0DODOD0DODDOOOOO #OoO0DOOOO [%]O0
00000 POO000 \J0OODODODO00 [M0000000000000000000000000000 [’]0
ogo

0

WebOOOOOODOOOODOOOO
CLIDODDODUDOO0DDO0D0O0D0OODOWebGUIODODO MESSAGELDS000000OOO

goooog

PORT WebOOOUOOOOO TCPOODOUDODDOOOO 80800

REDIRECTURL WebOUOOODOOOOODOOODOODOODOODOD URLODOOD 128Byte0 0000
00 NullD

MESSAGEL WebOODOOUOODODODOOOOODOOOOD 128Byte0 000000 Null

MESSAGE2 WebOOODOUDODOODOOUOOODODOOUOOOODOO 128Byte0 000000 Null

MESSAGE3 Web OO ODOUOODODODOOUOOODODOOUDOOODOO 128Byte0 000000 Null

MESSAGE4 Web OO ODOUOODODODOOUOOOODOOUOOOODOO 128Byte0 000000 Null

MESSAGES WebOOOUOODODODOOUOOODODOOUOOOODOO 128Byte0 000000 Null

gooooggon

Manager > set webauthserver port=8081

Operation successful.

g
sWebDODOOOODDOOODDOOO

SET WEBAUTHSERVER PORT=8081

goooogd
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SET WEBAUTHSERVER

OMESSAGELOSO00O0OHTMLODODOOODOOODODOOOODODOODODODUOOODOUDUODDUDDODO
OMESSAGELOS000128Byte 0 0 00000000 O0O0OOOOOOO0OODOOODOOOOOOOO
uon

0OREDIRECTURLO MESSAGELO S0 0000 [#Oo0O0O0D0D0DO00O0O0D0D0D0D000000O00O0O0OO
goboooboooobooobooboo

goooog

DISABLE PORTAUTHO 3100 OO

SET PORTAUTH AUTHMETHODO 350000

SET PORTAUTH PORTO 370000

SHOW PORTAUTHO 450000

SHOW PORTAUTH PORT AUTHENTICATORO 490000
SHOW PORTAUTH PORT SUPPLICANTOS3 0000
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SHOW PORTAUTH

SHOW PORTAUTH

goooobooooo

SHOW PORTAUTH [={8021X|MACBASED|WEBBASED}] [{CONFIG|STATUS}]

g

gobooooboooobooboooboobo

goooog

PORTAUTH 8021X(802.1X 0 0O)OMACBASED(MAC O 00 00O MWEBBASEDOWeb OO OO OO
goboogoooooooobooobo

CONFIG DO0O0OOoOoOoooooooooooo
STATUS OO0O00O0OO0OOO0DODOOOOOOOO

gooooogono

Manager > show portauth status

W O oUW N R
|
I
|
I
1
I
1
Z
(o]
B
o
|
I
|
I
1
|
I
|
I
1
I
1
|
I
1
I
1
|
|
1
]
I
1
I
1
|
1
|
I
1
I
1
|
I
I
I
1
|
I
]
I
1

Manager > show portauth

Port Access Configuration Information:

Port Access Control............... Enabled

Authentication Method ............ RADIUS EAP

DHCP Pass Through ................ Enabled
Port AuthMode PortRole VLAN PortStatus Status Additional Info
1 ------- None = ----- —=----------- —------ | ——— -
goooo CentreCOMFSOOOM OO OO ODDOOO0OOOOOO 1.6.0
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SHOW PORTAUTH

2 me----- None W --=--- —----------—-- —-————— e e — o
3 ------- None @ W -—-=--- ——----------- —-————— e e — o
4 MACBASE Auth 10 Unauthorized Held 00:00:F4:97:66:1A
4 MACBASE Auth 1000 Authorized Authenticated 00:90:99:18:29:36
4 MACBASE Auth 1000 Authorized Authenticated O00:E0:4C:C7:7D:99
5 MACBASE Auth 1000 Authorized Authenticated 00:00:F4:27:2C:70
5 MACBASE Auth 1000 Authorized Authenticated 00:09:41:86:FA:45
5 MACBASE Auth 1000 Authorized Authenticated 00:09:41:A4:15:E1l
5 MACBASE Auth 1000 Authorized Authenticated 00:09:41:RA4:59:43
6 8021x Auth 1000 Authorized Authenticated 00:03:47:B5:79:89
7 8021x  Auth 1000 Authorized Authenticated 00:09:41:A4:18:11
8  ------- None = ----- ------------- -—------ S~
S None =  ----- ------------- -—------ S~
10 ------- None ----- ------------- -—------ oo~
11 ------- None W ----- —=----------- —-----=- | ——— -
12 ------- None W ----- —=----------- —------ —— -
13 - None ----- ------------- -—------ oo~
14 ------- None = ----- —=----------- —------ | ——— -
15 ------- None =  ----- ------------- -—------ S~
16 ------- None = = --=--- —----------—- —-————— e e — o
17 ------- None W --=--- —------------ —-————— e e —— o
Manager > show portauth=8021X config

Port Access Configuration Information:

Port Access Control............... Enabled

Authentication Method ............ RADIUS EAP

DHCP Pass Through ................ Disabled
Manager > show portauth=8021X status

Port PortRole VLAN PortStatus Status Additional Info

2 None = @ —------———m—m —m——mm— e e e o

3 None = @ —------———m—m —m——mm— e e e o
4 None = mmmmmmmmm———m —m——m—— oo

5 None = mmmmmmmmm———m —m——m—— oo

6 None = @ —------———m—m —m——mm— e e e o

7 None = mmmmmmmmm———m —m——m—— oo

8 None = @ —------———m—m —m——mm— e e e o

9 None = @ —-------——m—m —m——m—— e e e -
Manager > show portauth config

Port Access Configuration Information:

Port Access Control............... Enabled

Authentication Method ............ RADIUS EAP

DHCP Pass Through ................ Enabled
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SHOW PORTAUTH

Port Access Control

0000000000000 /000Enabled 0 Disabled

Authentication Method ogooo

DHCP Pass Through

DHCPOODOODODODOOOO/ZOO

0 14:CONFIGO OO

Port ooooo

AuthMode 0000000 0802.1x(802.1X 0 0)d MACBASE(MAC U O 0 O O [IJ WEB-
BASEOWeb OO OO OOOO

Port Role 00000000000000000000000 07 AuthO SuppdNone O 0
goo

VLAN J0000ooooonD VLAN IDO

PortStatus 0000000 Unauthorized (OO 0O) O O O O Authorized(O O O )0 Multi-
Supplicant 0 00000 Supplicant 0 0000000000000 ODOOO

Status goobmoooobobooboooboogooobbobbobooog

000000000000 Authenticator 0 00 00 OO O InitializeD O O
0 [0 Connectingd O O O D Authenticatingd O O O [ Authenticatedd 0 O O
O[O Abortingd 00000 M Heldd O DO mMForce.AuthlD 00000000
OO0 MForce_.UnauthlD 000 0000000000000 SupplicantO000O
0 00 OAcquiredd O O O I Connectingd U O O I AuthenticatingD 0O O O [T
AuthenticatedD 0000 M HeldDO OO M Logoff0 0000000000

Additional Info

Authenticator O 0 O 0O O Authenticated U 0 U 0O O O Supplicant 0 MAC 0O O
000000 Multi-Supplicant 0 00000000 Supplicantd MACO OO
gogd

g

s J0000oooon

0 15: STATUSO OO

gobooboo

SHOW PORTAUTH CONFIG

s J0000oooon

gobooboo

SHOW PORTAUTH STATUS

goooog

DISABLE PORTAUTHO 3100 OO
ENABLE PORTAUTHO 330 O OO

goooo
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SET PORTAUTH AUTHMETHODO 350000

SET PORTAUTH PORTO 370000

SHOW PORTAUTH PORT AUTHENTICATORD 490000
SHOW PORTAUTH PORT SUPPLICANTO 530000
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SHOW PORTAUTH PORT AUTHENTICATOR

SHOW PORTAUTH PORT AUTHENTICATOR

goooobooooo

SHOW PORTAUTH [={8021X|MACBASED|WEBBASED}] PORT={port-list|ALL}
[AUTHENTICATOR] [{CONFIG|STATUS}]

port-list: 000000000100 0000 [[ooOooO [,]Joooooooooooo

0

gobooboooooobboooboobbo
goooog

PORTAUTH 8021X0802.1X 00O [ MACBASEDOMAC O 0000 WEBBASEDOWeb O OO O
goboooboooobpoooboobbo

PORT 000000O00O0ODODDOOODOUO ALLOALLOODODDODDOOOODOOOOOOOODOODOOO
gooo

CONFIG ODO0O0OOoOoOoooooooooooo

STATUS O0O00O0O0OO0DOODOOOOODOOO

gooooogono

Manager > show portauth port=5-6

————— All Authenticator Configuration --------------“-"-““---““- - - - -+
Port Number 5

Auth Mode MACBASED

Port Control Auto

Supplicant Mode Multi

Quiet Period 60

Tx Period [8021x] 30

Reauth Enabled Enabled

Reauth Period 3600

Supplicant Timeout [8021x] 30

Server Timeout [Web] [8021x] 30

Max Requests [8021x] 2

Piggyback Mode [8021x] Disabled

vlanAssignment Enabled

secureVlan On

guestVlan None

Port Number 6

ogoooo CentreCOMFSOOOM OO OO ODOO0OO0OO0OOOOOO 1.6.0
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50

SHOW PORTAUTH PORT AUTHENTICATOR

Auth Mode MACBASED
Port Control Auto
Supplicant Mode Multi
Quiet Period 60
Tx Period [8021x] 30
Reauth Enabled Enabled
Reauth Period 3600
Supplicant Timeout [8021x] 30
Server Timeout [Web] [8021x] 30
Max Requests [8021x] 2
Piggyback Mode [8021x] Disabled
vlanAssignment Enabled
secureVlan Oon
guestVlan None
Attached Supplicant(s) 00-00-11-11-11-11

00-00-22-22-22-22
Port AuthMode PortRole VLAN PortStatus Status Additional Info
4 MACBASE Auth 10 Unauthorized Held 00:00:F4:97:66:1A
4 MACBASE Auth 1000 Authorized Authenticated 00:90:99:18:29:36
4 MACBASE Auth 1000 Authorized Authenticated 00:E0:4C:C7:7D:99
5 MACBASE Auth 1000 Authorized Authenticated 00:00:F4:27:2C:70
5 MACBASE Auth 1000 Authorized Authenticated 00:09:41:86:FA:45
5 MACBASE Auth 1000 Authorized Authenticated 00:09:41:24:15:E1
5 MACBASE Auth 1000 Authorized Authenticated 00:09:41:RA4:59:43
6 8021x Auth 1000 Authorized Authenticated 00:03:47:B5:79:89
7 8021x Auth 1000 Authorized Authenticated 00:09:41:24:18:11
Manager > show portauth port=4-6 status
Port AuthMode PortRole VLAN PortStatus Status Additional Info
4 MACBASE Auth 10 Unauthorized Held 00:00:F4:97:66:1A
4 MACBASE Auth 1000 Authorized Authenticated 00:90:99:18:29:36
4 MACBASE Auth 1000 Authorized Authenticated 00:E0:4C:C7:7D:99
5 MACBASE Auth 1000 Authorized Authenticated 00:00:F4:27:2C:70
5 MACBASE Auth 1000 Authorized Authenticated 00:09:41:86:FA:45
5 MACBASE Auth 1000 Authorized Authenticated 00:09:41:24:15:E1
5 MACBASE Auth 1000 Authorized Authenticated 00:09:41:RA4:59:43
6 8021x Auth 1000 Authorized Authenticated 00:03:47:B5:79:89
Manager > show portauth port=5-6 authenticator config
————— All Authenticator Configuration --------------------"-"--~——-~ -~~~ —~—~—~—~—~—~—~—~—~—~—~—-
Port Number 5
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SHOW PORTAUTH PORT AUTHENTICATOR

Auth Mode  -==--
Port Control Auto
Supplicant Mode Single
Quiet Period 60

Tx Period [8021x] 30
Reauth Enabled Enabled
Reauth Period 3600
Supplicant Timeout [8021x] 30
Server Timeout [Web] [8021x] 30

Max Requests [8021x] 2
Piggyback Mode [8021x] Disabled
vlanAssignment Enabled
secureVlan On
guestVlan None
Port Number 6

Auth Mode  -==--
Port Control Auto
Supplicant Mode Single
Quiet Period 60

Tx Period [8021x] 30
Reauth Enabled Enabled
Reauth Period 3600
Supplicant Timeout [8021x] 30
Server Timeout [Web] [8021x] 30

Max Requests [8021x] 2
Piggyback Mode [8021x] Disabled
vlanAssignment Enabled
secureVlan On
guestVlan None

Port Number

googo

Auth Mode

00000 0802.1x(802.1X 0 0)J MACBASED(MAC 0 0 O 0 O)J WEB-
BASEDOWeb OO OO OO0

Port Control

0000000 Authenticator 0D OO OO ODAUTOOOODOOOOOOO
O MUNAUTHORISEDO OO O OO MM AUTHORISEDO O OO OO O OO
gooo

Supplicant Mode

Single(Single-Supplicant O O O )OO Multi(Multi-Supplicant 00 0) 00 OO
0

Quiet Period

Supplicant 0000000000 Supplicant0 000000000000

Tx Period

Supplicant0 EAPOLO0O00D0OO0O0OOODOODOOO

Reauth Enabled

Supplicant 00 000000000000 0OEnabled0 0000000 ODO0
DisabledD0 D 000000000 DOOOO

Reauth Period

Supplicant 000000000

Supplicant Timeout

gooon

Supplicant0 EAP-Request0 00000 OSupplicant 0000000000
ggd
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SHOW PORTAUTH PORT AUTHENTICATOR

Server Timeout RADIUSO O 0OODO Access-Request D 0D O OO ORADIUSOOOOOOO
goooooooogg

Max Requests Supplicant 0 000 EAPOL-Request 0 0000000000

Piggyback Mode Piggy back DO OO0 O/00

vlanAssignment 000000 VLANOOODOODOODOO

secureVlan 000000 VLANDOOOOD20000000000 SupplicantO0 00 VLAN
00000000000 Supplicant0 000000000000 O0OO0OO0O
good

guestVlan 000 VLANOOOOO VLAN OO VLAN ID

0 16: CONFIGO OO

Port ooooo

AuthMode 0000000 802.1x1 802.1X 0 0 MMACBASE(MACT 0O U 00O )OWEBBASE
OWebOOOODOOODO

PortRole 000000000000 AuthOSuppONONEO O D ODOOODOOOOOO
oo

VLAN Jo000oodooooono VLAN ID

PortStatus 0000000 Unauthorized (0 O 0O) O O O O Authorized(O O O )0 Multi-
Supplicant 000000 Supplicant 00 0000000000000 O0O

Status goobmoooobobooboooboogooobbobbobooog

000000000000 Authenticator 0 00 00 OO O InitializeD O O
0 [0 Connectingd O O O D Authenticatingd O O O [ Authenticatedd 0 O O
O[O Abortingd 00000 M Heldd O DO MForce.AuthlD 00000000
OO0 MForce_.UnauthD 00 0000000000000 O SupplicantO000O
0 00 OAcquiredd O O O I Connectingd U O O I AuthenticatingD O O O [T
AuthenticatedD 0000 M HeldDOOO M Logoff0 0000000000

Additional Info Authenticator O 0 O 0O O Authenticated U 0 U 0O O O Supplicant 0 MAC 0O O
000000 Multi-Supplicant 0 00000000 Supplicantd MACO OO
gogd

0O 17: STATUSO OO

goooog

DISABLE PORTAUTHO 3100 OO

ENABLE PORTAUTHO 330 0O OO

SET PORTAUTH AUTHMETHODO 350000

SET PORTAUTH PORTO 370000

SHOW PORTAUTHO 450000

SHOW PORTAUTH PORT SUPPLICANTOS3 0000
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SHOW PORTAUTH PORT SUPPLICANT

SHOW PORTAUTH PORT SUPPLICANT

goooobooooo

SHOW PORTAUTH [=8021X] PORT={port-list|ALL} SUPPLICANT [{CONFIG|STATUS}]

port-list: 000000000100 0000 [[ooOooO [,]Joooooooooooo

0

000000 Supplicant0 000000000

goooog

PORTAUTH 8021X(802.1X 00O

PORT 00000000O0ODODDOOODOUO ALLOALLOODODDODDOOODOOOOOOOOOODOOO
gooo

CONFIG DO0O0OOoOoOoooooooooooo
STATUS O0O000OO0OO0O0DOOOOOOOODOOO

gooooggon

Manager > show portauth port=1 supplicant config

Port Number 1
Auth Period 30
Held Period 60
Max Start 3
Start Period 30

User Name
User Password

Manager > show portauth port=2 supplicant status

Port PortRole VLAN PortStatus Status Additional Info

5 Supp 0 ----- - ---------- —----- —mmo———o———— -

Port Number ooooo

Auth Period Authenticator 0 EAP-Response 00 00000 00 OO Authenticator O 0O O

goboooboogon
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SHOW PORTAUTH PORT SUPPLICANT

Held Period

O00000Authenticator 000 00000000000

Max Start

EAPOL-Start 0 00000000000 Supplicant 00 00 OEAPOL-StartO
D000 MAXSTARTOOODOOODODOOODODODOOoooooooooooo
good

Start Period

Authenticator 0 EAPOL-Start D 0D 000000000 O0O0OO

User Name ooooo
User Password ooooo
0 18: CONFIGO OO
Port gooog
Port Role 0000000000000000000000 0O Supplicant
VLAN Supplicant 0000000000
PortStatus Supplicant 0000000000
Status goooomoooobobooodboobboobbobooboboooo

0000000000000 0Mm Acquiredd 00O O I Connectingd O O O [
AuthenticatingD O O O [0 Authenticated 0 O O O (D HeldO O O O (I Logoff
gooooooogooo

Additional Info

Authenticator O 0 O 0O O Authenticated 0 0 U 0O O O O Supplicant 0 MAC O
000000000 Multi-Supplicant 000000000 Supplicant 0 MAC
goooood

g

0 19: STATUSO OO

s J001000000000000D0DO00O00DO0OO

SHOW PORTAUTH PORT=1 SUPPLICANT CONFIG

00 200000000000000000C00

SHOW PORTAUTH PORT=2 SUPPLICANT STATUS

goooog

DISABLE PORTAUTHO 3100 OO

ENABLE PORTAUTHO 330 0O OO

SET PORTAUTH AUTHMETHODO 350000

SET PORTAUTH PORTO 370000

SHOW PORTAUTHO 450000

SHOW PORTAUTH PORT AUTHENTICATORO 490000
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SHOW WEBAUTHSERVER

SHOW WEBAUTHSERVER

goooobooooo

SHOW WEBAUTHSERVER

g

WebOOODODOOOOODODOOOO

gooooogono

Manager > show webauthserver

Web Authentication Server Module Configuration:

Status : Enabled

TCP port 8080

RedirectURL :

Messagel : Allied-Telesis

Message?2 : User Login

Message3

Message4

Message5 Copyright (C) Allied Telesis K.K.

Status WebOOODOOOOOOOOOOEnabledd 0000 OO DisabledD
TCP port WebOOOOOOO TCPOOODOOOOOOODO 8080

RedirectURL

WebOODOODOOUOODOOOOUODOOODODOOOOO URLOOOO 128Byte0 O
00000 Null

Messagel WebOOOODOOOODDOODOOOOODOOOO Null

Message? WebOOOODOOOODDOODOOOOODOOOO Null

Message3 WebOOOODOOOODDOODOOOOODODOOO Null

Message4 WebOOOODOOOODDOODOOOOODODOOO Null

MessageS WebOOOODOOOODDOODOOOOODOOOO Null
0 20:

o

sWebDODOOOODDOOODDOOO

SHOW WEBAUTHSERVER

goooo
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SHOW WEBAUTHSERVER

goooog

DISABLE PORTAUTHO 3100 OO

SET PORTAUTH AUTHMETHODO 350000

SET PORTAUTH PORTO 370000

SHOW PORTAUTHO 450000

SHOW PORTAUTH PORT AUTHENTICATORO 490000
SHOW PORTAUTH PORT SUPPLICANTOS3 0000
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