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ooooooo

RADIUSOOOOOOOOOO

e Supplicant0 000000 MMOOODODDO0OOO Authenticator D0 0000000000000
odoooooooSOoUdooooooooooooooooooooooooooooooog
goooooooo

0000000000000 0000000Authenticator 0 Supplicant0 0 0000000000000
ODOORADIUSOUOO0OO0O0OODODOODOOOOOOOOO

[—Authenticator 00 00 Supplicant D 00D 0000000000000 OO0O0O0OOOOO
[—Authenticator 00 00 Supplicant 0 0000 0000000000000 OO0OOOOOOO
[—Authenticator 00 00 Supplicant D 00D 0000000000000 O00DOO0OO0OOOOOO
000000000000 0000EAPOOOOOOOOOOOOO
CO00000000000000000000000Authenticator00 00000000000 O0OOO
[—Authenticator 00 0000000000000 O0D0OOOOOOOO

[—Authenticator D0 D0 0O LDFOOOODOOOOOOO

802.1X0O 0O OO

802.1X 0 0 00O OEAP-MD50 EAP-TLSO EAP-TTLSO EAP-PEAPO OO DOO0ODDOOOODOOOOOOO
00000000000 802X 0000000000000 00U00 EAPOOOOODODOOOODOOOO

e Authenticator 0 O EAP-MD50 EAP-TLSO EAP-TTLSO EAP-PEAP
e Supplicant O O EAP-MD5

oo

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
OOODOOEAP-MDSOODOOOODOOODODOOO

Authenticator

0000 Authenticator 00 0000000000000 0000O0DO0ODO0OOODOOS00000000
O00O000Authenticator 00000000 OIPOOOO RADIUSOOOOOOOODOODOOO

1. 0000000 RADIUSODODOOOODOOOOODODOODODODODO RADIUSOOODOOOOOOO
O000000O0OVLANdefaultO IPOOO0OO0O0OOOOOO
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ooooooo

ADD IP IPADDRESS=192.168.10.5 MASK=255.255.255.0 J

2. RADIUSOOOOOD IPOODUOODOUDPOOODOODOOODOODODOODOODOODO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

3. D00oooooooooooooooon

ENABLE PORTAUTH

4, OO0 50 AuthenticatorDO DO O0DOODOOOO

SET PORTAUTH PORT=5 TYPE=AUTHENTICATOR .

[CRADIUSOOODO0D0O000D000DOAuthenticator 0000000000 DOOAuthenticatorD 0000
O0O0O0OSETPORTAUTHPORTOOOOO1500000 CONTROLOOOOOOO AUTHORISED OO
oooooooo

AuthenticatorD O O OO OO VLANDO

000000 VLANDO Dynamic VLAN AssignmentD OORADIUS OO 00000 OD0O0OODOOOOO
0000o0oooo0Oo VLANODODODOoOoDoOoDoooo

0000000 Authenticator 000 0000000000000 VLANOOOOOOOOOODOOOO
O00000Authenticator 000000000 IPODOOO RADIUSOODOOODODOOOODDODO
O0000ooooooooDoOD 300 VLANDAODBOD COOODODODDODODODODOOORADIUSOOOODO
0000000 VLANORODOODOOODODODOOODODODODODODODODDODODODODODDODOORADIUSOOOO
0000000 VLANMDAOODOBOOD COOOOOooooooooooooooo

1. VLANODOOODOD

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20
CREATE VLAN=C VID=30
CREATE VLAN=R VID=1000

2. RADIUSOOOOOOODODOOOO 160 VLANOROOOOOODOOOO

ADD VLAN=R PORT=16 .
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ooooooao

3. 802.1X 00 RADIUSOOOOODOODOODOOOOOODDDOOORADIUSOOOODOOOOOOO
OO0ODDOOOOVLANOROO IPOOODOOOOOOOO

ADD IP INT=R IP=192.168.10.5 MASK=255.255.255.0 J

4, RADIUSOOUOOOD IPOOODOOUDPOODOODOOOODODODUODDUODDOO

ADD RADIUS SERVER=192.168.10.130 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. DO0O0oDoooooooooood

ENABLE PORTAUTH

6. 000 1080 8021XI0 000000 OOODDOMMTYPE=EAUTHENTICATORD DO OOODOO

000 1080 Authenticator 0D 00000000 O MM VLANASSIGNMENT=ENABLEDO O
O000o0oooooono VLANDODOOOooO

SET PORTAUTH=8021X PORT=1-8 TYPE=AUTHENTICATOR
VLANASSIGNMENT=ENABLED .J

[CRADIUSOOODO0D0O000D000DOAuthenticator 0000000000 DOOAuthenticatord 0000
O0O0O0OSETPORTAUTHPORTOOOOO1500000 CONTROLOOOOO OO AUTHORISED OO
oooooooo

s JO0000O0VLANODOODOOODODOODOOoOOO
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e RADIUSOUODUODUODOO VLANDODOODODODDOODODODODODODODODDOO VLANDODDDODODO
goboobooobooobooboobbooboo

e RADIUSOUODUODUODOO VLANDODOODODDODODODODODODODODODODDOODO VLANDODDOO
goboooboooboooobooboobbooboo

e RADIUSOUOODUOUO VLANOODODODDOODODDODODODODODODODODODODDOOO VLANDODDOO
goboooboooboooobooboobbooboo

e JI0DUIU0DOUOUDOUDOOUDODUDDOIODUOUUODOUODOODOODODOOD VLANDO
gobooboogooboooboobobobboobooboooboboooboboobo

e JIDDODODMMIODOCCONTROL=UNAUTHORISED OO0 O0OMM OO CONTROL=AUTHORISED

000o0o00ooo0ooo0ooDooUoD0 VLANDODDOOoOoood

m (000000000 VLANDODOODDOODDOODOODODODODADDVLANPORTOOOOMmMOOOO

OLANOD 120000000000000 VLANDODOOODOOOOOOODOODOOoOooOoooooo
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1l O0O0000OO0O0oOoOoooDooooo

ENABLE PORTAUTH

2. 00010 Supplicant000 0000000

SET PORTAUTH PORT=1 TYPE=SUPPLICANT USERNAME=userl PASSWORD=himitsu
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ooooooo
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gooooboooooo

ggo ggo ao

Tunnel-Type VLAN (13) oooooooooooooooo

Tunnel-Medium-Type IEEE-802 (6) oooooooooooooooo

Tunnel-Private-Group-I1D VLAN 0 O VLAN 000000000 O0DOO0OO0OODOO
1D Jooooooooo VLANOOOD
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02000000 VLANOOOO

Supplicant MAC O OO O

00000000 MACOODDODOOOO0ODOD0O0O000D00000000000000 SupplicantO O
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m Supplicant MACOOOOOOOOOOOOOOOSET PORTAUTH PORT SUPPLICANTMAC OO
ooooooooooooo

SET PORTAUTH PORT=5 SUPPLICANTMAC=00-00-F4-11-11-11 CONTROL=AUTHORISED .

m J0000 Supplicant MACOOOUOOOUOOOOOOOOODELETE PORTAUTH PORT SUPPLI-
CANTMACOOODOD1lO0OOOoOooooDOO

DELETE PORTAUTH PORT=5 SUPPLICANTMAC=00-00-F4-11-11-11 J
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ADD PORTAUTH PORT SUPPLICANTMAC

ADD PORTAUTH PORT SUPPLICANTMAC

goooobooooo

ADD PORTAUTH PORT=port-number SUPPLICANTMAC=macadd [CONTROL=AUTHORISED]

port-number: 000 0000000100000000000O0
macadd: MAC 0O 0O O O O XX-XX-XX-XX-XX-xX 0 0 0

g

Supplicant MACO OO UOODO0OOOOOOOSupplicant MAC OO 00 00O OSingle-Supplicant O O
00 Multi-Supplicant 0O 000000000 10000000 10000000000
SET PORTAUTH PORT SUPPLICANTMACOOOOOODO

goooog

PORT 000000000000 ODOOODOOOOOOOOOOOO

SUPPLICANTMAC Supplicant MACOOOUOUOOOOOOODODO MACOOOOOODOOOOOO
gboboooboooooooboobbon

CONTROL 0O0OO0O0OO0OO Authenticator OO O0OUOOOAUTHORISEDOD OO OOODOOOOOOO
RN

gooooogono

Manager > add portauth port=1 supplicantmac=00-00-f4-11-11-11 control=authorised

Operation successful.

o
m Supplicant MACO OO OOOOOO0O0O

ADD PORTAUTH PORT=1 SUPPLICANTMAC=00-00-f4-11-11-11 CONTROL=AUTHORISED

goooogd

00000000000 00OTYPED AUTHENTICATORO O OOCONTROLO AUTOODOOOOODO
O000000000SupplicantMACOODOOOODOOOOO
go0o0d0ooooooOooOoOoOoDOoO00DDOOODOODODOODODOODODOOODO MACOOODODODOO
ooooooooooorFbDBOOOOOOOOO
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ADD PORTAUTH PORT SUPPLICANTMAC

0000 FDBOOOOODOOODOOODO0O0DO0O00O0O00O00D0O00000000000O00 Supplicant
0O MACOOOOOOSupplicantMACOOOOODOOOOOOOOO

O0oO0o0OO0ODDooOOoO0OD TYPEO AUTHENTOCATORD OO OO ODODDODDOOODODOOCONTROL O
AUTODO 0000000000000 00oooo MACOODDODODODDODODODOODOOD FDBODODODODODOODO
o0o0o0U0oooooo MACOOODUOOOO VLANOOODDOODODODDODODODODOooooooooo
000000 UooOUooUoooo 3dUoUooooo

goooog

DELETE PORTAUTH PORT SUPPLICANTMACO 110000
SET PORTAUTH PORT SUPPLICANTMACO 190000
SHOW PORTAUTH PORT AUTHENTICATORO 240000
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DELETE PORTAUTH PORT SUPPLICANTMAC

DELETE PORTAUTH PORT SUPPLICANTMAC

goooobooooo

DELETE PORTAUTH PORT=port-number [SUPPLICANTMAC=macadd]

port-number: 000 0000000100000000000O0
macadd: MAC 0O 0O O O O XX-XX-XX-XX-XX-xX 0 0 0

g

Supplicant MACO OO DOO0OO0ODDOOO
ogooooo
PORT 0000000000000 O0OOOOOOODODOODOODO

SUPPLICANTMAC 0000 SupplicantMACOODOODOOODODOODODODO0DO0000D0D0D0000OO
0000 Supplicant MACOOOOOODOOOOO

gooooggon

Manager > delete portauth port=1 supplicantmac=00-00-f4-11-11-11

Operation successful

g
0000000 Supplicant MACOOOOOODOOOOO

DELETE PORTAUTH PORT=1 SUPPLICANTMAC=00-00-f4-11-11-11

goooog

ADD PORTAUTH PORT SUPPLICANTMACO 9O O OO
SET PORTAUTH PORT SUPPLICANTMACO 190000
SHOW PORTAUTH PORT AUTHENTICATORO 240000
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DISABLE PORTAUTH

DISABLE PORTAUTH

goooobooooo

DISABLE PORTAUTH

g

gobooboobooobooobooboobbo

gooooogono

Manager > disable portauth

Operation successful

g
m 1 J00000oooooo

DISABLE PORTAUTH

goooog

ENABLE PORTAUTHO 1300 00O

SET PORTAUTH AUTHMETHODOD 14000 0O

SET PORTAUTH PORTO 150000

SHOW PORTAUTHO 210000

SHOW PORTAUTH PORT AUTHENTICATORO 240000
SHOW PORTAUTH PORT SUPPLICANTO 280000
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ENABLE PORTAUTH

ENABLE PORTAUTH

goooobooooo

ENABLE PORTAUTH

g

gobooboobooobooobooboobbo

gooooogono

Manager > enable portauth

Operation successful.

g
m 1 J00000oooooo

ENABLE PORTAUTH

goooogd

0 Authenticator 00 00 Supplicant 0000 0000000000000 00O0D0O0O0O00O0O0O0O0O0O
goooooo

0 Authenticator 00 00O Supplicant 000 0000000000000 DO0OOOOOOOO

0 Authenticator 00 00O Supplicant 00 0 0000000000000 O0O
000000000000 EAPODODODODOOODODO

OComboO00O0OO0O0O0OOONO Authenticator00 00000000000 ODODO

OAuthenticator 0 00 0000000000000 0D00O0OO0OOO

goooog

DISABLE PORTAUTHO 120000

SET PORTAUTH AUTHMETHODOD 14000 0O

SET PORTAUTH PORTO 150000

SHOW PORTAUTHO 210000

SHOW PORTAUTH PORT AUTHENTICATORO 240000
SHOW PORTAUTH PORT SUPPLICANTO 280000
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SET PORTAUTH AUTHMETHOD

SET PORTAUTH AUTHMETHOD

goooobooooo

SET PORTAUTH AUTHMETHOD=RADIUSEAP

g

gobooboogobooobooboobbon
goooog

AUTHMETHOD RadiuseAP OO

gooooogono

Manager > set portauth authmethod=radiuseap

Operation successful.

0
= 00000000 RadiusEAP 00000

SET PORTAUTH AUTHMETHOD=RADIUSEAP

goooog

DISABLE PORTAUTHO 120000

ENABLE PORTAUTHO 1300 00O

SET PORTAUTH PORTO 150000

SHOW PORTAUTHO 210000

SHOW PORTAUTH PORT AUTHENTICATORO 240000
SHOW PORTAUTH PORT SUPPLICANTO 280000
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SET PORTAUTH PORT

SET PORTAUTH PORT

goooobooooo

Authenticator [

SET PORTAUTH[=8021X] PORT={port-1list|ALL} TYPE=AUTHENTICATOR
[MODE={SINGLE|MULTI}] [CONTROL={AUTHORISED|UNAUTHORISED|AUTO }]
[SERVERTIMEOUT=1..600] [QUIETPERIOD=0..65535] [TXPERIOD=1..65535]
[REAUTHPERIOD=1..86400] [SUPPTIMEOUT=1..600] [MAXREQ=1..10]
[REAUTHENABLED={ENABLED|DISABLED}] [PIGGYBACK={ENABLED|DISABLED}]
[GUESTVLAN={vlan-name|l..4094|NONE}] [SECUREVLAN={ON|OFF}]
[VLANASSIGNMENT={ENABLED|DISABLED}]

Supplicant [

SET PORTAUTH [=8021X] PORT={port-1ist|ALL} TYPE=SUPPLICANT
[AUTHPERIOD=1..300] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=Ilogin-name] [PASSWORD=password ]

oooooooo
SET PORTAUTH PORT={port-list|ALL} TYPE=NONE

port-list: 00 00 0000001000000 [[JoO0OO [,]O00000000000O0O
login-name: D0 000010630 00000000000O0O

password: 00000010630 000000000000

vlan-name: VLAN O

g

gobooobooooobooobooobo
goooog

PORTAUTH 8021X(802.1XT0O)0O0OO0OO

PORT 000000 DOOO0OODOOOODOOOODO ALLOALLOODOOODOOODOOOOOOOOOOOOO
good

TYPE 000000000000 D0O0O000000OO0OMIMAUTHENTICATORO Authenticator O O
0 [0 SUPPLICANTO Supplicant 0O O NONEOD D OO0 00000000000 D0O0OO0

MODED Authenticator 000000 Supplicant 0 10 0000000000000 00O0O Single-
Supplicant 0 0 0 0 MODE=SINGLEO OO Supplicant 00 0000000000000 0O0OO
Multi-Supplicant 0 O 00 MODE=MULTIO O O 0 O Single-Supplicant 000000000000
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SET PORTAUTH PORT

0000000000 Supplicant0 0000000000 Multi-SupplicantD 000000000
000000000000 Supplicant0 0000000000000

CONTROLO Authenticator 000000 0OO0O0O00O00O Authenticator 000000 OAUTODOO
O0000000mMUNAUTHORISEDO O OO OOMMAUTHORISEDOD D000 dooooon
0000000 oOo AUTOOOOO AUTOOOOOOO

SERVERTIMEOUTO Authenticator 000000 RADIUSOO0OOO Access-Request0 000000
RADIUSOODOOODDOODODOOOODODODOODmMOODOOOOD 300

QUIETPERIODO Authenticator 0D 0000 Supplicant0 00000000 0OSupplicant0 000
00o0oDo0oooo0@ooodoooodo EAPOLODOOOOOO0OOOOOOOOODOO 60
oooooooooooooooon

TXPERIODO Authenticator 0 00O OO Supplicant0 EAPOLOO0O0000O0O0O0O0OOOOMO
Ooooog 300

REAUTHPERIODO Authenticator 000000 Supplicant000000000M 000000 36000

SUPPTIMEOUTO Authenticator 0 D0 000  Supplicant0 EAP-Request U 0 0 0O O O OSupplicant
odoooooooooomoooooo 300

MAXREQUO Authenticator 0 00000 Supplicant 0000 EAPOL-Request 00 00000000
oooooooo 20

REAUTHENABLEDO Authenticator 0 00000 Supplicant00 0000000000000 O0O
ODOOENABLEDOOOODOOOOOOO DISABLEDOODODOOOODOOOOOOOOOOOOO
00 00ENABLED

PIGGYBACKUO Authenticator0 00 000  Single-Supplicant 0 O 0 0O MODE=SINGLED OO0 OO
00000000 Supplicant 00000000000 000000D00OO0O0O0ODOO0OO0O0OOO
OD0O0OD0ODOOOO0OENABLEDODOOOOODO DISABLEDOD O ODOODOOOOODUOOODOOOOO
DISABLED

AUTHPERIODO Supplicant 0 000 00O  Authenticator 0 EAP-Response 00000000000
Authenticator 0 00000000000 O0O0000 300

GUESTVLANO Authenticator 000000 OO0 VLANOOOOUOOVLANOOOO VLANIDO
ODOODOONONEODOODO VLANDOOUOODDUOODODODUOODODOONONEDDDODODDODDODOOOO
OO0 VLANDDODODOOODODODOODO0O0O0O0OODO VLANDODO VLANODOOOOOODOO
000000000000 VLANODODOOO OO Multi-Supplicant 0 00 (MODE=MULTI) 0 O
NONEDODOOOOODODODODOODODDOOODOODO NONE

SECUREVLANO Authenticator 00O OO0 O  Multi-Supplicant 0 0 O 0 MODE=MULTIO OO O O
O00 VLANDOOOOOODOODOOO200000 Supplicant000000000000000O0O0
OO0 ONOODODOODODDOOO0D200000 Supplicant0 0000000000 SupplicantO 00
VLANOOOOOODOODOOOOOUOOFFOODOODDODOOO0OooOoooooooooo20000
O Supplicant0 00 0000000000000 Supplicant0 00 VLANOOOOODOOOOO
000000 Multi-Supplicant 0 00 (MODE=MULTH) O OODO0OO0OO00O0O00O0OO00OO ON

VLANASSIGNMENTO Authenticator 000000 000000 VLANODOO/000000000O
0000o00oooooo VLANDOODODODOODODOODODO VLANDOODOOO ENABLED O
00o00o0ooooooon8021QU0 VLANO OO OO ENABLEDO O OO OO VLANDO O
00O DISABLED

HELDPERIODUO Supplicant D 00000 00000 OAuthenticator 0000000000000
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SET PORTAUTH PORT

ooooooeo0n

MAXSTARTO Supplicant 000000 EAPOL-Start0 00000000000 Supplicant0 0000
EAPOL-Start 0 0000 MAXSTARTO OO UOOOUOOODOOO0OoOoooooooooooooon
oo0oooooooo 3o

STARTPERIODUO Supplicant0 000 00O  Authenticator O EAPOL-Start 000000000000
O0moooooo 300

USERNAMED Supplicant 000000 0000000000 Supplicant00000000000O0O
O0000O0O0OPASSWORDOODODOODODOOOOOOOODO

PASSWORDO Supplicant 0 00000 0000000000 Supplicant0 00000000000
O000000O0 USERNAMEDOOOOOODOODODO0OoOoooo

gooooogono

Manager > set portauth port=1-8 type=authenticator

Operation successful.

o
00000 1080 AuthenticatorO OO0 OOQOO

SET PORTAUTH PORT=1-8 TYPE=AUTHENTICATOR

goooogf

O0o00000ooo0oooooooooood TYPEEAUTHENTICATOROD O OO OOOO
000000000 00000STPOOOOODO0OO0000O00 TYPEEAUTHENTICATOROTYPE=SUPPLICANT
gooooooo

O Authenticator 00D 0D O00OLDFODOOO0OO0DDOOO

oo ooboboboboobboobbobobooooooo

OVLANDO 802.1Q0U0 VLANO OO M OOOODOO0DOOO0ODO VLAND O M VLANASSIGNMENT=DISABLEDD
OO00O0D0ODOOVLANODODODDODODDODO VLANOOOODOODODOODODOODODODODOOoODODOooO0O0O VLAN
odooooooooooooooooooo0 VLANOODOODOO 802.1QU0 VLANDOODODOO
0000 VLANDODODODODOoDooooooo

0000 VLANDDOODOOOOooDoooooooooooo VLANDODDODDODODDOOOOSHOW VLAN
0000000000 SHOW SWITCHPORTOOOOOODODOOOODODODOODODODODOOO VLANODODO
gooooo

goooog

DISABLE PORTAUTHO 120000

goooo CentreCOM GSO0OM O OO0 0DO0O0OO0OOO0OOOOO 1.6.0 17
J613-M0220-03 Rev.F



SET PORTAUTH PORT

ENABLE PORTAUTHO 1300 00O

SET PORTAUTH AUTHMETHODOD 14000 O

SHOW PORTAUTHO 210000

SHOW PORTAUTH PORT AUTHENTICATORO 240000
SHOW PORTAUTH PORT SUPPLICANTO 280000
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SET PORTAUTH PORT SUPPLICANTMAC

SET PORTAUTH PORT SUPPLICANTMAC

goooobooooo

SET PORTAUTH PORT=port-number SUPPLICANTMAC=macadd [CONTROL=AUTHORISED]

port-number: 000 0000000100000000000O0
macadd: MAC 0O 0O O O O XX-XX-XX-XX-XX-xX 0 0 0

g

Supplicant MACO OO UOODO0OOOOOOOSupplicant MAC OO 00 00O OSingle-Supplicant O O
00 Multi-Supplicant 0O 000000000 10000000 10000000000
ADD PORTAUTH PORT SUPPLICANTMACOOOOOOO

goooog

PORT 000000000000 ODOOODOOOOOOOOOOOO

SUPPLICANTMAC Supplicant MACOOOUOUOOOOOOODODO MACOOOOOODOOOOOO
gboboooboooooooboobbon

CONTROL 0O0OO0O0OO0OO Authenticator OO O0OUOOOAUTHORISEDOD OO OOODOOOOOOO
RN

gooooogono

Manager > set portauth port=1 supplicantmac=00-00-£f4-11-11-11 control=authorised

Operation successful.

o
m Supplicant MACO OO OOOOOO0O0O

SET PORTAUTH PORT=1 SUPPLICANTMAC=00-00-f4-11-11-11 CONTROL=AUTHORISED

goooogd

00000000000 00OTYPED AUTHENTICATORO O OOCONTROLO AUTOODOOOOODO
O000000000SupplicantMACOODOOOODOOOOO
go0o0d0ooooooOooOoOoOoDOoO00DDOOODOODODOODODOODODOOODO MACOOODODODOO
ooooooooooorFbDBOOOOOOOOO
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SET PORTAUTH PORT SUPPLICANTMAC

0000 FDBOOOOODOOODOOODO0O0DO0O00O0O00O00D0O00000000000O00 Supplicant
0O MACOOOOOOSupplicantMACOOOOODOOOOOOOOO

O00000000000 TYPEDO AUTHENTICATOROUOOODOODOOODOOODOOCONTROL O
AUTODO 0000000000000 00oooo MACOODDODODODDODODODOODOOD FDBODODODODODOODO
o0o0o0U0oooooo MACOOODUOOOO VLANOOODDOODODODDODODODODOooooooooo
000000 UooOUooUoooo 3dUoUooooo

goooog

ADD PORTAUTH PORT SUPPLICANTMACO 9O O OO
DELETE PORTAUTH PORT SUPPLICANTMACO 110000
SHOW PORTAUTH PORT AUTHENTICATORO 240000
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SHOW PORTAUTH

SHOW PORTAUTH

goooobooooo

SHOW PORTAUTH [=8021X] [{CONFIG|STATUS}]

gobooooboooobooboooboobo
goooog
PORTAUTH 8021X(802.1X00)000000000O0O 8021XOODOOOO

CONFIG DO0O0OOoOoOooooooooooon
STATUS OO0O00O0OO0OOO0DODOOOOOOOO

gooooogono

Manager > show portauth config
Port Access Configuration Information:
Port Access Control............... Disabled

Authentication Method ............ RADIUS EAP

Manager > show portauth status

Port AuthMode PortRole VLAN PortStatus Status Additional Info

1 ------- None = —------------ —-----— — e ———————— o
e None = —------------ —-----— — e ———————— o
3 - None = = —------------ —------ mmmmo oo
4 8021x  Auth 10 Unauthorized Held 00:09:16:00:02:06
5 8021x  Auth 1000 Authorized Authenticating 00:60:97:37:72:6E
6 8021x  Auth 1000 Authorized Authenticated 00:03:47:B5:79:89
A None = = @ —--------—--- —--—--— oo
8  ------- None = —------------ —------ mo o m—mmo oo oo
S None = —------------ —------ mo o m—mmo oo oo
10 ------- None = —------------ —------ oo momm— oo oo
11 ------- None = —------------ —------ e — -
12 ------- None = —------------ —------ e — -
13 - None = —------------ —------ mo o ommm— oo oo
14 ------- None = —------------ —------ e — -
15 ------- None = —------------ —------ oo momm— oo oo
16 ------- None = —------------ —------ oo momm— oo oo
goooo CentreCOM GSO0OM O OO0 0DO0O0OO0OOO0OOOOO 1.6.0
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SHOW PORTAUTH

Port Access Control 0000000000000 /000Enabled O Disabled

Authentication Method ogooo

0 3: CONFIGO OO

Port ooooo

AuthMode OooooonO 802AXOooooooo

Port Role 000000000000000000000000I AuthenticatorCSupplicantd
None OO DO OO

VLAN Jo000oodooooono VLAN ID

PortStatus 0000000 Unauthorized (0O 0O) OO O O Authorized(O O O )0 Multi-
Supplicant 000000 SUPPLICANTOOOODODO

Status J000MmooodoooooooodoPort0 000000 O0OOOOOOOOO

DU000000000MmMAUTHENTICATORO OO OO OO O Initialized O
0 O M Connectingd O O O [ AuthenticatingD O O O [0 Authenticatedd O O
00 M AbortingD D0 000 M HeldD OO O M Force_Authtm OO 00 00O
O000mMForce.UnauthtD OO D ODODO0OO0OO0OO0OO0OO0DOOOSUPPLICANT
O00000O000Acquiredd 00O O Connectingd O O O [ Authenticating
00 00 DI AuthenticatedD O OO0 0O M HeldOO O O M LogoffC 000000
gogd
Additional Info AUTHENTICATOR U OO0 O Authenticated D D 000000000000
MACOOOOOOOOO

0O 4: STATUSO OO

g
sjo00ooobooboobobooobbooobo

SHOW PORTAUTH CONFIG

sjo00ooobooboobobooobbooobo

SHOW PORTAUTH STATUS

goooog

DISABLE PORTAUTHO 120000

ENABLE PORTAUTHO 1300 00O

SET PORTAUTH AUTHMETHODOD 14000 0O

SET PORTAUTH PORTO 150000

SHOW PORTAUTH PORT AUTHENTICATORO 240000
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SHOW PORTAUTH PORT SUPPLICANTO 28 0000
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SHOW PORTAUTH PORT AUTHENTICATOR

SHOW PORTAUTH PORT AUTHENTICATOR

goooobooooo

SHOW PORTAUTH [=8021X] PORT={port-list|ALL} [AUTHENTICATOR] [{CONFIG|
STATUS}]

port-list: 000000000100 0000 [[ooOooO [,]Joo0oooooooooo

0

gobooobogoboobobooboobbobboon
goooog

PORTAUTH 8021X(802.1X 0 )

PORT 000O00O0O0O0DO0OOOOODOD ALLOALLOOOODOO0OO0OOO0O0O0O0000000000O
0000

CONFIG 000D00000O00O0O0O0OO0OOO0

STATUS 000000000000000000

gooooggon

Manager > show portauth port=4-6 authenticator
————— All Authenticator Configuration --------------"-"“—“~-““- - - - -
Port Number 4

Auth Mode 8021X

Port Control Auto

Supplicant Mode Single

Quiet Period 60

Tx Period 30

Reauth Enabled Enabled

Reauth Period 3600

Supplicant Timeout 30

Server Timeout 30

Max Requests 2

Piggyback Mode Disabled
vlanAssignment Enabled
secureVlan On

guestVlan None

Port Number 5

Auth Mode 8021X

Port Control Auto

CentreCOM GSOOOMO O OO OD0OODOOOOOOO 1.6.0 ogoooo
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Supplicant Mode
Quiet Period
Tx Period
Reauth Enabled
Reauth Period
Supplicant Timeout
Server Timeout
Max Requests
Piggyback Mode
vlanAssignment
secureVlan

guestVlan

Port Number
Auth Mode

Port Control
Supplicant Mode
Quiet Period

Tx Period
Reauth Enabled
Reauth Period
Supplicant Timeout
Server Timeout
Max Requests
Piggyback Mode
vlanAssignment
secureVlan

guestVlan

Attached Supplicant(s)

SHOW PORTAUTH PORT AUTHENTICATOR

Single
60

30
Enabled
3600

30

30

2
Disabled
Enabled
Oon

None

6

8021X
Auto
Single
60

30
Enabled
3600

30

30

2
Disabled
Enabled
Oon

None

00-00-11-11-11-11
00-00-22-22-22-22

Port AuthMode PortRole VLAN PortStatus Status Additional Info
4 8021x Auth 10 Unauthorized Held 00:09:16:00:02:06
5 8021x Auth 1000 Authorized Authenticating 00:60:97:37:72:6E
6 8021x Auth 1000 Authorized Authenticated 00:03:47:B5:79:89
Auth Mode 000000802.1x

Port Control

OAuthenticator OO 00O OO0D0DOOO Authenticator 0 00O QO QOQO
AUTOO O 0O0O0OOODOODOOMMUNAUTHORISEDD OO 0O 0O 0O M AU-
THORISEDO OOOOQOOOOOODOO

Supplicant Mode

gooon

Single(Single-Supplicant O O 0 )0 Multi(Multi-Supplicant 00 0) O O
ggod

CentreCOM GSO0OM O OO0 0DO0O0OO0OOO0OOOOO 1.6.0
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SHOW PORTAUTH PORT AUTHENTICATOR

Quiet Period 0 Authenticator 0 0 O O Supplicant 0 00 0 00 0O 0O 0O O Supplicant O
goooooooooooo

Tx Period 0 Authenticator 0 0 0O O Supplicant0 EAPOLO 0000000000
good

Reauth Enabled 0 Authenticator 0 O O O Supplicant 0000000000000 0OOEN-
abled0 0D 00000000 DisabledD ODODODO0OOODO0DO0OO0OO0OO0OO
O

Reauth Period 0 Authenticator 0 0 O O Supplicant 000000000

Supplicant Timeout 0 Authenticator O O O OSupplicant O EAP-Request 0 0 0O 0O O O OSup-
plicant0 000000000000

Server Timeout 0 Authenticator 0 O 0O ORADIUSO OO0 OO Access-Request D 0000
ODORADIUSOOO0O0O0O0ODOODODOOOOOOO

Max Requests 0 Authenticator O 0 O O Supplicant 0 0 O 0 EAPOL-Request 00 0 O
goooooo

Piggyback Mode 0 Authenticator 0 0 O O Piggy back DO D00 O0/000

vlanAssignment 000000 VLANDOOODDODDOOODDOOO 8021Q00 VLAND O
0000 enabledD0OO0O00 VLANOOOOOO disabled

secureVlan 000000 VLANOOOO20000000000 SupplicantD 00

VLANDOOOOOOOODO Supplicant0 0000000000000
goooooooo

guestVian OO0 VLANDOOODOO VLAN OO VLAN ID

Attached Supplicant(s) Supplicant MACOOOODOO

0 5 CONFIGO OO

Port gooog

AuthMode Ooooooo 802.1x

PortRole 00000000000000000000000O Authenticator

VLAN Jo000oodooooono VLAN ID

PortStatus 0000000 Unauthorized (0 O 0O) O O O O Authorized(O O O )0 Multi-

Supplicant 0 0 0000000000000 0O0O0OD0OOOOOODOOOO

Status O000DMmo00oooooooogoopPortbggooooooooooOoOog
00000000000 AUTHENTICATORO OO O OO OO Initialized O
0 O M ConnectingD O O O [ AuthenticatingD O O O [0 Authenticatedd O O
00 M AbortingD 00000 M HeldD OO O M Force_Authtm 000000
O000mMForce.UnauthtD OO D ODODO0OO0O0O0OO0OO0DOOOSUPPLICANT
O00000O000Acquiredd 00O O Connectingd O O O [ Authenticating
00 00 DI AuthenticatedD O OO0 0O M HeldOO O O M LogoffC 000000

gogd
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SHOW PORTAUTH PORT AUTHENTICATOR

Additional Info Authenticator D 0 O O O Authenticated D DO 0D O0O0O0OO0O0OO0OOO0O MAC
DDDDDDDDDDMultiSuppIicantDDDDDDDDDDDDDDDD MAC

goooooo

0 6: STATUSO OO

g
s J001000000000000D0DO00O00DO0OO

SHOW PORTAUTH PORT=1 AUTHENTICATOR CONFIG

s J001000000000000D0DO00O00DO0OO

SHOW PORTAUTH PORT=1 AUTHENTICATOR STATUS

goooog

DISABLE PORTAUTHO 120000

ENABLE PORTAUTHO 1300 00O

SET PORTAUTH AUTHMETHODOD 14000 0O

SET PORTAUTH PORTO 150000

SHOW PORTAUTHO 210000

SHOW PORTAUTH PORT SUPPLICANTO 280000

goooo CentreCOM GSOOOMOI O OO ODOODOOODOOOO 1.6.0
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SHOW PORTAUTH PORT SUPPLICANT

SHOW PORTAUTH PORT SUPPLICANT

goooobooooo

SHOW PORTAUTH [=8021X] PORT={port-list|ALL} SUPPLICANT [{CONFIG|STATUS}]

port-list: 000000000100 0000 [[ooOooO [,]Joooooooooooo

0

gobooobogoboobobooboobbobboon

goooog

PORTAUTH 8021X(802.1X 0 )

PORT 000O0O00O0O0ODO0OOOCOODOD ALLOALLOOOODOO0OOOO0O0OO0O0000000000O
0000

CONFIG 000D00000O00O0O0O0OO0OOO0

STATUS 000000000000000000

gooooggon

Manager > show portauth port=1 supplicant config

Port Number 1
Auth Period 30
Held Period 60
Max Start 3
Start Period 30

User Name

User Password

Manager > show portauth port=2 supplicant status

Port PortRole Status Additional Info

2 Supplicant ~ ------ = —emeem— -

Port Number ooooo

Auth Period Authenticator 0 EAP-Response 00 00000 00 OO Authenticator O 0O O

goboooboogon
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SHOW PORTAUTH PORT SUPPLICANT

Held Period

O00000Authenticator 000 00000000000

Max Start

EAPOL-Start 0 00000000000 Supplicant 00 00 OEAPOL-StartO
D000 MAXSTARTOOODOOODODOOODODODOOoooooooooooo
good

Start Period

Authenticator 0 EAPOL-Start D 0D 000000000 O0O0OO

User Name ooooo
User Password ooooo
0 7: CONFIGO OO
Port gooog
PortRole 0000000000000000000000 0O Supplicant
VLAN Supplicant 0000000000
PortStatus Supplicant 0000000000
Status oo obbbooboboboboooogoobooo

0000000000000 0Mm Acquiredd 00O O I Connectingd O O O [
AuthenticatingD O O O [0 Authenticated 0 O O O (D HeldO O O O (I Logoff
gooooooogooo

Additional Info

Authenticator 0 0 O O OAuthenticated D 0D 0000 O00O0O0O0OO MACO
gooooooo DMultiSuppIicantDDDDDDDDDDDDDDDD MAC
goooooo

g

0 8: STATUSO OO

s J001000000000000D0DO00O00DO0OO

SHOW PORTAUTH PORT=1 SUPPLICANT CONFIG

00 200000000000000000C00

SHOW PORTAUTH PORT=2 SUPPLICANT STATUS

goooog

ADD PORTAUTH PORT SUPPLICANTMACO 9O O OO
DELETE PORTAUTH PORT SUPPLICANTMACO 110000
DISABLE PORTAUTHO 120000

ENABLE PORTAUTHO 1300 00O

SET PORTAUTH AUTHMETHODOD 14000 O

SET PORTAUTH PORTO 150000

goooo

CentreCOM GSO0OM O OO0 0DO0O0OO0OOO0OOOOO 1.6.0
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SHOW PORTAUTHO 210000
SHOW PORTAUTH PORT AUTHENTICATORD 240000
SHOW PORTAUTH PORT SUPPLICANTO 28 0000
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