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2. Diff-serv #5E
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7 6 5 4 3 2 1 0
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Diff-servicE23<DS7 4 —JL K
7 6 5 4 3 2 1 0
DSCP | cu |

—

Experimental/Local Use

(B D :Delay
T : Throughput
R :Reliability
DSCP : Differentiated Services Code Point
CU : Current Unused
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2. Diff-serv #4g

Diff-serv ® DSCP (%, 6 > bD 7 4 — /)L FZF-TWETR, & MLty ML, RFC T
Experimental/Local Use & BlE L CWE9, F£72, DSCPIED {7 3 £ k% Class selector & LTl
THZET, BFEDOTOS 7 4 —/L K& DHEMEE B> ThET,

(4) Diff-serv ®E A F|E
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2.1.2 Diff-serv ® QoS H—E X

Diff-serv H$HEAS HEZ & 2 QoS H— L A1, PHB &%t L CEE¥E(L LT E 3, Diff-serv o H A% &
% QoS P —ERERDORITRLET,

% 2-1 Diff-serv DE#ZE 95 QoS H—E R

$—ER BE S8R %9 % PHB
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P—r 2 PRAE EF @ DSCP %##i-7-/3% > | %Ath, sEaEElRYE (RFC 2598)
DSCP ®/ %% v b L0 L Clisk L
A & R L E T,
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PR QoS &, R, W 3TED 7 T AEL, 7 FH A Jefis s (RFC 2597)
Z A CHI%7: QoS Y —E A& T
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Diff-serv D HIE L §5 QoS ' —E XA ZROKIIRLET,
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2. Diff-serv #%gE
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60



2. Diff-serv #4g
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1 ‘,—‘ ~~~~~ ~> ~o
e T NN S~
‘ 7 O0—&H ‘ ‘DSCP%%#@Z‘ ‘ BRERTE ‘ ‘ Traffic Conditioner
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2. Diff-serv #%gg
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0 — ORI AR L C, BECHI O/ Ny MOk L TR O TR EMEZ 1TV F 9, BRI 22 PR ENE 2 R
WRLET,
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2. Diff-serv #4g

£2-3 #geJovyIcisddarIq«dL—aryav ok
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Jav i &R T aE IV RYER NG A—BZFR
MFClassifier 7 a—H flow qos {ip | <protocol No.> | tcp | udp | icmp | igmp
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upper <Length>

lower <Length>

dscp <DSCP>

<IP_Source>

<IP_Destination>

<Port_Source>

<Port_Destination>
<ICMP_Type>
<ICMP_Code>

<IGMP_Type>
Marker DSCP v—F% > 7 replace_dscp <DSCP>
DSCP~v v/ dscp_map
BA Classifier 7 a—H dscp
By 7 ARE priority <Level>

discard <Level>

Meter/Dropper SRR max_rate
min_rate
BT b ~Dxt penalty_discard <Level.>

I
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Shaper A qos-queue-list priority

round_robin
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shaper priority
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2. Diff-serv #5E
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2. Diff-serv #4g
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Diff-serv D27 4 JL— a3 U EITHO AN, 7 —I12% LT Inbound IOF= > b Y Z#EH L E9
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2. Diff-serv #%gg

®2-7 RNEEDOMEDITEBRB (/35— 1)
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2. Diff-serv #gE
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| — F

EX T.G: Traffic Conditioner
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3. TREM
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®3-2 LEBREY

HEEETILE PRURNEE PS EARIERFF PS TR
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3. MEHER
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3. TREM

3.2
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FOREEFERTT, 72720, 7% BCU AEFEOLEITIREL SR TE £ A,
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8.2 NetFlow #f&t

8.2.1 NetFlow #;st#isH

NetFlow #titi, *v T —27%Wd FT7 7 1 v 7 ZAREE (NetFlow =—Y =2 k) TH TV oo
LCE=HL, £OE=4 L7z NetFlow Fatlfs® (LIK, NetFlow /3% > 1) % NetFlow =2 L7 & LI
s (LI, oLy @) ICEDTONT 528128 -TC, Fv bV —27 OFFRETET S
PEEETT, AEEOZ—VREDK— MIASTLKBAIP X7y hOLA Y3 L LAY 4HKEHEREFaL
7 BEERBICEAMTHZ LT, *y hU—7 OFIARRAERTE, v bU— 7 B0 & FHEA IR L
D, Xy NT—=TONRT4—<v AR TEFERIFTTH v I REOREZELHITHRM LT T5Z &
ZAREICLE T, Fr¥ & LCid sFlow #FT L W E A K> TE L T\ B 720, ROARFCHEMANFIRET
R

X 8-7 NetFlow #t5t D=y k7 —2 #ERHI

° > O—B{aikst > O— sk

—fIL—4% \
///

FEE NetFlow—T—< x>

—/RAvF
AS2
AS6 AST =1
—=b

(FL{I) AS : Autonomous system

Py

AdEE D NetFlow ©T— Y = > h TE=Z SRZERITa L7 FEBEICED LN, HatERE2 774 V&
BIZESoTT T 7 4 WNIZERTH I ENTEET, NetFlow FHrtHiEZFIH L Tz icizar s ¥
ELTFIAPHELZHEL CEHTALERH D 7,
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Jo—ffEEtEFERALEzRY FO—VEE

8-8 VRATLIEK
FEE

I—oxk — OLYAEE —» FTFSAYEER

%818 VRATLEBRER

15 BRER ®EY &%

#E

1 T—Y=x v b MEHERZIE L Ca Ly ZIEREICEMN L ET,

2 oLy AEE T =V ML ERM SN D REHE R Z LR - W - R L TFT A EkE L —
9, &6, MET—F&2T7 T T4 PVEBICEMNLET, IR > TV DA

L ET,

3 T T A PEEE LI HIEBEBNOSEMNEND T —FET T T 4 AVIZERL

3

L) - 347 L

8.2.2 NetFlow T—< T > #4EE

168

AEEE D NetFlow =— = > MM, fhEEE~REELIIAREE T LHEIND Ty MEa—WEED
BETH TN, BTN Ly ME#EZ NetFlow X7 v hO7 4 —~ v MIEFEL, =2—VEE
Da Ly ZIEEICEMS LET, NetFlow /X7 > F®D 74—~ b Cisco Systems, Inc. IZ L > THE S
TWET, NetFlow =— = > b CINET H1ERITIE, 7 7 —H{LF7FF (NetFlow datagram Version 5,
Version 9) & 7 1 —#£9%t5F (NetFlow datagram Version 8, Version 9) 78% 0 £-3°, ULEEEFT & UNEN
Ky K89 HNAKE & EOME) R LET, £, X—Va TR EHIERARY hU—2
% [3% 819 NetFlow N—Ya T & OB EHERY hU—27 ) ITRLET,

8-9 HEfuffist & FHoME

FEE [ 7 O—&##EH

7 O—&MEHE, T O—BHEi s LTIRELET—
2EELITHETEDSME EXER) T—o070—&LT
/ FEHTALIAFEE~BRMLETS,

7

[ 7 O—Bifrifst]

v \/ MBI IARBRTEHESRD Ty b &
TN GLT, E20T4—ILFE*RIRTALED
F—oO7O0—¢LTEEHTALIIEBE~BHMLE
¥,

X
FETIP7 FLR, EIPT FLR, EETFR—FES, HER—FES, JObalgq7,
108 (547 £7 ¥—ER) , BEA4Tz—2X,

AILEND =2 L7 ZHEICK LT v —fFRa@Em T 2243 FoMS03H Y £,

e TCP =% 7 i g v %% T (TCP FIN or RST) L T2 & e K MER(E RGOS L -85
e RELIEZ=V NI EAEBZ -7 0—0n23E LEEA (drop ©— FLUSL)



8. Jo—#stEMALLRY FO—VERE

BRESRIERFE 28008 L7-358 CRBER: 15 1)
o SRR RER 2R L7258 (RERERF 30 4))
I K IEE{E FFRE (timeout-inactive) <°fx Kl 15 FEH (timeout-active) 1% NetFlow #ato =7 4 7
L= a U CERARETT,

% 8-19 NetFlow N\—2a v TEDFMEHERY FT—2

NetFlow FARY kT—5 LEE -k
N—=o3y
Version 5 IPv4 % v hU—2 LU s3] Version 8 & [rIHFEh{Ew
IPv4 X7y hD LAY 3, 4 OIEHREIL REZ 2SR L 220
%
(R
e Version 8 KX W {FHRENZ V=0, HEOE

FUCHREHE R O A A RE

o NPz L HIEER LU

LRI 5]
IPv4 % v bV — 27 OAFRIRILOER
BE7a— (74 NART H v i) D
Eoxiin

Version 8 IPvd x> hU—7 [ A 17 4 ] Version 5 & [AIFFEH{EA]

IPv4 /N7y bD LAY 3, 4 DIFHRAIN R HERE L 720
4 (72721, Version 5 L 0 IUEFHREIX

Drpun)

[FlA]D
CP-CPU &1 A Versions L 0 A7 < CTH
ir

(R A51]

Version 5 & [RA%: (7272 L, #H£RMIC X
D72, 18D BUS TR T Z & ITHREE)
o L ZAEE ORI B ERBE

Version 9 IPv4d %> NT—2 (U e ] OP-ADV 7 A &> AR
+ IPv4/IPv6 /X7 > b DL A Y 3, 4 DIEH W
IPv6 x> h U —7 AR
CRIA]D

IPv6 /N7 v N ERRIZTE D
SR IR ERE DY AR — P M TE D
RFC3954 THESNTWD =8, %
B IR

ORI 31 ]
IPv6 % > b U —27 OARPRILOEAE
BEZa— (T4 NART E v 7R E)D
ST

8.2.3 7O —E{uffst (NetFlow Version 5)

7u—BAFEEHY, REBICASTL 27y " TV 7L, 7207 4 — A R(RETIPT FL
A, S IP 7 KL A, BETHA— NES, sieAR— &S, v hary (7, TOS, %EA %
Txz—A)RTRCELLDE—2OFEEY (T —HHitLa—R) L TalL s ¥ EE~BMLE
I, 7o —HNHEHERE A O 720 7 v —BALHEF = > R Y (entries) & V2 7 LR (sample) D%
ERNE T,

DITFlc7e—BiifiH N ry ho7+—~< v NERLET,
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170

Jo—ffEEtEFERALEzRY FO—VEE

K 8-10 JRA—B#fit/\7y bT+r—< v b

\

«———— nfAOLI—F

JO—BEHHAY S| JO—BiEfEH La— 1| + .« | OB LI —Fn

(1) 7A—HEffitAv 5
7w — B 4 ~RE SRS NAERORITT LET,

820 TJO—Hfuffift~ny

In&IEE Bl YR— b
Version NetFlow /3% v hD/3— 3 V%5 (=5) O
Count Z® NetFlow /37 v MZ&EENDH 7 r—L a— RO (KX 30) O
SysUptime Z ® NetFlow /37 v b ORI (EBEEBENHOI V) O
UnixSecs Z @ NetFlow /347 > QAR (1970 424 0000 & 32 )[#] O
UnixNsecs Z ® NetFlow /3% v b OERLKEZ] (1970 4 0000 &35 ) F /] O
FlowSequence 7 a—HAKE L a— ROAR D S CinT 5 v—7 0 2% 5 (UYL @)

EIAH : Count” O RFHUTHY )
EngineType 7 a—hifkr P DFER] 0 [EE
Engineld TJu—fiffkr o0 ID HE 0 [&E
SamplingInterval FoTY o TE—RBLOY 7Y VIR O
(LB O:HAR—+T5
(2) 7O—EfigstLa— K
7 u—HAHEHO L 3 — RICRESNLONKEZRDERITRLET,
*8-21 TJO—HEfI#fEELa—F

IREIER L] HR—k
SourceIPaddr EETEIPvA 7 KL A @)
DestinationIPaddr ZE4: IPvd 7 K1 A @)
NextHop WOEEEL—2 D IPva 7 R L& @)
Input {54 > # 7 = — A" SNMP Interface Index * ! O
Output (54 > # 7 = — 2D SNMP Interface Index * 2% 3 O
Packets Ta—DRT oy b ORE O
Bytes Tu—DRTy PO MR O
First 7o —Bkh Ay FEZERO SysUptimel # O
Last 7 n— oy FZEREO SysUptimel 7 1 @)
SrcPort TCP/UDP %572 di— h &5 O
DstPort TCP/UDP %66 — &5 o
Flags TCP 7 5 7 DRFE )
Protocol IP 7'a b a4 7 ((#1) 6=TCP, 17=UDP) O




8. Jo—#itEMALLRY FO—VERE

UnteEE SiBA HHR—
TOS IP DY A THTH—E A O
SrcAs PEET S L IFEETMUEEE T 0 AS F5 @)
DstAs et L < I35 BiE 7 0 AS 5 @)
SrcMaskBits BEETEIPVA T RLADT LT 4 v I A~ AT By MK O
DstMaskBits S IPvA T RLADT LT 4 v I AR AT Ey bk O

(LB O:H¥FR—1+75

X1
PEEAR— k> SNMP Index fifi % 7% &,

X 2
BESENERT TR — k@ SNMP Index i L ¥ #&#E R — k@ SNMP Index i (VLAN> UV > 7 7 7 U F—a ) D
FnE< 720 £7,

X 3
v b VRS U E Oy RPBBIZE LK) ORFEA v 72— ARFEESINET, bL, XA LTV h
(Active/InActive) fRRATICE HIZ /2 0 72/ AILIE L @A S LW ATREME DY & 0 97,

8.2.4 7 O—5%## & (NetFlow Version 8)

7 u—EKHEHT, 7o —BAE & L CIE Le T — & 2 BICRE DR (E0FER]) T—olzk e ®
T(7ue—#H(%E L a—R)roar s ZEE~BMLET, 7o —EROFHEELME S =olcidr
0o —HBNHEF= 2 b U (entries) & 7 1 —HERHEF= b U (aggregation-entries) & ¥ 7L REIE
(sample) D ENLE T,

7 —ERRE ATy hOT F—~y FERICRLET,

K811 Jo—&#MHEet/\ry bT7r—< v b

«———— nfAOLI—F

\

JO—£MHMHAYH | JO—EHME L — R + .« | TO—FMEE LI —Fn

(1) 72O0—%##Ht~Av Sy
7o — RN AR ESNANEZROFIT LET,

% 8-22 JO—&HFIHA VS

INEIHE B HiR— b
Version NetFlow /347 > hD/R— 5 & B (=8) O
Count Z? NetFlow /37 v MZEEND 71— L a— RO (KK 51 O
SysUptime Z ® NetFlow /347 v b OAERIZ] (GEEEE%RA SO I V) O
UnixSecs Z @ NetFlow /347 b OEMK] (1970 4% 0000 & 32 ) B4y ] O
UnixNsecs Z ® NetFlow /3% b OLERIZ] (1970 45% 0000 & 32)[ F /% O

o]
FlowSequence Tua—ERRE L a— ROARZ LITm+T 23—~ 2 &5 (“IX O

HEIHH : Count” DBEFEITHY)
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IR&LIER

n
]

HR— b

EngineType 7 u—fiffko 2 OFER) 0 [EE

Engineld Tua—ffkr o0 ID BB 0 & E

Aggregationtype 7 v — R O FER @)
1: AS Aggregation
2: Protocol-Port Aggregation
3: Source Prefix Aggregation
4: Destination-Prefix Aggregation
5: Prefix Aggregation
9: AS-ToS Aggregation
10: Protocol-Port-ToS Aggregation
11: Source Prefix-ToS Aggregation
12: Destination-Prefix-ToS Aggregation
13: Prefix-ToS Aggregation
14: Prefix-Port Aggregation

AggregationVersion Aggregation D/N— g L E S (=2) O

SamplingInterval TV T = RBIOY 7Y I O

(L) O ¥R—r+2

(2) 720—&%KEtLa—F

Tu—ERRE L a— FNREINDINAEE [£ 823 AS Aggregation L = — K (Aggregationtype=1) |
~ [5% 833 Prefix-Port Aggregation " = — K (Aggregationtype=14)] 1Z/RL £,

% 8-23 AS Aggregation L 3 — K (Aggregationtype=1)

IREIER R HR—k
Flows R L7 B — 5 ©
Packets R L7 e —IZEENDIR T v MR O
Bytes L7270 —ITEEND /7y bORAAL MK @)
First 7o —Bkh A v FZER® SysUptimel # ] O
Last 7o —F# Ay NZERO SysUptimel # O
SrcAs EETLSH LIEERE BT 0 AS F O
DstAs siseh L <I3sEeiBisE e o AS &+ O
Input ZigA v H 7 = —AD SNMP Interface Index O
Output EEA v 7 = — A D SNMP Interface Index O

(LF) O : ¥AR—17%

% 8-24 Protocol-Port Aggregation L a3 — K (Aggregationtype=2)

IRERIEE B HR— b
Flows ERH L7 a—¥#% O
Packets R LT o —CE SRS MK O
Bytes B L7 0 —IZEEND 7 v hORAAL MK @)
First 7 u—Bih v b AEE @ SysUptime [ #] O
Last 7 a3 N ZAEHO SysUptime [ 5] O
Protocol IP 7u k=% A 7 ((ff) 6=TCP, 17=UDP) O
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IR E HE HiR—k
SrcPort TCP/UDP 348 TR — k o
DstPort TCP/UDP % Jei— b O
(LB O:HHR—=+T5
5 8-25 Source Prefix Aggregation L 31— K (Aggregationtype=3)
IREIEE B YR—b
Flows L7 —%% O
Packets ELTZT7m—ITEEN DM MK )
Bytes ER L7 0 —ICEEND Ty hORASAL MK O
First 7 a—Bith 3y N ZA(ZRE SysUptime [ )] O
Last 7 u—fgfe Sy N0 SysUptime [ 7] O
SrcPrefix HERLTIREEITLIPvA T RLADT LT (v I R O
SrcMaskBits ERLRETIPVAT RLADT LT 4 v 7 Ay Mk O
SrcAs FEIED L ITRECMBEE Y T O AS B 5 O
Input 2154 > % 7 = —A? SNMP Interface Index O
(ALB) O:HHR—=+7T5
% 8-26 Destination-Prefix Aggregation L 31— K (Aggregationtype=4)
INERIER B YR— b
Flows FERILT= 7 —% O
Packets HER L7 e —ICHENDR ST v MK O
Bytes LT 7B —IZEHEND Ty FORAAL MK O
First 7 a—Bth 3 v MR SysUptime [ # ] O
Last 7 u—fgf& Ny N0 SysUptime [ 7] O
DstPrefix LI585 IPVvA T FLADF LT 4 v 7 O
DstMaskBits ERLTGEEIPvA T RLADT LT 4 v 7 ALy MK O
DstAs sa5Eh L I35 EMBEE Y T O AS & O
Output FEEA ¥ 7 =— AP SNMP Interface Index O
(L) O ¥R— 1 T2
% 8-27 Prefix Aggregation L 1 — K (Aggregationtype=5)
IRSRIEH HLiL] HR—
Flows R L7 o—¥ ©
Packets FER L7 a—ICEENDR AT Y MK )
Bytes FRLT T e —IZEBEND Ty FOKRAA MK O
First 7o —BHih Sy 2120 SysUptime [ ] O
Last 7o —F# Ay N2ERO SysUptime [ ] O
SrcPrefix EHRILT=EETCIPVA T FLAD T LT 4 w7 A O
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IREREE B HiR— b
DstPrefix ERILTSE TPVvA T RLRADT LT 4 w7 X O
DstMaskBits ER LIS IPvA T RLAD T LT 4 w7 Ay MK O
SrcMaskBits HERLIZREEILIPVA T RLADT LT 4 v 7 Ay MK @)
SrcAs EEILS LIXRE T 0 AS F O
DstAs Zased L <I3seiBiE ey o AS &5 O
Input ZigA v # 7 = —AD SNMP Interface Index O
Output EEA v 7 = —AD SNMP Interface Index O

(LF) O : ¥AR—17%

% 8-28 AS-ToS Aggregation L 1 — K (Aggregationtype=9)

IRSRIER R HR— b
Flows EHR L7 —¥K O
Packets R LT —IlEENLIR Ty MK O
Bytes FHL T —IlEEND Ty FORASA ML O
First 7 u—BkA/ s BRI SysUptime [F ] O
Last T u— gy FZ{ER O SysUptime [ # ] O
SrcAs BETH LITREeMEE T 0 AS &5 O
DstAs sided L < I3siemBEEE 7 0 AS F 5 0
Input ZAEA »H 7 = — AP SNMP Interface Index O
Output EEA v 7 = —AD SNMP Interface Index O
TOS IPOFATHTH—ER O

(L) O ¥R—r+2

% 8-29 Protocol-Port-ToS Aggregation L 1 — K (Aggregationtype=10)

IR&EIER Bl HiR— bk
Flows EHLTZ7 v —H O
Packets L7 u—IZEENDRAT y MK )
Bytes L7 —IZEHEND T hORRASA MKk O
First 7 u—Bh Y v FEZ(ERO SysUptime [#] O
Last 70—y F2iER 0 SysUptime [# ] O
Protocol IP 7’1 k=2v% A7 ((#]) 6=TCP, 17=UDP) O
TOS IPOYATFTH—ER O
SrcPort TCP/UDP =g iA— b O
DstPort TCP/UDP %i e — k O
Input ZA54 % 7 =— XD SNMP Interface Index O
Output EEA v H# 7 = —AD SNMP Interface Index O

(L) O :FFR—=rT2
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% 8-30 Source Prefix-ToS Aggregation L 31— F (Aggregationtype=11)

FEFEALERY FO—VEE

IR&EIER B YR— b
Flows ER L7 e —¥ O
Packets FER L7 —ICEGEND Ry MK @)
Bytes ERLIE 70— ZEEND Ty FORAAL M O
First 7 u—Blh3 v F%[E8 D SysUptime [ 7] O
Last 7o —F# Ay N2ERO SysUptime [ ] O
SrcPrefix ERILTZEETCIPVAT FLAD T LT 4 9 7 R O
SrcMaskBits LU RETLIPVAT RLADT LT 4 v 7 Ay Mk O
TOS IPDFATFHTH—ER O
SrcAs BETED U< ITRME T E T O AS F 5 o
Input ZAEA & 7 = —AD SNMP Interface Index O
(FLgl) O B R—175%
% 8-31 Destination-Prefix-ToS Aggregation L 2 — K (Aggregationtype=12)
IREIEH B HiR—
Flows EH L7 e —¥] O
Packets EHLIZT7a—ICHENDR STy MKk O
Bytes ERLT- 70 —IlEEND Ty NORAL M O
First 7 o —Bikh 3 v N2ERO SysUptime [ ] O
Last 7o —F# Ay N2ERO SysUptime [ ] O
DstPrefix LRI IPVA T FLADT LT (v 7 A O
DstMaskBits ERILISEEIPvA T FLAD T L7 4 v 7 A K O
TOS IPOYATFTH—ER O
DstAs sise b L < I3saEMBEEE T O AS FE 0
Output EEA & 7 = —AD SNMP Interface Index O
(LBl O : A —1r7T2
% 8-32 Prefix-ToS Aggregation L 11— K (Aggregationtype=13)
IREIEH ELE] HR—k
Flows R L7 a—# )
Packets EHLIZT7a—ICHENDR Sy MKk O
Bytes ER L7 a—ICEEND Ty FORAL MR O
First 7 v —RkE G v FZIERFO SysUptime [#] )
Last 7o — gk FZ{ER0 SysUptime [ # ] @)
SrcPrefix ERULEEETLIPVAT RLADT LT 4 v 7 R O
DstPrefix ER L5 IPva T RLADT VT 4 v T A O
DstMaskBits ERILT5%EIPVvA T RLADT L7 4 v 7 ALy MK O
SrcMaskBits HERILIZREILIPVA T FLADT LT 1 v 7 Ay MK O
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70—k

FEFEALERY FO—VERE

In&KIEE B1L] YR— b
TOS IPO¥ATHTH—ER O
SrcAs HETLD L ITRETMBEEE T D AS 5 O
DstAs sadet L I3sase Bz e 7 0 AS H 5 O
Input ZAZA v # 7 = —A D SNMP Interface Index O
Output #EA v # 7 = —AD SNMP Interface Index O
(LB O:HAR—rT2
% 8-33 Prefix-Port Aggregation L 21— F (Aggregationtype=14)
IREIAH Bl YR—+
Flows EH L7 e —¥ O
Packets EHRI L7 0 —ICBENDRT v MK o
Bytes LT =B END Ty FORAA MK O
First 7 v —Pith/ s v FZ(GHO SysUptime [ 7] ®
Last 7 v —fg iy FZ (GO SysUptime [ 7] ®
SrcPrefix HEARI LB IPVA T RLADT LT 4 v I A O
DstPrefix EHRILT=50E IPVA T RLAD T LT ¢ v I R O
DstMaskBits ER LTS IPVA T RLADT LT 4 v 7 Ay MK O
SrcMaskBits EHLEEETLIPVAT RLAD T L7 4 v 7 Ay MK O
TOS IPDEATFTH—E R O
Protocol IP 7v k=& 147 ((#) 6=TCP, 17=UDP) O
SrcPort TCP/UDP #={EtA— b O
DstPort TCP/UDP %654 — K O
Input ZAZA v # 7 = —A D SNMP Interface Index O
Output WAEA ¥ 7 = —AD SNMP Interface Index @)

(L) O :FFR—rT2

8.2.5 7 O—##iit (NetFlow Version 9) [OP-ADV]

176

NetFlow Version 9 (%, #£3#® Version 5 X°> Version 8 D L H IZHED 7 +—~ v MEXNT=—T = M
bal s ZIEBICHEERE BT 20 TERL, 77— a—K(LUFTry7L—F) &TF—4
La—R(UFTF—4%) L) ZOoDEROMAEGOETa LY FEBICHFERZBEMLES, 707
U— MIEBOEI/ Sy MIEENDLT — X D7 +—~ v MEEETHdICAVLNET, 7—XIiF
Ry NESZABE LT AL AN D IP 7o —ORE Rk LET, 72 0% 7 V—71%, Z4Llii
WCEEENEZT v 7L—=FID ZEATEY, La— FNOTF—Z @) 5720l LE9,

NetFlow 2> 7 4 7 L—3 9 O 7 0 —HAREH O/ SA— 3 o (flow-export-version) 2”7 9” ([ZRET 5
TR LET, R E U THEIRISIC TPV /N7 v R R— M EIE L,

NetFlow Version 9 X°7 v 7' L — k &7 — & OBMROFEMIZ 2V TiE RFC3954(Cisco Systems NetFlow
Services Export Version 9) & Z& M L T 72 &0,



8. Jo—#itEMALLRY FO—VERE

812 FrITL—hET—4

[FoFL—k(zO-)] [T—4 (70-)]
Version 9 ¥ EBOEERSCa LT s 4V L— AEBICA-TLA Yy bESFLTYLY
a3 vEE, 3 LLIE—E/RE 05/ or LT, 70—1@E®ET> I L— FOBWMICHE
60007 —4 =B &) #R2HICT—42 (7 21274 -y rTCaALYSEBABMLE
O—)DI7+—<v tEEMLET, E
(Template FlowSet) (Data FlowSet)

T/

¢

NetFlow V9 *fix

Yyvy

ALV EEE
—\ \
Y \j [(FTL—F - F=2(FTa)]
REBOBRBER (VT v TRROS 1 L

—RICa LI SEBICRHMLET,
(OptionTemlate)

PLUFICAZEE T NetFlow Version 9 /X7 v b & L TlELDNA 74—~y b &2/~ LET,

8-13 Template FlowSet /X%y 74+ —< v +

NetFlow Version @ ~w 4 |Template FlowSet 15%R 1| »«+ |Template FlowSet &%k m

8-14 Data FlowSet /8%y kT 4+—< v k

NetFlow Version 9 ~w 4| Data FlowSet 1H3} 1 ven Data FlowSet &% n

8-15 OptionTemplate /3%y kT4 —< v +

NetFlow Version 9 ~w 4| OptionTemplate 1&3R Option Data 1&%R

(1) NetFlow Version 9 Ny 4
NetFlow Version 9 ~v Z ONEZIRDEFITRLET,

5% 8-34 NetFlow Version 9 ANy S J4+—<w k

IREIRH B HR—k
Version NetFlow /347 v h D= 5 U F R (=9) O
Count Z @ NetFlow 737 v MZE 4% Template H L < IE Data FlowSet @)

DI
SysUptime Z @ NetFlow /37 v ks OAERNL CEERBI% NS DI V) O
UnixSecs Z 0 NetFlow /3% M OAERIZ] (1970 4:% 0000 & 32 ) ##5 ] O
Package Sequence NetFlow /37 > MDA Z L IZEINT 5o —7r v A% = O
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IREREE B HiR— b

Sourceld 7 u— ik Y ORI LD F 0 HE
1~2,34 FH : Reserved,
SNA FB : 7u—Hfko U OFER,
44 NE : 7u—Hzr P o ID KR,

UB) O HE— 1%
(2) Template FlowSet 1%k
71— HALER 7 v — KR E 2 NetFlow Version9 JER T L 7 X @ (@M T D 72OV E 5,

8-16 Template FlowSet /847y k74 —< v +

NetFlow Version 9 ~w 4 |Template FlowSet 1&%k 1| » -+ |Template FlowSet &R n

FlowSet 1D Length Template ID| Field Count

FlowSet 1D Length «+s |Template ID| Field Gount

% 8-35 Template FlowSet 1§87 +—~< v k

IREIEE Bl HiR— b+

FlowSet ID Template, DataFlowSet %57 % 72 DE 5, O
(Template FlowSet D54 =0)

Length Template FlowSet O & (FlowSet ID % X 0% Length & & T¢) O
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IR&LIER

B HHR— K

Template ID

a Ly FEEEICRAT 57 4 —~y NEENNT 272D 0F SN S O
NET, AMRICEROT V7 L—baea Ly 2EEIENT S5 b
AHETY, ROV TIE 13 8-37 Version 5 #1244 4 {IPv4}
(Template ID =256)] ~ [ 8-62 BGP-Nexthop-Tos Aggregation
Record 824 %# {IPv6} (Template ID =281)] #ZM L T2 &V,
[Template ID & 7 4 —~» b DOBHE]
256 : Version 5 14 {f## {IPv4}
( 1% 8-37 Version 5 fH41&# {IPv4} (Template ID =256)] )
257 : Version 5 fH {5 # {IPv6}
( [ 8-38 Version 5 tH4 1% # {IPv6} (Template ID =257)] )
258 : AS Aggregation Record 4 1% % {IPv4}
( 15 8-39 AS Aggregation Record 24 1% f# {IPv4}(Template
ID =258)] )
259 : AS Aggregation Record i 24 % # {IPv6}
( I$ 8-40 AS Aggregation Record #1241 {IPv6}(Template
ID =259)] )
260 : Protocol-Port Aggregation Record 34 % {IPv4}
( I$ 8-41 Protocol-Port Aggregation Record #H 241 i#
{IPv4}(Template ID =260)] )
261 : Protocol-Port Aggregation Record H 4 % {IPv6}
( 1% 8-42 Protocol-Port Aggregation Record i 4 1% #: {IPv6}
(Template ID =261)] )
262 : Source Prefix Aggregation Record 84 %5 # {IPv4}
( [ 8-43 Source Prefix Aggregation Record 24 1% i
{IPv4}(Template ID =262)] )
263 : Source Prefix Aggregation Record #1324 1%# {IPv6}
( % 8-44 Source Prefix Aggregation Record #41#% # {IPv6}
(Template ID =263)] )
264 : Destination-Prefix Aggregation Record 184 1%# {IPv4}
( I$ 8-45 Destination Prefix Aggregation Record FH 4 i #
{IPv4}(Template ID =264)] )
265 : Destination-Prefix Aggregation Record 41 {IPv6}
( [ 8-46 Destination Prefix Aggregation Record FH 4 1% #
{IPv6} (Template ID =265)] )
266 : Prefix Aggregation Record 4 2%4 {5 {IPv4}
( I# 8-47 Prefix Aggregation Record 1415
{IPv4}(Template ID =266)] )
267 : Prefix Aggregation Record fH>4 1% {IPv6}
( % 8-48 Prefix Aggregation Record 4 {&# {IPv6}
(Template ID =267)] )
268 : AS-ToS Aggregation Record FH 4 1% # {IPv4}
( T3 849 AS-ToS Aggregation Record ¥ 4 1#
{IPv4}(Template ID =268)] )
269 : AS-ToS Aggregation Record 4 % # {IPv6}
( 5 8-50 AS-ToS Aggregation Record A4 {% i {IPv6}
(Template ID =269)] )
270 : Protocol-Port-ToS Aggregation Record FH4 1% # {IPv4}
( 1% 8-51 Protocol-Port-ToS Aggregation Record fH4 1%
{IPv4}(Template ID =270)] )
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IREIEE Bl HiR— b

271 : Protocol-Port-ToS Aggregation Record #H 41 # {IPv6}
( 13 8-52 Protocol-Port-ToS Aggregation Record #H 4 {5t
{IPv6} (Template ID =271)] )

272 : Source Prefix-ToS Aggregation Record 14 1% # {IPv4}
( I 8-53 Source Prefix-ToS Aggregation Record 24 1% i
{IPv4}(Template ID =272)] )

273 : Source Prefix-ToS Aggregation Record #3241 # {IPv6}
( % 8-54 Source Prefix-ToS Aggregation Record f8 4%
{IPv6} (Template ID =273)] )

274 : Destination-Prefix-ToS Aggregation Record fH 4 1% # {IPv4}
( I5% 8-55 Destination Prefix-ToS Aggregation Record fH 4%
# {IPv4}(Template ID =274)] )

275 : Destination-Prefix-ToS Aggregation Record H4 1% # {IPv6}
( [5% 8-56 Destination-Prefix-ToS Aggregation Record #8241
# {IPv6} (Template ID =275)] )

276 : Prefix-ToS Aggregation Record 84 1% # {IPv4}
( % 8-57 Prefix-ToS Aggregation Record ¥4 #
{IPv4}(Template ID =276)] )

277 : Prefix-ToS Aggregation Record %1% # {IPv6}
( % 8-58 Prefix-ToS Aggregation Record 824 {#%# {IPv6}
(Template ID =277)] )

278 : Prefix-Port Aggregation Record A4 {7 {IPv4}
( I5% 8-59 Prefix-Port Aggregation Record tH 24 1%
{IPv4}(Template ID =278)] )

279 : Prefix-Port Aggregation Record 134 % # {IPv6}
( 13 8-60 Prefix-Port Aggregation Record i 415 {IPv6}
(Template ID =279) )

280 : BGP-Nexthop-Tos Aggregation Record #H4{& i {IPv4}
( I$ 8-61 BGP-Nexthop-Tos Aggregation Record FH 4 i #
{IPv4}(Template ID =280)] )

281 : BGP-Nexthop-Tos Aggregation Record fH 4% {IPv6}
( I5% 8-62 BGP-Nexthop-Tos Aggregation Record FH 4 i #
{IPv6} (Template ID =281)] )

Field Count Template (24195 7 1 —/L Kk O

Field Type Template 7 4 —/V KD X A 7, @)
(FieldType »— % 3 8-36 NetFlow Version 9 FieldType —% |
EHBLTLEEWN)

Field Length Template D7 4 —/L RORE &, o
(ARIEECTHHE ST 1% 836 NetFlow Version 9 FieldType —'& |
EHBBLTIEEN)

PAD Length % 4 OfE$KIC/e D K 5 ICBRET D, O
(1% 0)

(L) O :FFR—rT2

% 8-36 NetFlow Version 9 FieldType —&

J4—ILF& 247 HA4 X e HR—
(1N +) ~
IN_BYTES 1 n N7y NGO 7 a—D L3 X7y O
<4> MBS MK
IN_PKTS 2 n Sy NEEROTB—D L3 Yy O
<4> I #EL
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TJ4—IL K& 247 Y4 X Bk YR—
(/18 k) ~
FLOWS 3 n LR L7 e —%, O
<4>
PROTOCOL 4 1 A7 e v =, (1)) 6=TCP, @)
17=UDP
SRC_TOS 5 1 Ry NEAERED TP TOS, @)
TCP_FLAGS 6 1 TCP 7 7 7' D RF4, O
L4_SRC_PORT 7 2 TCP/UDP #{E A — K, O
IPV4_SRC_ADDR 8 4 EETLIPvA T RL A, @)
SRC_MASK 9 1 EETLIPVA T RLADT VT w7 O
A= AT By Mk, (] :/24)
INPUT_SNMP 10 n ZAEA B T = — A D SNMP O¥1
<2> Interface Index,
L4_DST _PORT 11 2 TCP/UDP 56— |,
IPV4_DST ADDR 12 4 FiSE IPv4 7 KL A, @)
DST_MASK 13 1 5 IPvA 7 RLAD T LT 4w 7 A O
~ A7y Mg, (B /249
OUTPUT_SNMP 14 n EEA v H 7 = —AD SNMP O¥2
<2> Interface Index, %3
IPV4_NEXT_HOP 15 4 W DERESE N —H D IPvd T KL A @)
SRC_AS 16 n KR TE /G e EEE B T (T 0 O
<2> AS %5,
DST_AS 17 n 5856/ S B © 7 Mo AS & O
<2> =
BGP_IPV4_NEXT HOP 18 4 WBGP RAA HNAL—HDIPv4 T @)
KLz
MUL_DST_PKTS 19 n IP vV F X v A M3y FEERD X
7 u—0 L3 37 v ek,
MUL_DST_BYTES 20 n IP L FF¥ R My NEERED X
7ua—0 L3 /37y MESA MK,
LAST_SWITCHED 21 4 Tu—E&o Ny N EREO O
SysUptime[ # ],
FIRST SWITCHED 22 4 7 a—BE 7y N ERED @)
SysUptimel # 1,
(reserved) 23
OUT_PKTS 24 n Ry NEEREO 7 —0 L3 N7y X
%L,
OUT_BYTES 25 n Xy NEERED 7o —D L3 Sy X
MaSA R
(reserved) 26
1PV6_SRC_ADDR 27 16 EETLIPVE 7 R A, @)
IPV6_DST ADDR 28 16 565 IPv6 7 R LA, @)
1PV6_SRC_MASK 29 1 EETIPV6 T RLADT LT (w7 O

AwATEy Mk, (] :/64)
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T4—I A 847 Y4 X B HR—
(/181 k) ~
IPV6_DST_MASK 30 1 5555 IPv6 7 RLAD T LT 4 v 7 A O
~ A7 By Mg, (fi 2 /64)
IPV6_FLOW_LABEL 31 3 IPv6 7 1 — 3~ (RFC 2460), O
ICMP_TYPE 32 2 ICMP /%7 v b %A 7 (ICMP Type* X
256) + ICMP code),
MUL_IGMP_TYPE 33 1 IGMP 7 v b & A 7, X
SAMPLING_INTERVAL 34 4 P 7Y v 7R, O
SAMPLING_ALGORITHM 35 1 YA T TATY XA, O
0x01 : /X7 v Mg
0x02 : FAfEELHET
FLOW_ACTIVE_TIMEOUT 36 2 Active JRIEMKGE T 0 7 10— & EHI O
12 Expire 54 > #— S LEGR] [ B
I
FLOW_INACTIVE_TIMEOUT 37 2 Active JREE T L 2o 7= L ¥+ 5 O
7200, M%7 u—OEEFRIER
ERR
ENGINE_TYPE 38 1 7o —fifkr U OFER, 0 & &
ENGINE_ID 39 1 Ta—fifkr Y o ID i 0 [ E
TOTAL_BYTES_EXP 40 n P4E L= datagram OR/S1 ME, X
TOTAL_EXP_PKTS_SENT 41 n %(Z L7- datagram O 347 o ML X
TOTAL_FLOWS_EXP 42 n #%{5 L7z datagram O 7 v —3, X
(reserved) 43
IPV4_SRC_PREFIX 44 4 HERLTERETLIPVA T RLAD T L O
T4 T A
IPV4_DST_PREFIX 45 4 EHR L7580 IPva 7 FLAD T L O
T4 T A
MPLS_TOP_LABEL_TYPE 46 1 S MPLS LD & A 7, X
MPLS_TOP_LABEL_IP_ADDR 47 4 MPLSTopLabel |Z %553 % IPvd 7 X
FL 2,
FLOW_SAMPLER_ID 48 1 flow-sampler @ ID, X
FLOW_SAMPLER_MODE 49 1 YoYU 7T T Y R4 (0x02: X
random sampling),
FLOW_SAMPLER_RANDOM_INTERVAL 50 4 VR N 4 ] = X
(reserved) 51 ~ 54
DST_TOS 55 1 4y B EERO TP TOS, X
IN_SRC_MAC 56 6 ZIRRFOEAATE MAC 7 L% x
OUT_DST_MAC 57 6 PIRHE 07 MAC 7 K L% X
SRC_VLAN 58 2 %{Z 7 VLAN-ID X
DST_VLAN 59 2 554 VLAN-ID X
IP_PROTOCOL_VERSION 60 1 IPRA—V gy, O
(IPv4=4, 1Pv6=6)
DIRECTION 61 1 7\ —D ki, X

(ZfE7e—=0, XE7a—=1)
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T4—ILF& 247 H4 X B HR—
(/81 +) ~
IPV6_NEXT_HOP 62 16 W OURIESNL—2 D IPv6 7 KL & O
BPG_IPV6_NEXT _HOP 63 16 WK BGP RAA HNL—HDIPv6 T O
FL A
IPV6_OPTION_HEADERS 64 4 7 —ZEEND IPV6 JEiE~ v X% X
ATEy vy,
(reserved) 65~ 69
MPLS LABEL 1 70 3 1% H® MPLS 71, X
MPLS LABEL 2 71 3 2 %&H D MPLS 7~ X
MPLS LABEL 3 72 3 3% H D MPLS 7L, X
MPLS LABEL 4 73 3 4 7% H D MPLS 7L, X
MPLS LABEL 5 74 3 5% B ® MPLS 7~ X
MPLS LABEL 6 75 3 6 & H» MPLS 7 ~L, X
MPLS LABEL 7 76 3 7% B ® MPLS 7~ X
MPLS LABEL 8 77 3 8 & H ® MPLS 7L, X
MPLS LABEL 9 78 3 9 %&H D MPLS 7L, X
MPLS LABEL 10 79 3 10 FH ® MPLS 7L, X

(ALB) O: ¥ HR—=1rF5, X :H+HR—=hFLARW,

*

<> NITIAEE T O FiledType D EHE A M E,
WX 1

WFEAR— k> SNMP Index i % 3% &,
¥ 2

PESENEN 1T B AR — - @ SNMP Index fE & ¥ #@#EAR— k@ SNMP Index fif (VLAN> V o 7 7 7' U 5 —v a0 ) @
Tnsm< e £9,

X 3
T P UAERRIRFRDEEA 2 7 == ARRESNET, bL, #1577 b (Active/InActive) fRIBATICZE FIZ
BROTEBEITEL B SNARWATRRERH Y £,

%= 8-37 Version 5 8 Z1&$k {IPv4} (Template ID =256)

IRSRIEH L HH—
Template ID Template @ ID %7 O
(IPv4 73% v b+ H Version 5 8241 # {IPv4} =0x0100)
Field Count Z @ Template (24T 2 7 1 —/L Rk O
IPV4_SRC_ADDR FEEILIPvA T R A O
IPV4_DST _ADDR 565c IPve 7 R LA O
IPV4_NEXT_HOP WDELESE L —H2 D IPv4 T KL & O
INPUT_SNMP ZAE5A o H# 7 = — AP SNMP Interface Index @)
OUTPUT_SNMP PEEA v F 7 = — A D SNMP Interface Index O
IN_PKTS Ta—0R sy ~ORE O
IN_BYTES TH—DRy FORAAL R O
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Jo—ffEEtEFERALEzRY FO—VEE

IRSRIEH BrLL HR— bk
FIRST_SWITCHED 7 u—BlE sy FEZERO SysUptimel @)
LAST_SWITCHED 7 0 —fefs 3y h AR SysUptimel £ ] O
L4_SRC_PORT TCP/UDP #%{5 75K — hES O
L4_DST_PORT TCP/UDP %65 — h &5 O
SRC_AS HEEILD L ITEE oI YT 0 AS FH = O
DST_AS 556 L <3S MR e o AS &5 O
SRC_MASK EETLIPVA T FLAD S LT 4w VAT AV By MK O
DST_MASK S IPvA 7 RLVADT VT 4w A< AT By M O
TCP_FLAGS TCP 75 7/ 0 % O
PROTOCOL IPFabanysr @)
SRC_TOS IPDYATHTH—E R @)

(B O:HFE—rT25
% 8-38 Version 5 18 & 1&#k {IPv6} (Template ID =257)
UntRIE B Bl H—
Template ID Template @ ID &% O
(IPv6 7}/ »» b Version 5 #H 241 #: {IPv6} =0x0101)
Field Count Z @ Template (ZHEMT D 7 ¢ —/L R4 (0x0013) @)
IPV6_SRC_ADDR EETIPVE 7 F LA @)
IPV6_DST_ADDR 5645 IPv6 7 K LA @)
IPV6_NEXT_HOP WO — 2 O TPv6 7 KL A @)
INPUT_SNMP ZfZA % 7 =—A? SNMP Interface Index @)
OUTPUT_SNMP EEA v H# 7 = —AD SNMP Interface Index O
IN_PKTS T —ONT sy N ORRER O
IN_BYTES PA=-TOVAV SR NI VAR RN -4 O
FIRST_SWITCHED 7 —i < o N ZERO SysUptimel B ] @)
LAST_SWITCHED 7k o N ZERO SysUptimel B ] @)
L4_SRC_PORT TCP/UDP %5 A — h &5 )
L4_DST_PORT TCP/UDP 546K — M5 O
SRC_AS EEILH L <ITXEolBEE YT o AS &5 O
DST_AS sise b LISz e o AS F 5 O
IPv6_SRC_MASK EETIPV6 T RLADT VT 4 v I A AT By MK O
IPv6_DST_MASK i IPV6 7 RLAD TS LT (w7 A A7 By MK @)
TCP_FLAGS TCP 7 5 7/ 0 Bl O
PROTOCOL IP7a harsA47 O
SRC_TOS IPOYATHTH—ER O
IP_PROTOCOL_VERSION VAR =0 ey @)

(LBl) O :FFR—rT2
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% 8-39 AS Aggregation Record 8 Z{F#k {IPv4}(Template ID =258)

FEFEALERY FO—VEE

INEEIEH Bl HR—k
Template ID Template @ ID &5, O
(AS Aggregation Record #A4{§# {IPv4} =0x0102)
Field Count Z 0 Template [ K72 7 -+ — /L K% (0x0009) O
FLOWS EH L7 e —% O
IN_PKTS LR L7 a—lEGENnN87 v MR O
IN_BYTES EH L7 —ITHEND STy FORAAL MK @)
FIRST_SWITCHED 7 a—Bk v FZ{EREO SysUptimel 5 ] O
LAST_SWITCHED 70—k v hZ{FHEO SysUptimel # | O
INPUT _SNMP ZIEA 2 7 = —AD SNMP Interface Index O
OUTPUT_SNMP PEEA v F 7 = — A D SNMP Interface Index O
SRC_AS FETLD L <ITREoMIBEE T 0 AS /75 O
DST_AS sise s L <3S Btz e o AS &5 O
(L) O:HHR—1+75
% 8-40 AS Aggregation Record 8 % 1&#R {IPv6}(Template ID =259)
IR&EIER B YR— b+
Template ID Template @ ID % &, O
(AS Aggregation Record 4% # {IPv6} =0x0103)
Field Count Z @ Template ([ZH&MT D 7 ¢ —/L R4k (0x0002) O
FLOWS FERY L7 n—% O
IN_PKTS ER L7 r—ZEENDIHB Ty MK O
IN_BYTES TR L7 —IlEEND Ty FORAAL MK O
FIRST SWITCHED 7o —Bh S sy bE{EHO SysUptimel £ ] O
LAST SWITCHED 7 a— oy b AR SysUptimel # ] O
INPUT_SNMP ZAEA & 7 = — AP SNMP Interface Index O
OUTPUT_SNMP BIEA & 7 = — AP SNMP Interface Index O
SRC_AS BEET S L IXRETMEEE T 0 AS TS @)
DST_AS sided L < I3si B v 7 o AS B O
IP_PROTOCOL_VERSION Za hannR—Tg O
(L) O:HHR—1+75
% 8-41 Protocol-Port Aggregation Record #8 1%#R {IPv4}(Template ID =260)
IR T ST HH—k
Template ID Template @ ID % & O
(Protocol-Port Aggregation Record fH 241 ) {IPv4} =0x0104)
Field Count Z @ Template (ZH&MT D 7 ¢ —/L R4k (0x0008) O
FLOWS FER L7 v —H O
IN_PKTS ER LT r—ZEENDIHB Ty MK O
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Jo—ffEEtEFERALEzRY FO—VEE

IngEIE H Bl HR— b
IN_BYTES EH L7 o —ITHEND STy hORAAL MK O
FIRST_SWITCHED 7 a—Bth R v FZAEHEEO SysUptimel 7 | O
LAST _SWITCHED 7 a— oy h AR SysUptimel # ] O
L4_SRC_PORT TCP/UDP %5648 — hE & O
L4_DST_PORT TCP/UDP %i %K — &5 o
PROTOCOL IP7a bharvxar O
() O:H¥FR—h+T5
% 8-42 Protocol-Port Aggregation Record #8 % 1&%R {IPv6} (Template ID =261)
IREIEH Bk YR— b+
Template ID Template @ ID %% O
(Protocol-Port Aggregation Record 41 i {IPv6} =0x0105)
Field Count Z @ Template ([ZH&MIT 2 7 ¢ —/1 K4k (0x0009) O
FLOWS L7 e — ¥ O
IN_PKTS EH L7 m—ICEENDR ATy MK O
IN_BYTES ER L7 n—IZEGENDL Ty FORASA MK O
FIRST_SWITCHED 7 v —Bh 3 v S 3%{ERO SysUptimel 7 | O
LAST _SWITCHED T a— oy NI SysUptimel 7 O
L4_SRC_PORT TCP/UDP {5 R — &S O
L4_DST_PORT TCP/UDP 45K — &5 o
PROTOCOL IP7ahary (7 O
IP_PROTOCOL_VERSION a hapnR—Tg O
(LB O:¥FR—+T5
% 8-43 Source Prefix Aggregation Record 8 &4 {&#R {IPv4}(Template ID =262)
IREIEH ] YR— b+
Template ID Template @ ID % & O
(Source Prefix Aggregation Record X4 {#% # {IPv4} =0x0106)
Field Count Z @ Template ([ZH&MT D 7 ¢ —/1 K44 (0x0008) O
FLOWS HHR LT 7 v —H O
IN_PKTS EH L7 m—ICEENDR ATy MK O
IN_BYTES ERLZ 70 =G ENDE T v OAAL MK O
FIRST_SWITCHED 7 a—Bh 4 v FZ{ERFD SysUptimel # O
LAST _SWITCHED T a— oy N2 IERED SysUptimel 71 O
IPV4_SRC_PREFIX HEHRLTEFLIPVA T RLADT VT 4w T A O
INPUT_SNMP Zfg A % 7 = —AD SNMP Interface Index @)
SRC_AS BETH LIIEEMERE YT O AS &5 O
SRC_MASK FERLEEFELIPvA T RLADT LT 4 v 2 Ay K o)




(L) O :¥HR—+T5

8. Jo—#itEMALLRY FO—VERE

% 8-44 Source Prefix Aggregation Record 18 & {&F#k {IPv6} (Template ID =263)

InEEIEH Bl HR—k
Template ID Template @ ID &5 O
(Source Prefix Aggregation Record #H41# i {IPv6} =0x0107)
Field Count Z @ Template (ZH&MT 5 7 ¢ —/1 K4k (0x0009) O
FLOWS L7 o —¥K O
IN_PKTS LR L7 m—ICEENDIR Ty MK O
IN_BYTES LRI L7 —ICEEND T v PO MR O
FIRST_SWITCHED 7 —Bth/ N v R IEH D SysUptimel 7 ] O
LAST_SWITCHED 70—k v hZ{FHEO SysUptimel # | O
IPV6_SRC_ADDR FEHRLIZEELIPVE 7 FL2ADT LT 4 v 7 X O
INPUT_SNMP ZEA v H# 7 = —AD SNMP Interface Index @)
SRC_AS FETLDH L <ITREoMIBEE T 0 AS /75 O
IPv6_SRC_MASK FERLTHMETLIPVE T RLADT LT 4 w7 Ay MK O
IP_PROTOCOL_VERSION ua hanR—Tg O
(L) O: #H—hT5
%z 8-45 Destination Prefix Aggregation Record 18 231&%k {IPv4}(Template ID =264)
IRSRIEH Bk HR— k
Template ID Template @ ID &5 O
(Destination Prefix Aggregation Record 4% {IPv4}
=0x0108)
Field Count Z 0 Template [Z#M7 2 7 + —/L K% (0x0009) O
FLOWS HER L7 o —H O
IN_PKTS FER L7 B —ITHENDRAT v ML O
IN_BYTES L7 —IlEHENL /7y FORAAL MK o
FIRST SWITCHED 7 v —Bth 37 v b Z{ZHE0 SysUptimel # | O
LAST_SWITCHED 7o —F kA N AEHED SysUptimel # 1 O
IPV4_DST_PREFIX ER LR IPVA T RLADT LT v 7 A O
OUTPUT_SNMP FIEA & 7 = —AD SNMP Interface Index O
DST_AS 5i5E s L<I3sieMBEEE E 7 D AS &5 @)
DST_MASK R L5 IPVA T RLAD T L7 4 w7 Ay M O
(LB O:oF—1r7T2
%z 8-46 Destination Prefix Aggregation Record #8 241&%Rk {IPv6} (Template ID =265)
INEEIE B Bl HR— bk
Template ID Template @ ID &5 O

(Destination Prefix Aggregation Record 4% {IPv6}
=0x0109)
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188

Jo—ffEEtEFERALEzRY FO—VEE

IR&KIER BT HR—k
Field Count Z @ Template (ZF&#19 5 7 ¢ —/L F¥ (0x000a) O
FLOWS HER LT 7 v —H O
IN_PKTS FRLE 7o —IZEENLR T Y MK O
IN_BYTES R L7 —ICEENDL Ty FORAAL MK o
FIRST SWITCHED 7 v —Bh 3 v F3%{ERE0 SysUptimel 7 | O
LAST_SWITCHED 7 u—f# 8y SRR SysUptimel £ ] O
IPV6_DST_ADDR HEHRILTSEEIPVv6 7 KL ADT LT 4 v J A O
OUTPUT_SNMP EAEA ¥ 7 =—AD SNMP Interface Index O
DST_AS si5E s L <3S ek © 7 0 AS &5 O
IPv6_DST_MASK AR LT5EE IPV6 T RLADT LY o v 7 Ay MK O
IP_PROTOCOL_VERSION Ja hapnR—yg O
(LB O:HAR—+T2
% 8-47 Prefix Aggregation Record #8 24 1&#R {IPv4}(Template ID =266)
IR&EIER BT HR—k
Template ID Template ® ID & % O
(Prefix Aggregation Record #H 41 # {IPv4} =0x010a)
Field Count Z 0 Template [Z#M3 2 7 .+ —/L K% (0x000d) O
FLOWS ER L7 — O
IN_PKTS LR L7 a—IlEGEndR Ny Mk O
IN_BYTES FRL 70 —IZEBEND Ty FOBRAAL MK O
FIRST_SWITCHED 7 —Bth/ 7 v N2 ERF D SysUptimel 7 ] O
LAST_SWITCHED 7 a— ko8 NEAEHED SysUptimel B 1 @)
IPV4_SRC_PREFIX EHRILTZRETLIPVA T RLAD T LT 4 w7 A O
IPV4_DST_PREFIX HERI L5 IPvA 7 RLADT LT 4 v 7 A O
INPUT_SNMP ZAE A % 7 = —AD SNMP Interface Index O
OUTPUT_SNMP EEA % 7 = —AD SNMP Interface Index O
SRC_AS EEILH L TEELBEE YT O AS & O
DST_AS 566 H L < idse e e 7 o AS F5 O
SRC_MASK BETLIPVAT RLADT LT 4 v 7 A~ A7 By ML O
DST_MASK FEEIPVA T RLAD T VT 4 vV AR AT By MR O
() O:H¥FR—+T5
% 8-48 Prefix Aggregation Record 18 24 {&# {IPv6} (Template ID =267)
IN&KIER Bl HH— k
Template ID Template @ ID %5 O
(Prefix Aggregation Record #H 41 # {IPv6} =0x010b)
Field Count Z @ Template (ZF&HI19 5 7 ¢ —/L K% (0x000e) O
FLOWS HR LT 7 v —H O




8. Jo—#itEMALLRY FO—VERE

INERIEE Bl HR— b
IN_PKTS LR L7 a—lEGEN87 v MR o
IN_BYTES ER LT —IZEEND T v FOKASA MR O
FIRST_SWITCHED 7 —Bth/ 3 v 2 ER O SysUptimel 7 ] O
LAST_SWITCHED 7o — sy N EERED SysUptimel # 1 O
IPV6_SRC_ADDR EHLIERETIPV6 7T RLADT LT 4 w7 R O
IPV6_DST_ADDR ER LIS TPV 7 RLAD T LT 4 w7 A O
INPUT_SNMP ZiEA B 7 = — A D SNMP Interface Index O
OUTPUT_SNMP PEEA v H 7 = — A D SNMP Interface Index O
SRC_AS FETLD L <ITREoMIBEE YT 0 AS /75 O
DST_AS sadeh L <3Stz ey o AS F 5 O
IPv6_SRC_MASK BEETLIPVE T RLADT LT 4 w7 A<wA7 By MK O
IPv6_DST_MASK SEEIPV6 7 RLADT LT v 7 A~ A7 By MK O
IP_PROTOCOL_VERSION Za hannR—Tg O
(L) O:HHK—1+75
% 8-49 AS-ToS Aggregation Record 18 Z1&%R {IPv4}(Template ID =268)
IREIEH Bl YR— b+
Template ID Template @ ID &5 O
(AS-ToS Aggregation Record f 24 1% # {IPv4} =0x010c)
Field Count Z @ Template (Z##1T 5 7 1 —/L R4 (0x000a) O
FLOWS HER L7 o —H O
IN_PKTS B LTz7a—ICEENHR Ty MK O
IN_BYTES LR L 7 —IEENL /7y FORAAL MK o
FIRST SWITCHED 7 v —Bth 3 v b Z{EHE0 SysUptimel # | O
LAST _SWITCHED 70—k v M ZAEHE0 SysUptimel # | O
INPUT_SNMP ZAEA v #Z 7 = — AP SNMP Interface Index O
OUTPUT_SNMP FAEA & 7 = —AD SNMP Interface Index O
SRC_AS BEETH L IXRE TR YT 0 AS F O
DST_AS sideh L <3S BE T T O AS & o
SRC_TOS IPOXATHTH—ER O
(LB O:oF—1r7T2
% 8-50 AS-ToS Aggregation Record 824 1&#R {IPv6} (Template ID =269)
IR&EIER EL: ] HHE—k
Template ID Template @ ID & & O
(AS-ToS Aggregation Record 424154 {IPv6} =0x010d)
Field Count Z O Template \Z##13 % 7 1 —/L K4 (0x000b) O
FLOWS FER L7 m—5 O
IN_PKTS EH L7 a—ICEENIB Ty Nk O
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190

Jo—ffEEtEFERALEzRY FO—VEE

IR&EIER BT HiR—k
IN_BYTES EH L7 o —ITHEND STy hORAAL MK O
FIRST_SWITCHED 7 a—Bth R v FZAEHEEO SysUptimel 7 | O
LAST _SWITCHED 7 v —ffor v R 5RO SysUptimel 7 ] O
INPUT_SNMP 2154 % 7 =—A® SNMP Interface Index O
OUTPUT_SNMP EEA B 7 = — 2D SNMP Interface Index O
SRC_AS EEILH L ITEEolBEE YT o AS F 5 o
DST_AS sade s L <I3sueMiBksz ey o AS F 5 O
SRC_TOS IPOXATHTH—ER O
IP_PROTOCOL_VERSION Ja hapn—g O
(B O:HHR—rT5
% 8-51 Protocol-Port-ToS Aggregation Record 18 4 1&#R {IPv4}(Template ID =270)
InEEIEH B YR—+
Template ID Template @ ID %= O
(Protocol-Port-ToS Aggregation Record #1324 % {IPv4}
=0x010e)
Field Count Z 0 Template [Z#:#H3 % 7 .+ —/L K% (0x000b) O
FLOWS HFR LIz 7 v —% O
IN_PKTS R L7 n—ICHEND R v MK @)
IN_BYTES TR L 7 —IEHENDL /Ty FORAAL MK O
FIRST_SWITCHED 7 v —Bth 3 v b ZAEHEO SysUptimel 7 | O
LAST _SWITCHED 7 a— oy hAERD SysUptimel # ] O
INPUT_SNMP ZAEA ¥ 7 = —A@ SNMP Interface Index O
OUTPUT_SNMP EEA & 7 =—AD SNMP Interface Index O
L4_SRC_PORT TCP/UDP {5 iH— &5 o
L4_DST_PORT TCP/UDP 465K — &5 o
PROTOCOL IP7m harz A~ O
SRC_TOS IPOXATHTH—ER O
() O:H¥FR—h+T5
%z 8-52 Protocol-Port-ToS Aggregation Record # & {&#g {IPv6} (Template ID =271)
InsIEH B2l HR— k
Template ID Template ® ID & 7% O
(Protocol-Port-ToS Aggregation Record #1324 % # {IPv6}
=0x010f)
Field Count Z @ Template (24175 7 1 —/L R4 (0x000c) O
FLOWS HER LT 7 v —H O
IN_PKTS KL 7 e —IlEENLIHB T Y MK O
IN_BYTES R L7 —ICEENDL Ty FORAAL MK O




8. Jo—#itEMALLRY FO—VERE

InEEIE H Bl HR—k
FIRST SWITCHED 7 u—Bth 3 v 25RO SysUptimel 7 ] O
LAST SWITCHED 7 u—fk o N ER O SysUptimel 7 ] O
INPUT_SNMP 54 v # 7 = — AP SNMP Interface Index O
OUTPUT_SNMP BAEA & 7 = —AD SNMP Interface Index O
L4_SRC_PORT TCP/UDP %5 tHK— FES o
L4 _DST_PORT TCP/UDP 5iJe i — b5 o
PROTOCOL IP7mbarrars O
SRC_TOS IPO¥ATHTY—ER O
IP_PROTOCOL_VERSION 7 hann—Tg O
(LB O F—+7T2
%z 8-53 Source Prefix-ToS Aggregation Record 8 2 1%&#k {IPv4}(Template ID =272)
INEEIE B Bl HR—k
Template ID Template @ ID %75 @)
(Source Prefix-ToS Aggregation Record A 24 {% # {IPv4}
=0x0110)
Field Count Z @ Template [ZHMIT 2D 7 4 —/v K45 (0x000a) O
FLOWS ERL7n—% O
IN_PKTS FRIL =70 —ICBENDR T v MK O
IN_BYTES ER LT —IZEEND Ty FOKASAL MR O
FIRST_SWITCHED 7 v —Bth 3 v hZ{EHE0 SysUptimel # | O
LAST_SWITCHED 7o —F ks N AERED SysUptimel # 1 O
IPV4_SRC_PREFIX ERLEHMETLIPVA T RLADF LT 4 w7 A O
INPUT _SNMP ZEA v H# 7 = —AD SNMP Interface Index @)
SRC_AS FEILH L <ITREoEEE T O AS &7 O
SRC_MASK BELIPVAT RLADT VT 4 v 7 AT AT Ey M O
SRC_TOS IPOXATHTY—ER O
(LB O:HF—1+7T2
% 8-54 Source Prefix-ToS Aggregation Record 18 % 1&#R {IPv6} (Template ID =273)
In&IE g B YR— b+
Template ID Template ® ID %5 O
(Source Prefix-ToS Aggregation Record A 24 {#% # {IPv6}
=0x0111)
Field Count Z @ Template (ZH&MT 5 7 ¢ —/1 K4k (0x000b) O
FLOWS L7 a—% O
IN_PKTS LR L7 a—lEGENn87 v MR O
IN_BYTES ER LT —IZEEND Ty PO MR O
FIRST_SWITCHED 7 u—Bkh v SRR SysUptimel £ ] @)

191



8.

192

Jo—ffEEtEFERALEzRY FO—VEE

IR&EIER BT HiR—k
LAST SWITCHED 70—y MEAERE0 SysUptimel # ] O
IPV6_SRC_ADDR ERLTEETIPV6 7 RLADT VT 4w 7 A O
INPUT_SNMP ZiEA ¥ 7 = — A SNMP Interface Index O
SRC_AS BETT S L ITRETMEE YT 0 AS FS O
IPV6_SRC_MASK EEILIPV6 7 RLADT LT 4 vV A A7 By MK O
SRC_TOS IPOY¥ATHTH—ER O
IP_PROTOCOL_VERSION Ja hapnR—yg O
(LB O:H¥FR—+T5
% 8-55 Destination Prefix-ToS Aggregation Record #8 24 {&$R {IPv4}(Template ID =274)
IR&KIER BT H$R—k
Template ID Template ® ID & % O
(Destination Prefix-ToS Aggregation Record #H 4 1% # {IPv4}
=0x0112)
Field Count Z @ Template (ZH&HHT D 7 4 —/1 R4k (0x0002) O
FLOWS HR LT 7 v —H O
IN_PKTS KL 7 n—IZEENLIB Ty MK O
IN_BYTES R L7 —IlEENDL Ty FORAAL MK o
FIRST SWITCHED 7 u—Bth 4 v FZERFD SysUptimel # 1 O
LAST SWITCHED 70— &Ny NEAEWREO SysUptimel # ] O
IPV4_DST_PREFIX TR IPVA T RLADT VT v T A O
OUTPUT_SNMP KAEA & 7 = —AD SNMP Interface Index O
DST_AS st L < idsi B v 7 o AS B O
DST_MASK SEEIPvA T RVADT LT 4w 7 A AT By MK O
SRC_TOS IPOY¥ATHTH—ER O
(LB O:HAR—+T5
%z 8-56 Destination-Prefix-ToS Aggregation Record #8 217 #k {IPv6} (Template ID =275)
IR&KIER 5% BA HR—k
Template ID Template ® ID &% O
(Destination-Prefix-ToS Aggregation Record fH 4 1% {IPv6}
=0x0113)
Field Count Z @ Template (ZF&#19°5 7 ¢ —/L F¥ (0x000b) O
FLOWS HR LT 7 v —H O
IN_PKTS ER LT e —ICHENDR Ty MKk O
IN_BYTES ER L7 —IZEGENDL T v FORASA MK O
FIRST SWITCHED 7 v —Bh 3 v 3%{ERO SysUptimel 7 | O
LAST_SWITCHED 7 a—F Sy NEAEHED SysUptimel # 1 O
IPV6_DST_ADDR HEHR LTS IPVv6 7 KL ADT LT 4 v A O
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InEEIEH Bl HR—k
OUTPUT_SNMP EEA B 7 = — 2D SNMP Interface Index O
DST_AS sade s L <I3su Mz ey o AS F 5 O
IPV6_DST_MASK 55 IPV6 7 RLAD TS LT 4 v 7 A< AT By MK @)
SRC_TOS IPOXATHTH—ER O
IP_PROTOCOL_VERSION Za hanpnR—Tg O

(LB O:HHR—1+7T5
% 8-57 Prefix-ToS Aggregation Record #8 & 1&#R {IPv4}(Template ID =276)

IREIEH Bl HR—k

Template ID Template @ ID &5 O
(Prefix-ToS Aggregation Record 14 {5 {IPv4} =0x0114)

Field Count Z 0 Template (#4172 7+ — /L K4k (0x000e) O
FLOWS HER L7 o —8 O
IN_PKTS FER L7 B —ITHENDRAY v ML @)
IN_BYTES LR LT —IZEEND Ty PO MR O
FIRST SWITCHED 7 v —Bth 3 v b ZAZHE0 SysUptimel # | O
LAST_SWITCHED 70—k v M ZAZHE0 SysUptimel # | O
IPV4_SRC_PREFIX ERLEHETLIPVA T RLAD T LT 4 w7 A O
IPV4_DST_PREFIX ERLISRIPVA T RLADT LT 4 v 7 A O
INPUT _SNMP ZIEA 2 7 = —AD SNMP Interface Index @)
OUTPUT_SNMP EEA v H 7 = —AD SNMP Interface Index @)
SRC_AS EEILD L<ITREoMlBEE T 0 AS &7 @)
DST_AS 56 H L < Idse el v 7 o AS F5 )
SRC_MASK FETLIPvAT RLADT VT 4w I A AT By MM O
DST_MASK 5 IPvA T RLADTF VLT 4 v 7 A< AT Ey MK O
SRC_TOS IPOXATHTH—ER O

(L) O:HHR—1+7T5

% 8-58 Prefix-ToS Aggregation Record #8 1&g {IPv6} (Template ID =277)

IR ST HH—

Template ID Template ® ID %5 @)
(Prefix-ToS Aggregation Record 14 {5 {IPv6} =0x0115)
Field Count Z @ Template (ZA&MT D 7 ¢ —/L K4 (0x0001) O
FLOWS HER L7 o —H O
IN_PKTS B LTz7a—ICEENHR Ty MK @)
IN_BYTES L7 —IEENL /7y FORAAL MK o
FIRST SWITCHED 7 v —Bth 3 v F2ER O SysUptimel 7 ] O
LAST SWITCHED 7 u—fk oy N2 ER O SysUptimel 7 ] O
IPV6_SRC_ADDR EHRILIZRETIPVE 7 RLADT LT 4 v 7 A O
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Jo—ffEEtEFERALEzRY FO—VEE

IR&EIER BT HR—k
IPV6_DST_ADDR R LIS IPV6 7 RLAD T LT 4 v 7 A @)
INPUT_SNMP ZAEA > % 7 =—A®D SNMP Interface Index O
OUTPUT_SNMP KEA & 7 =—AD SNMP Interface Index O
SRC_AS BETT D L ITRE TR YT 0 AS FS O
DST_AS saseh LIS Mz e 7 o AS F 5 O
SRC_TOS IPOZATETH—ER @)
IPV6_SRC_MASK EIETLIPVE 7T RLAD LT 4 v 7 A A7 By MK O
IPV6_DST _MASK 59 IPV6 7 RV ADT LT 4w J A< AT By Mk O
IP_PROTOCOL_VERSION FahanA—Tg O

(LB O:HAR—+T5
% 8-59 Prefix-Port Aggregation Record #8 2 &k {IPv4}(Template ID =278)
IR&IEH B HiR— bk
Template ID Template ® ID & % O
(Prefix-Port Aggregation Record #H24 {4 {TPv4} =0x0116)
Field Count Z @ Template [Z4&#19° 2 7 -+ — /b K4 (0x0001) O
FLOWS ERH L7 v —K O
IN_PKTS R L7 m—ICEENDR ATy M O
IN_BYTES FRLLE 7 —IZEBEND Ty FORAAL MK O
FIRST_SWITCHED 7 a—BkE Y N2 IERO SysUptimel # 1 O
LAST SWITCHED 7 n—f5 8y F 2 1EREO SysUptimel £ ] O
1PV4_SRC_PREFIX ERLIRETIPVAT RLADT LT (v 7 A O
IPV4_DST_PREFIX FER LT IPVA T FLADT LT (v 7 A @)
INPUT_SNMP %154 % 7 = — A SNMP Interface Index O
OUTPUT_SNMP EEA & 7 =—AD SNMP Interface Index O
L4_SRC_PORT TCP/UDP %fEER— R &% O
L4_DST_PORT TCP/UDP 566K — F & & O
PROTOCOL IP7a hanz(7 @)
SRC_MASK HEELIPVAT RLADT LT 4 v I AT ATy MK O
DST _MASK 59 IPvA 7 RVADT VT 4w A< AT By M O
SRC_TOS IPOZATEHTH—ER @)
(LB O:HAR—+T2
%z 8-60 Prefix-Port Aggregation Record #8 21 1&$k {IPv6} (Template ID =279)

IngIEH Bl HR— k

Template ID Template @ ID % =& O
(Prefix-Port Aggregation Record #H241#% # {IPv6} =0x0117)
Field Count Z 0 Template \Z#M3 % 7 .+ —/L K% (0x0010) O




8. Jo—#stEMALLRY FO—VERE

IREIEH Bk YR— b+
FLOWS L7 r—% O
IN_PKTS R L7 = EENLHRN T Y ML O
IN_BYTES R LT —IZEEND Ty PO MR O
FIRST SWITCHED 7 a—th Sy N ERO SysUptimel B O
LAST _SWITCHED T a— ko N ZAERED SysUptimel B ] O
IPV6_SRC_ADDR R LTZEETLIPV6 7 RLAD T LT 4 v/ A O
IPV6_DST_ADDR L LGSR IPVE T RLADT LT 4 v 7 A @)
INPUT_SNMP ZiEA > % 7 =— A D SNMP Interface Index O
OUTPUT_SNMP EEA v H# 7 = —AD SNMP Interface Index @)
L4_SRC_PORT TCP/UDP 3%(5 e — M5 o
L4_DST_PORT TCP/UDP %R — h &5 O
SRC_TOS IPOYATHTH—E R O
PROTOCOL IP7ubarsogr O
IPV6_SRC_MASK EETIPV6 T RLADTF LT 4 v I A A7 Ey MK O
IPV6_DST_MASK 5056 TPv6 7 RLADF L7 4 v 7 A< A7 E v MK @)
IP_PROTOCOL_VERSION FuhansA—Tg O
(LBl O : oA —1+7T2
% 8-61 BGP-Nexthop-Tos Aggregation Record 48 1&g {IPv4}(Template ID =280)
IRgRIE R Bl H#iR— b
Template ID Template ¢ 1D %7 o
(BGP-Nexthop-Tos Aggregation Record #H 4 & {IPv4}
=0x0118)
Field Count Z 0 Template [Z#:#13 % 7 -+ —/L K% (0x000b) O
FLOWS HFBRIL7Z 7 m— O
IN_PKTS BT 0 —ICEENIR AT Y MK O
IN_BYTES ER L7 —ICEEND Ty hORRST MK O
FIRST_SWITCHED 7 a—BihE S N1 SysUptimel # 1 O
LAST _SWITCHED T a— oy N 21RO SysUptimel 7 1 O
INPUT_SNMP Z1EA > % 7 = — Z D SNMP Interface Index O
OUTPUT_SNMP A % 7 = — A D SNMP Interface Index O
SRC_AS BEIED L IEHE LMY T 0 ASF 5 O
DST_AS FasEd L < IE5aselipE 7 0 AS 5 )
BGP_IPV4_NEXT HOP HKBGP FAA L NA—ZDIPvA T FL A O
SRC_TOS IPDYATHTH—ER O

(L) O :¥Hr—1+7T5
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% 8-62 BGP-Nexthop-Tos Aggregation Record 18 {&#k {IPv6} (Template ID =281)

IngEIEH Bl HR— bk

Template ID Template ® ID & & @)

(BGP-Nexthop-Tos Aggregation Record 124 14t {IPv6}

=0x0119)
Field Count Z @ Template (ZF&HI9 5 7 ¢ —/L K (0x000c) O
FLOWS HER LT 7 v —H O
IN_PKTS R L7 —ICEENDR v Mk O
IN_BYTES HER L7 a—ICEEND 7y FORAAL MK O
FIRST_SWITCHED 7 o —[th v 25O SysUptimel 75 O
LAST _SWITCHED 7 u—f5 8w h 2 {E O SysUptimel 7 ] O
INPUT_SNMP Z{EA > # 7 = —A® SNMP Interface Index @)
OUTPUT_SNMP P{EA > & 7 =—AD SNMP Interface Index @)
SRC_AS BETH LIIEEOMBERE LT O AS &5 O
DST_AS si5E s L <135 ek © 7 0 AS &5 O
BGP_IPV6_NEXT_HOP K BGP KA A HNL—4 D IPv6 T KL% O
SRC_TOS IPDOEATETH—ER O
IP_PROTOCOL_VERSION Fuhai—Tg v O

(FLBI) O : ¥H— 175
(3) Data FlowSet &%k

Template FlowSet R THIE L7 7 +—~ > MIfEV, 7r—HAHF7 n —E0HFOBHRE 2 L
7 FAEBEIZEMLUET,

% 8-63 Data FlowSet IR 7+ —~< v k

IREIEH Hi] YR—+
FlowSet ID Template, DataFlowSet Zi#il T 272> DFE, K 8-37 O
(Template ID) Version 5 8241 {IPv4} (Template ID =256)] ~ [ 8-62

BGP-Nexthop-Tos Aggregation Record #H X4 {& # {IPv6}

(Template ID =281)] T/ L T\ % Template ID 235% & Sh %
R
(DataFlowSet DO#iHI% 256 ~ 65535)

Length Data FlowSet O & (FlowSet ID £ U Length,PAD % & ¢ ) O
Data FlowSet Template FlowSet f&# TRlilk &N 72K Ta L 7 X EEEITH O

FHESRMS B S NET, FEMIZ OV TIX 132 8-37 Version 5
A4 1 {IPv4) (Template ID =256)] ~ [ 8-62
BGP-Nexthop-Tos Aggregation Record #2415 {IPv6}
(Template ID =281)] #ZH L T 7EEW,

PAD Length 7% 4 DfF40IC 725 X 9 KB ET 5., O
(fEI1% 0)

(LBl) O :FFR—rT2
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(4) OptionTemplate 1E#R

8. Jo—#itEMALLRY FO—VERE

AREEE O NetFlow HFHIBRT 2R AMET L 74—~y hea L7 ZEEIGRAT 572DV E

B

% 8-64 OptionTemplate &R

IRSEIEH Bl HR— bk
FlowSet ID Template, DataFlowSet % #5372 72 DFE =, O
(OptionTemplate DI =1)
Length OptionTemplate D& & (FlowSet ID 33 X U! Length,PAD ¢ & O
i)
Template ID Template @ ID 7% % (OptionTemplate ff# =0x0200) O
Option Scope Length Z @ OptionTemplate (ZF&#19 2 Scope 7 4+ —/V FOE X O
(0x0002)
Options Length Z @ OptionTemplate |23 % Options 7 4 —/L FOE S O
(0x0010)
Scope Field Type Z @ OptionTemplate DA A %) & 72 2 HilH, O
(& HiAT =0x0001)
Scope Field Length Scope Field ® A #hififH O F X (0x0000) O
FLOW_ACTIVE_TIMEOUT Ta—HNKEOT 7T 4 T XA LT U RRER O*
FLOW_INACTIVE_TIMEOUT T —HWNEHOA T 7T 4 THEA LT T R O*
SAMPLING_INTERVAL SNl O
SAMPLING_ALGORITHM YTV TDOT T XA O
PAD Length 7% 4 OfEHIZ72 2 K 9 ICRET D, O
(fEi% 0)
(L) O:HHK—1+75
X SEEEATHM L TWA S 7 v —HAKE 2T %5,
(5) OptionData &%k
OptionData {F#IZ IR SN B TIEEB ARG HRE = L 7 ZIEEIZEM L ET,
OptionData [E#H AR DORIZ TR L ET,
% 8-65 OptionData &%k (Template ID =512)
IR&EIER B HR— b
FlowSet ID Template, DataFlowSet Z il 57D DFE 5, O
(Template ID) (OptionData DA =512)
Length OptionData D% & (FlowSet ID 35 L 0" Length, PAD $ %) O
OptionData OptionTemplate fH# Cilik S M7= NE T L7 X &R ICHE O
THHABEASNET, SOV T T 8-64
OptionTemplate {5 ] 2L T L&V,
PAD Length 78 4 D272 5 X 2 IZRRET 5, O

(fEix 0)

(Lgl) O :¥HR—1+7T%
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Jo—ffEEtEFERALEzRY FO—VEE

826 JO—fKEtT M)
(1) Z2E—#HEtz>o b)) &I

198

A

@ NetFlow =— = > NI 7 v —BARFHFE RS 7 v —EFHHIERZIET 5791, QoS —

YRUERALTOET, ZOBREZFIHT 21 QoS =2 b U MHZ22n TN D = R e R LT

S,

DARE, 7o —HALRREHHERE S LT 2 QoS = F U & 7 m —H{ifEt = R U LIFEDY, T r—

ERFETHH L COWAENHADT L NV 2 Y T2 7 —ERFE T R EIENES, WMo R &g
ERWT2HAIE T e —HEt=r NY EROET, DRI MY OREES (K817 7 ur—HfFEt
T Y OFENE], REER L ZOWMESREE K818 7u—#stoy U OIRIEERBR | TR L

3
B2zl FUEIE 1) 77—t v barvra 7 L—aolfR] 22 LTL7E
S,
X 8-17 JHO—#EtT> b DOREME
GP (16, 000 E) JO—EMMET Y
PRUO PRU7 e
QST hussm | 77 | QST husgsy | (7O THREMEISRY

K QoS = FUHITMEET ML Y £9, FEMIL, SB-7800R OBEA MEai# Vol.1  3.2.1(11)
TANEY T - QoS| EBL T EEN,

8-18 7R—#istT > ) DIREBREK
2. FA—7O0—"FE

3. InActiveBsEIOMICA— 27 O—A 74

WeE L < IFActiveErRIRB
> InActivelkE
(aLy 2 EHEFL)

1. #Ho70—3%F 4oLy 5EEIERM

Actl velkBE
O—EHd4)

Idledkae
(v bYRER)

(EDFHHT)

1. 7»m1

— R P VICZEENH DIRETH R 7 o —23 87 L7k, Idle kg NV & — Ok
PR, 7ua—IF#EEEk L T Active IREEIC L £,

CbL, AC7r =030 LEGGIERRIN WDy M YIC Ty MEE AL MIEmRE L E

7,

Z 0%, InActive FEJORNCIE—7 0 =2k 0G4A, HLIE=2 MU BMERSNLTRND
Active RFEIREGE L725& 1o L7 @ BIRREBIZEBITL £,

a7 AEARFLOT M) oLy ZAEEIZEILET,



8. Jo—#stEMALLRY FO—VERE

(2) 72—tz k) Ear T4 L—2 3 DEE

Tua—HAHET L PRI T e —EHEF e N E LT ER NV T, YT Y R
(sample) | [HEE(E i KIFERH (timeout-inactive) | [i815H KGR (timeout-active)] DfEIZ L - T, A{kL
¥4, a4 —varavr RNicko>7TC, PRUBANO= Y H (entries)] [EKMERIZ L DT
> b U ¥ (aggregation-entries)] Zi%E L TLZEW, LU FICEHICHIAT S 7 o—#ito o b U B
vz r7v—va v oRBGRREZOFHERMERLET,

7 u—HHE D U SERIHE =
1 BENCRN D )y W+ o7 7 X e REEER (7))
bes
=120, MIBEciEns 7 a—%% /N SWEE, = MY FIRAKED2< 80 £,
[BZfEDFE]
o [EIHRA A = 1 BN S 237 v MY 200,000 1
o AV U IRE= 1,000 %7y M 1EYTFY T
o IXRIREEEN] = 15 WICHE— 7 v —M2R2E Lo v Z3EE @

200,000[ /X% > bR ] + 1,000 7Y 7R ] X 15[ e K EE@SRER (7))
= 3,000 HO 7 o —HAEEET Y b U Al gk 1% 2

7 u—HEHKFEF T R U 3 (aggregation-entries) (2O TiE, ROBBRREZHZE LTI ZEND,
7 a—EE T N SR A=
1 BRICHND By Mg+ o7 o 7R X ERORRIRERR ()
e
7L, MBI ENGEO 7 e —Hy BWhEWEE, =0 MY FIAKED 2L 20 £7,
[ BZEDFEH]
o [EIRRATT = 1 Bt 537 v ML 500,000
ERBO T 0= — A 2,000 & LET,
o YUY IR = 1,000 /%7 v MZ LEY )
o KT L O KRG R
= 15 BMICHE—7 v —23F5% L hiuE=a Lo 2 3@ ~@m

500,000 4 > M F ] + 1,0000 # 7Y o ZRARE ] X 15[ e KRR (F5)]
= 7,500 A0 7 o —ERFEF T b U AR RS ER 12
72720, BRI L > THENG O 7 m— 37— H08 2,000 THH Z LD, ZoRZ—rTiE
2,000 fEH O 7 o —HE£H{FEFH > U BRbhiE+o T,
X1
ZOMEITEHRNCRIHAT 5 7 e —fitm RV TYT, BEICLX > THMLETOTCIOME D K
BREEREL TS,
X 2
= s VERD7< TH, show netflow =2~ K [Dropped Flows| 73 % 72\ R D IEHICINET
ETWET, 2L, D2RWEE CP-CPU ~DAR N EL 2D £,

(B) BERBEKESLUVRARBEEREICEISILIZIKE~DEMEAIVYT

7 v —HAGRERE L O n =R RHE TRET S TR KIBERH (timeout-active) | & T K IEE(E IFfH]
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(timeout-inactive)] DEIC L > T, 7r—feto o N DIFEHRA L 7 ZEBITENTAZA IV IBE
DY FET, HRKRKEFREBL I ORRKERGFERBEICE2a L7 XPEE~OBHY A IV 7 2 RORIIRLE
j‘o

®8-19 BRABERHEIURKEEEHHEICESILIZEE~DBHMI IV

BAEIEHA - 15 -
(155)
BAREERE | 2, O S 8 4 8 >
(55) B
2 3, 4. < [EOHHA) £5H
T . T N AL
(D HLH)
1. FHl7e—RRE L e &, RIBERRM (FITI 15 45) B L OERKEEERERM (HITiLs 2) @
sA~ERBHLET,
2. FLT0—2E Lk &, HORRBEBIEN S A~ 2 E1E LT, BERKEBIEHNY A~ &
EBHLET,

3. b L, HEIZAT y BRI LT o KEBERERE L-5GE1E, TORRTY v —fitz
MU OEHREa L7 ZEBICEM LT, ES T a—fEm s Y OHIBR (¥ A ~DfEIE) 2170 E
‘g—o

4. HL L, HIZRIL7a—0 07y 0N RIEEBRERELUNICEIR Uk, SROBE R 208 L7255

BlE, FORSTT7e—#HEH o P ERE L ZEEICRALT, FY T e —HE o RO
HibR (# A ~DfEIE) 2470 FE9,

8.2.7 ARLEETO NetFlow et DENIEIZDULNT

(1) NetFlow fRETINEDR R/ v MZET HFER

o AUEE TO NetFlow #Eit1E, ZERICMEE SRR ELITASE CEHEIND T v N RGN Y
FELTHRWET,

o ZAFHRHCHEIE L HE SN D7 v b (Filter BERE THRIEHIE SN D37 v 72 &) 1%, NetFlow HiFtiIl
LEOXMBIN Ty RELTHRWET, 72720, QoS HEREDFIRIEINE > TH = —A » VHHIFEFE SR
%73 » MiX NetFlow #StEHIEE DR G M & L THRWET,

(2) T—AREMREICKDFER
o AEEE TO NetFlow #atE, ZEMT7 e — A l4EL 2Ly ZEBRICBALES, ZOMWE L,
HEEA v ¥ 7 = — AT Filter BEHESC QoS MAEZ R E L C 37 v NEBRETILRMETYH, a1 2%
BT L TWA Lo Iclam LT LEWET, Filter HEAESS QoS BEtE & R4 B HA1X, 7 v b
BRI N D &M% RO LA LT I, fhiBkse & OO NetFlow SaHINESI: 2 kO£
RLET,

% 8-66 fihikaE & EARFD NetFlow #istUNEEH

HeRE IN {2 E%5E OUT flIZE%
Filter F&4E FEFEXHRITIEE S 72 INEEN D
QoS HhE H - EEETHIRS N 25ATIES | EEND
g
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(3) entries(QoS T Y )FIALDEESR

¢ NetFlow # it #FIH T 584, NetFlow =7 4 7' L—3 3 @ entries DIEENSMLETT, EHHT
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9.1 LLDP #gE

911 M=
LLDP (Link Layer Discovery Protocol) (%Mt d 2 EEERAWET D7 1 ha/LTF, IUEL-fEHR
FEMA o~ R CERTHZ LT, EH - %ﬁﬁL&% EEDEREMBEICGHE CTE A2 L2 AME L
HEBE T,
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MR 2R MERE LET, U8R — N TZE LB EOBRA BT 5 2 & THEE & B

ﬂ%ﬁﬁﬁmh EAHRETE A LIy £,

LLDP @R Z R OISR LET, ZOBITIE, [F—E/LNOEMICHRE Sh - AEEROBERIREL,

1PEICRRE LAEBE ADDIRETAZ LR AREE 20 £4,
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System D
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AEBANSRZ S
&R
- _ - REEB, REEBECD
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=7 - VLAN D
pm—, Port ID7z &

9.1.2 HR— ~ikeE

Z DOFEREZ W CHEEEE I 2hA A+ 2 1581, IEEE Std 802.1AB D6 % — R |ZHLIREERE & L Cillkeph B
DERETR—F L THET, PR — M DEREKROERITRLET,

% 9-1 LLDP TH®R— +¥ H1EHHR

BE E=E 1 A
1 Time-to-Live TH RO LRAFIRFIH]
2 Chassis ID EE OB T
3 Port ID A— R+
4 Port description AR— MRS
5 System name LEE 4R
6 System description Byl
7 Organizationally-defined TLV extensions NUH RSB IZE D 7= TLV
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LTI EEN,
(2) Chassis ID( ZE&E D AIF )

PEE 2T A ER T, 2 OEHIZIL subtype 28EF S A, subtype (2L > THENENRALRY £,
RDFIZ subtype L EEFENEEZ R LET,

# 9-2 Chassis ID 0 subtype —&

subtype FE 5 EERNE
1 Chassis component Entity MIB ® entPhysicalAlias & [F] UE
2 Chassis interface interface MIB o ifAlias & [A] Ui
3 Port Entity MIB @ portEntPhysicalAlias & [F] UfE
4 Backplane component Entity MIB ® backplaneEntPhysicalAlias & [/] CAE
5 MAC address LLDP MIB ® macAddress
6 Network address LLDP MIB ® networkAddress & [f] Ufi
7 Locally assigned LLDP MIB @ local & [7 Uff

Chassis ID IZDOWTOEZEFRMHFIILL T LBV TH,
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subtype =R EENE
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VLAN ID O#F 5 &R~ LET,

(b) VLAN Address
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VLANID ¢ #DIP 7 L 2% R LET,



9. MEEERHOERE

9.1.3 LLDP RKDIEFEIR

(1) AHEEZERE LRERICAKEZ Y R—FLEVFIREZEE LGS

TRUCRTHAL & LTSy, BEBEIEE & OBpRRE % EREICHR LIS WIRIBIC R 0 £
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(3) BEEEDZRARHIZIDOLT
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EERLRWVWEIICTILERS D 77,

(5) Tag-VLAN B ZEXFE L1-E#E T LLDP 2{FEHYT 51546

Tag-VLAN ## % 5%E U720 © LLDP e 23 254, YEERTary 74/ L—rvavra<wy R
vlan(Tag-VLAN GEHEFEH ) 2% EL, MOUHEA X 72— A LIZIP 7 FLAEZREL T BERD
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CDP #32 L =3B OMIcH - 7= (CDP 2 FE T 5 )12 A v F a2 AMEBICE S B ZHAT, A
& C CDP PDU %#%(573 % X 5 IZEJE (cdp-listener =21~ > f\%%ﬁ)?‘é&, AZEEH CDP PDU %
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(1) OADP & 4l
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1 Device ID
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2 Address OADP PDU ZXE T 58— MIB#ET LT FL-X
3 Port ID OADP PDU %i#(E9 2R— bk Oikhl+

4 Capabilities TE{E DORSRE

5 Version VT R 2T NR—=T g

6 Platform 7Ty N T A—A

7 Duplex OADP PDU % i%{59 % A — b @ Duplex F#

8 iflndex OADP PDU % #5578 — b @ ifIndex

9 ifSpeed OADP PDU % %59 % A — b ® ifSpeed

10 VLAN ID

OADP PDU #3154 %5 7" — h ® VLAN ID
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OADP PDU # {59 % & — b 0 ifHighSpeed
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e IT-VVTENETL—A

2. WITTRT 7L —AFZETL—2bDIT7—1) » TH{HRITT,
o FCS MALERSGS
« IEEE802.3 X7 L' — 4T MAC ~v #® LENGTH 73, %7 L —2A® LLC ~> % & SNAP
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XTI Ny REMNT57-085EIT 46 31 R &0 LENGTH EER—FHE R0 T8, Zo8
BV TIEIT—=V 7 LET,)

3. KEDOIT—V IV ar—8hiz7b—AlX, BN TAIT—R—rDar 74l L—a
fit > C Tag Protocol IDentifier (TPID) AkEV £,

4, IT7—FR—FTHEE T L —LZEBEMELZRE (2074 7= a b OR—FIT7—=V V7IERT
outpkts_disable /X7 A —Z ZF%E) THHRBE T L —AITEELET,

5. BERIE CHRESNTZ 7 L—AFERN»OH I ENERAN, E4 7L —20ab— I T7—FK—k»
b EnET,

6. 7O—RHEMEA T a U BNEESHLTOARWPRU O T —R—hTliX, 7L —2%ZEME LR
e (ar747bv—varofR— 77— 7E#R T inpkts_disable /87 A —# 5% E) TH, H
7 L—LEZELET,
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Z DFETIT RADIUS/TACACS+ $—/NI%f U TASEE 2N ER 3 2 385E - 7K
R TATT 4 THEREICOWTHBA L E T,

11.1 RADIUS/TACACS+ #5it

11.2 RADIUS/TACACS+ D FAMEE S & Vg

11.3 RADIUS/TACACS+ #{#f L =585k

11.4 RADIUS/TACACS+ A—AJL (Av T4 45 L—>3ay) ZFEALEaTY FERRE

11.5 RADIUS/TACACS+ SBiIThn O S A »a—H DKL

11.6 RADIUS/TACACS+ 2R L=ThovTa4 vy
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1.1 RADIUS/TACACS+ ##}5

222

RADIUS (Remote Authentication Dial In User Service), TACACS+(Terminal Access Controller Access
Control System Plus) & 1%, NAS(Network Access Server) (Zxt U CREFE « K3 « TH U T 1 T HERE
g9 571 b2 TF, NAS T RADIUS/TACACS+ D27 747 he LTEET AU E— T 27k
A=) = F I EORED Z L TT, NASITHELE I LTV 5 RADIUS/TACACS+ #—/MZ%f LT
2—WRIE, A~ NER, THU T 4T EDP— A %ERLET, RADIUS/TACACS+ #—
IEZOERIZR LT, Y= LICHEE I NI BRIERT — 4 N — RSN TERIZHT 2 I5E 2R L E
R

RADIUS/TACACS+ %4 % & —->® RADIUS/TACACS+ #—/ 7213 T, I NAS TO—H /32
U— R EOFFEE®R, 2~ FERRERST W7 4 o 7 HRE— BB T L ENTEDL LD ITR
D ET, ALEETIE, RADIUS/TACACS+ #— NI L Ca—HWRIE - a~ > FERRB - T T 47
ZERTEE T, RADIUS/TACACS+ SRAEDTAN IR DK R LE T,

11-1 RADIUS/TACACS+ FRFED iR
RADI1US/TACAGS+#—/%
A—HTFT—ER-2

I—HX: /SRT—FK
I—HY: /SRT—FK

NAS
=%, 79X
H— 7 E)

1. ) E— FMERIERNDI—FXAREE[CtelnetZETT 5.

2. KEBEIFO VT4 FL—2 3 U THE LT=RADIUS/TACACS+H —/N12%t L TREE %
ERT D,

3. RADIUS/TACACS+H —/N[g 1 —HF— A R—RTEDNTI—FXERIEL, FEB(
d1— beX%un. u].T: lzf’ t ’Eﬁﬁl?’é

4. RZEEIZRADIUS/TACACS+EEEEIZESIVT, 1—HXD Y E— MERMRRM S Dtelnet
a9 5,

5. ARBRaV I« L—23 0 Taxy FERREEZHRELBS, RADIUS/TACACS+
H—NIZRELTHDAY Y FYRMIEST, I—FRBRAT 2 ERaIT U LR
BalHIRY B,
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11.2 RADIUS/TACACS+ MDiEFAMEEH & VEH

ARIEETIE, RADIUS/TACACS+ # V E— MEHIRENOL OB VA VEFO 2 —YRGE, 2~ FEKR, 7
BT 4 7R LET, RADIUS/TACACS+ #RED VR — FFHAZRIR L E T, BJ A o0
TiE, 1123 w24 Uil L3R LTIZEN,

(1) RADIUS/TACACS+ O &
RADIUS/TACACS+ Rl % il f T & 2 #{FZ ISR LE T

o RIEE A~ D telnet(IPv4/IPv6)
o KEEE D rlogin(IPv4/IPv6)
o KIERE A~ ftp(IPv4/IPv6)

WIZ AT HeElX RADIUS/TACACS+ #BREA A TE E8 A,
¢ RS232C 60w /A v
RADIUS/TACACS+ =~ v FARZ WM TE 28F2 IR LET,

o RIEE~D telnet(IPv4/IPv6)
o ARIEE~D rlogin(Pv4/IPv6)

RADIUS/TACACS+ 7 AU 7 4 v 7B TE DBEZRITR L ET,

o REEE D telnet(IPv4/IPv6) IZk 20/ Ay - a s T Uk

o RIEE D rlogin(IPv4/IPve) IZ L o072 « v 7T 7 |k

o RIEFEA~D ftp(IPv4/IPVE) IZ LB T A - v FT U K

e RS232C b Ay a7 7k

o CLI T =< KA (TACACS+ 7213 #aR—h)

o VAT AEE SRV TO A~y KA (TACACS+ 721 R — 1)

(2) RADIUS DY 7R— ~EEEH
RADIUS %R — hHZRORITR LET,

% 11-1 RADIUS O HHR— EE
4F HE

AR NAS (ZB89 2Rk 7217 25 RIC L £,

Ry NEAT H74’/uw¢/:7/}\7§< IR 2RO Z A7
Access-Request (%15 )
o Access-Accept (%13 )
» Access-Reject (%15 )
s THUUT 4T THERTDRDOZAT
* Accounting-Request (%13 )
» Accounting-Response ( 312 )
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-
i)

=1

A CRAECHAT 5RO B

¢ User-Name

¢ User-Password
¢ Service-Type

¢ NAS-IP-Address
¢ NAS-Identifier
* Reply-Message

2 FRRCHAT %0 B

e Class

¢ Vendor-Specific(Vender-ID=21839)
TAV T 4 T THERT RO B

¢ User-Name

¢ NAS-IP-Address
¢ NAS-Port

¢ NAS-Port-Type

» Service-Type
 Calling-Station-Id
o Acct-Status-Type
¢ Acct-Delay-Time
¢ Acct-Session-Id

¢ Acct-Authentic

¢ Acct-Session-Time

(3) fEAY % RADIUS B EOHNE

9% RADIUS JBHEDOHNEZ R DERITRLET,

& 11-2 A7 % RADIUS BEORE

B4

AL AN - v

User-Name

CEMEAE =1)

Access-Request
Accounting-Request

FRRES D 22— D4 i,

User-Password

(AR =2)

Access-Request

FEE—Y DO NRNAT — R,
EERRCIER S LI ET,

Service-Type
(JELAE =6)

Access-Request
Accounting-Request

Login(f& =1),
Access-Accept 35 £ Y Access-Reject I[ZIfT S 7235613
MELET,

NAS-IP-Address
(JEMEAE =4)

Access-Request
Accounting-Request

ARIEEDOIP 7 KL A,

a—A)VT RUAPRBEESNTWDIEHAEIFEr—HI AT R
VA, B—H)T RUARRE SN TWARWEEE, %
A VH T 2—ADIP T RL AR £7°,

NAS-Identifier
(JE LA =32)

Access-Request
Accounting-Request

AAEE DOEE D,
FEBLNRE SN TORWESITIR T S EE A,

Reply-Message
(ELEfE =18)

Access-Accept
Access-Reject
Accounting-Response

F—=RInHDA =,
BEENTO258, EAn 7 e LTHAERET (
THYLT 4 T OHBAE P LA fF#E LTRINL =
T e

Class
(B EAr =25)

Access-Accept

asAry 7 A,
g~ 2 FARCHEALET,
AR S 2L T &,

Vendor-Specific
(R L fE =26)

Access-Accept

aJgA4 YRR,
o<y RKRTHEA LET,
FEAMNTAE 8 2B LT IE&E,
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B4

Ty 847

AR

NAS-Port
(@A =5)

Accounting-Request

I—HFRPEHEIN TS NAS OR— MBS LET,
AEEBE T, tty F— MEBEKMALET, 72720, ftp
DAL 100 ZHAH L E9,

NAS-Port-Type
(JE g =61)

Accounting-Request

NAS IZHfi LTI i aE L7,
AMEE TIL, telnet/rlogin/ftp (% Virtual(s), =2 Y —/L
JAUX FFIZ 1T Async(0) Z#MI L £,

Calling-Station-1d
(JEME =31)

Accounting-Request

FIREOHMNID 2 LET,

AREEE TIE, telnet/rlogin/ftp i£2 74 7 > k@ IPv4/
IPv6 7 FL &, =22 Y —)Li% lconsole], AUX R— k
1 Taux) ML ET,

Acct-Status-Type
(JEHEAE =40)

Accounting-Request

Accounting-Request N ED X A I v 7 THEIFE SN0 E
BLET.

ALEE TIE, 2—FOr s A UK Start(1), @277 ¥
MEFIC Stop(2) 2R L 9,

Acct-Delay-Time
CJEMEAE =41)

Accounting-Request

BEIETRE A N AN D Accountig-Request % %15
T HETICE LR (B) 28 L £,

Acct-Session-Id
B Al =44)

Accounting-Request

Ty a v EBNT SO0 E AR LET,
AEBETIE, By aroFuetxID 2B LET,

Acct-Authentic
(g MEAE =45)

Accounting-Request

Z—FRED X HICRIEES N ER LET,
ALEE 1%, RADIUS(1), Local(2), Remote(3) @ 3 fi
HERMLET,

Acct-Session-Time

(JRIEME =46)

Accounting-Request

(Acct-Status-Type 7% Stop

DOBFAETT)

=R — R EFIH LTk () 248 L E T
AEETIE, 2—FB¥el (%, a7 T5%T
DOFFHE (B) 2R L £ 7,

1

ZORTRTUANDBEIEIZONTIE, ARIEENE(ET D Access'Request ¥ 1 7737 v MR LER A,

2

RADIUS #— 35355 &35 Access-Accept, Access-Reject, 33 L U Accounting-Response % 1 773/ v hZ
ZORTRTUNDBEBERTMH SN TV DHGE, REBTEIENLZEHALET,

3

RADIUS #—%ZFA L T~ NllRT 2541,

WRERFICIRDOFIRT & 9 2R IEE 2 9 & 5 (I RADIUS

H— MUITHRELE T, RADIUS +— N TlE, FiOXR A —EAGBMEEZ Y R—F L TWARWEARH Y £4, %
DEFENE, = o —[EH A E M A B8 (dictionary 7 7 A V7R EICERE) LT E &N,

=& 11-3 a7 FRETHERT % RADIUS EEORAE

BE%

i

Class

arsAry7A
WO ENPOLTINERELET,

root, allcommand, noconfig, nomanage, noenable

Vendor-Specific
(Vendor-1d=21839)

Vendor type 101

ALAXALA-Allow-Commands

Faa<wr FY R b

FAT L Ay RO —BXF45%” )7 TK
PoTELET, EABXBILET,

% : ALAXALA-Allow-Commands=" show, ping,
telnet”

Vendor type 102

ALAXALA-Deny-Commands

filfR=~> KU 2 K

HIBRS 2 2~ RO —E8XF4%2” 7 TR
PloTELET, ZEABXAILET,

i) : ALAXALA-Deny-Commands=" enable,
reload, close”
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(4) TACACS+ D HR— &
TACACS+ 04 K — M & ROFRIRLET,

% 11-4 TACACS+ OH7R— 5

k] kS
EAR NAS (BT Bk 721 2R LRI L £,
Wy NEAT a A VRBIECHERT RO Z AT

» Authentication Start ( 25{5)

» Authentication Reply( Z{5 )

» Authentication Continue ( %{5 )
av s FEARTENT 2RO LA T

» Authorization Request ( %18 )

» Authorization Response ( %15 )
THOT 427 THERTDROZ AT
» Accounting Request ( 2415 )

* Accounting Reply (518 )

07 A R e User
¢ Password

EEAY Service e grlogin

JE e class
¢ allow-commands
¢ deny-commands

THOT 4T flag * TAC_PLUS_ACCT_FLAG_START
* TAC_PLUS_ACCT_FLAG_STOP

B e task id
¢ start_time
¢ stop_time
e elapsed_time
e timezone
* service
e priv-lvl
e cmd

(5) {EFH9 5 TACACS+ B EOARAE
a2 RAKGRIRIZfE 95 TACACS+ J& M (Attribute-Value) DINEEZ IR DFIT R LE T,

& 11-5 TACACS+ ER7E Attribute-Value —&

Service Attribute Value

grlogin class = GV A S
KD ENDD LT % FEE
root, allcommand, noconfig, nomanage, noenable
5] : class=" noenable”

allow-commands Hafa<r FY X b
FAlT b a~y ROFiF—&LT5 %7 ) TRU->THRELET, %
HHRBILET,

i : allow-commands="show ,ping ,telnet”

deny-commands HREa~y> KU & K
HRS 2 2~ PO~ F5 2" 7 TRE->THRELET, %=
HbMBILET,

5] : deny-commands="enable,reload,close”
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TAY T 4 TR T % TACACS+ flag IR DEITR L ET,

£ 11-6 TACACS+ 7horT 4% flag—%&

flag HNE
TAC_PLUS_ACCT_FLAG_START THhHOUT 47 START N7y MaRrLET,

72720, ar 747 b—3a r TEEMKIC stopronly ZHRE L
TWABEAIE, THZLTF 427 START <4 v MIKE LEH
Joe

TAC_PLUS_ACCT_FLAG_STOP T T 47 STOP Ry &R LET,

2L, arv 74 7 b— 3 CTiEEEMIC stopronly ZFRE L
TWBHBEE, ZOT AT 47 STOP /N7y MNEZITEERE
LET,

T AT 4 v T RECE T D TACACS+ B (Attribute-Value) DA Z R DEITR L E T,

%= 11-7 TACACS+ 7 h™ v T« >4 Attribute-Value — &

Attribute Value

task_id ARV NZTEIZEY YK THND ID TY,
KEBCIITHTI T 4o TAR b OTF R ID #HEMHLET,

start_time ARy N EBMG LTI TTT,
REBCIEIT AT T 4 T AR "B SNZRA AL ET, ZOBREIEIEITOA R
FCEMISNET,
o XI5 5H start-stop fREREDO 1 A VI, o~ RETHI
o E{FHHK stop-only FEERFD 2~ o REATH]

stop_time ARV NERT LIzBEZ T,

AIRETEIT IO T 4 T AN BB T LA ZRHLES, ZOREZLLTOA R b
TS ET,

o F(EHHE start-stop FEERF OB Z T U MR, < RELTH

o XI55 stopronly HRERFO R 7T 7 NEE

elapsed_time

A X NREEDN D ORGEFRERH] (7)) T,

AEBTIET AT T 4 T A N2 OB O T £ TORM () 2L ET, ZoEk
WILLFOA Ry F TSN ET,

o FEHHE start-stop FEERF OB Z T U MR, < RELTH

o KI5 stop-only fREMR OB 7T T LR

timezone A B — BN EREAN L E T,

service FF1 [shell] Zk&AHL £,

priv-lvl AR RTAVST 4 Y TREREES N ca~vy FREAa~y FORAIRL, ar74 7
L—aravy FOERIT 156 2B ML ET,

cmd av Y RT AT 4 v TRERICHEE S a~<y RIUFH] (K 250 3UF) ML ET,
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11.3 RADIUS/TACACS+ Z{&F L 1=&8:E
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RADIUS/TACACS+ & L 72FRBFE T EIC DWW TR L £ 7,

(1) T4 UEBAARXDIEE

VEe—hrs A U ORGHICERT 2 — X3 EIEE T £9, HETE 5% — 2% RADIUS,
TACACS+ B X W password 2~ > RICL A ARLEEBEARTOR A X2V T 4 BHRETT, 2 H DR
FEARUTHEMTHEIF CHIRE TE, FRRIRE SRS/ E SN FR TR R L= 54
12, WIZHESNT=FXTRIETEET,

RiF L LT RADIUS, TACACS+, HiATOu /A o bFx = U T ( DIEE TIEE LT-5HE DR
= RAEROHIRLET,

11-2 nnqujj__tV R
1) E— MERIREK REE RADIUSH—/% TAGAGS+H—/%

. Telnet=E4T
i—+¥ondq

\

RAD | USEEEE 3R

-
P

RAD | USEEEE & 32

A

TAGACS+EZEEER

!

TACACS+FREE T &8

-l
-

g4
YT 1 e
i

OJ4 Y |

ZORITHEARN B2 —FRARLEEIC telnet #F1T75 5 &, RADIUS H—\xf LAYE S H RADIUS @
FEZER L E T, RADIUS Y— N L5 AR A E 7213 RADIUS $— N TORFEIC R T 5 &, \IT
TACACS+ ¥ — 2kt LAEEE )5 TACACS+ #8GEE Bk L £ 9, TACACS+ Y — R L@EARF £20%
TACACS+ H— /N TORFEIZKLT D &, RICKEEDO R 7 A X2 )T (BB TORIEELFEITLET,
T TRRRICHREIL, =P EIAREE~Or 7 A VR LET,

(2) RADIUS/TACACS+ H—/ \M:&EIR

RADIUS #—/%, TACACS+ — N ZZznEFNm AU ->FE TIRETE ET, —2DP—RL@BETE RN
TRIF —EARZT S WVEASIE, ERZ NSOV — o a 3T LT,

RADIUS/TACACS+ — L@ R 2 W5 % 4 L7 v MM EZRETCEET, T 740 MEZ 5B
Tt, £/, % RADIUS —THA AT U N LERAE, BEERERITLET., ZOFRITRER L%
ETE, T74N0 MEZ2ETY, 20, vl AL LTRADIUS AMEHTE 2w LM 2
FCOHEKFFMIL, #4570 MEEX Y b T A B X RADIUS — \GREHIZ2 Y £, 2B, &
TACACS+ —/"THA LT U FLIZEEIE, FEREBITLERA, 207, v /A4 FRELT
TACACS+ BNMEHTE 2N E T 5 £ TORKEEEIL, ¥4 57 7 MEEE X TACACS+ — 3 eI
720 %9, RADIUS ¥ —/ i8R D> — 47 A& RO KITR LE T,
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X 11-3 RADIUS H—/\EIRD>—45 VR

) E— MERE FiE RADIUSH—/\1 RADIUSH—/12
Ty Telnet=E1T
a1— V) >
RAD | USEREEZ3R
. | EEEHESFLT
JrSA4FTY
RAD | USEREE Z 3R

O54 VD |« RAD | USEREEREZN

ZOKTY EB— MEAERN S 2 — P NALEE | telnet #FE(TT 25 &, RADIUS ¥—3 1 12%f ULALEE
75 RADIUS #HiF 2%k L £9, RADIUS ¥— 31 LG@IE TE R0 - 12341, FV T RADIUS H—3
21ZxF LT RADIUS FBREZEAT L ET, 2 CRBREIZARPIL, 2—HFIEAREE~O T 7 A VIR L%

7,
TACACS+ Y — BIRDO L —47 v A EZROBKITR LET,

X 11-4 TACACS+ H—/VEIRDL—4S VR

) E— MEREE FEE TACACS+H— /<1 TACACS+# — /<2
. Telnet=E4T
L—FORTA > TACACS+EREE B3R
+525] 3
- > &L
BA LTSk

TAGACS+EREEZ R

0451 v [ TACACS+EREERY3h

ZORTY E— MEMAERN O 2 —FRRIEEIC telnet #FATT 5 &, TACACS+ P—/N LISk ULAZERE
6 TACACS+ RFEA E R LE T, TACACS+ — 1 LBETE RN -725E1E, K\ T TACACS+
P— N 21Zx LT TACACS+ FBREEZ FAT L E T, T 2 TRALICAHIIL, 22— FIIAREE~O v 71 T
HLET,
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11.4 RADIUS/TACACS+ A—AJL (A2 T«14JL—

vav) #EAL-aYY KRR

230

RADIUS/TACACS+ n—h) (av 747 b—vay) ZEHLEa~ Y REAEFTIECOWTHALE
7,

1) a<w> pg(mu@?

AZEE D RADIUS/ITACACS+ B LU r A v a v T4 7L —varTavwy NEKRERET D &,
RADIUS/TACACS+ % L= & &%, /A VRFFE RIS, — b awr R I2ABIPa~v
RURNERELET, rofvarr7 47 b—varTu—hlavy RERBERELEZEEE, vl
A VRRFEERIFFIZ, 274 7L —vary THREINTWSavwry R I72ABLPavy RY 2 M &
LFET, REETIIZDav L R/ I7ABLRa~vr R A MNE-Tr I A VHOEHa~ > REHR
SRR L E9, RADIUS/TACACS+ H— a7 4 V' L—3 g VOREIZONTIE, DEATA R
526 CLI 2~ REHIRT D) BEIO a4/ b—var AR 213071 45H) 28R LT
<TEEW,

11-5 RADIUS/TACACS+ H—/N\Z& 53T Y FRBOI—7 VR

U E— FEEEE FEE RAD [US/TACACS+

H—\
1onsqs 1ET Ll ranius/Tacacs iz
av v I“%un. E;R‘
I'-llh DIEE‘ZIJJ
e e P a7 FRERD
074 kY |- N U RYZ L
HIER="reload”
show interfaces
ERaTYRRT
show interfaces
BRavwYR Eil
ETHE
reload
Em:7>F§h‘
_avoEEREm | PR
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B11-6 A—ALIATYFERRBDI—7 VR

JE— MERIRE KEE
Telnet=1T
i—¥oosqy ! >

1
a7 RAERD
avvRFYyR B
#HIBR="reload”
OJ4 VY -

show interfaces
BEAOY Y FET

Y

show interfaces

Efa< R L)
- EfTHE
reload

BRaTYFET

>

3% FERAK iR

¥ 11-5 RADIUS/TACACS+ $— N2k b a~y RIKERO T —7 v A TR b 2 — P RAREE I
telnet #3179 % &, RADIUS/TACACS+ H— STt ULAIEE N GIRGE, a2~ FAREZERLES, R

o RN

FERThE I RADIUS/TACACS+ — " ba< 2 R X MEREL, a—ViEARE&EIce 74 LET,
X 11-6 m—hra~wy RERO—7 A THREND 22—V NRAERE I telnet #FT7T 5L, m—
HNFRAEZATWVET, RARDECa 74 L —Yarhbawy R XA MEREL, 2—P A% E
icae 74 LET,

2—W I AREEE T show interfaces i#EH 2~ R7e E&FITTEE T, reload i#EH =2~ Fida~r K
UARMIEoTHIBENTWAEZDIZETTE EE A,

(1 Eaean

RADIUS/TACACS+ y— "D a~v R/ FABLRa~vy R R MNOREFXER LIZGE, iz rr a7
L—varpavy P 728X 0avy N A MORELEE LI-HEE, KIEIO® 7 A L 38EER 2> & Bk
SNET,
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11.5 RADIUS/TACACS+ Eifcony 4 oa1—5 0k
Ly

RADIUS/TACACS+ BAFHEREZ 35 121X, RADIUS/TACACS+ Hr— N2 —HFAB LI UOVIRT— K
gk L E T, RADIUS/TACACS+ ¥ — "~k 5 2 — FAIITRITRT 2 R H Y £7,

o AREEEIZ adduser 2~ REfEAH L THREHE A D2 —H 4
AEBEBICHFER SN e —PEREFEN L Cr 7 A VRBEEITVET,
o FIEBICRBGRD 2 —F 4
WITRTIBO 2 —FER TR 7 A B EITNET,
o I"—A57 4 L7 bV : lusr/home/share/remote_user

AREBERICRBFEOZ—Y Tl A U LESEADEESE TR LET,

o T A NVDER
77 A NVEAER LTS, 37T remote_user B L 72> T, MO=2—WFTH, EkL7=7 74 VDEE
BIABBLOEZIALNTEET, BELT 7 A4 /UL ftp R ETHMIRE T D2, 77 A LDEH
ICHEELTLEEN,
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11.6 RADIUS/TACACS+ R LE=7Ho T4 2T

RADIUS/TACACS+ 2R L7270 T 4 T HIECHOWTHHALET,

1) ZFHO T4 VT DIEE

AEEE D RADIUS/ITACACS+ 2> 7 4 V' b—va v & system a7 4 7 b—va DT ho T 47
BRETDE, WAMKNOAEB ~DO0 F A - 177 M2 RADIUS %7213 TACACS+ $—s3~
TATT 4 v TEREFELET, 2, REE~ODa~ > FAHRZ, TACACS+ h—"~T h o
T4 TIEREERFELET,

THOT A TORENE, vl A4l T U NDARY Nk ETHIOTA LTI T 4V TIRIE
L, a2V FAIIODAR M ERET L2~ T T 4V THRERHVET, a2 K7 o v

T 4 v Z1E TACACS+ PP THR—F L TWE T,

ENENDOT AT T 4TI LT, THUrT 42 START & STOP 2 Hk54 5E— K
(start-stop) & STOP 721 #1545 F— F (stop-only) Z@IRTxE4, &HI1T, a~R7rhvy
TAYTIEHLTIE, ANLlEa~vry Red_XTEETLHE—NEeavy 74 7 b—varavy RET%
EETHE—NEEZBRTEET, £, FHEINTE RADIUS/TACACS+ r— NZXF LT, #HF I,
EIPOY =TT IO T 4 VIR T HETIRCERE LETH, I Liznd ) nichnrb o34
RTOP—NANJEIZEEFETDE—F (broadcast) HEIRTXET,

(2) ZhooT40TDiRN

Ol AT T 4T avy RT AT 4 7 O )i % START-STOP 58 &— KT TACACS+
P NANEETAREEZ LB AEDOY— L AR RORNTR LET,

K 11-7 TACACS+ 7hO VT4 DI— VR (BHA2 ARV RThIOUT4200D
START-STOP #{EE— FHF)

ERmR FEE TACACS+H—/1\

ogq4

-
-

I—— Accounting Request (START) 3£{E ——

—— Accounting Reply Z{E —
avRVFAA
—— Accounting Request (START) 32{E ——»
ATV R — Accounting Reply Z{§ —
E1{T
I——  Accounting Request (STOP)2{E ——»
l—— Accounting Reply Z{E —
g7k

——  Accounting Request (STOP) i({E ——

—— Accounting Reply Z{E —

O THEMAEBMAN D AREEIC e 7 A VT 5 &, AREENS TACACS+ Hr— NIkt L — I mOms
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1.
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RADIUS/TACACS+

R EDT AT LT 4 v TEREFHELET, £72, I~ FATBIKICHALEE D TACACS+ F—
WX LAT 2~ RIERZREDT AU T 4 VT IEREFFLET, iR, =770 MRZIE, =7 A
VLTV 72 E R ERE L ET
a AT HYT 47 1E START-STOP (X5 E— ROFEET, a~ U KT A7 4 7RIT%E
STOP-ONLY (5% — FIZ LT TACACS+ —_~EETIHIREE LEHED Y —7 v A2 ROKIIR
LET,
X 11-8 TACACS+ 7 hooT 49 D— 2R (A4 V7 hH YT 4% START-STOP, av v K
FhooT 4% STOP-ONLY #{EE— FE)
ERE FRE TACACS+H— /%

ogq4

-
-

I—— Accounting Request (START) 32{E ——

—— Accounting Reply Z{E —
= P
——  Accounting Request (STOP)2{E ——»
= B AV S — Accounting Reply Z{§ —
E1{T
o579k >

——  Accounting Request (STOP)2{E ———»f

l—— Accounting Reply Z{E —

X 11-7 TACACS+T7HU T AT Dy—lr A (ad Ay e a<w s RTATVT 407D
START-STOP #{5E— FHF)] Ol L, vl Ay - a7 N TOT AT T 4 v TEEZFEC T
2B, aw KT AT T 427 TSTOP-ONLY #48E LT\ 5i54E, 2~ RADRNCE T AREED D
TACACS+ H— NIt LA a~ v RIERREDT I T T ¢ o TFEREFRELET,

B) PFHOoVT4 VI DEEEE

RADIUS/TACACS+ i 7 4 ' L—3a v, system A7 4 JL—a DT AT T 4 2 T DHRER
IPv4 357 FLRAEER LIZGEE, EZEEBEPORKEDOT IV T 4 v T A X b EHEHEFRIZZ Y
7 EA, HLWRETEELET,

ZROa—FR, av FEEELTANLEZY, ar Ay -al7 0  NeiRLIEY Licha, T
DT AU TARY NBRRERET DD, —HOAR NTT AT T 4 T TERNIERDHY 77,
TATST 4T AN NOREFEEIZLDARLEE - b—N - Ry N =T ~DABEBT H7-DITDH,

A~ RT7 YT 471X STOP-ONLY TRETHZ L2880 LET, F/o, EFICEETE 20

RADIUS/TACACS+ H— NZHEE LW T 2S00,

EH =+ R clear accounting TT WV T 4 7 #aHERE 7 V 7T 2554, clear accounting =~ >

ROASEE CTET—NADEZERTDT H O T 4 o TAR IR D EEE, TDAR hDEZ
BRTRIZ, B —"~OEZERFOI T FEBBLET,



& FHTE AE

ZOFEE, REEOEHNROE T, EHERS X OEMR IS 5 H6E
OBEIZOWTHA LE T, &k, UE— MEMRD O ARLEEOEHE

AATOTZOITTIP Ry FU =7~ ENTWD 2 ERRETT,

12.1

BREE

12.2

A6 EF

12.3

a4 il
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avIq49L—vay

12,5

EBRaO<UR

12.6

MC

12.7

ERFROINSE

12.8

LED $ K UV EEFHREORT

12.9

Ty FI—UEEYY 5T HEEE

12.10

[EEROEIRS S NHERINE

12.11

VI+IZTDTvITT—F

12.12

7/ ILEHE

12.13

VAT LRSIV

12.14

BCUR—FDO7vyF5L—FK

235



121 ERERE

AEEEITE Y FT Y IMEEPKT T DL, 3y —AEFY E— MEMREFEN L TENEHELET,
EHAEHOMBEZROFLITRLET,

x12-1 EREE

B e BME
= K AJIHERE avy RIANCED AN EZ T ET,
B 7 A il RIET 7B ABhIE, RAT—RF = v 7 Z2{TVET,
av T 4 S v—a UHEgRE BAOEDOar 74 7L —2a VERELET, RESNIERITT

SHEMCKBISET,

F v hU—27 awr Mg IP, IPv6 IEHFR, VE— MEEa~v R EEY AR —FLET,
R MBI U B S s L OERE AR L O HERA R LET,
LED # X OBEHFENAL O KR LED £ X O A7 ARIERR T Lo CTAREBORIEELE R LET,
MIB 58I 4E SNMP v —V¥IZL D%y b=V EHRPITNET,
E R RE FEERTT D2 DORERR, HEL Ry P =T ORELYY 31T

SO DERZE, BLOR—FOWMVEALLEDa~vy FEfLET,

MC fR5FH¥%ng MCoOavt—, 7x—~<v hpE&iT0ET,

12.1.1 ERmX
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AEEBITHEASRE L CHIEARZa Y Y —ARKETT, TObEOEMAIITa Y —LEITY
E— MERMBMEDSLETY, 2V —/LiT R8232C IZ#HET DA, VU E— MERMEKITIP Xy hU—
7 R TR T AR CF, JEARRIT telnet R° rlogin Twu 7' A V85 L F 9, SEAMBKIZIP * v b
J— 7B TSNMP v %X —V ¥ IZL D3y hT—7FHIZHRIE L TWET, ERmEOERERELZ X
12-1 EAMCROBERIEEE) I, RM A —V % v hR— b LEAROLME £ 12-2 ERAmROSK
) R LET,

X 12-1 ERmROERIE

|m>u7»gﬁx—bmwwww

[ R —vx o rEmA— |
| EEH— |

—%
SNWPR R — 2 %

) E— MERIRR



12. ERHEE

= 12-2 ERWmEXOEH

THRIER R WHEHEE
ary— RM ¥ U 7 Ak (RS232C) RS232C( [EI#LHEEE : 19200, 9600, 4800,
2400, 1200)
ZMODEM FJi§
CD-ROM(IS0-9660) *
RM > U 7 (£5 ) RS232C( [EI#REHEE : 9600)
ZATIVT v 7 1P B RS232C( [EI#REHEE : 9600)
Y E&— MEAEK RM o —H % v hR— bk TCP/IP
telnet % 7213 rlogin
ftp

CD-ROM(IS0-9660) *

WIE AR — bk (NIF £t )

T ABEEMELTY T by =T OARIEZ 21T 5 B A Ic LT,
(1) a>v—JiL

a2 Y —/LIZ RM ¥ U 7V (RS232C) & RM ) 7V (£ 4 ) 360 £, RM o U 7 /L6t
(RS232C) OAMEE DLV T NA X 7 2—AT D-Sub9 B> T, ar Y — 8T 25812137 m

A= NEMER LTI, BlZIE, AT Ak & AEE LR T 256120, AT iR L2 Y
TR 57200 D-Sub9 B 7 m A7 —T NV EEH L TLIESN, 7 aRX s —T7 VORI Z K
OENZRLET,

12-2 Y OR5—TILOFEEREH

FEBRIE > (F R) . ty b7y THERRIE L (A R)
ELES e i ELES Y
5 SG 5 GND
3 SD 2 RX
2 RD 3 X
7 RS 1 DCD
8 CS | 8 CTS
1 W] | 7 RTS
6 DR 4 DTR
4 ER 6 DSR

RM v U 7 ki (€7 L) %420&4’7/1/7 v FIP D a L ) — LV EKEEORM VU 7L A v &
T —RICET LEBRT 2L, AT AL E7 2 28T 270D NL— Mr—T7 V& H
LTLIZE, Fiz, AILE] %ﬂ“ ETFTAIAIERICHREL L EE N, AEETIIET L2RTE
TERVWOT, PCREIHERL TERELTIIZEN,

BATNT v T IPHEROa Ly ) —LDEATILT v 7 IPHGFIEL ERATA R 59 XA TIALT v
IP#EREZRTET D] 2R LTI EIN,

HATNT v 7 IP #kild, AUX KR— MIET AZ2HR L TITWET, XA 747 v 7 IP B, Fi#
Bl U E— MEMR L LTHRE L £,
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(2) JE— MERImR

Ue— MEMRIT, ALEELEMGREESE A - Ry MERT BB n 25— Ve L E
7o RM A —H% Ry hAR— I 10BASE-T 45 LU 100BASE-TX Z# AR — b L TWET,

12.1.2 KRR FBI1ER

AEBETTIARY N —7 FOEBZHANT27-DICFA NVAEREZERCTEET, ERLEFA NAHER
IAEEO R ZIEH, NTPIERALEDa 7 4 7 b—ra v z2i7H &Ik y NI —7 LOMEBRZRE
THAME L THEHTE X,

ALLETHEMN T 282 PAERITKIOR T HIETERTEET,

e VT 4 b—3 g aw s N hosts TRBICHEET 5 H1E
e DNS UYL ARHE (a7 4 F'L—3 g <2 K dnsresolver) Z il L Cx> hU—2 F® DNS
P— NI WE D' D A

aAr7 47— aravy Fhosts il L TERT2HAITIIENT 2R MM ILICIP T FLR L
DX Z PRI ERT DBENRDH Y 7,

DNS U YV AARZERT HEEITITR Y hU—27 O DNS H—A_RTEHEN TV ALHENEhE TS
BT 570, AEBTERTARAMMIEIZIPT RLAZERTALERRL R F7,

A4EE D DNS VU VL 581 RFC1034 38 X O RFC1035 [ZHEIL L TV,
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122 MbBEITF

ARBEFABELEDND EIFIZOWTOHRB L OMEN 5 ETokgazfhniciii LEd,

1221 IAbBEIFELUVHIREE
(1) IBEHF

AEBIL, FTMCHAHLBCURAY 7 b =745 —F 127 LTCBCUDEMAZEIELEHE T, PRU
OEMEBBLET, 2O MC A ATy MIEEINTWEEEIE, —FoAxAey b (BFIFAR Y K
0) TMH EF 2TV ET, BENCRIK L & S aEmici s Gawiire v 1) ToMx b EFicy)
WEDY 7, £/, PRU OEMLAICIE PRU MIHEEA L EFEM O 2 FEOILS LF U1 H Y, £
NWEIVTEANERF2 D £77,

(a) PRU#I#AEA

AAEETIZ PRUBARIZPRUD Y T v a AFVICY 7 Py 2T REEXRAENTVARWES, £
EOEAAN—Ta v ER QL= a 0V 7 My 2T REZIRAENTWDLHAE, BBHYIC PRU A Y
7 =7 E2FPRUICESALET, BEAENTZY 7 by =7 13#EE PRU OEENEAELAROMNED
WHZEEHY FHA, TOEZIALNBOZDIZPRUDT T v 2 AE) LY 7 by =7 Tl
TLHEFEAREL Y S WHHERER AR 00 £97, 2\ & L THIHHEIZ D0 2 FEEIX PRU 0 SR/
WIKTE L ET

(b) EHER

E R EHRRE TON S S, PRU WIHPEARICIT Y PRU ~D Y 7 + 7 =7 OEXALIHEN 2T
W, fifl % o PRU IZMST L CHIMBAAE 24T\ F 37, A2 20 2 BeRIE PRU O EZERERITIZE A E¥
BAEZITETA,

(2) B

ALGE O FEENIIEEE S FE TT O B L ENS AN LT ABHEENH Y £7,

(a) RZa7IBEY

BHFT A FEEMRT L0, EELEOV Yy MRS v FEEET D 2 L TAREBOFESZITAET,
(b) EEREIZLSEIEE

ARIEEICEEORENBE LZLGAE, BEIFIESNICEEERIO-OICHEES 2TV ET, ST
[12.10 PEERFOEBI I OERILE] 22 LTI EE0,

|

1222 BHCEZHTA b

AEEFECIFLD LIFIRFIZ, BCU & PRU THO#ZW7T A M (N—FRUv =7 O2K) 2 LET, N—Rvu=x
TIZRENER SN GEE, Mo 7 280 %9, BCU THEE M LG, TTRMEKORHIRY)
BaLEd, £/, PRU CHEF R LcEE, EEBRH L PRUDSMISLS B30 £,
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12.3 O5 A il

AEBIIIn—rn 74 RM VU T AERE) L IPBIOIPYG *y N — RO E—br s A
HEEED (rlogin F 7213 telnet) &V £9-,

12.3.1 O45 4 Dl
ARIEEBTIIR 7 A VB IO 7 A U HICRIOR T 21T > TV ET,

1. BHOEHMEILRRFICE 7 A o TEET,

2. avy RETHEREIn /A LEMKRETICE R LET, EHA yE—ViFe 7 LTWNETTO
HAMRICERINET,

X ANPBERKR 60 HRVGEILBEINICE T U R LET,

4. killuser =~ > FEHH L Ca—F&ilfiln /7o h T E9,

5. @A UIRFICRIET 7B A ZBHIET 572802 —RIc L b2F v rea—YFIDICkba~vy RoffE
PR OHIBR A 3 TWET,

6. ANJLica~v REZDIEEA v E—VBLIOERAA v E—VEERAe 7L LTURELET, ERv S
1% show logging =~ R TSR TX £,

7. B ALTERVE— ba—VHIF10 =2—FTT, 7L, 2 Y= AR AUXF—Ihbors A
Va—PEIT I OBICE R FEE A,

8. AT 4T L—varTrIA4 U TEHYE— ba—VPHEFIRTEET, 2L, ary—L
AUXR—Fnbon 74 i —FERIROXSHRE LER A,

9. REEFEIZT 7B ATE S 1 k2l (telnet, rlogin, ftp) #2274 7L —3 a3 THIBRTE £97,

1232 A4 otFxa) T 1 &l
(1) 22— IDEHE
2—HID % adduser =~ > FCERTE£d, 72, rmuser =2~ FTCTHIBRTE £,
VAT AN _HLEH SN TWA5E, fFFEROBH MCICHBIRIZT AUy ORI EZITHET, £
7=, EHRB LOHERIZ T MC NEEINTWDLIEES, HRET VU FoRBIZITVET,
(2) RRT— REHE

AEEBET A VRO RLSLORIIB L0 F 2 Y 74 LSVEBREL L TSR T —RIZK D7 7 &
ANEFIHBERE A R D £ 9, /SR U — NITEAMRREN O AREEZEET 285607 7 & AR & 5RFECfFE A
LEF, XAY— Ridpassword 2~ RIZCL > TERTEXHDT, EXa VT 4 DOHIZ, EHICE
FEnpZ xR LET,

AT LRITURMECTHEA SN TV DA, RO MC IZHBIRIZ AT — FORBI 2TV ET,
F7o, EHRB LOFHERICTH MC A EES LTV DLE, HRENSAY — FORMZITWET,

(B) 7V EARTEHmAKRDHIR

U E— MERBMKNOAREBA~T 7 B ARIRETWVET, T/ ERAEZFATLYE— MERAWMADO IP T
FLAZABEOH TRy h~27, $7213IPv6 T RLABL OIS VT 4w 7 2k ar 74 S b—3 g

BERL, BEAOIMENSOEREZBIELET, 2B, 77Xy bR BLOT VT 4 v 7 ATERKT

%i# TR AFATHT RUALIP & IPv6 #A5F L CTRcR 128 gk c& £97, 70k, WIHIEE ARE
XV = MEAWMRNSDOT 7 B AN TERVETEIC 2> TWVET,
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124 aA2I7450L—3>

AMEEIIT Ry NU—7 OFEHREICEDE T, BRBIUEERM D ar 74 7L —va VEER
LTBLIMERHY £, MIHEAR I 74 L —2 a0 2EELTVERA,

1241 aAVI7459L—2 a3 ORAAB

AT 4T = a Iy ANVIERTEDaA L 747 —vaO—EEROFIIRLET,

£123 av7249L—v3>—%&

BRI IL—T & S
SEE PR EEA, RESIT E OB RIEH
VE— MEMAMKOIP 7 KL X, IPv6 7 KL RAEFH
SNMP {7 aIa=7 44, SNMP~%—Y %7 RLAZREDSNMP t v a 2B
T HESR

SNMP =2 ID, SNMP £% =Y 7 r=—¥%, SNMP t'=—, SNMP

JL—F 72 & D SNMPv3 IZBId 5 &%
UTPNEA NE=ZICHETHER

[l (Line) 15 [EROFER], BIFREEREDL ALY 1 DOERE
Voo T 70—y a URERED ERR
Tag-VLAN # R RE D E 3%

I A A=l =% ¢ ] PPP 7’1 F 2 VDEFENRT A—ZEHE (LAY 2 DIFR)
ko RAER FoRAA BT = — R D ER
IP A v % 7 = — AfEH IPvd 7 RLUARAZT ¢ v 7 ARP DEFH
IPv6 7 RLARA X T v 7 NDP, RA DEFR
IP X7y T4 NE Y TICET D ESR
7 R U RAEHAEREICRAT 5 T8
IPV—T 477 v haLiFg RIP, OSPF, BGP, RIPng, OSPFv3, BGP4+, IS- IS ®~7' 1 k =Lz

% EFE
RABETF 4y I N—TF 4 T ET B ER

IP vV F*¥v A ML—7 4277 | PIM-DM, PIM-SM, DVMRP, IGMP ® 7w k 2/LICBT 2 EH

e N4l T
MPLS {5 LDP © 7't b 2 UIZ T 5 EH
ALT 4 v 7 LSPICBT 5 ESR
7 n—IE 7 v —HENC B4 5 E 1%
QoS 1 FARHRGE 72 & O — B A S IRAE (QoS) BT 2 E
77 b M ar 74 7 v—va SRTONHIEICET 5 ER
VRRP 1i## VRRP (2B % £ 3%
RA & RAIZBIT 2 ER
A A HRANBRRICBET 5 ERH
o 7 IE v 7 OEMAFIECET 5 ER
NTP 1 NTP (2B 2 EH
Disable 1### H /W AR— FOMEIZET 5 ER

X AEEAE PG, SNMP FH, H#E (Line) EW, V2 LA ¥ 7 m faLiEl,

o AAER, IP AV H T =—

A1EH, IPV—T 477 a haffl, IP~vALFF¥v A ML—TF ¢ 77 a hafFl, 7a—fFRogar 7

Jr—variErLET,
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1242 A4 459L—2 320774 ILDIESE

AEBIIA VF T = — AP REDEIMES e 8 da L 7 4 7 L—2a vl LTTFF A N7 7 A AVBRT
MCIZEEBLET, =74 7 Lb—a IR T 7 7 A VOFENH D 97,

e RA—+FyFaArI4GL—avIrAIL

AAERBOSES FIFRRICHEA L, Z0ar 747 b—3 g it TEMENET,
e Ny Ty TarI4dL—2a3 v TFAIL

AR = NT o Far 74— a7 7 ANDOA—FH R RkOFR v T — 7 OBEFIE 2 -k
MAavrq47v—var LCTRHALET,
s —HRFEIVIA4TL—2aVITFAIL

EBHPICa2 74 71— a VEEELTMC IZEM LGRS, MEMORALZ—NT v TFarr g7
L=y a7 7 A VE—RRELEZT7 7 4L TT,

ALEEOBEIREAR, AZ— T v Far 74 71— a7 7 A RIELLSFEAHERVEAE, —
BpfEaL 74 L —a v 77 AL CEAZHBLET,

1243 aVI7449L—>a>0ERAZE
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arv 74— a OEMFEEROKIRLET,
K12-3 avI2459L—L3vnERAEE

AEE
NC

BERAAE
e R T | [ et 2.

t4avI450Lb—3 v | | = = Ly
JrAIL 7. B At

A A &
avIq4gL—vay
2741l

—BRE
AP E AV B
2741l

| it |

—_

AREBERETSE, MADARE— 7y Ta0T7490L—23 0T 7/ ILOABTMN
EEARAAEYIZO—FEhB,

BEERNATUORNBTERZRET 5,

LAV I4 T L= avREEER-BEIE, BBRATYOaVI4 T L—2avE
wmET 5,

EEEhEIL T4 L—2 3 UENMCITKRINT B,

ZDEE, RENORE— b7y Tar 749 L—23 0771 ILOABE—BEE
avI749L—2arITrAILELTRET S,

W N

=

MC # &2 TV 'T— MEMASRIZay 74 L= a v T 7 A NDNRy 7T v TS 2 & 2 BED
LET, AREBEIIMCLKTHEHTEET, EHAPIZMC NELZIGEITE, VE— MNEEIZT 2
CRAT LD T4 T = a Y DORE, Ny I T T ar7 4 S b—va 7y ANVORER EIZ
REE 320, MEICERTE A, TEIZEHSE272DICMCIZ 2 TEHT LI Z L2 BEID LE
7

MC% 2 TCiEH L7HE, av 747 bv—varzmELib iz @l 2~ D copy me =2+
FEEFALT, Ay b FAry Moat' —3 232 LaBEd LET, ik, A%EEIEMC
WPERFIC 7 — h 95 MC # BEICEI W B2 5 Z LR CcE 38, Ay boar 747 L—va v
TrANED ATy bDar T 4 S L— a7 A ARENESICIE, ERICENar T ¢ S



12. ERHEE

L— g N> GEAT 2720 T,

1244 22747 L—2arDRREHE
(1) &=

ay 74—y gravwy RO show A~y RTCav 74—y g VAR RTEET, £7-, MCIZ
BLl-ary 70— ar 7 A MEEHa~y FDcat 2~y RCETRTDHI &L TEET,
(2) #Hw&E

AEEITEARSIOEHTOR Y MU= ERERRCEHT 227 4 7 b—32 a v OFREHKIEZ R
HbET, A= T v 7ar7 gl b—varBIONy I Ty 7arry o7 b—ya 3/ — 0
TECHRETE E7,

1245 YE—FrH—NZFBLE-O 7400 L—2 3 0E - B
BEHOREECa L 74 7L —2a VOREEITO AR L, VE— M—REUREEINTZa T ¢
Jl—var 7y A NVEBESERBE L CERICRECEET, UTFIcHERLET,

(1) aAvI249L—232774 L0 EFAF

HOHMLYD, HIREET, LBIZFHTE2HOMRar 7 4 7 b—v a7 7 A VEERL, VE—
Y —NRARFELTEBEET, 20%, HEOAREETa L 74 7 b—va v ElRETDHE, UE—h

P—NIRGFEENT a7 4 T —va T s A NEEERRIAS, REFOa T 4 T —a s

=T THIET, LEHDOEREITHI> ZENTEET, av 707 b— a7 7 A NO3EF HF
EROKNIRLET,

124 a2 T749L—2a3> 774 ILOXEEFIRAH

IPv4/IPv6 sy b —%

aArvIq4vL—vay _
i i

BHRLN

BB 5 R 7 JE—FI7AL
(XECHATELE

SHEaY T4 L—
arIrAIL)

-
Ay dL—vay JE— hH—i3
=
' -
AEE |

(2) aAvI74TL—>3avDEEEES
BARIEBT, AF—bT v Fary4 b —va VEERLEERT, Thia Ny s 7y TFarryq s
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12. ERHEE

L—ary 774 0E LTYE— b —A"~EERFEL, VE— M —ATZOERELZEHL TBEET,
ZD%, Ekoar 74 Jv—var~RLieWgE, VE— M= ANREFESNTZAAYy 7T vy S ar
T4 —ar Ty ANVEAZ = NT v a7l b—ya 77 A N~NEEaE— LT BREE5
TEMTEET, arT 4 L— g COBBREHRFEEZRORITRE LET,

®12-5 20747 L—a v DEREES

IPv4/IPv6 sy b —%

avI7q4dL—ay
] 2RE
|

N\
([—=| YE_tZ710
(EHEBECLD

‘- IvI4TL—=vay

aF— I
Z7AIL)

avIq49L—>ay

FEE

244



12.5

BRaOTFR

AEBCHEACTEX2ERAa~ REZOABEZRORIRLET, £~y ROFEMIE, v==27/ &
Aa<wr R 770 rAVoll) BLO EHAza~<~ FL 77 LA Vol.2] 2B LT &N,

#12-4 EFRaTYFEZORAE
S 5 a7 F&H R
T Ry enable EEEHET— R ~DE— LR
disable BEEHET— FOKT
quit(exit) BEOa~y FAJTE— RO T
logout EEe 77 7k

configure(configure terminal)

a 74— g E— RAaDE— REH

end AT 4T L=y arE— ROKT
0y o — PR adduser Bl — s

rmuser Z—FOHIBR

password NRAT— FERE | EH

clear password

SRR — FHIER

show sessions

m 74 LTS e —FDRR

show whoami

a4 LTS HI—FDORR

killuser BEax—Vomila 77 v b

H—IF ) set terminal warning-level [BENHDLIEDA vE—T ] HAOLV~ULERE
set exec-timeout TBE@hn 77 v b EITE TORMBRE
set terminal command-literal CLIEfa~y Favwy RAHE—REHE
set terminal help NVT A=V TERT LAY R—EORE
set terminal pager =D TV DA R TE
show history o< FEREER
stty B AR BRI

U — ERME telnet L&~ D= 7 A
rlogin B ~DiER= 71 v
ftp 7 7 A Rk

ANV ¢

show version

W=V g VR

ppupdate S/ WoONR—=VarvTvr
ftpbackup ftp »r— "~D Y T U = TRIF
ftprestore ftp — M50 Y 7 by = T [EIE
synchronize MC OPHNEF% 2 E°—
MC 57 copy mc MC @ =& —
format mc MC oYL
show mc MC OfEHFER
set mc disable MC O7 7 & 2250k
set mc enable MC O 7 7 & A &5 (- bk
7 7 A VEE show running-config(show FrmvTarz 4l b—ya YORR

configuration)
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o 58 ARy A % e
show startup-config ABZ—= KT v Tary7 4l b—var 77 AVDER
copy running-config =y yarz4L—varypat—
copy startup-config AB— KT vy Tarrg4 S —varZrALDa
B
copy backup-config Ny T yFarzg Jb—var7ZyALDar—
copy merge-config MCOAY— K Ty Farr47L—vars7yAL
Zv—v
erase startup-config A= KT Tar7olb—ar 7y ALO2H|
£
show file aO—HNELITY)E— =R EDT A NLDREE
TR
cd ALy T4 LT N BE)
pwd Ly hTF 4 L7 U DR DER
Is T4 L7 NIHNEDORSR
dir MC 7 7 A VWDKK
cat 7 7 A NOfE - W
cp TrANDaA—
mkdir T4 L7 b OERR
mv Ty ANOBE), 77 ANADOER
rm 7 7 A IVOHIR
rmdir T4 L7 b U OHIBR
delete A5 FEE7R MC 7 7 A /LD HIBR
undelete [B]{E AT EEZ2 MC LEOHIRT 7 A L D[aliE
squeeze [B]{E AT EE72 MC EOHIRT 7 A L DIEZE
chmod 77 A VO AE— FER
zmodem RS232C THO 7 7 A )Vifinik
a—F 4 VT4 diff TXR T 7 A NHOITHEDHIERT
grep T ANDE DN — R
egrep T 7 A NHE OPEIR R Z — R
fgrep 7 7 AN OEELT IR
more TXARNT 7 ANDER, =7
less FERANTFANDER, =TT
vi THRRA T 44
sort TrANDY— K
tail 7 7 A NOREDES DFRR
hexdump AP H TR
G P show system LEEE R AE / BT ERoR
clear counters system IEEICFIE SN TV D2 NIF B FofEHESRD v &
e
clear control-counter VNI4T0 52D )T
show power-supply BEFRT
reload EEAVASH SR
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close rmEthernet RM A —# % v FEHZRIREERE =
free rmEthernet RM o —¥ x> PASEIRAESE
test interfaces rmEthernet RM A —H % v MaElfT A BRLA
no test interfaces rmEthernet RM A —¥ % v MaElfET A MET
show tech-support ARLETE DPRAFIE BER
show tecpdump (tcpdump) Ky NE=FY) v avwy R
ttep 2 5@ TCP/UDP L L TDRL—F» hOaH
show pru resources PRU ® H/W 7—7 x> b UHKFER

PRU/NIF % #i close pru PRU %@k A8 & PAZERIRRBICRRE
free pru PRU O PAZEIRRE & fiRhR

show pru information

PRU @ CAM 7 —# U 13NV [RIEE R

show nif

NIF i 1% #

clear counters nif

WaltEma 2797

show nif(POS)

POS o NIF i i1 #

clear counters nif(POS)

POS ® NIF B FOfEHERD 7 27 V7

close nif NIF % RN & FZERRE TR E

free nif NIF o PAZEREE & fRBR
Ry—T-us show logging EH R 7 ER

clear logging HEH e 7R

show logging console

VAT AA =T LAYV

set logging console

VAT AA vV LAULERIE

show warning

B Ay — VFOR

ThHY T 4 T1E
#H

show accounting

TR T 4 TIEROFR

clear accounting

ThHOUT 4 v THEEROZ VT

restart accounting

TR T 4TI AOFELH

dump protocols accounting

T T 47T as T ATRIL TWDIERD

77 A NS

U Y — A1

show rm cpu

RM CPU i EF£xR

show cp cpu

CP CPU R/ Ny 7 7 RN

show cp buffer

CP Ny 7 7 fEHER DO RR

clear cp buffer

CP /3y 7 7§ty 72 5 7 ) 7

show processes

7 e A R

show memory

A% Y fE#RFoR

df T A AT DIEEREFR

du T A A7 O A RN
CP {R5pI5 show trace CP kL —RFoR

debug trace CP b L — R ERHEUBRAA

no debug trace

CP kL — 2 HHuE 1

clear trace

CP FL—2l%
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show trace frame TL—ALD L —AER
debug trace frame T L—AO b L— AEREBH G
no debug trace frame T L—AO b L— AEEUE Ik
clear trace frame TL—AD KL —R{HE
show register CP/PRU L ¥ A X NEFER
set register CP/PRU L ¥ A ¥ NEHTE
show cp congestion-control CP O¥FEEHIEIE H o FoR
clear cp congestion-control CP OHFEEREITE®RD 7 U 7
no cp congestion-control B8R ORI AR RE 4 S R BB I R

7S IEHR dump cp CP ¥ v 7HH
dump pru PRU % 7 BH
dump nif NIF # 7 £
set dump CP/PRU % » VBB AR &
show dump status CP/PRU % » 7 ER B JH R /R
erase dumpfile ZoTT 7 ANHE
show dumpfile XTI T 7 A N—ERKIR

R A show calendar AAF - BEfOFR
set calendar A - R ORE
rdate Hff - B ZE U E— FERA D LRE
show ntp status ntp Y — NDIREEFR
restart ntp ntp — SO FLH L

A —=%xv b show interfaces IF IR TR RS / R R
clear counters ElSSEEH @A v 2 7 )T
show port EEICEEINTA =Y Ry A= MERO—-EERR
show port statistics HEBIC T SNTERROEZAZ N v DI JOBEEE

Ny MROFTR
show port transceiver EWATRE N7 v — SRR — b D T v— N5k
HAE, FR, MG RO—ERSR

show vlan Tag-VLAN ##RIBRO#E KR
show vlans 4 Tag-VLAN ##RIBRO M £
clear counters Tag-VLAN #EERIFROFFHERA 7o 27 VT
clear vlan statistics 4> Tag-VLAN RO HER A D o227 VT
close PHZEREHE =
free PRZEIR BB AR
test interfaces EIf AN i o
no test interfaces [T 2 M&T

Vo T e show link-aggregation Vo7 70— a AERESR

>a fEw

show link-aggregation statistics

clear link-aggregation statistics
lacp

Voo T = a UIREHRE IR R
Voo TN = a UREER S U T
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restart link-aggregation

Voo TN F—varya s ARED)

dump protocols
link-aggregation

Voo T 7= a BT ERINE

POS

show interfaces(POS)

POS [EI#RDOIEAVIRKE / HaHF#E R

clear counters(POS)

POS MR OFERHERL Y 2 7 U T

show port statistics(POS)

WEICFLE S NI POS BRI D EZAE T v Mk &
OBEHENT v MEDFRR

close(POS) POS A > % 7 = — ADAZEREEIE =
free(POS) POS A > % 7 = — ADAZEMR BEMIR

show trace ppp

PPP filffl /<7 v b b L — X EHRDOEIR

clear trace ppp

PPP #lil "r v b b L—RIEHRD 7 VT

debug trace ppp

PPP #illffl <7~ b OLREBALA

no debug trace ppp

PPP #ilffl 2 > b OLREUE IE

show trace ppp history

PPP filfHll N7 v b b L— ABEEHR ORISR

test interfaces(POS)

POS [EI#7 A - Bi#A

no test interfaces(POS)

POS HI#7T A MM&ET

A BT 2—A

show interface

BA BT = — ZEAPRTE | HEEHE R

IPv4 % > b U —7 1
o

show ip-dual interface(IPv4)

XY NI =AU BT x2—R « NTF A —FDFR

show ip interface

IPva x>y NT—J A BT x2—R « RT A —=HDER

clear counters
null-interface(IPv4)

NULL A v &% 7 = —RBEFN Ny Mo 27 VT

ping Ta—F5 Ak
traceroute JL— NFRIR
show ip arp ARP #F<
clear arp-cache ARP HlF&

show netstat(netstat)(IPv4)

X NT—V DAT—H AFT

clear netstat(IPv4)

Xy N HEHERI D27 )T

clear tcp(IPv4)

TCP =% 7 ¥ a »OUIW

show filter-flow(IPv4)

7 u—7 (VA RHER IR

clear filter-flow(IPv4)

Tu—7 g VEEEHER I 2 70T

show ip-dual policy(IPv4)

FBEA L E T 2 —AGHRORY) > —)L—F 1 T 5k
EFRHESRT 4 NVF ) A NFEFRR

show ip-dual local policy(IPv4)

FBEA VT 2= ALHDORY —)b—TF ¢ 75
i, et R

show ip-dual cache policy(IPv4)

RY — 7 N—TFEROFR

show ip policy

RY—=N—T 4 VT FHEREH T 4V F VA NE
BFRR

show ip local policy

RY = =T ¢ 75, WA RER

show ip cache policy

RY S — T N—FEROFER

show dhcp traffic

DHCP ¥ — 1 OfiiHE @D R

clear dhep traffic

DHCP ¥ —OfGEHE#RI v 27 V7
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show dhcp giaddr

A VBT 2 — A% B giaddr fF#ROFR

show ip dhcp binding

DHCP #— 1 LOFEAEHROR R

clear ip dhcp binding

DHCP #— D7 — & X—2A0 6 EIERE 7 NV A%
EIES

show ip dhep import

DHCP #— a7 4 7 L—3 g UV ClRESNT-A
Ta v | NG A—=FEOFRR

show ip dhep conflict

DHCP #—NIZE > T L= FJEIP 7 L ADHK
R

clear ip dhcep conflict

DHCP #— 0675 IP 7 R L A & HIER

show ip dhcp server statistics

DHCP % — " OfFEaHER DR

clear ip dhcp server statistics

DHCP —ofiitEsma YV &y k

restart dhcp

DHCP ¥—F—F 7 at AOHIEH)

dump protocols dhcp

DHCP #— 7' m 77 ATHRIRL TV DY —"or s
BLORTy NOEZER T O7 7 A VT

dhcp server monitor

DHCP #—NTEZET L7 v hOREZEw 7 DR
B4

no dhep server monitor

DHCP %—710 2 % LCO/Y7 Y FOREZIFER 70
PRI 1

show dns-relay

DNS VU L —oO@{ERnER

clear counters dns-relay

DNS Vv —o=J —HfGEHE#RI v 27 V7T

IPv6 % v FU— 27 1F
#

show ip-dual interface(IPv6)

Ry NT—T A BT o—R « RT A —FDFR

show ipv6 interface

IPv6 %y NT—J A L BT 2—A + NT A—=HDER

clear counters
null-interface(IPv6)

NULL A > 2 7 = —ABEFNTy MR D27 U7

show interface

Mo RAA BT o — ATERREE [ G SRR

clear counters

o RNA BT =R REERA T2 7T

ping ipv6

ICMP6 = =2—7 A k

traceroute ipv6

IPv6 #R /L — kDR

show ipv6 neighbors

NDP #/r

clear ipv6 neighbors

A5y 7 NDPE®RZ VT

show netstat(netstat)(IPv6)

I NI =T DAT —H AFKIR

clear netstat(IPv6)

Xy MU= FEHERI Y 27 )T

clear tcp(IPv6) TCP 227 ¥ a Oy
show filter-flow(IPv6) 7 a—7 4 NV HREHERE R
clear filter-flow(IPv6) Ta—7 4 VEREHERAID o E VT

show ip-dual policy(IPv6)

BEA LB T2 —RALHORY o —N—F ¢ v J 45Nk
EREHRT 4 VH ) A NEBERR

show ip-dual local policy(IPv6)

WBEA VAT 2 —ALHORY > ——TF 4 T4
e, WA kEE®ER

show ip-dual cache policy(IPv6)

RY =T —TEROFR

show ipv6 policy

T AT YA DFGEIR
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show ipv6 local policy

WY —=—T 4 &M, HOEERER

show ipv6 cache policy

RY S — T N—FEROFER

show ipv6 dhcp binding

IPv6 DHCP ¥ — R OfEA G R IR

clear ipv6 dhcp binding

IPv6 DHCP ¥ — S & 1% S 2

show ipv6 dhcp server statistics

IPv6 DHCP ¥ — \DiffiHE s

clear ipv6 dhcp server statistics

IPv6 DHCP #— " DOiftiHEmu v 22 V7

set ipv6-dhep server duid

774 ~1Y MC l-® DHCP #—/3DUID 7 7 A /LD

Enn-—8

Ax AE

show ipv6-dhcp server duid

774 ~Y MC ® DHCP %—3DUID 7 7 A /L
TR

erase ipv6-dhcep server duid

774 ~Y MC k® DHCP %—/3DUID 7 7 A /LD
HlER

restart ipv6-dhep server

IPv6 DHCP H— 71 7 Z A F )

dump protocols ipv6-dhecp
server

IPv6 DHCP o % v 7

ipv6-dhcp server monitor

IPv6 DHCP #—//37 v MR 1 7 R B AR

no ipv6-dhep server monitor

IPv6 DHCP ¥ — 3" v b3 {E v 7 BRI T

IPv4 = =F ¥ X |
N—T 7 7a
LR

show ip route

FTARTORBKO—BEFR

show ip route-filter

|

IPv4 =% 2 MEBED 7 1 )L 2 fERORBEFHRIR

clear ip route

FRERE MO A R b —)b, FRTf

show ip entry

REEREES OFEAIE O 2R

show ip rip

RIP 7w b = LEHR O R

clear counters rip ipv4-unicast

RIP 7'a haERhos V7

show ip ospf

OSPF 7'u s a/VEHOER

clear ip ospf

OSPF 71 ha Uo7 V7

show ip bgp [OP-BGP]

BGP 7o b a U FR

clear ip bgp [OP-BGP]

BGP 7o b= o s VT
BGP R OFILE /s

show ip static

static R E MO LR

clear ip static-gateway

static IREEHE®MD 7 V7

show ip vpn [OP-MPLS]

VPN ¥+~ OIFHRDOFER

show ip interface ipv4-unicast

IPLV—T 4770l T ANBHET DA H T =—A
THROER

show isis [OP-ISIS]

IS-IS 7’1 b /U0 R

clear isis [OP-ISIS]

H
IS-IS v b LiEHmDd 7 V7

debug isis [OP-ISIS]

IS-IS 7'u h a vk G/ 7 v hOFRR

show graceful-restart
unicast(IPv4)

=X Y A RM—TFT 477 a haLo
Graceful-Restart ® U A % — h )L— & OEEIRBED T
T~

show processes memory
unicast(IPv4)

=% XY A MNV—=T 47T 0T LD AT YR
PLOZFR
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show processes cpu
unicast(IPv4)

=X Y A M—T 477 a T L0 CPU AR
FoR

show processes task
unicast(IPv4)

A=X XY A MN—T 4T T T T EDE AT ERD
FoR

show processes timer
unicast(IPv4)

A=X Y A M—=T 4 T TT T ADE A IERD
FoR

restart unicast(IPv4)

=% XY R MNV—TFT 4 7T 0l T AOREH

debug protocols unicast(IPv4)

=Xy A MV—T 4T T T T EADAR ba s
IEMEROBA

no debug protocols
unicast(IPv4)

=X XY RAMN—=T 4T TR T T DA hr S
HMEROME L

debug ip

IPA—=FT 4T X7y DU T IVEA LTKROHIH

dump protocols unicast(IPv4)

2=Xy R MV—T T TR T T LAORIET—T v
TH# - A2 b b L—REWRD X T

erase protocol-dump
unicast(IPv4)

=% A =T 4 7T T AORIET—T v
W AU h ML —RER - a7 ERO L T HIER

IPv4 = /L FF ¥ A b
N—T 7T b
=)

show ip mcache

TARTOZLFF ¥ A MERO—ERR

show ip mstatic

T F v 2 DO 7 — T IR

show ip pim

PIM fE#DFR

show ip mroute

PIM-SM ~ /L F % ¥ A b )L— MERDFR

clear ip mroute

PIM-SM/SSM D~ /L F % ¥ A MEEEIEROHEE

show ip igmp

IGMP 15 DFER

show ip dvmrp

DVMRP f#DFE R

show ip rpf

PIM @ RPF @ OFKR

show ip multicast statistics

IPvd ~ /)L F % v A h ORFHEROETR

clear ip multicast statistics

IPv4 =V F X ¥ A b D#EHERDZ U T

restart ipv4-multicast

IPvLVFXYy A M—T 47707 F A (mrp) O
P B

dump protocols ipv4-multicast

DVMRP @A Xk  L— 2 FHIP L OHIET— 7 v
DX T

erase protocol-dump
ipv4-multicast

DVMRP @A <>k ks L—A 15, HET—7 g
W, a7 77 ANLDOF L THIR

IPv6 = =% A |
=T 477 a bk
UG HR

show ipv6 route

FTARTOREO—HHRR

show ipv6 route-filter

IPv6 == v A MR D 7 4 L H R DR FHRE T

clear ipv6 route

REAHFROEA A b—)b, HHb

show ipv6 entry

PR OFEHIG H D 2R

show ipv6 rip

RIPng 7= k a/LiEHo T

clear counters rip ipv6-unicast

RIPng 7'm Fa U E@ROZ VT

show ipv6 ospf

OSPFv3 7’12 b 2 U EHOFE R

clear ipv6 ospf

OSPFv3 7’1 ko Lo 7 U7
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show ipv6 bgp [OP-BGP]

BGP4+ 711 b 2 )LE D FIR

clear ipv6 bgp [OP-BGP]

BGP4+ 71 s a v E#o s VT
BGP4+ R D FILE /HEH

show ipv6 static

static fREEAE RO ER

clear ipv6 static-gateway

static fREEHRO 7 VT

show ipv6 routers

RA [EHRDOER

show ipv6 interface ipv6-unicast

IPv6 V—F 4 > 770l T APRRMT 24 % 7 = —
AEHOERR

show graceful-restart
unicast(IPv6)

=%y A MNL—FT 477 ka)Ld
Graceful-Restart @V A % — h)L— X OEHMEIRRED R
T~

show processes memory
unicast(IPv6)

=X Y A M—T 4 7707 T LD AE Y FERR
BLOFR R

show processes cpu
unicast(IPv6)

=Xy A M—T 47T us T A0 CPU AR
DFER

show processes task
unicast(IPv6)

=X XY AN—=T 4T T T T EDEATIERD
BN

show processes timer
unicast(IPv6)

2=F K R M—F 4TI T DA IERD
FoR

restart unicast(IPv6)

=X Y A MNV—T 4 770l T AOFIES)

debug protocols unicast(IPv6)

=X A M—T 4T T T T EDAR ba s
TR A

no debug protocols
unicast(IPv6)

=Xy A MN—T 47T T EOANR va S
HWERKT

debug ipv6

IPv6 V—TFT 4 VT«
il

SRy KDY T KA BFROH

dump protocols unicast(IPv6)

=% XY A MNV—T 4 7Tl T AORET—T v
B o A2 b hL— R EHRO X T

erase protocol-dump
unicast(IPv6)

I=F ¥ A N—TF 4T TFa s S5 AOHIET—T L
- A b M L—REH - a7 EHROZ TR

IPv6 v /v FF% ¥ X |
N—T 477 a
LR

show ipv6 mcache

FTRTOVILFF ¥ A MEEO—ERR

show ipv6 pim

PIM fF# DTN

show ipv6 mroute

PIM-SM <~ L F % ¥ 2 hL— MEHROFR

show ipv6 mld

MLD(Pv6 vV F ¥+ A h 7 N—7") [EHOFER

show ipv6 rpf

PIM o RPF f§#DFER

show ipv6 multicast statistics

IPv6 ~ /L F % ¥ A N OFEEHER O R

clear ipv6 multicast statistics

IPv6 < /L F % ¥ A b D#EHERDZ U T

restart ipv6-multicast

IPv6 v~/ FF v A M—F 4 77075 AOHLH)

debug protocols ipv6-multicast

IPVv6 v~V TF XX R MN—F 4> 7 7Fa I AR T
DA Xy MERD syslog 7]

no debug protocols
ipv6-multicast

IPv6 ¥~V FX ¥ A M—F 4 7705 LN
DAy MEHRD syslog 115 1k
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dump protocols ipv6-multicast IPv6 ~VFXx A ML—FT 47707 T ATERIL
TWBHIET — T VAER « 4 <2 b b L—RFROF
TR

erase protocol-dump IPv6 vV TF XX A M—F 4 770 7T ARERK L

ipv6-multicast feA Ry b R L—RAERT 7 A, KT —7 AER
TrAN, AT T ANDL TR

MPLS 154 show mpls 1dp LDP & v v a VREEDORT

clear mpls ldp LDP #atE s oy,

show mpls forwarding-table MPLS §izi6/35 v R ORI LU v 7 F x4
D FFHERO R

clear mpls Isp MPLS #5363 > hOFEHE®RD 7 V7

show mpls ldp-bindings LDP @ 7 ~)LE| Y Y TIEH O FKR

restart mpls MPLS 7'v 7' Z AOFHEE)

dump protocols mpls MPLS 71 7' LD A X b b L— R 1E#RI L O
T—=TNVIERO T 7 A VT

mpls monitor MPLS 7w 7' Z LW I)T 54 X b r JiEROEH
A v — VORI

no mpls monitor MPLS 7' v 7' AWM T B4 X ha ZiEHRO#EM
Ay —VOFEREL

show mpls 12transport L2 b T AR— MEROER

show mpls static-lsp Static LSP £ X % Global Repair ##E, Local Repair
HEREM G HE MO £ R

show mpls logging MPLS ® v 7§D F R

clear mpls logging MPLS @ v 7 & # o H bk

clear mpls static-Isp Static LSP #zHEHRD 7 U 7

set mpls global-repair Global Repair #§6E1C L D% &) 0 B x 0 FEliE

set mpls local-repair Local Repair #4AE(Z L 5 LSP O v £ 2 0 Elii

ping mpls LSP RBEFEETH D200 E 5 D DHE

traceroute mpls LSP Oi@EE R OF R

execute mpls statistics MPLS (29 5 #HE O LR b5

no execute mpls statistics MPLS (2 B9 5 et E SR O UV EE 11

QoS & show qos ip-flow 71— QoS A mE T

clear qos ip-flow

7u— QoS HatEMI v 2V T

show qos flow

Bk IP 7 o —fRaHE R

clear qos flow

Kgk IP 7 v —HEHE A v 2 7 VT

show qos queueing

WA B T = — ZADHIESEF 2 —FORGHE
HAR

clear qos queueing

EZAEA VX T 2 — ADHIEBRE X = —mOFHE
WA E VT

show shaper

A—VFy == e Ffo ok EA ¥ 7 = —
ADBIEEF = —HOFGHERER R

clear shaper

A=V Fy byz— UEHEE 2R EFA v F T = —
ADEREX = —OFHFERI D Z 7 VT
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ZHE{E B close standby Fibg % BCU Z i FREED & FAZEIR BB IR E
free standby %% BCU DFfZEIRRE % fif bR
show mode e — N/ ZEE B OMEE MC/EMREBOFRR
set mode e — N/ LSRR BN OB MC R E
clear mode EE— N/ REEERFOMEE MC 3EHIER
swap bcu — 1k BCU O %%

VRRP & show vrrpstatus(IPv4) VRRP O flREER =
clear vrrpstatus(IPv4) VRRP OfgiHERAI v 227 U7
swap vrrp(IPv4) HEEEOREERE

show vrrpstatus(IPv6)

VRRP O AKRER T

clear vrrpstatus(IPv6)

VRRP OftiHERAI D 27 07

swap vrrp(IPv6)

B & O IREERS

IEEE802.3ah/UDLD

show efmoam

IEEE802.3ah/OAM D% EE ¥ L VR — FoIRiE%
FoR

show efmoam statistics

IEEE802.3ah/OAM #t &t & £

clear efmoam statistics

IEEE802.3ah/0OAM #tattEH4a 7 V 7

restart efmoam

IEEE802.3ah/OAM % i)

dump protocols efmaom

IEEE802.3ah/OAM THELL TV DEEMA <2 R K
L — 2 EHEB L ORI T — 7 Ut imE 7 7 A L~

MIB 15 snmp lookup PR=FMIBA7 V=7 MHBBLOAT V=2 b
ID % %R
snmp get FRE L7 MIB Ofi & £oR
snmp getnext FaiE Lizik @ MIB Offi % oK
snmp walk FEE L7 MIB > U —% %R
snmp getif interface 7' /L — 7 ® MIB & & # R
snmp getroute ipRouteTable (IP V—7 4 V7T —7 V) &#FHER
snmp getarp ipNetToMediaTable (IP 7 KU AZEH|T—T V) %
FoR
snmp getforward ipForwardTable (IP 7 4V —F 4 V77— V) %
FR
snmp rget FE L7V T — MEEDO MIB O % £
snmp rgetnext HELE) T— FNEBOKRO MIB D% £R
snmp rwalk BELEY E— bEEO MIB Y U — %2R
snmp rgetroute FEE L7172V £ — & ipRouteTable (IP L—7 «
VITT=TI)) EBFRR
snmp rgetarp FBE L2V £— FEO ipNetToMediaTable (IP 7
R U ABWT —T V) ERR
sFlow ¥:2f show sflow 7 n—iaHEmE R

clear sflow statistics

7u—ifEE®R s VT

restart sflow

Tua—E 7 e 7T AHEEH)

dump sflow

7 m—ifih & RN
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NetFlow #z) show netflow NetFlow #eat D & Fr
show netflow detail NetFlow #it DO FEMIE H 2 KR
show netflow export NetFlow #it D = L 7 Z & £oR
show netflow sampling NetFlow #at oW > 7"V o 75 %= For
show netflow cache NetFlow ##t D Active =2 | U 1 #Ht & R
clear netflow NetFlow #tat DIE#HAZ 27 U7
restart netflow NetFlow #ial7 —F & FiELHH)
dump netflow NetFlow it & > 7 & & I

LLDP 54 show 1ldp LLDP {&##Fr
show lldp statistics LLDP #FHE#HZFER
clear lldp LLDP MG sH 27 V 7
clear 1ldp statistics LLDP #taHE#H 2 U 7
restart 1ldp LLDP 71 7 7 AFEHE)
dump protocols 1ldp LLDP ¥ > 7154

OADP [ show oadp OADP/CDP O EH s L OB AL EH RO F£R

show oadp statistics

OADP/CDP #taH& @D FE R

clear oadp

OADP DAL EEH 7 U T

clear oadp statistics

OADP/CDP #tatt&#s V7

restart oadp

OADP 7'u 7' 7 LAFEH)

dump protocols oadp

OADP % v 7N




126 MC

AEBEBTIIAEBEO Y 7 b2 T7BIRar 7 7 L—y a0 MCICRELE4, EEESFIZO
MCho Y7 hy=Thu—T 470, avr7 o7 b—vailfito CEEZIHbELET,

EEEEZIT-o7- MC A v b&BHMC, F723ESE) MC &MY, /primaryMC O3 A THA MC (2%}
LT 7 ERELTD ZENTEET, £, BEEBZIT-7Z MC Ary FTiERWA R > MllZ T
MC, 72133y 277 v 7 MC W0, /secondaryMC D XA TYii MCIZH L TT 78 2 %&4TH Z &N
TEET,

WHMC RlchrZ T 77 ANMIT 78 ATEHEOHZ, ROKIZRLET,

12-6 BRAMCOFLTIT71ILOFER

>1s -1 /primaryMC/var/dump/
total 2536
-rwxr-xr-x 1 root wheel 2596411 Aug 19 16:04 rmdump

72, FiGR BCU OB MC EIZHD5 0T 7 7AMCT 78 2T 5606 %2, ROKITRLET,

127 FHRRBEAMCOA LTI 71 ILOFER

>1ls -1 /standby/primaryMC/var/dump/
total 1496
-rwxr-xr-x 1 root wheel 1516998 Aug 17 13:25 cp00.000

MC D4R E XA DO3fI %, IROFITRLET,

£ 12-5 MC Q& E/NR B DRI

£ IRR%
MCzxuy k1 /mc0
MC zxm >y k2 /mcl
LA MC /primaryMC
FAi MC( 3> 7 7 » 7 MC) /secondaryMC
%% BCU O BLH MC /standby/primaryMC
582 BCU O T MC(/Nv 27 7 v 7 MC) /standby/secondaryMC

12.6.1 /Ny 27w T MC DEH

P MC OBBENIEAE LIz a1lE, AEELEH TE RV ET, £72, MC OHEDKEEIC
FoTEFar 747 b—2a v OF/BANBRBEIZRD5ERH Y £9, AIEE TIEFE—ANED 2 KD MC
FABELTBCUDAR Y h0, Ay 1D FDAT Yy MIZNLEILMC 2 AL CHEMATDHZ & T,
— O MC BEERICITEBIICEEN T — F T2 MC 22UV EZ 52 ENTEET, ZHITE-T, Bl
REREHERTEET, 2L, ZOBAKEHAMC ETEMC Oar 7 4 7 L— a UIIA—EIZ LiE
JICKEA & 7=TDT, HiZcopyme 2~ FTab—LTHEL I E2BEO LET, O 7 FRZ
EY copyme Iv 2 REFIT LI E X DORREOIRELZ T MC IZBRGFCTEXET,

OO MC Ay MIMC BWEEINTWDEEE, BCUOHHMRETIZIA v 0D MC #8% L Tt
5L )ICHRESNTVET, AEETlLset mode =2~ FIZk o TCZOER L ClEEI¢S 22 v |
EEECTEET,
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12. ERHEE

12.6.2 &% MC X O MMEEHEE

BH MC ROy MEEHEEL, BEELZEHTA-DOEEMC 2Aa v T T HHETT, B MC A
2 N OFEBIZEARFIFEET Y = —/1 (BCU) LiZiiE s, EFRO ON ,/ OFF 721X MC O A U 2
WCHEREMIMEEINET, 2770, EARETEY 2—L BCU) 2588 LB AT EREL T E S0,

B MC 2 vy MEEMEEITES 25 MC 2u v hOERELZZESLHETHY, EEITHMC 2a v
NEEET OMEETIIH Y EHA, ZDkd, MC £72iE MC 21 v hOEERIE, HMEHLO MC 2rm v
Mo E N MC CHELZES LE T,

12.6.3 #EEIMC XA v kDO:ERHE

BN MC R Ay FOEREREIIEE L EBT5 MC Ay & BCU 02T A Mglca~y FAJ
WCE-oTIRIRTELHAETT, I~ FEANTL2DITda s Y — a8 L COES MC A1 v F &t
ETOMENHY T, FTo, HRA v E—UHAN0 5 BRI T 2 EEEMC 2ny FTHRESNLE
MC ZAm vy hCEELBENICER L ET, BB MC 2n vy MBRE— FOREMITEAFEE S 2 —v
(BCU) kiZiEsh, EIHO ON / OFF £721E MC O AN X RIC bR EMILRRF S ET, 72720,
FAMIEE Y 22— (BCU) Z & L= B8 I3 H30E L T 72 &V, AT ERE O RBIRFH3 R K 5 &
720 £,

1264 MCRsFavT Uk

KITRT A< FTMC 2RTFTEET, ¥R — M DRTFRIEZRITRLET,

e MC =t — tcopy me Iv¥ R

o MC D481 : format mc =2~ K

o MC Dfif#zRz s showme =< F

e MC 7 7 &A%k : set mc disable 2~ K

e MC O7 7 & A& -iZF% : set mc enable =~
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12.7 EEFHROUINE

12.7.1 BEtH K UBEZIER

1. set calendar =~ K CHFZIFEE, show calendar 2~ > K CHAIE RN TE £,

2. rdate =~ FCBUEDOKRZOREL TE £7, rdate 2~ FIRERDOKRA Moz 2H T, £0
R & AEICRET D a~ L T,

3. NTP 7u banrz#HLT, Xv hU—2 E®O NTP Y — LR AT 2 9, AREEIX
RFC1305 NTP /S— 3 3IZHEMLL TV &9,

12.7.2

KELLUVAM 271 —RIRERT

(1) BEFEHRFROTUE
AREBEBOBEREZFZRTOIERBEHEBERE TR~ FEETRTIBHEREZKRORIIRLET, £~
VROFEHZOWC I~y =a T EfHa~v L L7 7L ZAVoll) BIO EHa~ L7z yv
AVol.2] #ZRLTLIZEN,

= 12-6

EEBFHRERTIY Y FERTT HEEER

av Y R4

A&

®NY HEEFR

show ip interface
show ipv6 interface
show ip-dual interface

IPA V27— ADREES LKA
VH T 2= RHIET D AT 4 T O
WMEFRLET,

s f BT —AH

o A UB T2 —ADAT—HF A
s IPT7TFL X

e IPv6 7 FL- X

s VTR bR

s MAC7 FL &

show system
show nif
show interfaces

system, nif, line 72 &, ARIEEIZS
WCHRE SNTZEML 2 & ONF R %2 £oR
LET,

o AEEHERL
o HEE (WNL) DAT—H A
FORE B T E I L > TR 4,

show version

AdEEICFES N TWDHR—RNE YT
FY = TIWZOWTOFERERRLE
E

o FEEINTWHHR— FOML
s AUAR—NEINTNBYTZ RU=TD
N—=Tg v

(2) ZFEDIREIFH

LLE O Z & OREFRERORITT LET, ZibOFBEERIL show system =~ F, show
interfaces =< F, BXWshow nif 2~ FTHERTE £,

& 12-7 ZHEBEDOEMLC & DIKEIER
i KEBR
AT—HBREH Bk

I active M
fault e
disconnect AR

RM active ERARE L CERAF
standby TR & L CEM S
fault e 75 o
close o~ RE%EH
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i

AT—HRREH

disconnect

RFA

configuration discord

arv7Z 4 S —varA—HicLo TEMARE
FERE S

software version discord

V7R 2TNR—=V g VAR L > TEMAR
L IERHH

license key discord

TA B AF—ABUT I o THEAR & FEFH
H

RM A —#F v hR—h active A

fault PEs T

unused KEH (v 74 7 L—v 3 VRRE)

close a~ s RPAZEH

locked ST S = g TR R IR

test [T A ko
CP active el

initialize wIHE

fault P

close A~ FEAZEH

unused KA (a7 47— 3 VRERE)
PRU active S

initialize EIEM ety

fault e

close o~ REA%EF

unused KA (a7 47— 3 VRERE)

locked ST = g TR R IR
NIF active Se g

initialize Mg

fault [

closed o~ NRAZES

unused KR (2r7 4 F— 3 VRRE)

mismatch ar7 4 F—var R

locked VT = g TR R R
Line active up AT (EFEIET)

active down WA (R y NI — 7 EERET)

initialize wIHE

test [T A ko

fault [ZR=cassl

closed o~ REA%EF

unused KA (274 7 —3a VRRE)

mismatch a4 v—va R




12.7.3 #HEHEER

AYE CITER IO ERIERZFEEHRE UTRE LET, #EHEHIT show rm cpu =+ K, show cp
cpu v RTAREED CPU M=, show cp buffer =< R Ty 77 HEREEZTHECEET, £
7=, show system =~ F, show interfaces =~ R X Wshownif 2~ K CTHE Xy NU—T (¥
Tx2—ADNI T4 I AT, ZT—AV L Ml ESRTEET, Eiz, ZTNHOERIL SNMP ©
MIB ff# & LTI L2 L TEET,

1274 EBRAvVvtE—CHLCERDY

AL I EHFROEEF R EREAA v —P L LTRMLET, Ay E— s AmERIC AT
H1Eh, EArZ L LTHEEBNICRFELET, ZOERCEEOENRESCEEDORAELZEHTEET,
EHe ZIEEEATICRELEER (A XU M) 2RANECTEE L JERT, EHA Y E—V LR
FEONEDHAIIET,

FEB a7 I3 EEENTHRAE L EESEEICOVTOERE A v E—VID ZTEICHE L LT, RERM
BANZRA LT BB L ORI A L HIF L BRI E £ L OFHRTT,

A e 7T 2B RIIIRISRT L ORH Y £7,

o FRL—ZOREBIVIEEA v E—T
s EFAAYE—T

Zhbou ZFEENICT A MEXTHRMLTVWET, BEEOEEE I NLOFEREL, HrRa~v R
TR TEET, 2, MBEDSLTMCIEMLIEZHEIC 77 A VELTHY ZEHLTEET,

261



12.8 LED B K UVEESHADERT

AIEFE N TEEE OWRREZE /R T 72O LED 7> 7 (L LED EW5T) & v AT AEE R FLA~DREFRR
ZHEHLTWET, LED BLUBEERROHEIC OV TORLET,

12.8.1 LED

LED 7 v 73 EICFEEINTWDR— RORRVEIZH Y, BEERRE (R - 35) &, SifEREER (&)
BIOR Yy NU—ZBEEICONWTFRLET, s8IL Ih—Fo = 7HEIFHHAE] 22 L T30,

12.8.2 [BEERTR
TEE N THENFAE LIZIGAI1T, WAL £ 72 3EREDYI 0 31T 217 2 72 DIy AT AEE SR VICEE
FREITHET, BCUR— FE® ALARM LED 23547 L TWAEAE, EEREERBEEL WL LE
IRTEERREITVET, F72, ERRORLED 28,5847 L CWAHEIE, EEOMDEENREL TWDHZ
L EIRTERERRETVET,
ERRE, =7 —L-~ULE9, E8, E7, E6, E5 DEEIIx L TiThbh, =7 — L~ LOEOEENE
TR R ENE T, BEFFINBEIND &, EEERITIBBNICHEZET,
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129 >y bT—JEEY 55 1T#aE

12.9.1 $RIRFER

Bzl a~ 2 F& LT, traceroute, traceroute ipv6 3 L N traceroute mpls 3% ¥ £,

(1) traceroute A< K

Ry N OFESEOEEE F TORKITRE MR T 2 2~ K T9, TTL(Time To Live) fE% 1 75 JIEKEEN

LT A NHIP Yy FEFEELT, REERTOL—Z150 ICMP =5 —8& 22 Tl5 2 & T, 54

JEDLEEF TOMBERZIUGF L C, EAMAKICEKRLET, Z0oavr AL T Ty Fosiko

IEEE CHBMRE CE £7., REENOEDEE E TORBNPERD 2 L5 G612, WfF LR T
IP Ry FAHHESILDINE S I a iR T 2 DIZAZTY, traceroute =~ & RO A Z R DI R L
£

12-8 traceroute A< > KD {FE A

BEITIPAT y MO ENTIBE : PP RLRIb, Id, IKEEE#LEMERRT
BBITIPISry FAB@ENEEBE PP RLRIT, Ih 1], IkKEBEFLEMERTT
(2) traceroute ipv6 A< > K

traceroute 2~ K& RIBROBRELZFF D, IPv6 X7 v hOSEEDOEEE TORKIEREMRT L2~ R
T9, Hop Limit % 1 2>BIEREINML7=T A SHIPv6 X7 v & EE LT, BRERFOL—ZNE0
ICMPv6 =7 —)5& %% T A Z & T iE F CORBIFRZ IS L, EHRLICERLET,

(3) traceroute mpls A< > K [OP-MPLS]

traceroute 2~ K & [RIEROBEREL D, LSP OEL0EEF TORKIFEREMIRT L2~ RTY,
TTL &% 1 0 BIAEREEM L7727 A FH MPLS "7 v b &EE LT, BRERTONL—ZNDEDINE %)
5 Z &ToisendEiE F TOMRBIHFRLISEL, EHERICKRTLET,

129.2 BHA&TAX b+
BO@T A MR D~ FE LT, ping, pingipvé 3 &\ ping mpls 238 0 £9°,
(1) pinga< > K (ICMP Ta—)

IP Xy U= COEEGD FICESa~ FTYF, Zoa~vy NIRELZIP 7 FL A& Fodt
&3 ICMP = 2 —Z R THEREZFIH L CWET, 5T FL R E TORBERPO/L—F 1T L TIEFIC
ping 2~ FCTHBZMR L TV Z LT, BENTEARL Lo TWAHHEZKV AT Z ENTEET,
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ping =~ > RO ZROKITRLET,

12-9 ping 2 < > KO {ERAH

KEE JL—5A JL—4B

PC,WS7%z &

IP7 KL XIb, Id, IfTZ5EEELTpingaI Y REREFTFLEEDS, IThEORENREM T,
ZDIBE, IL—45BDle, ITEHEDEE, le-ITRD*Y FIT—JIZERANRHZI EEZOND,

(2) pingipv6 3<% > K (ICMPv6 Tad—)

ping 2~ REFEEDOMEEZ D, IPv6 % v b U — 27 TOREY D S Ica8ha~ry RT9, Kaw
¥ RIEHRE L2 IPv6e 7 R L A & Hio%EE 2 ICMPv6 — 2 — 2T HEREA R L CWET, 57 RLA
£ TORBIRF O/L— & |25 L CIEEFIC ping ipv6 2~ R THIBZ R L TN Z & T, BENTER
Ko TWHHIFAZK VAT, Z LN TEET,

(3) pingmpls 3<% > K [OP-MPLS]

ping 2= R REOMAEEZ D, MPLS % v bV —27 TOREED Y SHcAESRa~ Ly R T, Aa<
v RITHEE L7z LSP oK@ N Ia S 2 K T e 2 FIJH L CnE T, MPLS IC X 2lENTE o
TWAEE, LSPRNUIMI SN TV D FRRT O/ —F N T —2 KT 720, BENTERLIR-oTNDHE
PRER VAT Z EMTEET,

12.9.3 [EBTRk
BT A BRI R a~r REFERALEY,

o [AfRT A N OBt : test interfaces =< K
o [T A ROKT, BLUOZOREFR 1 no test interfaces =2~ F

(1) testinterfaces A< > K, notestinterffaces A< > F

IR ENFEE LG EIs, MEOERPALEICH DD, HEiT o1y M —27ACH D028 5305

23w RTY, 2y MU= AU F T 2= AORHNZ L > THR— T 57 2 MERDRRHDT, #F
i~==27/ HEMAa~<> KL 77 L2 A Vol.1] @ test interfaces =< K, no test interfaces =<

Y REZRLTIEIN,
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1210 EEROEIRS L VIEIHINE

ALEE CIREMA PRI EENRAE LGS T ABICE BRI TV E T, BEETNISE C TEIBAEZ R
b L CATY, HIRLERIC K D8R A5 5 Z LIk »C, EFEREHSATELRNE ST LET,

12.10.1 [EEZLLEEBRE
FEERAR, BEONRICL > TEIBNENELRD £, BERVEERNTEZROFIRLET,

®12-8 FEEMLLEIBRR
MEE AR L EEDORIG BIERE FEEH
[EIE e HEVE IR Z MRETTWES, | ST 5EBORONEE | ZAT2EREN T 28(E
TNET, NHrEnET,

Iy NI =D BT z—R
A — REEE (NIF)

HEMEIH%Z 3 8],/ 1Hr 17\
9,
[ ke i 1 BRI E %
W EE IR 2 EIT L E
+,

#%% 95 NIF 0B L
NET,

M5 NIF B IUET 54
(a1 2 A9 {5 A% T
nEY,

Ry NV—F 4 v T
Vo — VS (PRU)

HEEIH% 38,/ 1Hr TV
F7,

IR ALERS & B ke o o
Y, 1 RRERER%ICHE
IR A FIT LET,
ek, ZoOREEHETOHIE
IFERIE, BRI ERA
M6 1 RERRGE %I 9 b
snE, X

%44 % PRU O FAHHL
HITVWET,

%495 PRU AL 5
2 NIF %052 il 45 b
ShET

v ha—ratyfEE
(CP)

HEEIHA 3 8], 1Hr 17\
7,

IR ALERS & ke o o
W, 1 RHERR%ICHE
IR A AT L E T,
ek, ZoREETOHEE
AEHUE, B OREERAE
N5 1 RERRGE % I 9 b
ShET,

4% CP OmAIHYL %
FWNET,
ek, “HiLShTWBE
BRI L HE IR QL
EATWET,

EENOEFRENT 518
ErmErasnEd,

FAAHEE Y 2 — L IEE

HEVEIHZ 7 =17V, DA

#4925 BCU o i)k

FEENORFBENT D8

(BCU) I LET, BATNET, (E25 T S E T,
N=F 4ol R—Vy Y LRI AR, BB Ak, CEEShTO5E
7 hv=7 EERE RM)  gEEEaie L ET, BIEREIRIC L A M IR
EAFET,
oo — kL ET EBEOBEEHZTOET, | EBRNORERE T HE
ERslT S E T,
B = v FHEE (POW) IR LET, EBROBEEBEZTOET, | CERARERET 5 EE
b, EHo=y FATE  AB, BEaoy FVTE | STESRET
LENTOBHAEEIEL LS TORHMHEEL | A, BE2=y F &
FHEA, FHA, LENTWBEAILEED

PTIEH D EH A,

E¥ arvr74llb—vara<vy TRy r—VOEIALIEEZITHRVEEL

WEH A,

BEL T, AEIRELT
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12.

E AR

12.10.2 @4

(1) OJ$RE

FEEI R, EEONEZEN e F~FERLET, Chick-o T, MEOBELZEHTEET, EEON
REEETNE, EEICKT2RDOIED, FHRSTEZITO 20 OHWERE LTHEALET,

(2) B4 syslog A

BEL7=AREEO R 7%, syslog £ V% 7 =—A%MiH LT, syslog #iEZFFo>x v b U —7 EOhiEkE

(UNIX V=7 AT =2 a2 )I0kb 2 N TEET, AMEREEZFEAT L Z L CEHOEELEHT S
LA e 7o—tEEMNFREIZ R Y £,

w1
MEEE DS D syslog A v E—VEZ(ETHHEEBITTAR—FLTOEEA,

2
ARIEE THRR LT- syslog A v 12— TlE, RFC3164 TEFZRINTW5 HEADER #?» HOSTNAME
HRIEARRRE TT,

12.10.3 A2 54 ohDHR— KA

AT EE 7 Sl L o TRAETDAR— RO E T FA L HPIATHI ZENTEFET, KW TXHR—F
EWRITRLET,

* BCURM, CP ¥ kLT CSW)
« PRU

 NIF

« PS

723, BCUIZOWTIIFHHERO R — RIZIRD £,

@ ===

BETLIE-NNRDHY ET, T A DR — ROZTHEAIEEIIRTFEA~TEREL 2 E 0,

12104 RAYF

BCUAR—FLIZIZV Y hAA v FRHY, AAL v F2MLUTFEHTBCU OFEEHZETTEET,

BE, ZOAL T EMTLEEH D THA,

12105 AEYHFUT

266

AKIEETRM, CP, PRUBLXONIF NHEEENT 57 EOEERENEAE LGS, BEOFMFAEICMH
HT 2572 RM, CP, PRUBXIUNIFDOAEY XU FEHRE MC LOX > THHAT L7 M7 7
ANELTEMLET,

FTo, REETCPIFEELR EOA XU MRRELTESE, 4~y MEREICEHNT272DIcAT Y X

TERE MC LOA R NEUTHEAT L7 FUICT 7 A0 E LTHRIL £,



—

1211 YIR9O9zT7OT7YvTT5—F

AREETIER Y N8 L) E— MEARKELIZZ YA EOBETCMCHED Y 7 bU =
TET I TF— N TEES, ZOMEIZY 7 M7 =2TDA A M—VIHHERATEET,

12111 JE— MSERBERALOY I LI TDT v TTF— b
VT RNU =T DT v TT— MEREERT OISt E L TRO S ORME T,

o UE— MEMGR
TCP/IP * v U —7 Hft %, CD-ROM E, ftp H6e
o KIGEDY 7 v =7 CD-ROM

12112 aAVY—ILDLDYIT 977y TT—F
VI NI 2T DT v T — MERRE T A 72O ITEMHESEE LTRO S ORMETY,

o YV —)b
PC/AT Ha%, RS232C A > 4% 7 =— A3, CD-ROM %, ZMODEM FEYR— FD#EE 7 /7 A

o
o KIGEDY 7 v =7 CD-ROM

12113 YIbOzT77yvI7T—FBEDITESRE
1. Y7 MU= TOT7 v T T— R NefToleb b, BEAFEET LD, Xy NU—7 OEHAN—FHEIEL

*7,
2. A= ZMODEM FEEZFEHLTY 7 by =T DT v 7T —h /A A F—LEITIIZIEE

el 2 gt e UET, FrEREM oM WLy 7 b = TIRAERE TS RTE S0,
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1212 774 ILEM%

268

T AMIT 7 ANDIFIEE, TTAHEIN—T, JiAH - A&7 V—7UIDEOMIZONTEREN
V—FK, 48, ETOREEZRFLET,

IhooEMEefMMA LT, FIE, FrAEETHAESHREL L, ZOENOFITTHAE S AT
(X, FrE B LS~ ORI A B LIS T 7 A V&> THIBR T 272 E& Pk TE £,

T ANOFEET 7 7 ANEER L2 —Y R0 ET, TEEIN—T1T7 7 A NVEAER LT —H
NBETDHIN—T4 L0 ET, 2a—PBREEZITolma—F DI V—F T user &40 £, FrAE&ELSD

2—FERIEE, FTEEIN—T LSO —FERLET,
TrANDEMTLs 3w FTHRTEEd, £/, BMII chmod =< FTEAETE £,



1213 SR T LEENRIL

VAT LEE SR VE, BCU A— RIZHE SN TV ET, EEFROSHEA v —VERTITHZODRK
M7 A AT LA L, 2—PFREENOBERRAIRY T 7201 #ET 25 BACK¥— ( 4 ), ENTR
*— (H), FWRD — ( P ) O=ZS0EEXF—1OMREINET, BCU R— ROEEME R & OMER
L, N R TEEFHHELZSR L T EEN,

VAT BEESRZE, 2R A a2 =P OER U TKEERERRLIZY, BEEREITo720 T
DIEREN DV £, F7-, EERARICIE, ERROR/ALARM LED 2354745 & & HiZ, VAT AEfES
IR EE S E AR R T 28ENRH Y £,

EEEBEASCY AT LREAATLE LI SBELRWERICE, VAT A BE VB L 25
RLET, a7 47— aravw RO system name 2~ > KT <System Name> 233%E I T
DAL, HEERAL DR DV IZ system name 2~ > R TIRIE SN XFINEFRLET,

Ama—%EEL TV, BIEA =2 =N EDFTEZ L T BN E%L o ia12i, ENTR F—
ZENH TS Z L C<Main Menu> IZR2Z ENTEET, £/, BIESF—Z2HEL RV T—ERH
A L CH <Main Menu> I Y 97,

WOBRNZ Y AT DRESFIL D A = 2 — g% R LE 9, <Main Menu> B FE R SN TWARWIEAICIE
ENTR S —ZAi[E)f 425 Z & T <Main Menu> Z#F/~ L7, B RZD BCU TlE, FRTER
WEBRAH D £, A =a2—0zEMIE, DEHTA N 4. 327 LEESRLVOEE] 28R LTLE
éb\o

B12-10 Y RTLRAESRILOA = 21— Kk

EX FFMRBCUTIHIRMETEEHA

<Main Menu>

<INFORMATION> ABOERTRZEITD
Line Linet&$® ™
GPU CPUfE ==
Memory Memor y{ FAZR
Ver Versioni&#f
Temp EFRNRERS

<AGT ION> EMEDERETS
CLOSE close/N¥E
FREE free/LIE
SHUTDOWN shutdownL3E

Alarm BEFBORTZEITD
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1214 BCUR—FKDOT7yvTHL—F

12141 ERAFDOBCUR— K7y TIL—FAE

AHETIE, TRME CEMATIZBCUR—RDT v 77 L— F&fT) ZLRTEET

BCUR— DT v 77— NIEENRE LA — FRHAEELFECFIATITY) 2N TEET,

R— ROZHNEZEIZONTIE, BEATA R 93 EENKE LR — RO 2B LTI LI,

12142 BCUR— K7 v TI L— FERDIEEIE

1. BCUR—FDT v 7T L —RE YT =T ONR—=a T vy P EERICITIRE, Y7 =T
N=Dar 7y 7 EFZTLTOLBCUR—ROT v 77 L—RETHLIICL TSN,

2. LR TO BCUR—RT » 77 L— %, EARBLOFEROMTOR— REEGELTT v 77
L—RLTLEEY, Ffllo BCUR— RETT v 77 L— R LT E TEHOME 21TVt 72
AN

3. ILEMH TOBCUR—FRT v 77 L —FKhidar 47—y a b EBEFEEITDRVTES N, av
T4 7= a VERE, EARBIOMERON O BCU R — ROT v 77 L— RETHIZIT>T
<TEEV,
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B4R ATLEBEOREOHORASA U H

fth H3E & D e

ZOFETIE, VAT DEGERFITRES S 0 B AR & DREREIC OV TRLA L

e

131 £—4xv b

13.2 POS

133 LA¥V3/4042T71—2X

134 IPIJL—% L DER

13.5 IPV6 JL—% & DiE:

13.6 MPLS JL—4% & DiE#H [OP-MPLS]

13.7 SNMP ¥ %x—T ¥ & DS

13.8 JO—#stalL v 4 EnEE

13.9 RADIUS H—/\ & DIk

13.10 TACACS+ H—/\& DiESR
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131 A4A—HYxv k

1311 A 3T —RERDKTE

272

ALERE & MBRFEZ A — PR b CHERT 2B A ITIIRORITER LT ZE W,

(1) 10BASE-T/100BASE-TX/1000BASE-T ##5

s BREEEBIOE_EHBIOE_EHE— FOHTEE LR -HOBE, B TERVOTERLTLLE
YA

—HEOWRETERFEEITY &, DBOBEMELTLIZERNHY ET, Z0GE, M MZx LT
close 2~ K, free 2~ REFATLTL V),

e K— k% 100BASE-TX %7-1% 1000BASE-T TEAT 254, #r—7 g7 3Y 5L ET8ih4
KOV A ZRNT r—T7 0 (UTP) AL T ZE0,

s BTHEHA VAT 2—A X2 Vs BRHENL—T RNy JREE TN LI Lo THEBELTWET,
Z D=, 10BASE-T F721% 100BASE-TX 22 "8 A > ¥ 7 = —ARETHEAT 256, MTE
R MIMTRETEA L T2 —RATRELTER LTI AN,

e 1000BASE-T 4 25/8IEE " EHOA— hxrIAvo—a 2T E720 9,

(2) 1000BASE-X f&#x
o ATEOA— FFR TV — 3 VB EOEEEE T OV E— R R0 £,
o HIRERE (RS v FLIATRE) ZA—bRdvo—var iR BEECRELTIES N,
e RYR—FD T —RNEMHLTEGEOMEIIRIETE £H A,
ME# Vol 4. 4 —H %> b #BRL TS0,

(3) 10GBASE-R & & U 10GBASE-W 5%

¢ 10GBASE-R B XU 10GBASE-W 0¥ "HEHEB I WA — hx T x— 3 I IEEES02.3ae A& IZ /2
b, 4 T EEEBRG L0 ET,

o MT U= AANRHATRE/R NIF OBE, RYR—FD FT =& HH LB 0OBEEETE
FHA, EHEVOLL 4.4 —F %y b 2BHLTEEN,

(4) A— kRIS T—3 3 LS (10BASE-T .~ 100BASE-TX .~ 1000BASE-T,
1000BASE-X)

AMEFE EMTHEBOW 24— b Iz —y 3V CHERAT B4, 5T 2 HTEE N ISO/TECSS802.3
F— b RA =2 g L TERTELINHRE LTS, ZOBRE, RESNDET— FIAEEL LW,
B TFEEN T R— b LT AP TRbEERT— RRERESHET,

HFEENEEREDOSES, AEEIIA— PRI z—v 3 U TERCEEREICLTIESNY,

F72, HPEBIZL T — bR o —3 g UAELLET LRWVWTHENTERWEARH Y £9°,
:@%ﬁ,$& HRIDRT VAT LA E—VERRTDHI—A, REBEBOV I BT v T L r—
A, FREEFMTFEEOV VIR T v T LW r—ARERHY 3, 20X ) RREL, REBOREE
BT DM FREICEDLEEEREICT H LB ETE 7,

E4 LINELAN NIF:X LINE:X 90111003 1350:XXXXXXXXXXXX Auto negotiation failed.

AH(E O NIF f&517° NEIGSHP-48 7213 NE1GSHP-8S 086, HFEEDY > /3T v 7 Lignr—
AWHY EF, ZOGE, AEE, MTEEL OICEHEREICT D LEETE £,
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(5) 7a—a>r ka—JL

AME{E X 10BASE-T (&), 100BASE-TX (4 "), 1000BASE-T 4", 1000BASE-X 4,
10GBASE-R, 10GBASE-W C7u—=> fa—L%2{TWVET,

Tz, BEETBEVOT7R—ay hr— VEIfEE— ROBREARTE —HIETLEIN, filzxil, K&
BCR—ZA 7y NEREAENC LSS, MTPEEOR—Xry NZEEZAENCLET,
6) v iRIL—LA

AMEE X 100BASE-TX (£ "), 1000BASE-T 4 ", 1000BASE-X & " H, 10GBASE-R,
10GBASE-W T EthernetV2 7 L — A XD TP ¥ ViR 7 L— AT AR — bk LEd, EthernetV2 7 L —
AR O THE, TE#RE Vol.1 4.3 MAC BEXO'LLCFHIEHIE] o7 L —AT7 44—~y hEHHLT
<FFEW, 80237 L—AlTHR—FLTWEREA,

AU L FEBEORKT L—AREADEEREME LTI ES,
(7) v8v%
AUETE T 10GBASE-W ©, MUTRMES K ORER RS A K — b LT0ES,

FMST R E WDM(Wavelength Division Multiplexing) @R LY, V—F £72I3 AL v F L ki1 25
BIHEELET,

TEE FHITHER THSR T 2 BB ITIRE L £, ks, TCRFEIIT ORI T O AT & RENEE DLLE
LTS,

* 9.95328Gbit/s = 20ppm LA T (Sonet minimum Clock)

AMEEOT 7 4 v METMSZFE 9, IEEES02.3ae [ZHEMLL T E T,
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13.2 POS

13.21 A 2Z 7 —RERDERE

274

AHEE L I 2 POS TR T 2B B ICITROAITIER L TS IZE 0,

(1) POS ##t
s UTORELMFEELAGDLETIEENY,
e /vy
* CRC &
« AU T LTI
s MIfFE—F
e BV UL —ARAyE—UE—FK
* JO
e RDIE— K
 C2
e B2SD 'y F =7 —HORE
* SF 'y h=7—3 (B2EBER) OHfE

o NT U AANRMATHE/R NIF OBE, RYR—FD M T oy —_"EfH LB 0OBEIMEETE
FH A, [EHE Vol.l1 5. POS (PPP Over SONET/SDH) | &R L T 7Z& W,

(2) 2av45

AMEETIE, MOLEMIB L OEREE2 AR — ML TnEd,

M7 FEIEIE WDM (Wavelength Division Multiplexing) #E@EB IO, W—F FiF3 AL v F L RTD
allRELET,

PER R THERI CHEE T 2 A CHRE L £, ks, TERFEIN T ORI LT O AT A BENEE DXL E
LLTLESYY,

* 0OC-192c¢/STM-64 POS D4 : 9.95328Gbps = 4.6ppm LL T (Sonet minimum clock)
* OC-48¢/STM-16 POS O34 : 2.48832Gbps = 20ppm LA T (Sonet minimum clock)

ASEFE DT 7 )V MEITMSLFE T,
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133 LAV3A423T7x—X

13.3.1 Tag-VLAN E¥ED LAN X 1 v F ik

AREEE & LAN A4 v F % Tag-VLAN HEE TR T 258 0K EIC OV TR L E T,

(1) VLAN &5l

AMEE NP R — 95 VLAN (%, IPv4 B LN IPv6 <% v MCETH@IERS T T, AEZERT 2
LAN Z A v FRENLSD VLAN(HI Z1E, IPX 2 & D7 v F 2L VLAN) 29 R—F LTWAHEATYH,
LAN Z A v FITHEET S5 VLANIZ, RICFRTELEEMILTLEE N,

e LAN AA v FRHF{tT 5 IPvd B8 L OV IPv6 23 >~ MZE9 5 VLAN
e LAN XA v FDOEZFER— MIB$ % VLAN

(2) Tag-VLAN ZELTE

AIEE L, RIEEICHEHRT 5 LAN 21 v F O Tag fEOREIT—EIH TSV, LAN 21 »F & Tag

BEOREE—BIED L XL, RITRTRICEE LT EEN,

e VLANREZ LA v Z 7 x—A Vlan 47> a »THRE) X, Tag &7y MNET2EZETE,
Tag 2 LT v NEZE LSS, TONry NEBEELET, 72721, untagged T VLAN Zi%ET

i tag 2 LTy L EZETEET,
e VLAN REZ L TWRWA U H 72— L, Tag2 LNy MET R EZETEET, TaglhtEx 7y

FNeZE LGS, 20Ty NEBEELET,
» TPID(Tag Protocol Identifier) fifi "0x9100" % 7=i% "0x8100" % FR TX F 9,

(3) thrTcEBH/\r vy b+

VLAN BREZ LIrA v 2 72— (avy 74 7 b—yaravy ROvlan A7 a U THRE) 1%, IPv4
BIOIPv6 N7y N ARP X7y MNET2EZETEET, REEZBH T 5 LAN 21 v F RN
D7y R R—=F LTWDAHAETYH, RIRT A7y MZBET 2 VLAN (A LN T Z &0,

o IPX "7 v b

(4) VLANID

VLAN ID (3A%®E, LAN A1 v FO ORI NDHER Y NV —2 OB T 0729, BT 5 LAN A
A4 v FOVLANID & —BESEHHMERHY £+, VLANID OR—E08 342 LIS, 737 > FOFEHER
EMFEAELTIELWEENMTAETA, =20 VLAN % LAN A A v F R TAIEB IR ET D02 KD

KIZRLET,
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X 13-1 Z2D®OVLAN % LAN R4 v FRBEATAZEEIZHKET 54

________________________________________________________

|
i [ANZ A 5 F FEE !
| |
: LA A 2chi LA w3 |
! i
| I
| 1
i Par744 ||
! LANZ A v F 3 L—vay |
! VLAN 1D:1 VLAN 1D:1 :
| |
I - S S (RPN S B
| v kT—2B :
! (VLAN2) LANR A v FE % Pa> 744
! = VLAN 1D:2 L—3z :
! —— VLAN D2 |
| PC i
I |
[} |
[} |
| =1 i
: —=b !
! PG I
L oM

I—I ﬁ
Tag/ L TagéHh v

e LAN ZA v FIZEET S VLANID( [ 13-1 =250 VLAN % LAN Z A v F#H CAEBICHRET
561 OLAN AA v FEEK) &, REBIHRETDLIP a7 0 7 L—y 3O VLAN ID (X[ UfEIC
LTLEE,

13.3.2 Tag-VLAN E# D PC
AdEE L PC % Tag-VLAN HE# T+ 5 CIEFRDBIZERE L TLEE0,

e Tag-VLAN O ¥R — k
Tag-VLAN Z %R —h L CWBH PCIHIFEAEH Y THA, A%EE L PC % Tag-VLAN & L Tk
H3A1E, LAN AA v FREHTHHRE L TS 7E S0,

¢ Layer2 /i
A%EE D Tag-VLAN i3 IPv4 £ 7213 IPv6 BRE D Layer3 Hik7217 29K — ~ L¥d, VLAN K2
A ND Layer2 k% PC M T17 9 $54 1%, Tag-VLAN HEEMEEER (] L 72 C, LA v 2 HikbgRE
FEESE DD, FLIXLAN 24 v F 2T X4ERH Y 7,
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13.4 IP JL—7& & Dk

13.4.1 {th#¥FE & D&

ALEE LR % TP V—T 4 7 CHRT 2B A OV T L E T,

(1) RAYb-FRA 2 FEERDA FTT—ATF LR

AIEFE IR A b - RA 2 MERRORKEE S (EHERE) 2 Z50F A MREE L THRWET, Lo
T, REBEZTTHERESNZR Yy hU—7 TIE, AV b -RA 2 MUOERIZA V2 T =2—AT KL A
EEIVYTHZ N TEET, MR CIXFEA LT Ean,

KA b -RA L MOREFRIZEI D B TONDEA L Z 72— AT FLAZRIRLET, FEM Mg
Vol.l 82 %y NU—27ZFHDEZFH] #BRLTLIFEN,

o BEDORA Vb -HRA Y FMERUCR DXy N =27 £33V 7 Xy hU—27DIP 7 KL &
o RA Vb WAV MIERRO WS R DXy NV =27 £33V 7 Xy FU—=2DIP 7 KL &

AHEECIEAREA v b - B v MEFROREIESZ —SDOR A MR E LTV E 323, Cisco #HL—# Tl
—ODFX Yy NT—IRBEELTHWET, LER-T, b—TFT 77 r ha)LTESSNHRKERICER
DELDLOTERELTIEIN,

(2) RAYk-RA 2 FEIRLETRIP1 Z2FERT HI5EDHRE

AIEBETIIHRA b -BA 2 FEFEEICRIP X7y MERET L6, 5ET7 FLRAZa2=%¥ X T K
VA (MHPEBOA L HT72—AT FLR) TEGFLET, £72, KA b-F A2 MEHR ED S RIP X
v NEZETAHE, BT RLARZ=F vy A« T RLA(BEEBEDOAS L FT72—AT KLR), F
TR & 72— REy 2 F7 RLA(FRTL1OT RLR) O 7 v MEZITFANRET,

Cisco 81— % TiZ [lip broadcast-address] DFXEIZL > T, RIP /N7y DT RLARERL D £
T, AMEE & Cisco 4EHL— % 25t 9 5 3581%, lip broadcast-address] ZiRE LRV TL Z &Y,

(3) RA Y b-TRa4 > FE§E LT OSPF AT 2BENDHRTE

ARIEE TIIHRA > b - KA > MEl#R LT OSPF ZEi{E S w7284, Hellolnterval ®7 7 /L Ml 10
7, Routerdeadinterval @5 7 4 /b ML 40 b & 72> TV ET,

AREEE EMIEEZ R A b - R A MR TR T 256101, BT otmikEofH2mEoE, W
JL— % [#] T HelloInterval fii3 X U Routerdeadinterval fE% & T 7230,

(4) OSPF ZfERJ 5L EDEIEEHE

* Hellolnterval ®F 7 # /v Ml
A4EE D Hellolnterval OF 7 4 /L MEIX 10 B2 T, ARRE LS N DN — X ITRE ST
HelloInterval Z#:8 L C, j/L—#[# T Hellolnterval iz & T &0,

e priority O 7 # /v Ml
AIEE O priority DT 7 4V MEX 1 T3, 7272 L, NBMA(=2> 74/ L—varavwr RN
interface(ospf backbone/ospf area & — K ) ® nonbroadcast 7 a2~ REEE LA X T2 —R)
TIE 0 T, ARIEEAFREL—F OBRFTHR L SE-L RWEAIE, priority [EZ 0 ICRELTLEE
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Uy,

(5) BGP-4 #{FRHd 5L ZNEEEIE [OP-BGP]

» NextHop fi#ik
AZEE TR — AS WD BGP A B — I ~Ri& & Ji59 5 & &, NEXT_HOP B0 BGP A —7
EDET VU TR LTCOW2AMOET V77 RLAZRELET, £z, REENZET DRE
[ NEXT_HOP EMEIT IGP #R K 2 BT L CnET, L7 -> T, NEXT_HOP &M 2 FH Tl
OET YV TT FRUARRESNTVWEXE L/, IGP 2L - T NEXT_HOP EiHicxitcd 57 KL
A58 CORREIFE SN TVE, Next_Hop fifRIZIEF I TV E T,
B, a7 47— arav R bgp @ resolvernexthop 7 a~> RiZall ##8ET D &,
Next-Hop fE I3 2B EIEH %2 IGP BB L O BGP BREICILETE 9,
Z ® Next_Hop fERALEL, + _XTOET XA 7 (NEET, A "—ASHET, WNEE T ) @A
SN ET, Next_Hop fiFRZ RO RLET,

X 13-2 Next_Hop fZir

JL—4A
la
| SEET

AS ¢

JL—4B REET

[
Next_HopEtE % IGPIZ & - T la%E T DI
laTIh&ET 2 ERBFLTWAI &

(6) RFC1583 IZH#E#LL TULVEWEE L OSPF TEHI A EENDIEFIE

AREEE & ARIEFE DA OLEE LT, [ U550 AS MR E7-13= ) 7K %, RFC1583 (ZHEHL L Tu /s
WIERBIZ IR T ARy R U — 7 HERRIC LW TL 2 &0,

Zhug, OSPF @ AS SRS & =V 7 IR S IE M ORI E WA (LSID) 7 « —/L KOflix
RFC1247 O#Hikk & RFC1583 LI O TR D =0T,

RFC1247 TIF, 5657 NV Azt Hanl & LT LES, —7, RHH%3M%($% A
) T, 5657 FUALSOMEZ R HEHRHED T L LT 258085 0 £ (ERRITREIC L > TR
% )e ZOTt, [R5 OREIER T HALE L L OIFNOLE D 70 L G R %%ﬁﬂﬁ'é z

ERBYET, AWERLTE, W50 OB RO RED] 7349 Uiz v £,

RFC1583 (ZHEHL L TWVRWIEE T, A Usi st ORI i 2 J 72 DR Hasn+ T8 LIc s, &
BRI 2RI L7220y, R E2TE LEYA, 7238, RFC1583 LIFEOHMIZHEILL T\ 525E T
i3, IEL<EEREZRIRL £7,

1342 HMEBELDEETHZ

278

WARTHERRIT RIP-1 OEENE D50 T, EENLETT,
e Cisco fH#lL—%
INHLSOERE L AEB B S Z HI5EI20E, IHEEOLEAER L TIEE N,

AREETIE, A X T72—AT RLARH TRy MEESN TGS, B4 T04 047 =2—AZxT D
Fy NT—IRBE(FF 2T/ ~A7RK) #HEERLETA, 70— FE v X MEFETEY 7 % v
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MREEE, BA LD -BA 2 MERTIEIAR A MEEEAER LET, RIP-1 TIX7 FLRABEREZ 056
TRy MEBIZIEE LAWY, ar 7 4 7 b—a AL o TRIBER (7 %y MEKBB L OV X |k
BEE Ry MU — 7 BRIEICENT D) RENLEICARY £4, 3T TEDE Vol.1  8.4.3(3)() IP 1
B 72— AN—D2DED RIP [REHIZONWT] 2R LT EEN,

Cisco L — % 72 & RIP-1 OFEIEN R 2R CIX, 73y MEEZ BB v b U — 7 RIKICE
KUERSET2HBELH Y, @HEZSTIENRKIZI T AV =T 47 - T—TNIREShETA, A%
BETIEY 7 Xy MEEAE XY U — 7 RBIZENT 272 OICIREENOERNLETY, £k, £HOR
W7 774 T7REE LTI AT =T 47« T—T MIBERENET,

R E T 4+ T =T 4 7« T—T TG L0 & 5 7Bl & B2 Fr o TEMES R 5729101,

RBENOEHRBRBENOER (a7 4V L— a2 3= K aggregate D noinstall 7 2~ FO®&
iE) AMECTE, noinstall V7 3~ RBMBEZRRERR B 2 R ORI R LET,

13-3 noinstall 7 a2 > KHANBELE I

192.168. 11.64/28 o4 MR 192.168.10.0/24

L—5 = AHE L—4
E}IFIM;[} .

[ |

[}
[}
! RIP

1 192.168. 11. x/28D#EE %192.168. 11.0/24D
| BBICEMLTEETS

I,

1

Foy b J—%2A(192.168.11.0) 1 Fy FT7—4B(192.168.10.0)
- RIPEMEA L \ -RIPEIMEHY
CRE T4 v BBTEME !

AEBICEMNEIE92.168.11.0/24% 1 VA b—JLL1=35&, 192.168.11.64/2858 CDIP/3 7y +
FAEETEESIND,
(FEEEI2192.168. 11. 64/28DFBAE L, TIAIL MEBTHESH DL S 4HE)
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13.5 IPV6 JL—7& & DS

AILE & SR & TPv6 L —T ¢ > 7 THHR T D5 B ICIIROAICERE LTI ZS 0,

13.5.1 {ih#FE & DR

280

(1) RAVb-FRA 2 FEERDA A TT—AT LR

AEEBITHRA Vb - A 2 MEIERROREIER (EAERE) 2 ZOOFA MK E L TRVET, Lo
T, AREEZTTHEEINZX Y hT—27 TIE, "LV b -FKA 2 MIOERRIZROA V7 7 2—AT K
LAZEID S THZ RN TEET, MBERER CIXMA Lo ZEn, il ME5iE Vol.1 8.2 % v
NT—IRHOBZ | EBRLTLIZIN,

o WHORA L -RA L MUERRICE—F V7 4 v 7 2D IPv6 7 KL%
o KA Lk -BA Y MUEBROWICE AL T LT 4 v 7 AD IPv6 7 KL &

7L, AA YR -RA Y MERROA L Z 72— RAZINHDOT RLVAZEY Y TGS, BREERD
LT EDNEMECR D 9, ABEBIXY VIO NETTERRY o a— AT RV AEEA X
Tx—RAZEVETHIENTEDRD, AU b -RA Y MUERROA > 2 7 2 — AT TE DT
I a—AnNT RULARETEED Y TAHIHIICLTLIEEN,

(! EEeas

KIEETIERA v b - B v PR OREIEBREZ —S>DKR A MUK E LTHWETR, Cisco tHL—& Tl
—ODFy U= RE L LTHRWET, LEB-T, b—F 4770 b3 TIRE SN HRBFERICHER
DECLETOTHERELTIZIN,

(2) KA b -Ra 2 FRERIZ & 5 BGP4+ i TDEEFEIE [OP-BGP]

AIEE T, BGPA+ x>/ a— LT RLRATITH 2N TEET, Elo, A M -FA v M

EREOREEERE —DDOFRA MEEE LTHRWET, 207w, REELRA b - KA NIRRT
BeaAT 5 b — % O BGP4+ BRI TIIESIICHEY T 2856, AREE TR — X 5 b OREEIFE RN
ZIETERWZ ENHY FT,

o Ju—sULT KL RTET T BGP4+ L HEi T 50— &

o KAV b -HRA Y MERRO 70— LT R A%, 77— RExy X b7 FLARERE R0
Xy FU— I REE LR T 5L —%

DX pN—F ERA b - RA v MIERECHER L BGP4+ TRIEIER O A 1T 5 HAI2iE, KA

Vb WRA Y MRIERRCY A e — AT RUAZE Y YT T EEN,

Cisco thv—% LT D5 A1E, TNOORENLE LR 9,

F7o, 25 Lo A A2 E THES BGP4+ B 7 ICIKET 2581F, N T8 70ar7 47—
v g v a< s K peer(bgpd+ externalpeeras/bgpd+ mternalpeeras £— K ) ® nexthopself V7' a2~
ZHE L TLZ& W, nexthopself 7' a< o FIEEDHIZ RO LET,
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13-4 nexthopself 47 < > FIEEDH

nexthopse T2} ET %

SHRET WEET  yon s

ASBGP4+1E{R

HA4 bO—AILTFT LR HA4+O—HILTEFLR
fec0::2/128%RF3 2  fec0::1/128%[FET 3

(1 Eaean

T LTIV A br—h AT FLRMEANRE LRV E I LTI EEY,
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13.6 MPLS JL—% & D##E [OP-MPLS)

MPLS #&#E, IP-VPN #6Eds &L O L2-VPN #aE 2 L CTHlukbv— & L 8fe 3 2 5B OISV Tal
LETY,

13.6.1 fht/L—% & DiEH

282

(1) SRNILZ®!TORIILDETE

MPLS ##E, IP-VPN #8E3 L O L2-VPN #&#E % i > T Cisco flv—4% L E#Ee 3 5554, Cisco £k
=R TIE T~V 7 1 k2L & L LDP(Label Distribution Protocol) Z 8@ S & T 72 &0,
TDP(Tag Distribution Protocol) % &l & 7= 5 A I 1A E L F E B CTX TH A,

(2) TTLIZEE— FORE

MPLS M ORERER A& & Cisco fl/V— & ZIBTE X H T, Cisco ft/b—4% % MPLS #8® ingress = v ¥
N—& L UTHERT 2854, traceroute 2~ > REARE BV BIfESH 5 729121%, Cisco th—F D
TTL fc#ET— F& FRli EE MY O E THEA L T &0,
@ 3E VPN ERITHERYT 5156

mpls ip propagate-ttl

® VPN ZRITHERT 55E

no mpls ip propagate-ttl forward
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13.7 SNMP ¥ R—< ¥ & DS

13.7.1 #HESNMP v 1r— ¥

AMEE TIE, WIRT SNMP ~ 31—V TEMEMEREZ L TWET, ThHUSND SNMP ~ 31— % & fif
AT 585481, OG0 L, HEHLTEEN,

e SNMP v % — ¥
e HP OpenView Network Node Manager Ver4.0x (HP-UX i)
* HP OpenView Network Node Manager Ver5.01 (HP-UX ki )

e RMON ~3%— %
* NetScout Systems NetScout Manager Plus Ver5.2
¢ 3Com Transcend LANsentry Manager ver3.0

13.7.2 MIB BHRIREFHDF 1 —=24

SNMP ¥~ 3 —U %%, *v NU—27 EOFHLWEBEEZMRMLIZD, MF7 4y 7 RWEER LV T 572
®, SNMP =— = h ¥R — MEIRIIHR L CERIMIC MIB ORI ATV E9, Z OE#N 7 MIB
BAMHEEENENE Ry hT— 78Ry N —JIICAMENT A Z IR0 9, £z, HEOR
RERRIEIRRIE 72 S KL > T MIB BUGHFHZ Y X — T Y ITTH A LT U MREAET L EEERSH Y £, K
WRTZEEEEL, Fv NT—IEFHRET-o TSN,

(1) SNMP ¥ :2—C X RIDREERE 1 YIEDNEE

SNMP ~ &— ¥ {il T MIB BUSHRFOIEERH S A v [HALETE 2561F, 5B LICREL TIES
WV, 7o, AEEENRITRTHEL, YA VX MTISES A LT U BB LET, WELXA LT T
DT D6, IR A ~HE SOITEETLENRH Y 7,

o Xy FNT—27 DL ARy ARBEBES
Bz 1E, SNMP <% — % L RIEBRICSHOBEREE (7Y v, v—&7kE) B3b5, Fi2iXE
BRI DMEWIG A
o B IP Xy MU — I HOBRA X T = — AN LGS
BlZIE, REBEBOA ¥ 7 2 —2ENRLWIGE, TP BE O MIB fHHR O R R H CRF D0 556,
o L—F 4T TF—T DT N U NRENEE
Bl ZIE, REEEDOIP V—T 4 7= b UBEREWERITLV—T 4 > 7 BED MIB {E# OB <
REH 232725, F701E, REKEIRE e & T MIB E#ROMREKET 5 CPU FIMUFEH OB IZ L5, MIB LA
R AR TRHEAET 2546,
o ARP BN Z W54
B 2L, AREED ARP 1L WIH54E, ARP B MIB [F8® O 2R R CRERI 2323702 2 56
o Pkt SNMP ~ X2 — Y ¥ FH L WHE
B2, AREBICERET D SNMP v 32—V vy 3% <, —ERRINIZ MIB HF#ROINENETT 554,
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[GateD]
Copyright notice:
(C) 1995, 1996, 1997, 1998 The Regents of the University of Michigan

All rights reserved.

Gate Daemon was originated and developed through release 3.0 by Cornell University and its
collaborators.
GateD Release 9.3.3
Copyright (C) 2003 NextHop Technologies, Inc.
All rights reserved.
Copyright (C) 2001 by NextHop Technologies, Inc. and its licensors.
All rights reserved.
Except as stated herein, none of the software and accompanying documentation "materials")
provided by NextHop may be copied, reproduced, distributed, republished, downloaded, displayed,
posted or transmitted in any form or by any means, including, but not limited to, electronic,
mechanical, photocopying, recording, or otherwise, without the prior written permission of
NextHop. All copyright and other proprietary notices contained within NextHop materials must be
retained unless otherwise stated. Permission terminates automatically if any of these terms or
conditions is breached. Upon termination, all applicable NextHop materials must be immediately
destroyed. Any unauthorized use of any NextHop materials may violate copyright laws, trademark
laws, the laws of privacy and publicity, and communications regulations and statutes.
Notice: Acceptance of Terms of Use Use of NextHop material is subject to certain Terms of Use,
which constitute a legal agreement between you and NextHop. By using this material, you
acknowledge that you have read, understood, and agree to be bound by the Terms of Use. Please
review the Terms of Use. A copy of NextHop's Terms of Use is available upon request or on the web
at http://www.nexthop.com. If you do not agree to the terms, do not use these materials.
Restricted Rights Legend
This software and any associated documentation are provided with RESTRICTED RIGHTS. The
Government's rights to use, modify, reproduce, release, perform, display or disclose are restricted by
paragraph (b)(3) of the Rights in Noncommercial Computer Software and Noncommercial Computer
Software Documentation clause at DFAR 252.227-7014 (Jun 95), and the other restrictions and
terms in paragraph (g)(3)() of Rights in Data-General clause at FAR 52.227-14, Alternative III (Jun
87) and paragraph (c)(2) of the Commercial Computer Software-Restricted Rights clause at FAR
52.227-19 (Jun 87), contained in the above identified contract. Any reproduction of computer
software or portions thereof marked with this legend must also reproduce the markings. Any person,
other than the Government, who has been provided access to such software must promptly identify
the Contractor. The Contractor/Licensor is NextHop Technologies, Inc. located at 517 West William
Street, Ann Arbor, MI 48103.

[SNMP]
E o o o S o R R e
Copyright 1988-1996 by Carnegie Mellon University
All Rights Reserved

Permission to use, copy, modify, and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice appear in all copies and
that both that copyright notice and this permission notice appear in supporting documentation, and
that the name of CMU not be used in advertising or publicity pertaining to distribution of the
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software without specific, written prior permission.

CMU DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL CMU
BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER
IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

R R o o o o R T o o o o o o R R

Some of this software has been modified by BBN Corporation and is a derivative of software
developed by Carnegie Mellon University. Use of the software remains subject to the original
conditions set forth above.

R R o o o e o o o o o R e e

Some of this software is Copyright 1989 by TGV, Incorporated but subject to the original conditions
set forth above.

Some of this software is Copyright (C) 1983,1988 Regents of the University of California. All rights

reserved.

Redistribution and use in source and binary forms are permitted provided that this notice is
preserved and that due credit is given to the University of California at Berkeley. The name of the
University may not be used to endorse or promote products derived from this software without
specific prior written permission. This software is provided "as is" without express or implied

warranty.
B e e A e e o o o o o o o o o o e e A A e A e e o e e

* Primary Author:
Steve Waldbusser

* Additional Contributors:
Erik Schoenfelder (schoenfr@ibr.cs.tu-bs.de): additions, fixes and enhancements for Linux by 1994/
1995.

David Waitzman: Reorganization in 1996.

Wes Hardaker <hardaker@ece.ucdavis.edu>: Some bug fixes in his UC
Davis CMU SNMP distribution were adopted by David Waitzman

David Thaler <thalerd@eecs.umich.edu>: Some of the code for making the agent embeddable into

another application were adopted by David Waitzman

Many more over the years...

[BSDI Internet Server]
BERKELEY SOFTWARE DESIGN, INC.

Copyright (C) 1992, 1993, 1994, 1995, 1996, 1997 Berkeley Software Design, Inc.
This product includes BSDI Internet Server developed by Berkeley Software Design, Inc.

THE REGENTS OF THE UNIVERSITY OF CALIFORNIA

All of the documentation and software included in the 4.4BSD and 4.4BSD-Lite Releases is
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copyrighted by The Regents of the University of California.

Copyright 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed by the University of California,
Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

The Institute of Electrical and Electronics Engineers and the American National Standards
Committee X3, on Information Processing Systems have given us permission to reprint portions of
their documentation.

In the following statement, the phrase "this text" refers to portions of the system documentation.

Portions of this text are reprinted and reproduced in electronic form in the second BSD Networking
Software Release, from IEEE Std 1003.1-1988, IEEE Standard Portable Operating System
Interface for Computer Environments (POSIX), copyright C 1988 by the Institute of Electrical and
Electronics Engineers, Inc. In the event of any discrepancy between these versions and the original
IEEE Standard, the original IEEE Standard is the referee document.

In the following statement, the phrase "This material" refers to portions of the system
documentation.

This material is reproduced with permission from American National Standards Committee X3, on
Information Processing Systems. Computer and Business Equipment Manufacturers Association
(CBEMA), 311 First St., NW, Suite 500, Washington, DC 20001-2178. The developmental work of
Programming Language C was completed by the X3J11 Technical Committee.
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The views and conclusions contained in the software and documentation are those of the authors
and should not be interpreted as representing official policies, either expressed or implied, of the
Regents of the University of California.

Contributors
Sun Microsystems, Inc.
Keith Muller
Mark Nudelman

Jan-Simon Pendry

AT&T (DAVID M. GAY)
Copyright (C) 1991 by AT&T.

Permission to use, copy, modify, and distribute this software for any purpose without fee is hereby
granted, provided that this entire notice is included in all copies of any software which is or includes
a copy or modification of this software and in all copies of the supporting documentation for such
software.

THIS SOFTWARE IS BEING PROVIDED "AS IS", WITHOUT ANY EXPRESS OR IMPLIED
WARRANTY. IN PARTICULAR, NEITHER THE AUTHOR NOR AT&T MAKES ANY
REPRESENTATION OR WARRANTY OF ANY KIND CONCERNING THE MERCHANTABILITY
OF THIS SOFTWARE OR ITS FITNESS FOR ANY PARTICULAR PURPOSE.

INFO-ZIP GROUP
This product includes Info-ZIP's software which is used for a part of the boot program. Info-ZIP's
software (ZIP, UnZip and related utilities) is free and can be obtained as source code or executables
from various bulletin board services and anonymous-ftp sites, including CompuServe's IBMPRO
forum and ftp.uu.net:/pub/archiving/zip/*.

INTERNET SOFTWARE CONSORTIUM
Copyright (C) 1996 by Internet Software Consortium.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is
hereby granted, provided that the above copyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS" AND INTERNET SOFTWARE CONSORTIUM
DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL
INTERNET SOFTWARE CONSORTIUM BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT,
OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE
OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

SIGMASOFT, TH. LOCKERT
Copyright (C) 1994 SigmaSoft, Th. Lockert <tholo@sigmasoft.com>
All rights reserved.
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Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The name of the author may not be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

SUN MICROSYSTEMS, INC.
Copyright (C) 1984, 1985, 1986, 1987, 1988, 1993 Sun Microsystems, Inc.

Sun RPC is a product of Sun Microsystems, Inc. and is provided for unrestricted use provided that
this legend is included on all tape media and as a part of the software program in whole or part.
Users may copy or modify Sun RPC without charge, but are not authorized to license or distribute

it to anyone else except as part of a product or program developed by the user.

SUN RPC IS PROVIDED AS IS WITH NO WARRANTIES OF ANY KIND INCLUDING THE
WARRANTIES OF DESIGN, MERCHANTIBILITY AND FITNESS FOR A PARTICULAR
PURPOSE, OR ARISING FROM A COURSE OF DEALING, USAGE OR TRADE PRACTICE.

Sun RPC is provided with no support and without any obligation on the part of Sun Microsystems,
Inc. to assist in its use, correction, modification or enhancement.

SUN MICROSYSTEMS, INC. SHALL HAVE NO LIABILITY WITH RESPECT TO THE
INFRINGEMENT OF COPYRIGHTS, TRADE SECRETS OR ANY PATENTS BY SUN RPC OR
ANY PART THEREOF.

In no event will Sun Microsystems, Inc. be liable for any lost revenue or profits or other special,

indirect and consequential damages, even if Sun has been advised of the possibility of such damages.

Sun Microsystems, Inc.
2550 Garcia Avenue
Mountain View, California 94043

UNIVERSITY OF TORONTO
Copyright (C) 1986 by University of Toronto.
Written by Henry Spencer. Not derived from licensed software.
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Permission is granted to anyone to use this software for any purpose on any computer system, and
to redistribute it freely,
subject to the following restrictions:

1. The author is not responsible for the consequences of use of this software, no matter how awful,
even if they arise from defects in it.

2. The origin of this software must not be misrepresented, either by explicit claim or by omission.

3. Altered versions must be plainly marked as such, and must not be misrepresented as being the
original software.

WASHINGTON UNIVERSITY IN SAINT LOUIS

Copyright (C) 1993, 1994 Washington University in Saint Louis
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met: 1. Redistributions of source code must retain the
above copyright notice, this list of conditions and the following disclaimer. 2. Redistributions in
binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution. 3. All
advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed by the Washington University in Saint
Louis and its contributors. 4. Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software without specific prior written

permission.

THIS SOFTWARE IS PROVIDED BY WASHINGTON UNIVERSITY AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL WASHINGTON UNIVERSITY OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

WILDBOAR

Portions or all of this file are Copyright (C) 1994,1995,1996
Yoichi Shinoda, Yoshitaka Tokugawa, WIDE Project, Wildboar Project and Foretune. All rights
reserved.

This code has been contributed to Berkeley Software Design, Inc. by the Wildboar Project and its
contributors.

The Berkeley Software Design Inc. software License Agreement specifies the terms and conditions
for redistribution.

THIS SOFTWARE IS PROVIDED BY THE WILDBOAR PROJECT AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
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PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE WILDBOAR PROJECT OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

MARTIN BIRGMEIER
Copyright (C) 1993 Martin Birgmeier
All rights reserved.

You may redistribute unmodified or modified versions of this source code provided that the above
copyright notice and this and the following conditions are retained.

This software is provided "as is", and comes with no warranties of any kind. I shall in no event be
liable for anything that happens to anyone/anything when using this software.

CHRISTOPHER G. DEMETRIOU
Copyright (C) 1993, 1994 Christopher G. Demetriou
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed by Christopher G. Demetriou.

4. The name of the author may not be used to endorse or promote products derived from this
software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

DAVID HOVEMEYER
Copyright (C) 1995 David Hovemeyer <daveho@infocom.com>

All rights reserved.
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Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

THIS SOFTWARE IS PROVIDED BY THE DEVELOPERS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE DEVELOPERS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

FRANK VAN DER LINDEN

Copyright (C) 1995 Frank van der Linden
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed for the NetBSD Project by Frank van
der Linden

4. The name of the author may not be used to endorse or promote products derived from this
software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

THEO DE RAADT

Copyright (C) 1992/3 Theo de Raadt <deraadt@fsa.ca>
All rights reserved.
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Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The name of the author may not be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

HENRY SPENCER
Copyright 1992, 1993, 1994 Henry Spencer. All rights reserved.
This software is not subject to any license of the American Telephone and Telegraph Company or of
the Regents of the University of California.

Permission is granted to anyone to use this software for any purpose on any computer system, and
to alter it and redistribute it, subject to the following restrictions:

1. The author is not responsible for the consequences of use of this software, no matter how awful,
even if they arise from flaws in it.

2. The origin of this software must not be misrepresented, either by explicit claim or by omission.
Since few users ever read sources, credits must appear in the documentation.

3. Altered versions must be plainly marked as such, and must not be misrepresented as being the
original software. Since few users ever read sources, credits must appear in the documentation.
4. This notice may not be removed or altered.

[diff, grep]
Copyright (C) 1988, 1989, 1992, 1993, 1994 Free Software Foundation, Inc.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 2, or (at your
option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE. See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program; if not,
write to the Free Software Foundation, Inc., 675 Mass Ave, Cambridge, MA 02139, USA.
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[less]

Copyright (C) 1984,1985,1989,1994,1995,1996 Mark Nudelman
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice in the documentation
and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

[tcpd]

Copyright 1995 by Wietse Venema. All rights reserved. Some individual files may be covered by
other copyrights.

This material was originally written and compiled by Wietse Venema at Eindhoven University of
Technology, The Netherlands, in 1990, 1991, 1992, 1993, 1994 and 1995.

Redistribution and use in source and binary forms are permitted provided that this entire copyright
notice is duplicated in all such copies.

This software is provided "as is" and without any expressed or implied warranties, including,
without limitation, the implied warranties of merchantibility and fitness for any particular purpose.

[tcpdump]

License: BSD

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The names of the authors may not be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
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[libpcap]
License: BSD
Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.
3. The names of the authors may not be used to endorse or promote products derived from this
software without specific prior written permission.
THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

[traceroute]
Copyright (C) 1988, 1989, 1991, 1994, 1995, 1996
The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that: (1) source code distributions retain the above copyright notice and this paragraph in
its entirety, (2) distributions including binary code include the above copyright notice and this
paragraph in its entirety in the documentation or other materials provided with the distribution,
and (3) all advertising materials mentioning features or use of this software display the following
acknowledgement: "This product includes software developed by the University of California,
Lawrence Berkeley Laboratory and its contributors." Neither the name of the University nor the
names of its contributors may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

[zlib]
Copyright notice:

(C) 1995-1996 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied warranty. In no event will the
authors be held liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial
applications, and to alter it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote the
original software. If you use this software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as being
the original software.

3. This notice may not be removed or altered from any source distribution.

Jean-loup Gailly Mark Adler
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gzip@prep.ai.mit.edu madler@alumni.caltech.edu

If you use the zlib library in a product, we would appreciate *not* receiving lengthy legal documents
to sign. The sources are provided for free but without warranty of any kind. The library has been
entirely written by Jean-loup Gailly and Mark Adler; it does not include third-party code.

If you redistribute modified sources, we would appreciate that you include in the file ChangeLog
history information documenting your changes.

[Apache HTTP server]

Copyright (C) 2000 The Apache Software Foundation. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The end-user documentation included with the redistribution, if any, must include the following
acknowledgment: "This product includes software developed by the Apache Software Foundation
(http://www.apache.org/)."

Alternately, this acknowledgment may appear in the software itself, if and wherever such
third-party acknowledgments normally appear.

4. The names "Apache" and "Apache Software Foundation" must not be used to endorse or promote
products derived from this software without prior written permission. For written permission,
please contact apache@apache.org.

5. Products derived from this software may not be called "Apache", nor may "Apache" appear in their
name, without prior written permission of the Apache Software Foundation.

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
THE APACHE SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

[Xntp Program]

The following copyright notice applies to all files collectively called the Network Time Protocol
Version 4 Distribution. Unless specifically declared otherwise in an individual file, this notice
applies as if the text was explicitly included in the file.

Copyright (C) David L. Mills 1992, 1993, 1994, 1995, 1996 Permission to use, copy, modify, and
distribute this software and its documentation for any purpose and without fee is hereby granted,
provided that the above copyright notice appears in all copies and that both the copyright notice and
this permission notice appear in supporting documentation, and that the name University of
Delaware not be used in advertising or publicity pertaining to distribution of the software without

specific, written prior permission. The University of Delaware makes no representations about the
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suitability this software for any purpose. It is provided "as is" without express or implied warranty.

[MD5 Program]
Adapted from the RSA Data Security, Inc.
MD5 Message-Digest Algorithm.

[pimdd]
Copyright (C) 1998 by the University of Oregon.
All rights reserved.

Permission to use, copy, modify, and distribute this software and its documentation in source and
binary forms for lawful purposes and without fee is hereby granted, provided that the above
copyright notice appear in all copies and that both the copyright notice and this permission notice
appear in supporting documentation, and that any documentation, advertising materials, and other
materials related to such distribution and use acknowledge that the software was developed by the
University of Oregon. The name of the University of Oregon may not be used to endorse or
promote products derived from this software without specific prior written permission.

THE UNIVERSITY OF OREGON DOES NOT MAKE ANY REPRESENTATIONS ABOUT THE
SUITABILITY OF THIS SOFTWARE FOR ANY PURPOSE. THIS SOFTWARE IS PROVIDED
"AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, WITHOUT
LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, TITLE, AND NON-INFRINGEMENT.

IN NO EVENT SHALL UO, OR ANY OTHER CONTRIBUTOR BE LIABLE FOR ANY SPECIAL,
INDIRECT OR CONSEQUENTIAL DAMAGES, WHETHER IN CONTRACT, TORT, OR OTHER
FORM OF ACTION, ARISING OUT OF OR IN CONNECTION WITH, THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Other copyrights might apply to parts of this software and are so noted when applicable.
Questions concerning this software should be directed to Kurt Windisch (kurtw@antc.uoregon.edu)
$Id: LICENSE,v 1.2 1998/05/29 21:58:19 kurtw Exp $

Part of this program has been derived from PIM sparse-mode pimd. The pimd program is covered
by the license in the accompanying file named "LICENSE.pimd".

The pimd program is COPYRIGHT 1998 by University of Southern California.

Part of this program has been derived from mrouted. The mrouted program is covered by the license
in the accompanying file named "LICENSE.mrouted".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior

University.

[mrouted]
The mrouted program is covered by the following license. Use of the mrouted program represents

acceptance of these terms and conditions.

1. STANFORD grants to LICENSEE a nonexclusive and nontransferable license to use, copy and
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modify the computer software "mrouted" (hereinafter called the "Program"), upon the terms and
conditions hereinafter set out and until Licensee discontinues use of the Licensed Program.

2. LICENSEE acknowledges that the Program is a research tool still in the development state, that
it is being supplied "as is," without any accompanying services from STANFORD, and that this
license is entered into in order to encourage scientific collaboration aimed at further development

and application of the Program.

3. LICENSEE may copy the Program and may sublicense others to use object code copies of the
Program or any derivative version of the Program. All copies must contain all copyright and other
proprietary notices found

in the Program as provided by STANFORD. Title to copyright to the Program remains with
STANFORD.

4. LICENSEE may create derivative versions of the Program. LICENSEE hereby grants
STANFORD a royalty-free license to use, copy, modify, distribute and sublicense any such
derivative works. At the time LICENSEE provides a copy of a derivative version of the Program to
a third party, LICENSEE shall provide STANFORD with one copy of the source code of the
derivative version at no charge to STANFORD.

5. STANFORD MAKES NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED.
By way of example, but not limitation, STANFORD MAKES NO REPRESENTATION OR
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR PURPOSE OR
THAT THE USE OF THE LICENSED PROGRAM WILL NOT INFRINGE ANY PATENTS,
COPYRIGHTS, TRADEMARKS OR OTHER RIGHTS. STANFORD shall not be held liable for any
liability nor for any direct, indirect or consequential damages with respect to any claim by
LICENSEE or any third party on account of or arising from this Agreement or use of the Program.

6. This agreement shall be construed, interpreted and applied in accordance with the State of
California and any legal action arising out of this Agreement or use of the Program shall be filed in
a court in the State of California.

7. Nothing in this Agreement shall be construed as conferring rights to use in advertising, publicity

or otherwise any trademark or the name of ““Stanford".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior
University.

[PIM sparse-mode pimd]

Copyright (C) 1998 by the University of Southern California.
All rights reserved.

Permission to use, copy, modify, and distribute this software and its documentation in source and
binary forms for lawful purposes and without fee is hereby granted, provided that the above
copyright notice appear in all copies and that both the copyright notice and this permission notice
appear in supporting documentation, and that any documentation, advertising materials, and other
materials related to such distribution and use acknowledge that the software was developed by the
University of Southern California and/or Information Sciences Institute. The name of the
University of Southern California may not be used to endorse or promote products derived from this

software without specific prior written permission.
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THE UNIVERSITY OF SOUTHERN CALIFORNIA DOES NOT MAKE ANY
REPRESENTATIONS ABOUT THE SUITABILITY OF THIS SOFTWARE FOR ANY PURPOSE.
THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, TITLE, AND
NON-INFRINGEMENT.

INNO EVENT SHALL USC, OR ANY OTHER CONTRIBUTOR BE LIABLE FOR ANY SPECIAL,
INDIRECT OR CONSEQUENTIAL DAMAGES, WHETHER IN CONTRACT, TORT, OR OTHER
FORM OF ACTION, ARISING OUT OF OR IN CONNECTION WITH, THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Other copyrights might apply to parts of this software and are so noted when applicable.

Questions concerning this software should be directed to Pavlin Ivanov Radoslavov

(pavlin@catarina.usc.edu)
$Id: LICENSE.pimd,v 1.1 1998/05/29 21:58:20 kurtw Exp $

Part of this program has been derived from mrouted.
The mrouted program is covered by the license in the accompanying file named
"LICENSE.mrouted".

The mrouted program is COPYRIGHT 1989 by The Board of Trustees of Leland Stanford Junior

University.

[LTCS (Label Traffic Control System)]
Copyright (C) 1999 Harris and Jefferies Inc. All rights reserved.
Copyright (C) 2000-2002 NetPlane Systems Inc. All rights reserved.
Copyright (C) 2000-2005 Motorola Computer Group. All rights reserved.

[KAME IPv6 STACK]
Copyright (C) 1995, 1996, 1997, 1998, 1999 and 2000 WIDE Project.All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. Neither the name of the project nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
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OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

[CRUNCH]

Copyright (C) 1994 University of Maryland
All Rights Reserved.

Permission to use, copy, modify, distribute, and sell this software and its documentation for any
purpose is hereby granted without fee, provided that the above copyright notice appear in all copies
and that both that copyright notice and this permission notice appear in supporting documentation,
and that the name of U.M. not be used in advertising or publicity pertaining to distribution of the
software without specific, written prior permission. U.M. makes no representations about the
suitability of this software for any purpose. It is provided "as is" without express or implied

warranty.

U.M. DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL
U.M.BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER
IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

[RADIUS]

Copyright 1992 Livingston Enterprises, Inc.
Livingston Enterprises, Inc. 6920 Koll Center Parkway Pleasanton, CA 94566

Permission to use, copy, modify, and distribute this software for any
purpose and without fee is hereby granted, provided that this copyright
and permission notice appear on all copies and supporting documentation,
the name of Livingston Enterprises, Inc. not be used in advertising or
publicity pertaining to distribution of the program without specific

prior permission, and notice be given in supporting documentation that
copying and distribution is by permission of Livingston Enterprises, Inc.
Livingston Enterprises, Inc. makes no representations about the suitability
of this software for any purpose. It is provided "as is" without express

or implied warranty.

[totd]

WIDE

Copyright (C) 1998 WIDE Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
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distribution.
3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:
This product includes software developed by WIDE Project and and its contributors.
4. Neither the name of the University nor the names of its contributors may be used to endorse or

promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

University of Tromso
Copyright (C) 1999,2000,2001,2002 University of Tromso, Norway. All rights reserved.

Author: Feike W. Dillema, The Pasta Lab, Institutt for Informatikk University of Tromso, Norway

Permission to use, copy, modify and distribute this software and its documentation is hereby
granted, provided that both the copyright notice and this permission notice appear in all copies of
the software, derivative works or modified versions, and any portions thereof, and that both notices
appear in supporting documentation.

THE UNIVERSITY OF TROMSO ALLOWS FREE USE OF THIS SOFTWARE IN ITS "AS IS"
CONDITION. THE UNIVERSITY OF TROMSO DISCLAIMS ANY LIABILITY OF ANY KIND
FOR ANY DAMAGES WHATSOEVER RESULTING FROM THE USE OF THIS SOFTWARE.
The author requests users of this software to send back any improvements or extensions that they
make and grant him and/or the University the rights to redistribute these changes without

restrictions.

Invenia Innovation A.S.
Copyright (C) Invenia Innovation A.S., Norway. All rights reserved.

Author: Feike W. Dillema, Invenia Innovation A.S., Norway.

Permission to use, copy, modify and distribute this software and its documentation is hereby
granted, provided that both the copyright notice and this permission notice appear in all copies of
the software, derivative works or modified versions, and any portions thereof, and that both notices
appear in supporting documentation.

INVENIA INNOVATION A.S. ALLOWS FREE USE OF THIS SOFTWARE IN ITS "AS IS"
CONDITION. INVENIA INNOVATION A.S. DISCLAIMS ANY LIABILITY OF ANY KIND FOR
ANY DAMAGES WHATSOEVER RESULTING FROM THE USE OF THIS SOFTWARE.

The author requests users of this software to send back any improvements or extensions that they
make and grant him and/or the Invenia Innovation the rights to redistribute these changes without

restrictions.
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Todd C. Miller

Copyright (C) 1998 Todd C. Miller <Todd.Miller@courtesan.com> All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The name of the author may not be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES,INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

[libtacplus]

Copyright (C) 1998, 2001, 2002, Juniper Networks, Inc.

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

Copyright (C) 1983, 1993

The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:
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1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

This product includes software developed by the University of California, Berkeley and its
contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

llibfetch]

Copyright (C) 1998 Dag-Erling Coidan Smergrav

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer in this position and unchanged.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The name of the author may not be used to endorse or promote products derived from this
software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

[iides]
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Internet Initiative Japan Inc.
Copyright (c) 1996 Internet Initiative Japan Inc.
All rights reserved.

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistribution with functional modification must include prominent notice stating how and when
and by whom it is modified.

3. Redistributions in binary form have to be along with the source code or documentation which
include above copyright notice, this list of conditions and the following disclaimer.

4. All commercial advertising materials mentioning features or use of this software must display the
following acknowledgement:

This product includes software developed by Internet Initiative Japan Inc.

THIS SOFTWARE IS PROVIDED BY “AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.

[Net-SNMP]

CMU/UCD

Copyright 1989, 1991, 1992 by Carnegie Mellon University

Derivative Work - 1996, 1998-2000
Copyright 1996, 1998-2000 The Regents of the University of California

All Rights Reserved

Permission to use, copy, modify and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice appears in all copies and
that both that copyright notice and this permission notice appear in supporting documentation, and
that the name of CMU and The Regents of the University of California not be used in advertising or
publicity pertaining to distribution of the software without specific written permission.

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL
WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL CMU OR THE
REGENTS OF THE UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT
OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
THE LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH
THE USE OR PERFORMANCE OF THIS SOFTWARE.

Networks Associates Technology, Inc

Copyright (c) 2001-2003, Networks Associates Technology, Inc
All rights reserved.

* Redistributions of source code must retain the above copyright notice, this list of conditions and

the following disclaimer.
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* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* Neither the name of the Networks Associates Technology, Inc nor the names of its contributors
may be used to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Cambridge Broadband Ltd.
Portions of this code are copyright (c) 2001-2003, Cambridge Broadband Litd.
All rights reserved.

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER "AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

Sun Microsystems, Inc.
Copyright (c) 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara,
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California 95054, U.S.A. All rights reserved.

Use is subject to license terms below.
This distribution may include materials developed by third parties.

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S. and other countries.

* Redistributions of source code must retain the above copyright notice, this list of conditions and

the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Sparta, Inc

Copyright (c) 2003-2004, Sparta, Inc
All rights reserved.

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
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EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Cisco/BUPTNIC
Copyright (c) 2004, Cisco, Inc and Information Network
Center of Beijing University of Posts and Telecommunications.
All rights reserved.

* Redistributions of source code must retain the above copyright notice, this list of conditions and

the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the

distribution.

* Neither the name of Cisco, Inc, Beijing University of Posts and Telecommunications, nor the
names of their contributors may be used to endorse or promote products derived from this software

without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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