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® RETI(E. Amazon Web Services (LA AWS) EDIEHEIC DWW TDRTERZRALET .
J’/(BIFGDDE ﬂ_(j:AR4OSOS%HUTIEC‘: LJTEHEHL\T L/gsg—

® Amazon Virtual Private Cloud (LA'F Amazon VPC) ZiEU CAWSEIEGUE T,
Amazon VPC(3. AWSICiEHt 9 DIcHDVPNEREEZIREL TWLVET,

® AWSHI(C(X. Amazon Elastic Compute Cloud ({F Amazon EC2) &M(EINBDIRIEH —
I EABRLTWET,

° f&?’x“i@ig AR4050SEE F DR 51 > —Fw b EOY—/)\—(CEEEE (FS0E
s) C o

® AR4A050SIZT 7 —LDxT7)\—==325.4.5-2. 1 FEZZFAT L,

® Amazon VPCICE T BIATIBIRIIU T ZCESRB 2L,
http://aws.amazon.com/ijp/vpc/
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® Amazon VPCTI(I2DDT — M IOTAHhAESNTULET,
AR4050S(32ADIPsec (ESP) > xILTHEHLE I,

AWS 10.0.1.1
10.0.0.0/16

J'— J—hOxA

172.30.0. 72.31.0.1
(¢
Wy Qo
Y Q°
tunnel 1 tunnel 2

[ BEY KL AN BE ] .

_ X AWSEIDRERE(E A X — ST,

PPPO over ETH1 172.29.0.1 ERDIRIRE & (SRR DAIEEMEN S D ET,
[AW+"'—5’ —] XABTHRDIPT RLAEZH L TVET.
VLAN1 ERDIP7 RLREFERBEDFEIDTIT THELSIZEU,

192.168.1.0/24
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® T/ \SA-HTHELXT,

IKEDJ £ —X1 (ISAKMP SAQ®I>IT—=32)

EH

FRIH BB (pre—shared key)

IKEXXHAE—F

IKEvl MainE—FK

Diffie—Hellman (Oakley) 7 JL—7

Group2 (1024E v <MODP)

ISAKMPAyt—L DS A AES128
ISAKMP Ayt —C D EREEA R SHA-1
ISAKMP SAD A #hHARR (BERA) 28800F) (8HFE])

IKEDJ £ —X2 (IPsec SAO®RI>IT—>3>)

SAE—F

FoRILE—F

t&xal)F4—TOra)L

ESP (Fg51t + E231E)

Diffie—Hellman (Oakley) &' JL—

Group2(1024E Y <MODP) . PFSE %)

=1t A AES128
I A SHA-1
IPsec SAD A ZHHARR (BFRE) 3600F) (1R%R)
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® Amazon VPCZETEULUZEI .

® AWSDWebY -+ hTI7HT> MeERk L. [AWS Management Console]
ZERBUEIT . 77T MERORNICDODWTIEA T ZIESEBTZE0,

http://aws.amazon.com/jp/reqgister-flow/

0 NELDFENTEZIEHUEIN, FHIUTEZSSEBLIZEL,
http://docs.amazonwebservices.com/ja jp/AmazonVPC/latest/GettingStartedGuide/
GetStarted.html

o XRENMNSHE L CLVDEEMEIF2015F11HREDBIHR T .
S1&. HEEENEESNDHGENTSTVNEIDTT THEIIZSV,
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2-2. Amazon VPCOETE

® JHY— RORA
« BEMEZA_LE [Services] 5 [VPC] Z=#ERUZE T,
« [VPC Dashboard] (C&%3 [Start VPC Wizard] =#ULZE9,

.‘i Services _ v  Tokyo ¥  Support~

VPC Dashboard = Resources <& o

q
Filter by VPC:
None E| Start VPC Wizard Launch EC2 Instances
Virtual Private MNote: Your Instances will launch in the Asia Pacific (Tokyo) region
Cloud You are using the following Amazon VPC resources in the Asia Pacific |
(Tokyo) region: 3
Your VPCs 1VPC 1 Internet Gateway
2 Subnets 1 Route Table
Subnets c ,
3 1 Network ACL 0 Elastic IPs
Route Tables 1 Security Group 0 Running Instances
nfemet Galewave 0 VPC Peering Connections 0 Customer Gateways
¥ 0 VPN Connections 0 Virtual Private Gateways |4
DHCP Options Sets
Flastic IPs VPN Connections
Peering Connections ] o
Amazon VPC enables you to use your own isolated resources within the
AWS cloud, and then connect those resources directly to your own
Security B datacenter using industry-standard encrypted IPsec VPN connections.
Network ACLs VPN Connections Customer Gateways VPC ID Status

You do not have any VPNs.
Security Groups

Create VPN Connection
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2-2. Amazon VPCOETE

® v NJ— IRk DIEIR
v hND—OEk(CENETCTIEBZEIRUET ., AHITE. [VPC with a Private
Subnet Only and Hardware VPN Access| %Z3i®EU', [Select] Z#HUET,

Step 1: Select a VPC Configuration

VPC with a Single Public

Subnet Your instances run in a private, isolated section of the AWS cloud with 2 private (“Amazon Virtual Private Cloud )
subnet whose instances are not addressable from the Internet. You can connect : Subnet N
this private subnet to your corporate data center via an [Psec Virtual Private

WPC with Public and Network (VPN) tunnel.

Private Subnets
Creates:

VPC with Public and A M6 network with a /24 subnet and provisions an IPsec VYPN tunnel between your

Private Subnets and Amazon VPC and your corporate network. (VPN charges apply.) \

Hardware VPN Access m \_ )

VPC with a Private VPN

Subnet Only and

Hardware VPN Access

Caorporate Data Center
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2-2. Amazon VPCOETE

o AWSHIDEZE

- AWSHTERIBIHIXRY haEIRUET, TiixSE(CTZHEEIBOHTLLIZEL,
AHIT(E. TIP CIDR block] & [10.0.0.0/16 ] . [Private Subnet] % [
10.0.1.0/24] £ULTEHEiFRULUET,

o BIRERRIZS [Next] ZHUFET,

Step 2: VPC with a Private Subnet Only and Hardware VPN Access

IP CIDR block:* | 10.0.0.0/16 (65531 IP addresses available) VPCTEARTIRERIPT RL XDEHEEZIBELET. HIRY MY RXT(E/16~/28DMTIEELET .

VPC name:  VPC-test VPCO&IMEIETELET,

i | Z2IP CIDR block TIEE U= iEN T T S+ _— M TRy MeigE LET.
Private subnet:* | 10.0.1.0/24 (251 IP addresses available) %56/‘,/5_ I\‘B'%C*_‘Cjiﬁlﬁg(_;ilﬁpj?ﬂg‘éjzi%‘Cl:cgi-ja‘? v hEEELEY

Availability Zone:* | No Preference [v| | Availability ZoneZ3#8ELEY. [No Preferencel (L33 EEEMBIRLET.

Private subnet name: | Private subnet TSAR—- I TRY FOEZIERELET,
You can add more subnets after AWS creates the VPC.

Add endpoints for S3 t bnet m NN | | m
endpoints for o your subnets Amazon S3 ANDIZ FRA 2 hat b )
. FHICOVWTEUATEISRIZS 0N,
Subnet: = None hd http://docs.aws.amazon.com/ja_jp/AmazonVPC/latest/UserGuide/vpc-endpoints.html

Enable DNS hostnames:* @ Yes () No DNSHEZEIDHTINEDHIEFERUET,

* IN—ROTT7EFAAIADKECTT . FHHlICDVWTIEUATFZSSBLLIZEUN,
. L
Hardware tenancy Derault http://docs.aws.amazon.com/ja_jp/AmazonVPC/latest/UserGuide/dedicated-instance.html

Cancel and Exit Back m
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2-2. Amazon VPCOETE

® AR4050SOWANMI/LANBIIPY? kL X DEEx

« AR4050SOWANAIIPI” RL X (BEE7 FLX) &&FRULEX T,
AHITE. [172.29.0.1] Z&EFKL TLET,

- [Routing Typel T [Dynamic (requires BGP)] Zi®EIRUZET,
« [Create VPC] Z#UZET,

Step 3: Configure your VPN

Specify the public IP Address of your VPN router (Customer Gateway)

Customer Gateway IP:* | 172.29.0.1 x
Customer Gateway name: | AR4050S

VPN Connection name: | AR4050S-t0-AWS
Note: WYPMN Connection rates apply.

Specify the routing for the VPN Connection (Help me choose)

Routing Type:* | Dynamic (requires EiG:’}ﬂ

Cancel and Exit Back Create VPC
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® VPCOOAFRK

2-2. Amazon VPCOETE

s IBNFETIDETDRSRBEEMATRRESNET .
« [VPC Successfully Created] &FREnes. Al TOK] Z#HUET,

Creating VPN (This may take a few minutes)...

VPC Dashboard = VPC Successfully Created
4
Filter by VPC: Your YPC has been successfully created.
None E You can launch instances into the subnets of your YPC. For more information, see Launching an Instance into Your Subnet.

Virtual Private
Cloud

Your WPCs

Subnets

Route Tables
Internet Gateways
DHCP Options Sets
Elastic IPs

Peering Connections
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2-2. Amazon VPCOETE

® {XTEDASI>O0—R
e HAIDOA—=—73—)\—H5 [VPN Connections| Z#ERUZFEI,
- {ERkUTEVPN&%ZIEIRL. [Download Configurationl Z#UX9,
@

Subnets - o IR Nt Il Delete | Download Configuration
1

Route Tables

Intemet Gateways QSearch VPN Connections andX

DHCP Options Sets Name « VPNID ~ State ~ Virtual Private Gateway - Customer Gateway -
Elastic IPs ®| @  AR4050S-0-AWS vpn-a5886dcc  available  vgw-1f8adcie cqw-fTT6c016 ( ) | AR4050S
Endpoints

Peering Connections

Security
MNetwork ACLS vpn-a5886dcc | AR40505-to-AWS

Security Groups

Summary Tunnel Details Static Routes Tags

VPN Connections
- VPN Tunnel  IP Address Status  Status Last Changed Details

Customer Gateways
Tunnel 1 DOWN  2015-11-18 11:44 UTC+8
Virtual Private
| -
Gateways Tunnel 2 DOWN  2015-11-18 11:44 UTC+8

® VPN Connections W
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2-2. Amazon VPCOETE

® EDSY > O—R
. REHIEASI>OO-RUET.
KBTI, [Generic] ZiEIRUTULWET,
HAT®D [Yes, Downloadl Z#ULZE T,

o WEFINTRSNFIDOCT. O—HILT7 4 RTCHREFLET,
XRED [AR4050S DFEE] THERAULFIDT. RUIRELTLSIZSEL,

Download Configuration e %

Please choose the configuration to download based on your type of customer gateway.

Vendor | Generic (=]
Platform @ Generic (=]

Software | Vendor Agnostic |E|

Cancel Yes, Download
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® AR4050SDERTEICHEIRBIRIEITE T,
ERERICBHRZREDHTH LS EEFTT,
% [Amazon VPC Gateway address(1)(2)] . [Preshared key (1)(2) 1 . [Tunnel interface IP
address(1)(2)] [Tunnel peer IP Address(1)(2)] . [BGP Neighbor IP Address(1)(2)] (&. REZZSE(CCiEAL

ZE0,

REHHE <151 P EERIFER
pppl_-ljf_% user@ispA

PPP/ARTJ—K isppasswdA

AR4050S ppp0 (WANED IPFZRL R | 172.29.0.1/32
AR4050S vlan1 (LANADIPZRL X | 192.168.1.254/24
Amazon VPC Gateway address(1) | 172.30.0.1

Preshared key(1) ABCDEFGHIJKLMNOPQRSTUVWXYZ1234
Tunnel interface IP address(1) 172.16.0.2/30

BGP Neighbor IP Address(1) 172.16.0.1

Amazon VPC Gateway address(2) | 1723101

Preshared key(2) 1234abcdefghijklmnppgrsutvwxyz
Tunnel interface IP address(2) 172.17.0.2/30

BGP Neighbor IP Address(2) 172.17.0.1

AWSRA DY T yk 10.0.0.0/16
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® ISR—ZTREFEUCEENZTFRANIT 45 —CHEET,

® 2 KMDIPSec k> k)LD [Pre-Shared Key] . [Virtual Private Gateway (Outside IP
Addresses) | . [Customer Gateway (Inside IP Address) | . BGP® [Neighbor IP

Address| =WERUEY,
XA O— RUEEREICK D CEESTENERDET, Titld [Generic] DIHFEDHITT,

IPSec Tunnel #1

#1: Internet Kev Exchange Configuration
Configure the TKE S& as follows

- fuythentication Method : Pre-Shared Kew
- Pre-Shared Kew : ABCDEFGHIJELMHOPQRSTUNYETI1Z234 Preshared key(1)

ﬁE: Tunnel Interface Configuration

éutside IP dddresses:

- Customer Gatewaw D 17229001

- Yirtual Private Gateway : 172.30.0.1 Amazon VPC Gateway address(1)
Inside IP fddresses

- Customer Gateway s 172.16.0.2/30 Tunnel interface IP address(1)

- Yirtual Private Gateway s 172 06.0.1/30
ﬁ4: Border Gateway Protocol (BGP) Confizuration:
éGP Configuration Options:

- Dustomer Gateway A5H : BLODD0

- Yirtual Private Gatewavy ASN : 101724

- Heighhar IP dddress : 172.16.0.1 BGP Neighbor IP Address(1)
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IPSec Tunnel #2

#1: Internet Kev Exchange Configuration

Configure the TKE 54 as follaws
- futhentication Methad : Pre-Shared Kew
- Pre-Shared Key : 123 abcdefzhiikimnoparstuvwsyz

#3: Tunnel Interface Configuration

éutside I[P dddresses:

- Custamer Gateway 172.28.0.1

- Yirtual Private Gatewaw 172.31.0.1
Inside IP fddresses

- Customer Gateway :172.17.0.2/730

- Yirtual Private Gateway D 172.17.0.1/730
#4: Border Gateway Protocol (BGP) Confizuration:
éGP Canfiguration Optians:

- Customer Gateway ASH : R&O0D

- Yirtual Private Gateway ASH 10124

- Neighbor IP &ddress D 172017001

I'I
v

Preshared key(2)

Amazon VPC Gateway address(2)

Tunnel interface IP address(2)

BGP Neighbor IP Address(2)

Copyright© 2017 Allied Telesis K.K. Allﬁlﬁhts Reserved.
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3-2. AR4050SOD:5TE

o 11>
« AR4050S(COTA>UZET,
TGRS EDCLID O >ID/PW (X TFEDED T,

awplus login: manager
Password: friend <=E[R(IC[EFTRR=NFEEA

Last login: Fri Nov 13 17:09:55 JST 2015 on ttySO
AlliedWare Plus (TM) 5.4.5 11/12/15 03:11:03
awplus>

e T—RODBIT
«  FHFHEEXECE— RNH5. FHEEXECE— RICEITUE T,

awplus> enable
- $HEEXECE— RS2 0O—-/ULO> T4 JE—RICBITUET,

awplus# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
awplus(config)#

Copysight© 2017 Allied Tefesis K.K. AllRights Reserved. AV AlliedTelesis



3-2. AR4050SOD:5TE

o X\Z=>wuy—70O )Lt
- LANR— MTBEWTHEBREE TEIMEENTWLWB3 /= >JWv U —ZO RJL
(RSTP) Z=#EbLET .

awplus(config)# no spanning-tree rstp enable

® |LANM>ASF—TJ1—XREE
« LANlA>A—T1x—X (vlanl) (CIPZ RLXA=E™mEULFET,

awplus(config)# interface vianl
awplus(config-if)# ip address 192.168.1.254/24
awplus(config-if)# exit

® PPP1>4~5—271—RAYER%
. ETH1 14>~ —2J1—XEICPPPA>A—J 1T —R={ERRULE T,

awplus(config)# interface eth1l
awplus(config-if)# encapsulation ppp 0

[ HRFICFLIR—DDOHERIBIRZE AN STZS0N, ]

21
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3-2. AR4050SOD:5TE

® PPPOE>A—J1—RKE
e PPPAM>AH—TJ1—XRICWANEIDIP RL XA ZHEULUFE T,
« LCP Echo/\Zrv MMCKBPPPIEHDERZBRICLET,
e ISPHSEBIHIEN/EPPP1—H - E/\XDT—-RERELET,
e PPPA>2AH—-—T1—RZE BT BTCP/\Tv FOMSSIEOBEESMI ZBMICLET,

awplus(config)# interface ppp0O
awplus(config-if)# ip address 172.16.0.1/32
awplus(config-if)# keepalive
awplus(config-if)# ppp username user@ispA
awplus(config-if)# ppp password isppasswdA
awplus(config-if)# ip tcp adjust-mss pmtu

[ HRFICFLIR—DDOHERIBIRZE AN STZS0N, ]

22
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3-2. AR4050SOD:5TE

@ T >T+47+1DE
. J7A4 704 —)LONATOIL—)HERBFICEDS T T 50— (BEER) Z2EEULEI.
-  RNERY ND—0%ZFKITY—> [private] ENNEBRY KD—0%ZFKITY —> [public] Z/ER UL
ig_o

awplus(config)# zone private

awplus(config-zone)# network lan
awplus(config-network)# ip subnet 192.168.1.0/24
awplus(config-network)# ip subnet 10.0.0.0/16
awplus(config-network)# ip subnet 172.16.0.0/30
awplus(config-network)# ip subnet 172.17.0.0/30

awplus(config)# zone public

awplus(config-zone)# network wan

awplus(config-network)# ip subnet 0.0.0.0/0 interface ppp0O
awplus(config-network)# host ppp0

awplus(config-host)# ip address 172.29.0.1

[ HRFICFLIR—DDOHERIBIRZE AN STZS0N, ]
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3-2. AR4050SOD:5TE

® VU —3>DNTE
. 774;3#—)IA’DNATODJI/—)M"EEEH%(CEEWE"Z?EE@“%T:&J(:13-25 (77T —23> ] &
TEL
« IPsecESP/\Zrv haEFRIHBDRILFTUT—>3> lespl ZEEULET,
« ISAKMP)\Trw hZERIHRILT7TVo—23> lisakmpl ZEELE T,
«  NAT-T(NAT Traversal)/\o v b HRXSF L7 TV —23> [nat-t] ZEEUET

awplus(config)# application esp
awplus(config-application)# protocol 50

awplus(config)# application isakmp
awplus(config-application)# protocol udp
awplus(config-application)# sport 500
awplus(config-application)# dport 500

awplus(config)# application nat-t
awplus(config-application)# protocol udp
awplus(config-application)# sport 4500
awplus(config-application)# dport 4500

Copysight© 2017 Allied Telesis K.K. AllRights Reserved. — AVE Allied Telesis



3-2. AR4050SOD:5TE

® J7A7IA—)L. NATODELTE
« ISAKMP/W&w s, NAT-T/WAOw . ESP/Wrw i U D DABIMAIN S OiEE & 8RR U .
WEINSOBEFBERICITABEDICTZFA 7 IA—ILDIL—ILZREUET,
« LANIRY RO —O(CIEHRSNTVDIIRTOO> ED1—4F—MNFI A1 F =V IENATHEEZERTE
BEIOKREULET,

awplus(config)# firewall

awplus(config-firewall)# rule 10 permit isakmp from public.wan.pppO to public.wan
awplus(config-firewall)# rule 20 permit isakmp from public.wan to public.wan.pppO
awplus(config-firewall)# rule 30 permit nat-t from public.wan.pppO to public.wan
awplus(config-firewall)# rule 40 permit nat-t from public.wan to public.wan.pppO
awplus(config-firewall)# rule 50 permit esp from public.wan.pppO to public.wan
awplus(config-firewall)# rule 60 permit esp from public.wan to public.wan.ppp0O
awplus(config-firewall)# rule 70 permit any from private to private
awplus(config-firewall)# rule 80 permit any from private to public
awplus(config-firewall)# protect

awplus(config)# nat
awplus(config-nat)# rule 10 masq any from private to public
awplus(config-nat)# enable

Copyright© 2017 Allied-Telesis K.K. Al'Rights Reserved. AVE Allied Telesis



3-2. AR4050SOD:5TE

® IPseci&iE
« IKEDJT—X1D/RU>— [AWS-isakmpl &TJ1—X2MDRUS— [AWS-ipsec] ZENENIERL
bia_o

awplus(config)# crypto isakmp profile AWS-isakmp

awplus(config-isakmp-profile)# version 1 mode main

awplus(config-isakmp-profile)# lifetime 28800

awplus(config-isakmp-profile)# transform 1 integrity shal encryption aes128 group 2

awplus(config)# crypto isakmp key ABCDEFGHIJKLMNOPQRSTUVWXYZ1234 address 172.30.0.1
awplus(config)# crypto isakmp key 1234abcdefghijkimnppqrsutvwxyz address 172.31.0.1
awplus(config)# crypto isakmp peer address 172.30.0.1 profile AWS-isakmp

awplus(config)# crypto isakmp peer address 172.31.0.1 profile AWS-isakmp

awplus(config)# crypto ipsec profile AWS-ipsec

awplus(config-ipsec-profile)# lifetime seconds 3600

awplus(config-ipsec-profile)# transform 1 protocol esp integrity shal encryption aes128
awplus(config-ipsec-profile)# pfs 2

[ HRFICFLIR—DDOHERIBIRZE AN STZS0N, ]

26
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3-2. AR4050SOD:5TE

o NRILA A —T 1T —REEE
e IPsechb>ILA>AF—Tx—Xtunnel0. tunnellZfERLZE T,
« MTUDSREZULZET,
« IPsec b2 RILDIRR(BEE) EBRRURERY NDO—05— D1 A)ZIBELET.
« IKEDI—R2TEAHIZIRIS—ZEIBELET,
« bRUIOBARZIBELET.
o BHIENEbFRILAAA—TT—RADIPEHELE T,
e BFRINADA-—TT—RZEEBT BTCP/\TvV FOMSSIEDOE X ZBNICLET,

awplus(config)# int tunnelO

awplus(config-if)# mtu 1436

awplus(config-if)# tunnel source ppp0

awplus(config-if)# tunnel destination 172.30.0.1
awplus(config-if)# tunnel protection ipsec profile AWS-ipsec
awplus(config-if)# tunnel mode ipsec ipv4

awplus(config-if)# ip address 172.16.0.2/30
awplus(config-if)# ip tcp adjust-mss 1387

awplus(config)# int tunnell

awplus(config-if)# mtu 1436

awplus(config-if)# tunnel source ppp0

awplus(config-if)# tunnel destination 172.31.0.1
awplus(config-if)# tunnel protection ipsec profile AWS-ipsec
awplus(config-if)# tunnel mode ipsec ipv4

awplus(config-if)# ip address 172.17.0.2/30 IRFICF17IR— DR EFIEREAIT LT E0N,
awplus(config-if)# ip tcp adjust-mss 1387 [ ]

27
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3-2. AR4050SOD:5TE

® BGP:NTE
« IPsecbt> )L ETBGPZHWLWTCAWSH] (FIT(X10.0.0.0/16) &)L— NBRZIIRTED LD
(CERTEULET,
« AWSEDIBEIEIETAR4050SERATITOLDIC. T IAILNL— hEBHUET,

awplus(config)# router bgp 65000

awplus(config-router)# network 192.168.1.0/24
awplus(config-router)# timers bgp 10 30
awplus(config-router)# neighbor 172.16.0.1 remote-as 10124
awplus(config-router)# neighbor 172.16.0.1 default-originate
awplus(config-router)# neighbor 172.17.0.1 remote-as 10124
awplus(config-router)# neighbor 172.17.0.1 default-originate

[ HRFICFLIR—DDOHERIBIRZE AN STZS0N, ]

28
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3-2. AR4050SOD:5TE

® )L—hERTE
e FTIOAIIPMNIL—bEEHEEULET.

awplus(config)# ip route 0.0.0.0/0 pppO

® 1> T4 JDRF. MR
¢ WERUEERDFT,
- RTEORENETZREFI> I TJELTRELET,
- WE (S>>0 T470) Z#HRRULET,
RED [ANTOY R—E(1)(2)] Z282&(C. HECRDMBEONTHERZ=0,

awplus# copy running-config startup-config
awplus# show running-config
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3-3.

e AN R—E(1)

a5 E DHERR

— [show running-config] TEREZWIR CETET . FcDIN RARRESNTLDINTHE

ﬁllh\< 7::3(/\0

!
no spanning-tree rstp enable
I

interface eth1
encapsulation ppp 0
I

interface vlanl
ip address 192.168.1.254/24
]

interface ppp0

keepalive

ppp username user@ispA
ppp password isppasswdA
ip address 172.29.0.1/32
ip tcp adjust-mss pmtu

|

Zone private

network lan
ip subnet 10.0.0.0/16
ip subnet 192.168.1.0/24
ip subnet 172.16.0.0/30
ip subnet 172.17.0.0/30

I

zone public

network wan
ip subnet 0.0.0.0/0 interface ppp0
host ppp0
ip address 172.29.0.1

I

application esp

protocol 50

I

application isakmp
protocol udp
sport 500
dport 500

I

application nat-t
protocol udp
sport 4500
dport 4500

I

firewall

rule 10 permit isakmp from public.wan.pppO to public.wan
rule 20 permit isakmp from public.wan to public.wan.ppp0O
rule 30 permit nat-t from public.wan.ppp0 to public.wan
rule 40 permit nat-t from public.wan to public.wan.ppp0O
rule 50 permit esp from public.wan.ppp0 to public.wan
rule 60 permit esp from public.wan to public.wan.ppp0
rule 70 permit any from private to private

rule 80 permit any from private to public

protect

I

nat

rule 10 masq any from private to public

enable
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BFIAV> FOFMGE, OV RUDT 7L 2 XS

N

http://www.allied-

73

[N

ga<rZEuy,

telesis.co.jp/support/list/router/ar3050s ar4050s/manual.html

e Allied Telesis




3_3 " }:HEODEED,U

e AN R—E(2)

! interface tunnell
crypto ipsec profile AWS-ipsec mtu 1436

lifetime seconds 3600 tunnel source ppp0

pfs 2 tunnel destination 172.31.0.1.

transform 1 protocol esp integrity SHA1 encryption AES128 tunnel protection ipsec profile AWS-ipsec
! tunnel mode ipsec ipv4
crypto isakmp profile AWS-isakmp ip address 172.17.0.2/30

version 1 mode main ip tcp adjust-mss 1387

lifetime 28800 !

transform 1 integrity SHA1 encryption AES128 group 2 router bgp 65000
! network 192.168.1.0/24
crypto isakmp key ABCDEFGHIJKLMNOPQRSTUVWXYZ1234 address 172.30.0.1 timers bgp 10 30
crypto isakmp key 1234abcdefghijklmnppgrsutvwxyz address 172.31.0.1 neighbor 172.16.0.1 remote-as 10124
! neighbor 172.16.0.1 default-originate
crypto isakmp peer address 172.30.0.1 profile AWS-isakmp neighbor 172.17.0.1 remote-as 10124
crypto isakmp peer address 172.31.0.1 profile AWS-isakmp neighbor 172.17.0.1 default-originate
I I
interface tunnelO ip route 0.0.0.0/0 ppp0

mtu 1436 !

tunnel source ppp0 end

tunnel destination 172.30.0.1

tunnel protection ipsec profile AWS-ipsec

tunnel mode ipsec ipv4

ip address 172.16.0.2/30

ip tcp adjust-mss 1387
|

N

BAX>ROFFEME. ON>RUT7Z LR ZEBIIEE0N,
http://www.allied-
telesis.co.jp/support/list/router/ar3050s ar4050s/manual.html
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4-1. IPsecDMER

® ISAKMP SAMDMEITIRRE
-  TFEIOY> REZFEITL. ISAKMP SAOHEIIIREEN EstablishThd & =iERUE T,

4 N

awplus#t show isakmp sa

Peer Cookies (initiator:responder) Auth Ver Expires
Encryption Integrity Group DPD  NATT State

172.30.0. 1 b697098befbe159d:d53526e718174b9b  PSK 1 27461s
AES128 SHA1 2 yes yes Established

172.31.0. 1 1dee3c6ff657f/ca: faae859229465890 PSK 1 18833s
AES128 SHA1 2 yes yes Established

\_ /

o FEDOKSICERRINBWVEGE(E. ISAKMP SAOHE ([CHKELUTULWET,
Preshared keyt2ISAKMP/RU = —, ISAKMP proposalA'lE L < s&¥FESNTLDH
CHESR S T2,
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4-1. IPsecDMER

® I[Psec SADIEITIARE
e TRV REZEITU. IPsec SABEI SN TWDR S EEZHERUE T,

4 N

awp lusttshow ipsec sa

Peer SPI (in:out) Mode Proto Expires
Encryption Integrity PFS

172.30.0. 1 cabf7¢72:30b110cf tunnel ESP 2170s
AES128 SHA1 2

172.31.0. 1 c4400876:a1e6e6b8 tunnel ESP 231s
AES128 SHA1 2

\_ /

o FERDKDICERRESNIBEWGSE(E. IPsec SADHE(CKREILUTWLWET,
IPsec/R'J = —. IPsec proposalfi'iE U< sEESNTVBINTHER S IZEL\,
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® TNV RZEZERITLU. BGPOTY S I > I TE TV EZHRLE T,

4 N

awp lus#t show ip bgp summary

BGP router identifier 192.168.1.254, local AS number 65000
BGP table version is 1

2 BGP AS-PATH entries

0 BGP community entries

Neighbor Vv AS  MsgRc MsgSnt TblVer InOutQ Up/Down State/PfxRcd
172.16.0. 1 4 10124 291 357 1 0/0 00:48:01 1
172.17.0. 1 4 10124 292 357 10/0 00:48:05 1

Number of neighbors 2
awp lustt

\_ /
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4-2. RRISOMEER

® TV RZETUL. AWS (10.0.0.0/16) \DiFEERLE I,

Gplus# show ip route

Codes: C - connected, S - static, R - RIP, B - BGP
O - OSPF, D - DHCP, IA - OSPF inter area

E1l - OSPF external type 1, E2 - OSPF external type 2
* - candidate default

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

* 0.0.0.0/0 [1/0] is directly connected, ppp0

10.0.0.0/16 [20/100] via 172.16.0.1, tunnel0, 00:50:55
172.17.0.0/30 is directly connected, tunnell
172.16.0.1/30 is directly connected, tunnelO
192.168.1.0/24 is directly connected, vlanl

OO0 Wy

=

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

~

/
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4-3. AWSOOHES?

® A—”73—)\—
JLDStatusHt [UP] (Tl CTWBCExEERLTLSZEL,

@ VPN Connection] R® [Tunnel Details] 7% &R L. mAD > F

Subnets

A Create VPN Connection Delete Download Configuration
4

Q Search VPN Connections and

Route Tables

Internet Gateways

DHCP Options Sets Name « V¥PNID - State ~ Virtual Private Gateway
Elastic IPs @ AR4D505-0-AWS vpn-dfdbBeb6  available  vgw-1f8alcie
Endpoints

Peering Connections

Security
’ <

Network ACLs vpn-df8bGeb6 | AR4050S-to-AWS

Security Groups

-

c # ©
1to 1 0f 1 VPN

Customer Gateway -

cgw-776c0f6 () | ARA050S

Summary Tunnel Details Static Routes Tags

VPN Connections

VPN Tunnel IP Address Status = Status Last Changed Details
Customer Gateways

Tunnel 1 . 2015-11-19 15:39 UTC+9 1 BGP ROUTES
Virtual Private
Gateways Tunnel 2 I P 2015-11-19 15:40 UTC+9 1 BGP ROUTES
VPN Connections v

AVE AlliedTelesis
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4-3. AWSOOWE:E

® StatusH' [DOWN] DR, IPsecOiFfn(CEKEL TUL\BIHFE(IDetailsDiE(C
[IPSEC IS DOWNJ &. IPsecDiEfE(CIEpIh LU CTLWBHBGPZY S 3> ?dD

FEXT(CHRBA LU T\ BIEE (I Details(C TIPSEC IS UP] &FRRESNEY,

Subnets ~ o EICRY el [T | Delete | Download Configuration o 9

Route Tables

Q Search VPN Connections and) 1to 1 of 1 VPN

Internet Gateways
DHCP Options Sets Name =~ VPNID - State ~ \Virtual Private Gateway = Customer Gateway -
Elastic IPs @  AR4050S-to-AWS vpn-df8b6ebB available  vgw-1f8a3cle cgw-fT 76c0f6 (I | AR4050S
Endpoints
Peering Connections
Security

: < >
Network ACLs vpn-df8b6ebs | AR40505-t0-AWS —_R=l=
Security Groups

Summary Tunnel Details Static Routes Tags

VPN Connections
VPN Tunnel IP Address Status = Status Last Changed Details

Customer Gateways

Tunnel 1 I DOWN  2015-11-20 11:21 UTC+9] IPSEC IS DOWN
Virtual Private
Gateways Tunnel 2 B OOWN 2015-11-20 11:17 UTC+9] IPSEC IS UP
VPN Connections v
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WS DR

® Amazon EC2EBENTEBRCEZMHERLET,

«  Amazon EC2O{ERKAEICDULTIE. AWSOFMER Z S <20\,
http://aws.amazon.com/jp/documentation/ec2/

« Amazon EC2DIP7Z RL- X (KHIT(E [10.0.1.1] ) (CHLTpinghh BB &EZMHRULET.
)L—5—ETpingZEITIBERE. /oY ST 747 TA—)LICK D THEESNRWKLDiEm
IP7RLRZIEELTLSIZEL,

Gplus# ping 10.0.1.1 source 192.168.1.254 \

PING 10.0.1.1 (10.0.1.1) from 192.168.1.254 : 56(84) bytes of data.
64 bytes from 10.0.1.1: icmp_req=1 ttI=127 time=6.38 ms
64 bytes from 10.0.1.1: icmp_req=2 ttI=127 time=5.90 ms
64 bytes from 10.0.1.1: icmp_req=3 ttI=127 time=6.47 ms
64 bytes from 10.0.1.1: icmp_req=4 ttI=127 time=6.16 ms
64 bytes from 10.0.1.1: icmp_req=>5 ttI=127 time=6.10 ms

--- 10.0.1.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4005ms

Qmin/avg/max/mdev = 5.906/6.207/6.471/0.214 ms /
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4-5. RIETLEROMEE (%)

® Amazon VPCOG — I TAD—AMY D Ui &ESORBOTIREZHRELET,

« EROS—RNITADFIEZGFDZEFTERUVDT, CTTlE tunnel 0ZIBD
I\ NEBHINC D ILY I TTDCETEERS =1L —MUET,

o TJ7ATIA—IDEEERTUES., J7AT7IOA—)LOtYvS3>7—TJ)ILDo)7%2iT>T
<fz&Ly,

awplus(config)#zone AWS
awplus(config-zone)#network gateway1
awplus(config-network)# ip subnet 172.30.0.1/32

awplus(config) #firewall
awplus(config-firewall)#rule 1 deny any from AWS.gateway1 to public.wan.pppO
awplus(config-firewall)#rule 2 deny any from public.wan.ppp0O to AWS.gateway1

awplus# awplus#clear firewall connections

FRFIZIE. Amazon VPC Gateway address(1)
DTRLR%E A ALLZELN,
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4-5. RIgROME: (&%)

® U(I5<FDEtunnel 0DIPsech\Ifi=H. Fi&H\tunnel 1ICETIEDET,
® TV > RTRIBOUIDBODDZHEZRZL TLIEEL,

gplus# show ip route \

Codes: C - connected, S - static, R - RIP, B - BGP
O - OSPF, D - DHCP, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
* - candidate default

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

* 0.0.0.0/0 [1/0] is directly connected, ppp0
10.0.0.0/16 [20/200] via 172.17.0.1, tunnell, 00:00:09
172.17.0.0/30 is directly connected, tunnell
172.16.0.0/30 is directly connected, tunnelO

K 192.168.1.0/24 is directly connected, vlanl /

OO0y
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4-5. RIgROME: (&%)

® CODIREETAmMazon EC2(CX L CpinghhEd C =R LE T,

Cvplus# ping 10.0.1.1 source 192.168.1.254

PING 10.0.1.1 (10.0.1.1) from 192.168.1.254 : 56(84) bytes of data.
64 bytes from 10.0.1.1: icmp_req=1 ttI=127 time=6.59 ms

64 bytes from 10.0.1.1: icmp_req=2 ttI=127 time=6.32 ms

64 bytes from 10.0.1.1: icmp_req=3 ttI=127 time=6.04 ms

64 bytes from 10.0.1.1: icmp_req=4 ttI=127 time=6.14 ms

64 bytes from 10.0.1.1: icmp_req=>5 ttI=127 time=6.13 ms

--- 10.0.1.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4005ms
Krttmin/avg/max/mdev =6.042/6.247/6.591/0.201 ms

~

/
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4-5. RIgROME: (&%)

o FEWOUIDBODDEMRULILES., KEEDTAILI I IEHEELET.

awplus#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
awplus(config) #firewall

awplus(config-firewall)#no rule 1

awplus(config-firewall)#no rule 2

o L(EFSK<F DL, BBHABUtunnel OICYINEDZEXI DT, [show ip route] T
CHERRSTZELN,
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T2 H—TS5A ADBEREEHIC,
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